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Confluence Administrator's Guide

Confluence Administrator's Guide

Configuring Confluence
Data and Backups

System Administration

Importing Data
Mail Configuration

Security

User Management

Design and Layout

Integrating Confluence and JIRA
Plugins and Macros
Performance Tuning

Character Encoding

Support

Additional Resources

The Confluence User's Guide has information on how to use Confluence as a collaborative tool.
Go to Documentation Home for links to more resources.

Visit the Configuration Guide for documentation on configuring databases and application servers.

Download

% You can download the Confluence Admin Guide in PDF, HTML or XML formats.
.@

Site Administrator?

The Confluence Administrator's Guide provides information to site administrators on how to
manage their Confluence instances.

If you still have a question that hasn't been answered, write and tell us about it.

Configuring Confluence

Site Configuration

Configuring the Site Home Page

Editing the Site Title

Editing the Site Welcome Message

Configuring the Destination of View Space Links
Editing the Global Logo

Configuring the Server Base URL

Configuring HTTP Timeout Settings

Configuring System Properties

Customising Default Space Content

Optional Settings
Enabling the Remote API
Enabling Trackback

Created in 2012 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

15


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/DOC/Confluence+User%27s+Guide
https://confluence.atlassian.com/display/DOC
https://confluence.atlassian.com/display/ALLDOC/Confluence+Documentation+Directory
http://www.atlassian.com/software/confluence

Confluence 4.3 Documentation

Enabling Threaded Comments
Attachment Storage Configuration
Configuring Attachment Size

Display Settings

Configuring Indexing Language
Configuring Character Encoding
Configuring Time and Date Formats
Configuring Number Formats
Configuring Shortcut Links

Data and Backups

Site Backup and Restore
Production Backup Strategy

Backups Configuration
Configuring Backups
Scheduled Jobs

Manually Backing Up the Site

Restoring Data

Restoring a Site

Restoring a Space
Restoring Data During Setup

Retrieve file attachments from a backup
Restoring a Test Instance from Production

Scheduled Jobs
Scheduled Jobs

Data Model
Confluence Data Model

System Administration

System Configuration

Viewing System Information
Viewing and Editing License Details
Cache Statistics

Viewing Site Statistics

System Administration

Content Index Administration
Upgrading Confluence

Migrating Confluence Between Servers
Migrate to Another Database

Important Directories and Files
Rebuilding the Ancestor Table

Finding Unused Spaces

Large Confluence Installations

Operating Large or Mission-Critical Confluence Installations
Configuring a Large Confluence Installation

Overview of Confluence Clusters

Cluster Administration page
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Importing Data

Universal Wiki Converter
Importing Pages from Disk

Mail Configuration

Configuring a Server for Outgoing Mail

The Mail Queue

Security

Overview and Advisories
Security Overview and Advisories

Security Options

Configuring Captcha for Spam Prevention
Managing External Referrers

Hiding external referrers

Hiding External Links From Search Engines
Excluding external referrers

User Email Visibility

Anonymous Access to Remote API

Running Confluence Over SSL or HTTPS

User Management

Confluence User Management
Global Groups Overview

Global Permissions Overview
Setting Up Public Access
Adding and Inviting Users
Editing User Details

Removing or Deactivating Users

Adding or Removing Users in Groups
Restoring Passwords To Recover Admin User Rights

External User Management

Configuring User Directories

Connecting to an L DAP Directory

Requesting Support for External User Management

Crowd User Management
Connecting to Crowd or JIRA for User Management

JIRA User Management
Connecting to Crowd or JIRA for User Management

Design and Layout

Configuring Site and Space Layouts
Customising Look and Feel Overview
Customising Colour Schemes
Customising Site and Space Layouts

Created in 2012 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://studio.plugins.atlassian.com/wiki/display/UWC/Universal+Wiki+Converter
https://confluence.atlassian.com/display/DOC/Importing+Pages+from+Disk

Confluence 4.3 Documentation

Working With Decorator Macros
Global Templates
Customising the eMail Templates

Configuring Themes

Themes Overview

Creating a Theme

Applying a Theme to a Site

Including Cascading Stylesheets in Themes

Integrating Confluence and JIRA

Integrating JIRA and Confluence
Installing Confluence and JIRA Together
Setting Up Trusted Communication between JIRA and Confluence

Plugin Management

Confluence Plugin Guide
Installing a Plugin

Installing and Configuring Plugins using the Universal Plugin Manager
Configuring the Office Connector
Setting Up Trusted Communication between JIRA and Confluence

Configuring a URL Whitelist for Macros

Macros

Adding, Editing and Removing User Macros
Enabling HTML macros

Enabling the html-include Macro
Troubleshooting the Gallery Macro
Configuring the User List Macro

Working With Decorator Macros

Writing Macros

Performance Tuning

Memory usage and requirements
Configuring a Large Confluence Installation
Performance tuning

Enabling HTTP Compression

Working with Confluence Logs

Page Request Profiling

Profiling using the YourKit Plugin

Character Encoding

Configuring Encoding
Troubleshooting Character Encodings

Support

How to Get Support

Managing Confluence Users

A Confluence user is a person who can read or update a Confluence site. You can choose whether your
Confluence site is accessible to anonymous users (people who have not logged in) or only to logged-in users.
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See Setting up Public Access.

Confluence user management

You can add users to Confluence, and then assign them permissions that determine their access to the content
and administrative functions in your Confluence site. You can also collect users into groups, and assign the
permissions to groups for easier management. See the following topics:

® Adding and Inviting Users

® Removing or Deactivating Users
[ ]

[ ]

Searching For and Administering Users
Managing Site-Wide Permissions and Groups

By default, Confluence stores its users and groups in the Confluence database. This is called the internal
directory. You can choose to connect Confluence to an external userbase instead, such as Microsoft Active
Directory or another LDAP server. You can also use Atlassian Crowd and JIRA as directory managers. When
you add a user or group to Confluence, it will be added to the external directory too, based on your configuration
options. See Configuring User Directories.

On this page:

® Confluence user management

® Authentication
® Seraph
® XML-RPC and SOAP authentication
® Password authentication

® Farlier user management frameworks

Related pages:

® Configuring Confluence Security
® Confluence Administrator's Guide

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Authentication

Seraph

Almost all authentication in Confluence (and JIRA) is performed through Seraph, Atlassian's open source web
authentication framework. The goal of Seraph is to provide a simple, extensible authentication system that we
can use on any application server.

Seraph is implemented as a servlet filter. Its sole job is, given a web request, to associate that request with a
particular user (or no user if the request is anonymous). It supports several methods of authentication, including
HTTP Basic Authentication, form-based authentication, and looking up credentials already stored in the user's
session.

Seraph itself performs no user management functions. It merely checks the credentials of the incoming request
and delegates any user management functions (looking up a user, checking a user's password) to Confluence's
user management system.

If you want to integrate Confluence with your own single sign-on (SSO) infrastructure, you would do so by
installing Atlassian Crowd or by writing a custom Seraph authenticator. See our developer documentation on HT
TP authentication with Seraph.

Created in 2012 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
http://www.atlassian.com/software/crowd
http://www.atlassian.com/software/jira
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand
http://docs.atlassian.com/atlassian-seraph/latest/
http://www.atlassian.com/software/crowd
http://docs.atlassian.com/atlassian-seraph/latest/sso.html
https://developer.atlassian.com/display/CONFDEV/HTTP+authentication+with+Seraph
https://developer.atlassian.com/display/CONFDEV/HTTP+authentication+with+Seraph

Confluence 4.3 Documentation

XML-RPC and SOAP authentication

Normally, requests for Confluence's remote API will include an authentication token as the first argument. With
this method of authentication, XML-RPC and SOAP authentication requests are checked directly against the
user management framework, and tokens are assigned directly by the remote API subsystem. These requests
do not pass through Seraph authenticators.

However, if the token argument is blank, Seraph will be used as a fallback authentication method for remote API
requests. So, to use a custom Seraph authenticator with XML-RPC or SOAP requests, ensure that you pass an
empty string as the authentication token to remote API methods.

Password authentication

By default, password authentication is delegated from Seraph to the user management system. This is not
necessary, however. Single sign-on systems may have no password authentication at all, and get all the
necessary credentials from the SSO provider.

Earlier user management frameworks

® Atlassian-User — now behind the scenes. Atlassian-User is a user and group management framework
developed by Atlassian. It provides user, group and profile management services to Confluence. In earlier
versions of Confluence, you needed to configure your user directories by editing the at | assi an- user.
xm file directly. In Confluence 3.5 and later this is no longer necessary, nor is it possible. Please refer to
the documentation for Confluence 3.4 or earlier, if you need details of this framework. Refer to the Conflu
ence 3.5 Upgrade Notes for details of the automatic migration that will occur during the upgrade process.

® QOSUser — obsolete. OpenSymphony User was Confluence's core user management framework before
Atlassian-User. Please refer to the documentation for Confluence 3.4 or earlier, if you need details of this
framework.

Adding and Inviting Users

There are a number of ways to add users to Confluence:

® By user signup: If user signup is enabled on your Confluence site, people can add themselves as users
of the site. See below.

® Viaan invitation link: You can invite people to sign up, by sending them an invitation link. You can copy
and paste the link, or prompt Confluence to send the link in an email message. See below.

® By adding users manually: Administrators with Confluence Administrator or System Administrator permi
ssions can add new users. See below.

® Via an external user directory: See Configuring User Directories.

Allowing user signup

If you enable user signup, a 'Sign Up' option will appear on the Confluence screens. The option will be on the
login screen, and also in the header on public sites. People can choose the option to create their own
usernames on Confluence.

You can restrict the signup to people whose email addresses are within a given domain or domains. This is
useful if you want to ensure that only people within your organisation can add their own usernames.

You will still be able to add or invite users manually, whether user signup is enabled or not.
You need Confluence Administrator or System Administrator permissions to change the signup options.

To set the user signup options:

1. Choose Invite Users on the dashboard, then choose User Signup Options.
Or take the longer route: Choose Browse > Confluence Admin. Then choose Users > User Signup
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Options.
2. Choose Allow people to sign up to create their account.
3. Choose one of the following options:
® Restricted by domain(s) — Note: You need to set up a mail server for Confluence before you can
configure domain restricted signup. When you choose this option, a text box will appear. Enter one
or more domains, separated by commas. People will only be able to sign up if their email address
belongs to one of the domains specified here. Confluence will send the person an email message,
asking them to click a link to confirm their email address.
For example: nydomai n. com mydonai n. net
® No restrictions — Anyone will be able to sign up to Confluence. Confluence will not send any email
message requesting confirmation.
4. Choose Notify administrators by email when an account is created if you want Confluence to send an
email message to all administrators (people with Confluence Administrator or System Administrator
permissions) every time someone signs up to Confluence.

On this page:

Allowing user signup

Enabling and disabling notifications about user signup
Inviting people to sign up

Resetting the invitation link

Adding users manually

Notes

Related pages:

® Managing Confluence Users
® Configuring a Server for Outgoing Mail
® Confluence Administrator's Guide

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Enabling and disabling notifications about user signup

By default, Confluence will send an email notification to all Confluence administrators whenever someone signs
up to the Confluence site. The administrators (people with Confluence Administrator or System Administrator
permissions) will receive this message when someone signs up either by clicking the 'Sign Up' link or by clicking
the invitation URL sent by an administrator.

To disable this notification:

1. Choose Invite Users on the dashboard, then choose User Signup Options.
Or take the longer route: Choose Browse > Confluence Admin. Then choose Users > User Signup
Options.

2. Remove the tick from Notify administrators by email when an account is created.

3. Choose Save.

Screenshot: User signup options
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x Users

List Users  Add Users  Invite Users | User Signup Options

The user signup mode defines if and how your users are able to create their own accounts without relying on an
administrative action. Read more about Confluence’s signup options

Allow people to sign up to create their account

@ Restricted by Domain(s)
Only people with an email address that matches the specified domain(s) will be
able to create their own account.

roomain.com, your

[¥;]

eparate muliple domains N commas. .4. you

[I=]

Mo restrictions

Everyone wil be able to create their own account.

Motify administrators by email when an account is created

Save

Inviting people to sign up

You can invite new users to the site by sending them a signup URL, called an 'invitation link'. You can copy the
invitation link and paste it onto a page or into an email message, or you can prompt Confluence to send an email
message containing the same link.

The option to send invitations is independent of the signup options. You can send invitations if signup is open to
all, restricted by domain, or disabled entirely. Even if signup is disabled, a person who has received an invitation
will be able to sign up.

When someone visits the invitation link in a browser, a Confluence signup screen will appear.

To invite people to sign up:

1. Choose Invite Users on the dashboard.
Or take the longer route: Choose Browse > Confluence Admin. Then choose Users > Invite Users.
2. Copy the Invitation Link and paste it into an email message, or onto a page on your intranet, for
example.
3. Alternatively, prompt Confluence to send an email message for you:
® Enter one or more email addresses in the field labelled Email To. Separate the addresses with
commas. For example: j ohn@xanpl e. com sarah@xanpl e. com
® Optional: Change the Message if you want to.
® Choose Send.

Resetting the invitation link

The invitation link includes a security token, like this:
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htt p: // confl uence. exanpl e. coni si gnhup. acti on?t oken=d513a04456312c47

This security token is a shared token — individual invitations do not have unique tokens. Anyone who obtains this
token will be able to sign up to Confluence.

You can change the token at any time, by choosing Reset. The previous invitation link will become unusable.
People will no longer be able to use the previous link to sign up. If they try, they will see an error message that
the signup token has expired.

Screenshot: Inviting users

x Users

List Users  Add Users | Invite Users | User Signup Options

Inviting users is the easiest way to get your team collaborating on Confluence. Just share the link below with your
team, either by copying and pasting it, or by using the email option below.

Invitation Link http:/flocalhost:8090/signup.action ?token=f112b576b{15af89

Resetting the invitation URL wil stop people from =igning up via a previoushy-sent URL.

Email To
Message
Join me and the rest of the team on Confluence!
It's the one place to create, share, discuss and store our ideas, projects and documents.

You will send less email, have fewer meetings and get more done.

Please accept this invitation to get started!

Send

Adding users manually

To add a new user:

1. Choose Invite Users on the dashboard, then choose Add Users.
Or take the longer route: Choose Browse > Confluence Admin. Then choose Users > Add Users.

2. Enter the user's details: username, name, password, and email address.

3. Choose whether Confluence should send an email message informing the person of their new username.
The email message will contain a link that the person can use to reset their password.

4. Choose Create.

Screenshot: Adding users
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x Users

List Users | Add Users | Invite Users  User Signup Options

Add a User

Username *

Usernames must be lower case.

Full Name *
Password *
Confirm Password *
Email *

Send an email to the user you have just created, which will allow them to set up
their password.

Create

Notes

Multiple directories.You may define multiple user directories in Confluence, so that Confluence looks in
more than one place for its users and groups. For example, you may use the default Confluence internal
directory and also connect to an LDAP directory server. In such cases, you can define the directory
order to determine where Confluence looks first when processing users and groups. Here is a summary
of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.

® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

See Managing Multiple Directories.

Email server required for domain restricted signup and for invitations. You need to set up a mail
server for Confluence, before you can configure domain restricted signup or send email invitations to
users.

Are the user management options not visible? If you have external user management turned on,
internal user management is disabled. To configure external user management, go to Browse > Conflue
nce Admin > Security Configuration. See Disabling the Built-In User Management.

Removing or Deactivating Users
If you are a Confluence Administrator, you can remove and deactivate users.

You can remove a user from Confluence if they have not yet added or edited any content on the site. Such

content includes pages and blog posts, and edits and comments on existing pages.

You can deactivate, or disable, a user, including one who has contributed content.

® Deactivated users can no longer log in to Confluence.
® Deactivating a user will not remove the content created by them.
® Deactivated users do not count towards your license count. (See the notes below.)

Related pages:

® Managing Confluence Users
® Configuring User Directories
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The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

To remove a user:

1. Go to the user's profile and choose Administer User.
2. Choose Remove.

To deactivate a user:

1. Go to the user's profile and choose Administer User.
2. Choose Disable.

Screenshot: Administering a user

User:  alui
Full Name: Andrew Lui [Atlassian Technical Writer]
Email: | alui@atlassian.com
Directory: Confluence Internal Directory
Created: Feb 24, 2011 18:47
Last Updated: Feb 24, 2011 18:47

Login: Last Login: Mar 13, 2011 22:34
Last Failed Login: Jan 26, 2011 18:25
Total Failed Login Count: 3
Current Failed Login Count: 0

Groups: @ atlassian-developers
O atlassian-staff
= confluence-administrators
@ confluence-managers
d confluence-users
@ documentation
@ licensed-contributors

View Profile | Edit Groups | Edit Details | Set Password | Remove | Disable

Notes

® The Administer User link is only visible if you are logged in as an administrator.
® You can also remove or disable users using the Administration Console.
® You can edit the groups that a user belongs to, to change their permissions without completely preventing
their access to Confluence.
® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence
looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups. Here is a
summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

See Managing Multiple Directories.

® Number of users and your license: The Confluence 'License Details' screen tells you how many users
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your Confluence instance is licensed to support, and how many are currently registered. See Viewing and
Editing License Details. The number of registered users includes only users who have the '‘Can Use'
global permission. Deactivated users, as described above, are not included.

Searching For and Administering Users

If you have Confluence Administrator permissions, you can view users, edit their user details, reset their
passwords, and assign them to groups.

Accessing the user management screen
There are two ways to do this.

Option 1: Administer a known user:

® Go to a user's profile
® Choose Administer User.

Option 2: Find the user first:

® Choose Browse > Confluence Admin.
® Choose Users in the left-hand panel.
® The 'Users' screen appears. You can now list all users or search for a specific user.

Listing all users

To list all users:

1. Choose Show all users. All members of the conf | uence- user s group are listed in alphabetical order,
by username. If there are more users than can fit on one page, the results will be divided into multiple
pages.

2. To move to another page of results, choose the numbered links, Next or Previous near the top or bottom
of the page.

3. To specify how many results should be shown per page, choose a number 10, 20, 50 or 100 near the top
of the page.

On this page:

Accessing the user management screen

Listing all users
Using the simple user search

Using the advanced user search
Notes

Related pages:

® Adding and Inviting Users
® Giving People Access to Content
® Confluence Administrator's Guide

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Using the simple user search

To search for a user via the simple user search:

1. If the Simple link is showing, choose it. (If you see the 'Advanced' link and no 'Simple’ link, then the
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simple search is already active.)

2. Type some information about the user into the 'Find User' text box. You can type all or part of their

3.
4,

username, full name or email address.
Choose Search.
Confluence will display a list of matching users. Click the link on a username to see and edit the details

for that user.

Using the advanced user search

The advanced user search allows you to specify the field in which your search term appears: username, full
name or email address. This is useful if you need to limit the number of users appearing in the search results.

To search via the advanced user search:

1.

w

Notes

If the Advanced link is showing, choose it. (If you see the 'Simple' link and no 'Advanced' link, then the
advanced search is already active.)
Complete one or more of the following fields:
® Username — Enter all or part of the person's username. This is their login ID, such as 'joe’, or
'bloggs'.
® Full Name — Enter all or part of the person's name. For example, ‘'joe bloggs', or 'bloggs', or 'joe’".
® Email — Enter all or part of the person's email address. For example, 'acme’.
Choose Search.
Confluence will display a list of matching users. Click the link on a username to see and edit the details
for that user.

® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence

looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups. Here is a
summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

See Managing Multiple Directories.

Crowd and the user search: If you are using Atlassian's Crowd for user management, you will need Cro
wd 1.5.1 or later to use the 'Simple' option in the user search. If your version of Crowd does not support
the simple user search, you will see only the '‘Advanced’ search form.

Screenshot: The user management screen

v
o Users
Configuration . .
List Users | Add Users  Invite Users
General Configuration
Backup Administration
Manage Refarrers Find User
Plugins )
Languages Find User |~ Advanced
Shortcut Links
External Gadgets Search | Show all users
Global Templates
Import Templates
Mail Servers User Username Email
Recommended Updates
Email Administrator admin smaddox(@atlassian.com
User Macros Connie Admin connie smaddox(@atlassian.com
Attachment Storage
Spam Prevention
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Editing User Details
To update a user's details:

1. First, go to the user management screen for the user concerned. There are two ways to do this:
® Either,
® Go to the user's Profile and click the 'Administer User' link on the user's profile screen.
® Or, Choose Browse > Confluence Admin.
® Select the link 'Manage Users' in the left-hand panel.
® Locate the user by doing a search on the username or the groups to which they belong.
® Click the user link.
2. Now you should be able to see the user's current details and links allowing you to edit them.
* View Profile — View the user's profile.
® Edit Groups — Add or remove this user from a group.
® Edit Details — Change details such as the user's name, email address, contact details and team
or department information.
Changing a user's username is not supported. See Changing Usernames for information.
® Set Password — Edit the user's password details.
Remove — You can remove a user permanently if the user has not added or edited any content
on the site.
® Disable — You can disable (i.e. deactivate) access for a user who has already added or edited
any content on the site.

User:  alui
Full Mame: Andrew Lui [Atlassian Technical Writer]
Email: | alui@atlassian.com
Directory: Confluence Internal Directory
Created: Feb 24, 2011 18:47
Last Updated: Feb 24, 2011 18:47

Login: Last Login: Mar 13, 2011 22:34
Last Failed Login: Jan 26, 2011 19:25
Total Failed Login Count: 3
Current Failed Login Count: 0

Groups: | @ atlassian-developers
O atlassian-staff
@ confluence-administrators
@ confluence-managers
E confluence-users
@ documentation
m licensed-contributors

View Profile | Edit Groups | Edit Details | Set Password | Remove | Disable

Screenshot above: User details

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Notes
® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence
looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups. Here is a
summary of how the directory order affects the processing:
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® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

See Managing Multiple Directories.

RELATED TOPICS

No content found for label(s) managing-users.

@Administramrs Guide Home ﬁu}ﬂonﬂucnco Documentation Home

Resetting the Login Count for a User

Confluence records the number of failed logins attempts made against each user account. When the login
attempts exceed a preset number (see Configuring Captcha for Failed Logins), the user will prompted to
authenticate using CAPTCHA until they successfully log in.

If you are a Confluence Administrator, you can manually reset the failed login count for a user.

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

To reset the failed login count for a user,

1. Choose Browse > Confluence Admin.
2. Select 'Manage Users' in the left-hand panel. The 'Manage Users' screen appears, as shown

below.

3. Search for the desired user and click the user in the search results. The 'View User' screen will
be displayed.

4. Click the 'Reset Failed Login Count' for the user. The 'Current Failed Login Count' will be
reset to O.

Screenshot: Resetting failed login count for a user

Lngin: CAPTCHA requ“'ed at next Iﬂ'gln
Last Login: May 27, 2010 16:47
Last Failed Login: May 27, 2010 17:21
Total Failed Login Count: &
Current Failed Login Count: §
(Reset Failed Login Count)

View Profile | Edit Groups | Edit Details | Set Password | Remove

Changing Usernames
A username is the name used to log into Confluence, eg. j sm t h.

@ Currently, there is no straightforward method for changing a username and its associated
content, to that of another user. The only practicable method currently available is to execute
direct SQL queries on your database. There is a feature request to facilitate this process via
a web interface and you can vote for it to improve its chances of being implemented. Be
aware, however, that no matter what method you use to change usernames in Confluence,
there is no support provided for this process. The instructions below provide suggested
guidelines on how to change a username via SQL queries, although this may vary depending
on your database.
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The information on this page does not apply to Confluence OnDemand.

Instructions For Changing Usernames

This document is for use with 3.5 or later. If using an earlier version, please see the 3.4
version of the page.

The following SQL commands are only tested for MySQL and PostgreSQL Databases. If you
have any other database please contact your DBA to determine the equivalent queries.

Usernames can only be changed through direct update to the Confluence database.

1. If you have a database administrator, request that they approve the database-related steps described
below

2. If you are using JIRA user management, Revert from JIRA To Internal User Management

Backup Confluence

4. If you are using MySQL, make sure you are not running in safe updates mode:

w

...................................................................................................................................................................

...................................................................................................................................................................

create table usermigration

(

ol duser nane var char ( 255),
newuser nane var char (255)

6. Usernames that will be changed must be placed in the user m gr at i ontable with their current and
planned usernames:

...................................................................................................................................................................

insert into usermgration (ol dusername, newusernane)
val ues ('ol dusernane', 'newusernane');

7. Run the following SQL commands:
a. If you have command line access to your database, download the scripts for PostgreSQL or MySQ
L then run them against your database:

PostgreSQL

........................................................................................................................................................

$ psqgl -f PostgreSQ.ChangeUser nanes. sgql your_dat abase_nane

........................................................................................................................................................

$ nysqgl your_dat abase_nane < MySQLChangeUser nanes. sql
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b. Otherwise, run the following:
i. If your DB administration tool does not support multiple SQL queries, these must be entered
individually:

PostgreSQL

update attachnents
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

update attachnents
set lastnodifier = newsername fromusermgration u
where lastnodi fier = u.ol dusernane;

updat e cont ent
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e cont ent
set lastnodifier = newsername fromusermgration u
where lastnodi fier = u.ol dusernane;

updat e cont ent
set username = newusernanme from usermigration u
wher e usernane = u. ol duser nane;

updat e content _| abel
set owner = newusernanme fromusermigration u
wher e owner = u. ol duser nane;

updat e content _perm
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e content _perm
set lastnodifier = newsername fromusermgration u
where lastnodi fier = u.ol dusernnane;

updat e content _perm
set username = newusernanme from usermigration u
wher e usernane = u. ol duser nane;

updat e cwd_user
set | ower _user_name = | ower (newusernane) from usermigration u
wher e | ower _user _name = | ower (u. ol duser nane) ;

updat e cwd_user
set user_name = newusernanme from usermigration u
where user_nane = u. ol duser nane;

updat e extrnl nks
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e extrnl nks
set lastnodifier = newsername fromusermgration u
where lastnodi fier = u.ol dusernane;

updat e fol | ow_connections

set foll owee = newusernanme from usermigration u
where foll owee = u. ol dusernane;
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updat e foll ow connections
set follower = newusernane fromusermigration u
where foll ower = u. ol dusernane;

updat e | abe
set owner = newusernane fromusermgration u
where owner = u. ol duser nane;

updat e |inks
set creator = newusernane fromuserm gration u
where creator = u. ol dusernane;

update |inks
set lastnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernaneg;

update notifications
set creator = newusernane fromuserm gration u
where creator = u. ol dusernane;

update notifications
set lastnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernaneg;

update notifications
set username = newusernane fromusermigration u
wher e usernane = u. ol duser nane;

updat e paget enpl at es
set creator = newusernane fromusermgration u
where creator = u. ol dusernane;

updat e paget enpl at es
set lastnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernaneg;

updat e renmenber met oken
set username = newusernane fromusermigration u
wher e usernane = u. ol duser nane;

updat e spacegroups
set creator = newusernane fromuserm gration u
where creator = u. ol dusernane;

updat e spacegroups
set lastnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernaneg;

updat e spaceper mi ssi ons
set creator = newusernane fromuserm gration u
where creator = u. ol dusernane;

updat e spaceper mi ssi ons
set lastnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernaneg;

updat e spaceper mi ssi ons
set pernusernane = newusernane fromusermigration u
wher e pernusernane = u. ol dusernane;

updat e spaces

set creator = newusernane fromusermgration u
where creator = u. ol dusernane;
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updat e spaces
set lastnodifier = newusername fromusernigration u
where | astnodi fier = u. ol duser nane;

updat e trackbackl i nks

set creator = newusernane fromusermgration u
where creator = u.ol dusernane;
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updat e trackbackl i nks
set lastnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernaneg;

updat e ATTACHMENTS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e ATTACHMENTS a, usermigration u
set a.lastnodifier = u.newsernane
where a.l astnodifier = u.ol dusernane;

updat e CONTENT a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e CONTENT a, usermigration u
set a.lastnodifier = u.newsernane
where a.l astnodifier = u.ol dusernane;

updat e CONTENT a, usermigration u
set a.username = U. newuser nanme
where a.usernane = u.ol dusernane;

updat e CONTENT_LABEL a, usermigration u
set a.owner = u.newusernane
where a.owner = u. ol duser nane;

updat e CONTENT_PERM a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e CONTENT_PERM a, usermigration u
set a.lastnodifier = u.newusernane
where a.l astnodifier = u.ol dusernane;

updat e CONTENT_PERM a, usermigration u
set a.username = u.newuser namne
where a.usernane = u.ol dusernane;

update CWD_USER a, usermigration u
set a.lower_user_nane = LOAER(uU. newuser nane)
where a.l ower_user_nane = LOAER(u. ol duser nane)

update CWD_USER a, usermigration u
set a.user_nanme = u.newusernane
where a.user_nanme = u. ol duser nang;

updat e EXTRNLNKS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e EXTRNLNKS a, usermigration u
set a.lastnodifier = u.newsernane

where a.l astnodifier = u.ol dusernane;

updat e FOLLOW CONNECTI ONS a, usermigration u
set a.followee = u.newusernane
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where a.foll owee = u. ol duser nane;

updat e FOLLOW CONNECTI ONS a, usermigration u
set a.follower = u.newisernane
where a.follower = u.ol dusernane;

update LABEL a, usernigration u
set a.owner = u.newuser name
where a.owner = u. ol duser nane

update LINKS a, usernigration u
set a.creator = u.newusernane
where a.creator = u.oldusernane

update LINKS a, usernigration u
set a.lastnodifier = u.newusernane
where a.l astnodifier = u.ol dusernane;

updat e NOTI FI CATI ONS a, usernigration u
set a.creator = u.newusernanme
where a.creator = u.ol dusernane

updat e NOTI FI CATI ONS a, usernigration u
set a.lastnodifier = u.newsernane
where a.l astnodifier = u.ol dusernane;

updat e NOTI FI CATI ONS a, usernigration u
set a.username = u. newuser name
where a.usernanme = u.ol dusernane;

updat e PAGETEMPLATES a, usernigration u
set a.creator = u.newusernane
where a.creator = u.oldusernane

updat e PAGETEMPLATES a, usernigration u
set a.lastnodifier = u.newsernane
where a.l astnodifier = u.ol dusernane;

updat e REMEMBERVETOKEN a, usermigration u
set a.usernanme = U.newusernane
where a.usernanme = u.ol dusernane;

updat e SPACECROUPS a, usermnigration u
set a.creator = u.newusernanme
where a.creator = u.oldusernane

updat e SPACECROUPS a, usermnigration u
set a.lastnodifier = u.newusernane
where a.l astnodifier = u.ol dusernane;

updat e SPACEPERM SSI ONS a, usermigration u
set a.creator = u.newusernanme
where a.creator = u.oldusernane

updat e SPACEPERM SSI ONS a, usermigration u
set a.lastnodifier = u.newsernane

where a.l astnodifier = u. ol dusernane;
updat e SPACEPERM SSI ONS a, usermigration u
set a.permusernane = U.newusernane

wher e a. pernuser nane = u. ol duser nang;

updat e SPACES a, usermigration u
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set a.creator = u.newisernane
where a.creator = u.ol dusernang;

updat e SPACES a, usermnigration u
set a.lastnodifier = u.newsernane
where a.lastnodifier = u. ol duser nang;

updat e TRACKBACKLI NKS a, usermigration u

set a.creator = u.newisernane
where a.creator = u. ol dusernang;
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updat e TRACKBACKLI NKS a, usermigration u
set a.lastnodifier = u.newsernane
where a.l astnodifier = u.ol dusernang;

ii. Reassign user preferences in the OS_PROPERTYENTRY table. Usernames in the
OS_PROPERTYENTRY table need to be prefixed with 'CWD_".

PostgreSQL

.............................................................................................................................................

updat e os_propertyentry
set entity_name = 'CAD_' || newusernane fromusermgration u
where entity_nane = 'CAD_' || u. ol dusernane;

.............................................................................................................................................

updat e OS_PROPERTYENTRY a, usermigration u
set a.entity_nane = concat (' CW\D_', u.newusernane)
where a.entity_nane = concat(' CWD_', u. ol dusernane);

iii. Reassign personal spaces and settings associated with the old username to the new
username. The tilda (~) is required as it is prepended to the space key of all personal
spaces:

PostgreSQL

.............................................................................................................................................

updat e spaces
set spacekey = '~'" || newusernanme fromusermigration u
where spacekey = '~'" || u. ol dusernaneg;

updat e bandana
set bandanacontext = '~' || newusernane fromusermigration u
wher e bandanacontext = '~' || u. ol dusernane;

.............................................................................................................................................

updat e SPACES a, usernigration u
set a.spacekey = concat('~', u.newisernane)
where a.spacekey = concat('~', u.oldusernane);

updat e BANDANA a, usermigration u

set a.bandanacontext = concat('~', u.newusernane)
wher e a. bandanacontext = concat('~', u.ol dusernane);

8. Each username is associated with a full name. For example, username 'jsmith' may have a full name of
‘John M Smith'. If this fullname needs to be changed, modify the fi rst _nane,| ower _first _nane, |l a
st _nane and | ower _| ast _narme in the cwd_user table. Ensure the | ower _ columns are merely
copies of their normal counterparts but with all letters in lower case. Then modify the di spl ay_nane and
| ower _di spl ay_nane columns so that they are the first _nane and | ast _name columns or the | ow
er _first_nanme and| ower _| ast _name columns put together but separated by a space.
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Rebuild the Indexes

After all the updates, it's necessary to Rebuild the Indexes from Scratch

All old usernames in Confluence should now be replaced with the new usernames from the user m grati on ta
ble.

RELATED TOPICS

No content found for label(s) confluence-usermanagement.

@Adminif,tramrs Guide Home @Conﬂuenco Documentation Home

Restoring Passwords To Recover Admin User Rights

Use this document if you are unable to log in to Confluence as administrator. The most common reason for
using these instructions is if you have lost the administration password for your Confluence site.

Before you Start

Please note the following before you start:

® The following instructions include example SQL that should work on MySQL and PostgreSQL. You may
need to customise the queries for other databases or for your installation.

® We strongly recommend testing the queries on a test database before modifying your production
database.

New user management in Confluence 3.5 and later

® Confluence now uses the CWD_USER table in the database to store and refer to its users.

* When you imported your backup on upgrade from Confluence 3.4.9 or earlier, the upgrade process
copied the users from the OS_USER table (for upgrades from versions older than 2.7) or the USERS table
(for versions 2.7 to 3.4) into the CAD_USER table.

®* The new user management framework also introduced user directories. Making modifications to users in
the database will only fully work for users in Confluence's Internal Directory. The instructions below
include extra steps for instances in which the user management has been delegated to external sources
(via LDAP, Crowd or JIRA).

Please refer to the older documentation if you are still using OSUser or AtlassianUser.

Using Crowd for SSO

¢ |f Confluence is configured for SSO through Crowd, you will only be able to authenticate as users from
the Crowd server.

® This document covers how to recover administration rights from the local 'Confluence Internal Directory'
only. However, you will not be able to authenticate as a local Confluence administrator while Crowd SSO
is enabled. Please refer to Integrating Crowd with Atlassian Confluence for details on how to configure or
disable Crowd SSO.

On this page:

Before you Start

Step 0. Get access to the database

Step 1. Identify Administrator

Step 2. Replace Administrator Password

Step 3. Put the Internal Directory in First Position
Step 4. Clean Up

Notes
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The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Step 0. Get access to the database

If you are using the embedded HSQL database, you can find the files containing your database in <conf | uenc
e- hone- di r ect or y>/ dat abase. When you shut down Confluence, the SQL will be written to a ".script’ or
"log' file in that directory to which you can append the SQL described below.

If you are using a proper production database, connect to the database with your normal tools. You will need to
have permission to run queries and update data in the database.

Step 1. Identify Administrator

To find out which usernames have admin privileges, connect to your database using a database admin tool such
as DBVisualiser. Please download a database admin tool now if you do not have one installed already. Then
connect to your database and retrieve the list of administrator usernames and IDs with:

select u.id, u.user_nanme fromcwd_user u

join cwd_nenbership mon u.id=mchild_user_id join cwd_group g on

m parent _id=g.id join cwd_directory d on d.id=g.directory_id

where g.group_nanme = 'confluence-adm nistrators' and d.directory_nanme=' Confl uence
Internal Directory';

If there are multiple results, choose one ID/username combination to use for the following steps.
If there are no results, skip down to 'If No Local Users Exist' in Step 2.

Step 2. Replace Administrator Password

Confluence does not store passwords in plain text in the database, but uses hashes computed from the original
password. You will need to insert a hash, rather than the plain password, over the existing password in the
database. Below is the hash for the password adni n

X61Ey612KI 2gpFL56FTO9weDnpS04AV8j 8+gx2AuTHARy YO36xxz TTr wl0W3+4qQy B+ XURPW1ONXp3Y3
pB37A==

For an External Database

To change the password to adni n for a given username:

1. Shut down Confluence.
2. Connect to your database.
3. Run the following SQL.:

update cwd_user set credential =

' Xx61Ey612K| 2gpFL56FTOweDnpSo4AVSj 8+qx2AuTHARY YO36xxz TTr wLOW3+4qQy B+XURPWK 1
ONXp3Y3pB37A=="

where id=<id from Stage 1>;

For the Evaluation Embedded HSQL Database
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To change the password to adni n for a given username:

1. Shut down Confluence.
2. Open <conf |l uence- hone>/ dat abase/ conf | uencedb. scri pt, or conf |l uencedb. | og if the

.script file looks empty.
3. Search for:

| NSERT | NTO CWD_USER VALUES(

4. Keep searching until you find the appropriate user, then replace their password with the hash value
above.

5. Save the file.

6. Restart Confluence.

If No Local Users Exist

There may be no administrators in your Internal Directory. If this is the case, you need to add one:

1. Add a new admin user by running:

insert into cwd_user(id, user_nane, |ower_user_nane, active, created date,
updated_date, first_name, |lower_first_nane, |ast_nane, |ower_|ast_nane,
di spl ay_name, | ower_display_nane, emil _address, |ower_enail _address,

directory_id, credential) values (1212121, 'adnin', 'admn', 'T,
'2009-11-26 17:42:08', '2009-11-26 17:42:08', 'A. D.', 'a. d.',
"Mnistrator', 'mnistrator', '"A. D. Mnistrator', 'a. d. mnistrator',

"adm n@xanpl e. com , 'adm n@xanple.com, (select id fromcwd_directory
where directory_nane=' Confl uence Internal Directory'),

' Xx61Ey612KI 2gpFL56FT9weDnpSo04AV8j 8+gx2AuTHIRy YO36xxz TTr w10Wj3+4qQy B+XURPV 1
ONxp3Y3pB37A==");

2. Add new groups by running:

insert into cwd_group(id, group_name, |ower_group_name, active, |ocal,
created_date, updated_date, description, group_type, directory_id)

val ues (

' 888888' , ' confl uence-adni nistrators',' confluence-adm nistrators','T ,'F,'2
011-03-21 12:20:29','2011-03-21 12:20: 29", NULL, ' GROUP' , (select id from
cwd_directory where directory_name=' Confluence Internal Directory'));

insert into cwd_group(id, group_nane, |ower_group_nane, active, |ocal,
created_date, updated_date, description, group_type, directory_id)

val ues ( '999999', ' confl uence-users','confluence-users','T ,'F,'2011-03-21
12:20: 29',' 2011- 03-21 12:20: 29", NULL, ' GROUP' , (select id fromcwd_directory
where directory_nane=' Confl uence Internal Directory'));

3. Add group memberships into cwd_membership:
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...................................................................................................................................................................

insert into cwd_nmenbership (id, parent_id, child_user_id) values (888888,
(select id fromcwd_group where group_nanme='confl uence-users' and
directory_id=(select id fromcwd_directory where directory_nane=' Confl uence
Internal Directory')), 1212121);

insert into cwd_nenbership (id, parent_id, child_user_id) values (999999,
(select id fromcwd_group where group_name='confl uence-adninistrators' and
directory_id=(select id fromcwd_directory where directory_nane=' Confl uence
Internal Directory')), 1212121);

If using an Oracle database, use sysdate instead of a string for the cr eat ed_dat e column.

Step 3. Put the Internal Directory in First Position

Start Confluence, and try logging in with the username of the user you updated/created and the password
‘admin’. If this works, skip to Step 4. Otherwise, your Internal Directory does not have high enough priority.

To put your Internal Directory in first position:

1. Find the directory names and their order:

...................................................................................................................................................................

select d.id, d.directory name, mlist_index fromcwd _directory d join
cwd_app_dir_mapping mon d.id=mdirectory_id;

2. Take note of the ID with list_index 0, and the list_index and ID of the Confluence Internal Directory.
3. Switch the order of the directories:

...................................................................................................................................................................

update cwd_app_dir_mapping set list_index = 0 where directory_id =
<Internal Directory id>;

updat e cwd_app_di r_mappi ng set list_index = <Noted Internal Directory
list_index> where directory_id = <Directory id that had |ist_index 0>;

...................................................................................................................................................................

select id, directory_nane, active fromcwd_directory where id = <lInternal
Directory id>;

5. If necessary, activate the directory:

...................................................................................................................................................................

update cwd_directory set active = 'T' where id = <Internal Directory id>;

Step 4. Clean Up

To tidy up:

1. Start Confluence.
2. Log in with your modified/created username and use password admi n
3. Change your password. Do not leave your password as admin, or your instance will not be secure.
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4. If you created a new user in Stage 2, create a new admin via the Ul and delete the admin you created in
Stage 2.

5. If you followed Stage Three, go to Confluence Administration > User Directories and rearrange your
directories so they are correctly configured again.

Notes
® Learn more about the password hash algorithm Confluence is using.

Managing Site-Wide Permissions and Groups

Permissions determine what people can do on your Confluence site. Confluence recognises permissions at site
level and at space level, as well as page-level restrictions.

You can create groups and allocate people to them, so that you can assign permissions to a number of people
at once. For example, it is quicker to give group 'X' access to Confluence, rather than giving every team member
access individually. You can also set the access levels for anonymous users.

Related pages:

® Confluence Security
® Confluence Administrator's Guide

Global Groups Overview

A group is a collection of users. Administrators create groups so that the administrator can assign permissions to
a number of people at once. For example, it is quicker to give group 'X' access to Confluence, rather than giving
every team member access individually. You need Confluence Administrator permissions to view and update
groups.

Groups are available at the space and page levels to allow for flexible access control. A user in a group will
automatically be granted all permissions granted to the group.

Special groups
There are two special default groups in Confluence:

1. confluence-administrators: This is a group of 'super-users' who can access the Confluence
administration screens (‘administration console") and perform site-wide administration. Members of this
group can also see all spaces in the Confluence site. Any user who is a member of this group has
site-wide administration powers, regardless of any other setting. The settings on the global permissions
screen do not affect the powers allowed to members of this group.

2. confluence-users: This is the default group for all new users. Permissions you assign to this group will
be assigned to all newly signed-up users of Confluence.

The Confluence Administrator permission and the 'confluence-administrators' group are not related. Goi
ng by the names, you would think the ‘confluence-administrators' group and the 'Confluence Administrator'
permission are related — but they are not. Granting a user or a group '‘Confluence Administrator' permission is no
t the same as granting them membership of the 'confluence-administrators' group. Granting the ‘Confluence
Administrator' permission enables access to only a subset of the administrative functions. Granting membership
to the 'confluence-administrators' group gives complete access.
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On this page:

Special groups
Anonymous users

Updating groups
Notes

Related pages:

® Managing Confluence Users
® Global Permissions Overview
® Confluence Administrator's Guide

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Anonymous users

Confluence treats all users who do not log in when they access Confluence as being 'anonymous'. You can
grant anonymous 'Use Confluence' permission via the Global Permissions screen. See Setting up Public Access
. This will allow non-registered users to access pages and spaces in Confluence. A space administrator can
further control anonymous access per space via the space permissions.

Updating groups
To add a new group:

1. Choose Browse > Confluence Admin.

2. Choose Manage Groups in the left-hand panel.
3. Choose Add Group.

4. Enter a name for your group and choose Save.

You are now ready to start adding users to the group.

To remove a group:

1. Choose Browse > Confluence Admin.

2. Choose Manage Groups in the left-hand panel. You will see a list of all existing groups along with links to
remove them.

3. Choose Remove beside the group you want to remove.

Notes

® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence

looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups. Here is a
summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.

® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

See Managing Multiple Directories.

Adding or Removing Users in Groups
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If you are a Confluence Administrator, you can add users and groups, and assign users to groups in order to
determine their permissions.

This page tells you how to add a user to a group or remove a user from a group. For an overview of users and
groups, please refer to Users and Groups and Managing Confluence Users.

You can edit group membership in two places:

® From the group management screen.
® From the user management screen for a particular user.

Both methods are described below.
On this page:

®* Adding and Removing Members via the Group Management Screen
® Editing Group Membership from the User Management Screen
®* Notes

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Adding and Removing Members via the Group Management Screen

This is the recommended method, available in Confluence 2.10 and later. It allows you to manage the group
membership for a number of users at the same time.

To add members to a group:

1. Choose Browse > Confluence Admin.

2. Select 'Manage Groups' in the left-hand panel.

3. The 'Manage Groups' screen appears, showing a list of groups. Select the group to which you want to
add users.

4. The 'Group Members' screen appears, showing the users who belong to the selected group. (See
screenshot below.) Click the 'Add Members' link.

5. The 'Add Members' screen appears, as shown below. Type in the usernames of the people you want to

add to the group. You can also search for and select users by clicking the % icon, as described in Searc

hing for Users.
6. When you have added the required username(s), click the 'Add' button to add the member(s) to the

group.
To remove members from a group:

1. Choose Browse > Confluence Admin.

2. Select 'Manage Groups' in the left-hand panel.

3. The 'Manage Groups' screen appears, showing a list of groups. Select the group from which you want to
remove the user.

4. The 'Group Members' screen appears, showing the users who belong to the selected group. (See
screenshot below.) Click the 'Remove user from group' - 8 icon next to the user whose group
membership you want to remove.
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8@
<¥, Group Members: developers
Configuration & Manage Groups L Add Members
O General Configuration
o Daily Backup Admin User Full Name E-Mail
o Manage Referrers jenny Jenny James ienny@example.com e
o Plugins
o Plugin Repository sally Sally Smith sally@example.com 4
Clugin <epository
o Languages
Screenshot above: Group members
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X, Group Members: developers

Configuration & Manage Groups L Cancel

0 General Configuration Add M
embers
o Daily Backup Admin
o0 Manage Referrers Q
o0 Plugins

O Plugin Repository

O Languages Enter a comma seperated list of user names you want to add to this group
O Shortcut Links

O Global Templates

Screenshot above: Adding members

Editing Group Membership from the User Management Screen

You can update a user's group membership from the user management screen. This functionality allows you to
update one user at a time.

To add a user to a group or remove a user from a group:

1. Go to the user management screen for the user concerned. There are two ways to do this:
® Either,
® Go to the user's Profile and click the 'Administer User' link on the user's profile screen.
(This link is available in Confluence 2.8.2 and later.)
® Or, Choose Browse > Confluence Admin.
® Select 'Manage Users' in the left-hand panel.
® The 'Manage Users' screen appears, as shown below. You can now choose to 'Show all
users' or you can search for a specific user by entering all or part of the person's username,
full name or email address. (For more details about the user search, see Searching For and
Administering Users.)
® Click the link on the username you want to edit.
2. Now you should be able to see the user's current details, with links allowing you to edit the user's details
and groups. See the screenshot showing a user's details below.
3. Click 'Edit Groups'. This will display two lists of groups, as shown in the screenshot below. Update the
user's group membership as follows:
®* 'Not a member of groups' — This box shows all groups to which the user does not belong. To
add the user to a group, select a group and click 'Join'. Hold the Ctrl key down and click to select
more than one group.
®* 'Member of groups' — This box shows all groups to which the user belongs. Select a group and
click 'Leave' to remove the user from the group.
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Screenshot above: Managing users
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Configuration
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« Back to Manage Users

User: jenny

Full Name: Jenny James
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Groups: O confluence-users
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8
©
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Screenshot above: User details
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Configuration
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O Daily Backup Admin
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O Manage Referrers
O Plugins

O Plugin Repository
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O Global Templates
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O User Macros
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Mappings

O Attachment Storage

developers
developers-mates

Join ==

confluence-administrators

Member of groups

confluence-users

<« Leave

Screenshot above: Editing a user's groups

Notes

® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence
looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups. Here is a

summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

See Managing Multiple Directories.

RELATED TOPICS
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Global Permissions Overview

Permissions determine the actions which a user is allowed to perform within Confluence. Global permissions are
one of the levels of permission provided by Confluence.

In order to assign these permissions, you must already have the global 'Confluence Administrator' or 'System
Administrator' permission (described below). You can then assign global permissions to groups, individual users
and anonymous users. Further permissions are granted from the space administration screens.

The Confluence permission scheme allows the following levels of site administrator permissions, with the most
powerful at the top of the list:
® Super user — A 'super user' belongs to the conf | uence- adni ni st r at or s group, has full
administrative access to Confluence, and can see all the content.
® System Administrator — A person with 'System Administrator' permission has full administrative access
to Confluence.
® Confluence Administrator — A person with 'Confluence Administrator' permission has access to most of
the Confluence administrative functions.

Note: The first system administrator and super-user is defined during initial setup. During the initial configuration
of Confluence, the Setup Wizard asks for the username of the System Administrator. This user will have the
'System Administrator' permission and will be a member of the ‘confluence-administrators' group.

On this page:

Overview of the global permissions

Comparing the System Administrator permission with the Confluence Administrator permission
Comparing the confluence-administrators group with the administrator permissions

Updating global permissions

Error messages you may see

Related pages:

® Searching For and Administering Users
® Global Groups Overview

® Confluence Administrator's Guide

Some functionality described on this page is restricted in Confluence OnDemand.

Overview of the global permissions

Global permissions control access across the whole Confluence site. Here is a list:

Global Permission Description

Can Use This is the most basic permission that allows users to
access the site.

Users with this permission count towards the number
of users allowed by your license. See the information
on removing/deactivating users.
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Attach Files to User Profile

Update User Status

Personal Space

Create Space(s)

Confluence Administrator

System Administrator

This allows the user to upload files to be stored in
their user profile.

This feature was made obsolete by the introduction of
personal spaces in Confluence 2.2. Hence, this
permission is no longer relevant. Attachments can be
accessed from a user profile view (for example, an
image within the 'About Me' field of a profile view) by
attaching these files to a page within that user's
personal space and referencing them using
appropriate wiki markup code.

This allows the user to update their user status
message, which can be seen on the user's profile,
pages in their personal space and on various activity
streams accessible to other Confluence users.

This permission allows the user to create a personal
space.

This permission allows users to create new spaces
within your Confluence site. When a space is created,
the creator automatically has the '"Admin' permission f
or that space and can perform space-wide
administrative functions.

This permission allows users to access the
'‘Administration Console' that controls site-wide
administrative functions. Users with this permission
can perform most, but not all, of the Confluence
administrative functions. See the comparison of
'System Administrator' and '‘Confluence Administrator'
below.

This permission allows users to access the
'‘Administration Console' that controls site-wide
administrative functions. Users with this permission
can perform all the Confluence administrative
functions, including the ones which the '‘Confluence
Administrator' permission does not allow. See the
comparison of 'System Administrator' and
'‘Confluence Administrator' below. Refer also to the
note about the ‘confluence-administrators' group belo
w.

Comparing the System Administrator permission with the Confluence Administrator permission

Confluence recognises two levels of administrator:

® System Administrator — Users with this permission can perform all the Confluence administrative
functions, including the ones which the ‘Confluence Administrator' permission does not allow.
® Confluence Administrator — Users with this permission can perform most, but not all, of the Confluence
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administrative functions.

The two-tier administration is useful when you want to delegate some administrator privileges to project
managers or team leaders. You can give 'Confluence Administrator' permission to users who should be able to
perform most administrative functions, but should not be able to perform functions that can compromise the
security of the Confluence system.

The following functions are granted to the 'System Administrator' permission but excluded from the '‘Confluence
Administrator' permission:

Administration Screen Excluded from Confluence Administrator
permission

General Configuration The following functionality is disallowed:

Server Base URL
Remote API plugin
Public Signup
Connection Timeouts

Security Configuration The following functionality is disallowed:

External user management

Append wildcards to user and group searches
Anti XSS Mode

Enable Custom Stylesheets for Spaces

Show system information on the 500 page
Maximum RSS Items

XSRF Protection

Plugins The following functionality is disallowed:

® Upgrade
¢ |nstall
® Confluence Upgrade Check

Daily Backup Admin This function is disallowed entirely.
Mail Servers This function is disallowed entirely.
User Macros This function is disallowed entirely.
Attachment Storage This function is disallowed entirely.
Layouts This function is disallowed entirely.
Custom HTML This function is disallowed entirely.
Backup & Restore This function is disallowed entirely.
Logging and Profiling This function is disallowed entirely.
Cluster Configuration This function is disallowed entirely.
Scheduled Jobs This function is disallowed entirely.
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Application Links This function is disallowed entirely.

Comparing the confluence-administrators group with the administrator permissions

The ‘confluence-administrators' group defines a set of 'super-users' who can access the Confluence
administration console and perform site-wide administration. Members of this group can also see the content of
all pages and spaces in the Confluence instance, regardless of space permissions. They cannot immediately
see the pages that exclude them via page restrictions without knowing the direct URL to the page. They can
remove the page restrictions via the Space Administration screen if need be. For example, they will not see
restricted pages displayed by the children macro. But they are able to access restricted pages directly using the
page URL.

The settings on the 'Global Permissions' screen do not affect the powers allowed to members of the
‘confluence-administrators' group .

Granting the 'System Administrator' or 'Confluence Administrator' permission to a user will not automatically
grant the user access to all spaces in the site. These permissions will only give access to the administration
console.

Be aware, however, that users with 'System Administrator' can add themselves to the 'confluence-administrators'
group and become a super-user.

The Confluence Administrator permission and the 'confluence-administrators' group are not related. Goi
ng by the names, you would think the ‘confluence-administrators' group and the 'Confluence Administrator'
permission are related — but they are not. Granting a user or a group '‘Confluence Administrator' permission is no
t the same as granting them membership of the 'confluence-administrators' group. Granting the 'Confluence
Administrator' permission enables access to only a subset of the administrative functions. Granting membership
to the 'confluence-administrators' group gives complete access.

Updating global permissions

To view the global permissions for a group or user:

1. Choose Browse > Confluence Admin.
2. Choose Global Permissions in the left-hand panel. The 'View Global Permissions' screen appears.

Add or edit group and user permissions as follows:

To add permissions for a group:

1. First add the group to Confluence, if you have not already done so.

2. Choose Edit Permissions. The 'Edit Global Permissions' screen appears.

3. Enter the group name in the Grant browse permission to box in the 'Groups' section. You can search
for the group name.

4. Choose Add.

5. The group will appear in the list and you can now edit its permissions.

To add permissions for a specific user:
(Consider adding the user to a group and then assigning the permissions to the group, as described above,
instead of assigning permissions to the specific user.)

1. First add the user to Confluence, if you have not already done so.

2. Choose Edit Permissions. The 'Edit Global Permissions' screen appears.

3. Enter the username in the Grant browse permission to box in the 'Individual Users' section. You can
search for the username.

4. Choose Add.

5. The username will appear in the list and you can now edit its permissions.
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To add or edit the permissions for a user or group:

1. Select, or clear, the check box under the relevant permission in the row for the relevant user/group. A
selected check box indicates that the permission is granted.

2. To allow anonymous access to your Confluence site, select the 'Use Confluence' and 'View User Profile'
options in the '"Anonymous Access' section.
For more information about these permissions, refer to Setting up Public Access.

3. Choose Save All to save your changes.

Screenshot: Editing global permissions

Groups

These are the global permissions currently assigned to groups.

:::::IF““ Update User | Personal Create Confluence System
Profile Status Space Space(s) Administrator Administrator
O ™ o T

& confluence-administrators # can use O ™ ™

& confluence-managers # can use O ™ I ™ O 0O
& confluence-users # can use O ™ =] O a @]
& testuser v can use - J 7 - - o
Group not found

Grant browse permission to Q, (Add

Individual Users

These are the global permissions currently assigned to individual users.

::I:'::'Hha Update User | Personal Create Confluence System
Profile Status Space Space(s) Administrator Administrator

L4 testXX (testxx) ™ can use O a O
£ Trisha Hong (thong) # can use ™ S| ™ ™ O =
Grant browse permission to Q, (Add

Anonymous Access

When a user is using Confluence while not logged in, they are using it anonymously.
For example: Enabling anonymeus "USE' permission, allows non-logged-in users to browse pages and spaces in Confluence.

SEESeEReE

& Anonymous ™ can use [T
[ Save All ) [ Cancel
S N

Error messages you may see

Confluence will let you know if there is a problem with some permissions. In rare situations, you may see the
following error messages below a permission:

® 'User/Group not found' — This message may appear if your LDAP repository is unavailable, or if the
user/group has been deleted after the permission was created.

® 'Case incorrect. Correct case is: xxxxxx' — This message may appear if the upper/lower case in the
permission does not match the case of the username or group name. If you see a number of occurrences
of this message, you should consider running the routine supplied to fix the problem.

Setting Up Public Access

You can enable anonymous access (also known as public access) to your Confluence site by granting the '‘Use
Confluence' permission to '‘anonymous' users. An '‘anonymous' user is someone who has not logged in to the
Confluence site. The 'Use Confluence' permission is also called ‘can use'.
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This user category gives you an easy way to administer users who have not logged into the site. Permissions
assigned to this category apply to all anonymous users of the site.

Enabling anonymous access to the site

If you want to make your site visible to everyone, including people who have not logged in, you must enable
anonymous access at site level.

To enable anonymous access to your site:

1. Choose Browse > Confluence Admin.

2. Choose Global Permissions in the left-hand panel.

3. Choose Edit Permissions.

4. In the 'Anonymous Access' section, select the can use check box to enable anonymous access to the
content on your site.

5. If you want to allow anonymous users to see user profiles, select the check box in the View User Profiles
section.
Note: You must grant the ‘can use' permission as well, if you want to grant the ‘View User Profiles’
permission.

6. Choose Save All.

On this page:

Enabling anonymous access to the site
Disabling anonymous access to the site

[ ]
[ ]
® Granting public access to a space
® Notes

Related pages:

Configuring Captcha for Spam Prevention
Adding and Inviting Users

Global Permissions Overview
Confluence Administrator's Guide

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Disabling anonymous access to the site

To disable anonymous access to your site, deselect the can use check box, then choose Save All. People will
not be able to see the content on the site until they have logged in.

Granting public access to a space

To enable public access to a Confluence space, you must grant the following permissions to anonymous users:

® The site-wide 'can use' permission, as described above.

® The relevant space permissions. If you want a space to be publicly accessible, the anonymous user must
have at least the 'View Space' permission. To set space permissions, choose Browse > Space Admin >
Permissions.

Notes

®* We severely warn against giving anonymous users any administrative privileges, either within a space,
or especially over the Confluence site. Giving administrative privileges to untrusted users may lead to a
serious security compromise of your site.
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® You can allow people to sign up for usernames themselves, and choose other options for user signup and
invitations. See Adding and Inviting Users.

Configuring User Directories

A user directory is a place where you store information about users and groups. User information includes the
person's full name, username, password, email address and other personal information. Group information
includes the name of the group, the users that belong to the group, and possibly groups that belong to other
groups.

The internal directory stores user and group information in the Confluence database. You can also connect to e
xternal user directories, and to Atlassian Crowd and JIRA as directory managers.

On this page:

® Configuring User Directories in Confluence
® Connecting to a Directory
® Updating Directories

The information on this page does not apply to Confluence OnDemand.

Configuring User Directories in Confluence

To configure your Confluence user directories:

1. Choose Browse > Confluence Admin.
2. Click 'User Directories' in the left-hand panel.

Connecting to a Directory

You can add the following types of directory servers and directory managers:

Confluence's internal directory. See Configuring the Internal Directory.

Microsoft Active Directory. See Connecting to an LDAP Directory.

Various other LDAP directory servers. See Connecting to an LDAP Directory.

An LDAP directory for delegated authentication. See Connecting to an Internal Directory with LDAP
Authentication.

Atlassian Crowd. See Connecting to Crowd or JIRA for User Management.

® Atlassian JIRA 4.3 or later. See Connecting Confluence to JIRA for User Management.

® Atlassian JIRA 4.2 or earlier, using the legacy database connection. See Connecting to JIRA 4.2 or
Earlier for User Management.

You can add as many external user directories as you need. Note that you can define the order of the
directories. This determines which directory Confluence will search first, when looking for user and group
information. See Managing Multiple Directories.

Updating Directories
Limitations when Editing Directories

You cannot edit, disable or remove the directory your user belongs to. This precaution is designed to prevent
administrators from locking themselves out of the application by changing the directory configuration in a way
that prevents them logging in or removes their administration permissions.

This limitation applies to all directory types. For example:

® You cannot disable the internal directory if your user is an internal user.
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® You cannot disable or remove an LDAP or a Crowd directory if your user comes from that directory.

In some situations, reordering the directories will change the directory that the current user comes from, if a user
with the same username happens to exist in both. This behaviour can be used in some cases to create a copy of
the existing configuration, move it to the top, then remove the old one. Note, however, that duplicate usernames

are not a supported configuration.

You cannot remove the internal directory. This precaution aligns with the recommendation below that you always
keep an administrator account active in the internal directory.

Recommendations

The recommended way to edit directory configurations is to log in as an internal user when making changes to
external directory configuration.

We recommend that you keep either an administrator or system administrator user active in your internal
directory for troubleshooting problems with your user directories.

Enabling, Disabling and Removing Directories

You can enable or disable a directory at any time. If you disable a directory, your configuration details will remain
but the application will not recognise the users and groups in that directory.

You have to disable a directory before you can remove it. Removing a directory will remove the details from the
database.

User Directories
The table below shows the user directories currently configured for Confluence

The order of the directories is the order in which they will be searched for users and groups. Changes to users and
groups will be made in the first directory where Confluence has permission to make changes. It is recommended
that users only exist in a single directory.

Directory Name Type Order Operations
Confluence Internal Directory Internal &
OpenLDAP OpenLDAP (Read-Write) i 3 Disable Edit Synchronise

Last synchronised at 14/01/11 3:07 PM (took 65s)

Crowd Atlassian Crowd 4 Disable Edit Synchronise
Last synchronised at 14/01/11 2:39 PM (took 0s)

Add Directory

Additional Configuration

* LDAP Connection Pool Configuration

Screenshot above: Configuring user directories

RELATED TOPICS

Configuring the Internal Directory

Connecting to an LDAP Directory

Connecting to an Internal Directory with LDAP_Authentication
Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
Managing Multiple Directories

Managing Nested Groups

Synchronising Data from External Directories

Diagrams of Possible Configurations for User Management
User Management Limitations and Recommendations
Requesting Support for External User Management
Disabling the Built-In User Management
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® Adding and Inviting Users
® Managing Site-Wide Permissions and Groups

ﬁﬁldministramrs Guide Home ﬁ}ﬂnnﬂuern:e Documentation Home

Configuring the Internal Directory
The internal directory stores user and group information in the Confluence database.

Overview

The internal directory is enabled by default at installation. When you create the first administrator during the
setup procedure, that administrator's username and other details are stored in the internal directory.

If needed, you can configure one or more additional user directories. This is useful if you want to grant access to
users and groups that are stored in a corporate directory or other directory server.

On this page:

® Overview
® Diagram of Possible Configuration

{4 The information on this page does not apply to Confluence OnDemand.

Diagram of Possible Configuration

Confluence

Authentication,
updates and
queries

database
(internal

directory)

Diagram above: Confluence using its internal directory for user management.

RELATED TOPICS

Configuring User Directories

® Configuring the Internal Directory
® Connecting to an LDAP Directory
® Connecting to an Internal Directory with L DAP Authentication
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Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
Managing Multiple Directories

Managing Nested Groups

Synchronising Data from External Directories

Diagrams of Possible Configurations for User Management
User Management Limitations and Recommendations
Requesting Support for External User Management
Disabling the Built-In User Management

How to Reenable the Internal Directory (Knowledge base article)

Connecting to an LDAP Directory

You can connect your Confluence application to an LDAP directory for authentication, user and group
management.

Overview

An LDAP directory is a collection of data about users and groups. LDAP (Lightweight Directory Access Protocol)
is an Internet protocol that web applications can use to look up information about those users and groups from
the LDAP server.

We provide built-in connectors for the most popular LDAP directory servers:

Microsoft Active Directory

Apache Directory Server (ApacheDS)
Apple Open Directory

Fedora Directory Server

Novell eDirectory

OpenDS

OpenLDAP

OpenLDAP Using Posix Schema
Posix Schema for LDAP

Sun Directory Server Enterprise Edition (DSEE)
A generic LDAP directory server

When to use this option: Connecting to an LDAP directory server is useful if your users and groups are stored
in a corporate directory. When configuring the directory, you can choose to make it read only, read only with
local groups, or read/write. If you choose read/write, any changes made to user and group information in the
application will also update the LDAP directory.

Connecting to an LDAP Directory in Confluence

To connect Confluence to an LDAP directory:

1. Choose Browse > Confluence Admin.
2. Click User Directories in the left-hand panel.
3. Add a directory and select one of these types:
® Microsoft Active Directory — This option provides a quick way to select AD, because it is the
most popular LDAP directory type.
®* | DAP - You will be able to choose a specific LDAP directory type on the next screen.
Enter the values for the settings, as described below.
Save the directory settings.
6. Define the directory order by clicking the blue up- and down-arrows next to each directory on the 'User
Directories' screen. Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

o &
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For details see Managing Multiple Directories.

On this page:

Overview

Connecting to an LDAP Directory in Confluence
Server Settings

Schema Settings

Permission Settings

® Adding Users to Groups Automatically

Advanced Settings

User Schema Settings

Group Schema Settings

Membership Schema Settings

Diagrams of Some Possible Configurations
Notes

Related pages:

Configuring User Directories

Configuring the Internal Directory

Connecting to an L DAP Directory

Connecting to an Internal Directory with LDAP Authentication
Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
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Server Settings
Setting Description

Name Enter a meaningful name to help you identify the
LDAP directory server. Examples:

® Exanpl e Conpany Staff Directory
¢ Exanpl e Conpany Cor porate LDAP
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Directory Type

Hostname

Port

Use SSL

Username

Password

Schema Settings

Setting

Select the type of LDAP directory that you will
connect to. If you are adding a new LDAP
connection, the value you select here will determine
the default values for many of the options on the rest
of screen. Examples:

® Mcrosoft Active Directory
® OpenDS
® And more.

The host name of your directory server. Examples:

® ad. exanpl e. com
® | dap. exanpl e. com
® opends. exanpl e. com

The port on which your directory server is listening.
Examples:

¢ 389
® 10389
® 636 (for example, for SSL)

Tick this check box if the connection to the directory
server is an SSL (Secure Sockets Layer) connection.
Note that you will need to configure an SSL certificate
in order to use this setting.

The distinguished name of the user that the
application will use when connecting to the directory
server. Examples:

® cn=admni ni strator, cn=users, dc=ad, dc=ex
anpl e, dc=com

® cn=user, dc=donmmi n, dc=narne

® user @onmi n. nane

The password of the user specified above.

Description
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Base DN

Additional User DN

Additional Group DN

Permission Settings

The root distinguished name (DN) to use when
running queries against the directory server.
Examples:

® o=exanpl e, c=com

® cn=users, dc=ad, dc=exanpl e, dc=com

® For Microsoft Active Directory, specify the base DN
in the following format: dc=domai n1, dc=l ocal .
You will need to replace the domai nl1 and | ocal f
or your specific configuration. Microsoft Server
provides a tool called | dp. exe which is useful for
finding out and configuring the the LDAP structure
of your server.

This value is used in addition to the base DN when
searching and loading users. If no value is supplied,
the subtree search will start from the base DN.
Example:

® ou=Users
This value is used in addition to the base DN when
searching and loading groups. If no value is supplied,

the subtree search will start from the base DN.
Example:

® ou=Goups

Note: You can only assign LDAP users to local groups when 'External Management User Management' is not

selected.

Setting

Read Only

Read Only, with Local Groups

Description

LDAP users, groups and memberships are retrieved
from your directory server and can only be modified
via your directory server. You cannot modify LDAP
users, groups or memberships via the application
administration screens.

LDAP users, groups and memberships are retrieved
from your directory server and can only be modified
via your directory server. You cannot modify LDAP
users, groups or memberships via the application
administration screens. However, you can add
groups to the internal directory and add LDAP users
to those groups.
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Read/Write

Adding Users to Groups Automatically

Setting

Default Group Memberships

Advanced Settings

LDAP users, groups and memberships are retrieved
from your directory server. When you modify a user,
group or membership via the application
administration screens, the changes will be applied
directly to your LDAP directory server. Please ensure
that the LDAP user specified for the application has
modification permissions on your LDAP directory
server.

Description

Option available in Confluence 3.5 and later, and
JIRA 4.3.3 and later. This field appears if you select
the 'Read Only, with Local Groups' permission. If you
would like users to be automatically added to a group
or groups, enter the group name(s) here. To specify
more than one group, separate the group names with
commas.

In Confluence 3.5 to Confluence 3.5.1: Each time a
user logs in, their group memberships will be
checked. If the user does not belong to the specified
group(s), their username will be added to the
group(s). If a group does not yet exist, it will be added
locally.

In Confluence 3.5.2 and later, and JIRA 4.3.3 and
later: The first time a user logs in, their group
memberships will be checked. If the user does not
belong to the specified group(s), their username will
be added to the group(s). If a group does not yet
exist, it will be added locally. On subsequent logins,
the username will not be added automatically to any
groups. This change in behaviour allows users to be
removed from automatically-added groups. In
Confluence 3.5 and 3.5.1, they would be re-added
upon next login.

Please note that there is no validation of the group
names. If you mis-type the group name, authorisation
failures will result — users will not be able to access
the applications or functionality based on the
intended group name.

Examples:

® confluence-users
® confluence-users,jira-users,jira-deve
| opers
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Setting

Enable Nested Groups

Use Paged Results

Follow Referrals

Naive DN Matching

Description

Enable or disable support for nested groups. Some
directory servers allow you to define a group as a
member of another group. Groups in such a structure
are called 'nested groups'. If you are using groups to
manage permissions, you can create nested groups
to allow inheritance of permissions from one group to
its sub-groups.

Enable or disable the use of the LDAP control
extension for simple paging of search results. If
paging is enabled, the search will retrieve sets of data
rather than all of the search results at once. Enter the
desired page size — that is, the maximum number of
search results to be returned per page when paged
results are enabled. The default is 1000 results.

Choose whether to allow the directory server to
redirect requests to other servers. This option uses
the node referral (JNDI lookup j ava. nam ng. ref e
rr al ) configuration setting. It is generally needed for
Active Directory servers configured without proper
DNS, to prevent a
‘Javax.naming.PartialResultException: Unprocessed
Continuation Reference(s)' error.

If your directory server will always return a consistent
string representation of a DN, you can enable naive
DN matching. Using naive DN matching will result in
a significant performance improvement, so we
recommend enabling it where possible.

This setting determines how your application will
compare DNs to determine if they are equal.

® If this check box is ticked, the application will do a
direct, case-insensitive, string comparison. This is
the default and recommended setting for Active
Directory, because Active Directory guarantees the
format of DNs.

® If this check box is not ticked, the application will
parse the DN and then check the parsed version.
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Enable Incremental Synchronisation

Synchronisation Interval (minutes)

Read Timeout (seconds)

Search Timeout (seconds)

Connection Timeout (seconds)

User Schema Settings

Setting

Enable incremental synchronisation if you only want
changes since the last synchronisation to be queried
when synchronising a directory.

Please be aware that when using this option, the
user account configured for synchronisation must
have read access to:

® The uSNChanged attribute of all users and groups
in the directory that need to be synchronised.

® The objects and attributes in the Active Directory
deleted objects container (see Microsoft's
Knowledge Base Article No. 892806 for details).

If at least one of these conditions is not met, you may
end up with users who are added to (or deleted from)
the Active Directory not being respectively added (or
deleted) in JIRA.

Synchronisation is the process by which the
application updates its internal store of user data to
agree with the data on the directory server. The
application will send a request to your directory
server every X minutes, where 'x' is the number
specified here. The default value is 60 minutes.

The time, in seconds, to wait for a response to be
received. If there is no response within the specified
time period, the read attempt will be aborted. A value
of 0 (zero) means there is no limit. The default value
is 120 seconds.

The time, in seconds, to wait for a response from a
search operation. A value of 0 (zero) means there is
no limit. The default value is 60 seconds.

This setting affects two actions. The default value is
0.

® The time to wait when getting a connection from
the connection pool. A value of 0 (zero) means
there is no limit, so wait indefinitely.

® The time, in seconds, to wait when opening new
server connections. A value of 0 (zero) means that
the TCP network timeout will be used, which may
be several minutes.

Description
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User Object Class

User Object Filter

User Name Attribute

User Name RDN Attribute

User First Name Attribute

User Last Name Attribute

User Display Name Attribute

User Email Attribute

User Password Attribute

Group Schema Settings

63

This is the name of the class used for the LDAP user
object. Example:

® user

The filter to use when searching user objects.

Example:

® (&(object Cat egory=Per son) (sAMAccount N
ame=*))

The attribute field to use when loading the username.

Examples:

® ¢cn
® sAMAccount Nane

NB: In Active Directory, the 'sAMAccountName' is the
‘User Logon Name (pre-Windows 2000)' field. The
User Logon Name field is referenced by 'cn'.

The RDN (relative distinguished name) to use when

loading the username. The DN for each LDAP entry
is composed of two parts: the RDN and the location

within the LDAP directory where the record resides.

The RDN is the portion of your DN that is not related
to the directory tree structure. Example:

® ¢cn

The attribute field to use when loading the user's first
name. Example:

® gi venNane

The attribute field to use when loading the user's last
name. Example:

® sn

The attribute field to use when loading the user's full
name. Example:

¢ di spl ayNane

The attribute field to use when loading the user's
email address. Example:

® mail

The attribute field to use when loading a user's
password. Example:

® uni codePwd
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Setting

Group Object Class

Group Object Filter

Group Name Attribute

Group Description Attribute

Membership Schema Settings
Setting

Group Members Attribute

User Membership Attribute

Use the User Membership Attribute, when finding the
user's group membership

Description

This is the name of the class used for the LDAP
group object. Examples:

® groupO Uni queNanes
® group

The filter to use when searching group objects.
Example:

® (obj ect Cat egor y=Gr oup)

The attribute field to use when loading the group's
name. Example:

® ¢cn

The attribute field to use when loading the group's
description. Example:

® description

Description

The attribute field to use when loading the group's
members. Example:

® nenber

The attribute field to use when loading the user's
groups. Example:

® nenber O

Put a tick in the checkbox if your directory server
supports the group membership attribute on the user.
(By default, this is the 'menber O ' attribute.)

® |f this checkbox is ticked, your application will use
the group membership attribute on the user when r
etrieving the list of groups to which a given
user belongs. This will result in a more efficient
retrieval.

® |f this checkbox is not ticked, your application will
use the members attribute on the group (‘menber
by default) for the search.

® If the 'Enable Nested Groups' checkbox is ticked,
your application will ignore the 'Use the User
Membership Attribute' option and will use the
members attribute on the group for the search.
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Use the User Membership Attribute, when finding the
members of a group

Diagrams of Some Possible Configurations

Put a tick in the checkbox if your directory server
supports the group membership attribute on the user.
(By default, this is the 'menber O ' attribute.)

® |f this checkbox is ticked, your application will use
the group membership attribute on the user when r
etrieving the members of a given group. This
will result in a more efficient search.

® |f this checkbox is not ticked, your application will
use the members attribute on the group (‘menber’
by default) for the search.

Confluence

Authe mcaylndate\ﬂue ries

3

Confluence
database
(LDAP cache)

Background synchronisation

Authentication,
updates and
queries

O

Confluence
database
L EL

directory)

Diagram above: Confluence connecting to an LDAP directory.

Created in 2012 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

65


http://creativecommons.org/licenses/by/2.5/au/

Confluence 4.3 Documentation

Confluence
Authentication Updates to Authentication,
groups only, updates and
and all queries queries

Cﬂnuence

Confluence database

database
(LDAP cache)

(internal
directory)

Background synchronisation

Diagram above: Confluence connecting to an LDAP directory with permissions set to read only and local groups.

Notes

Currently there is a bug which causes a system error if the username and password are not correct. This also
happens if you are accessing anonymously, but the directory server does not support anonymous access. If you
get a system error message, try checking the username and password credentials. You can watch this issue to

see updates on this bug: CONF-25961 - Authenticate to see issue details

Configuring the LDAP Connection Pool

When connection pooling is enabled, the LDAP directory server maintains a pool of connections and assigns
them as needed. When a connection is closed, the directory server returns the connection to the pool for future
use. This can improve performance significantly.

To configure your LDAP connection pool:

1. Choose Browse > Confluence Admin.
2. Click 'User Directories' in the left-hand panel.
3. Click 'LDAP Connection Pool Configuration' in the 'Additional Configuration' section.

{4 The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Setting Description Default Value
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Initial Pool Size The number of LDAP connections 1
created when initially connecting
to the pool.

Preferred Pool Size The optimal pool size. LDAP will 10

remove idle connections when the
number of connections grows
larger than this value. A value of O
(zero) means that there is no
preferred size, so the number of
idle connections is unlimited.

Maximum Pool Size The maximum number of 0
connections. When the number of
connections reaches this value,

LDAP will refuse further
connections. As a result, requests
made by an application to the
LDAP directory server will be
blocked. A value of O (zero)
means that the number of
connections is unlimited.

Pool Timeout (seconds) The length of time, in seconds, 30
that a connection may remain idle
before being removed from the
pool. When the application is
finished with a pooled connection,
the connection is marked as idle,
waiting to be reused. A value of O (
zero) means that the idle time is
unlimited, so connections will
never be timed out.

Pool Protocol Only these protocol types will be pl ain ssl
allowed to connect to the LDAP (Both plain and ssl)
directory server. If you want to
allow multiple protocols, enter the
values separated by a space.

Valid values are:

® plain
® ssli
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Pool Authentication Only these authentication types sinple
will be allowed to connect to the
LDAP directory server. If you want
to allow multiple authentication
types, enter the values separated
by a space. See REC 2829 for
details of LDAP authentication
methods. Valid values are:

® none
® sinple
® DI GEST- M5

Notes:

® The connection pool settings are system wide and will be used to create a new connection pool for every

configured LDAP directory server.
® You must restart your application server for these settings to take effect.

RELATED TOPICS

Connecting to an LDAP Directory
Configuring User Directories

@Administramrs Guide Home @Conﬂucnce Documentation Home

Configuring an SSL Connection to Active Directory

If you want to configure a read/write connection with Microsoft Active Directory, you will need to install an SSL
certificate, generated by your Active Directory server, onto your Confluence server and then install the certificate
into your JVM keystore.

On this page:

® Prerequisites
® Step 1. Install the Active Directory Certificate Services

® Step 2. Obtain the Server Certificate
® Step 3. Import the Server Certificate

The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Updating user, group, and membership details in Active Directory requires that your Atlassian application be
running in a JVM that trusts the AD server. To do this, we generate a certificate on the Active Directory server,
then import it into Java's keyst or e.

Prerequisites

To generate a certificate, you need the following components installed on the Windows Domain Controller to
which you're connecting.

Required Component Description

Internet Information Services (IIS) This is required before you can install Windows
Certificate Services.
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Windows Certificate Services This installs a certification authority (CA) which is
used to issue certificates. Step 1, below, explains this
process.

Windows 2000 Service Pack 2 Required if you are using Windows 2000

Windows 2000 High Encryption Pack (128-bit) Required if you are using Windows 2000. Provides

the highest available encryption level (128-bit).

Step 1. Install the Active Directory Certificate Services

If Certificate Services are already installed, skip to step 2, below. The screenshots below are from Server 2008,
but the process is similar for Server 2000 and 2003.

1. Log in to your Active Directory server as an administrator.
2. Click Start, point to Administrative Tools, and then click Server Manager.
3. In the Roles Summary section, click Add Roles.

E_ server Manager _[alx
i

File Action \View Help
e=| 2=
=l 3 Roles -/ ————————————— ——FwF — 44—
= Active Directory Domain Se {
=, DNS Server .~ View the health of the roles installed on your server and add or remove roles and features.
57 File Services =
& Features

|»

@ Diagnostics r
= *! Roles S Roles Sur Hel
iﬂ Canﬁguraﬁan L0l ummary S Immary P
&3 storage _

~) Roles: 3of 17installed T Add Roles

_ i Remove Roles
&3 Active Directory Domain Services
1. DNS Server

(i) File Services

~ Active Directory Domain Services E AD DS Help

Stores directory data and manages communication between users and domains, induding user logon processes, authentication, and directory searches.

~| Role Status Go to Active Directory Domain

Services
Messages: Mone
System Services: 8 Running, 2 Stopped
3 Events: 4 errors, 301 warnings, 9 informational in the last 24 hours
~! Role Services: linstalled 4 Add Role Services
54 Remove Role Servi
Role Service | Status. | = oue Rale s
©a Active Directory Domain Contraller Installed
Identity Management for UNIX Not installed
Server for Network Information Services Not installed
Password Synchronization Mot installed
Administration Tools Not installed
Description:
=
=l
4 | | _>| % d LastRefresh: 21/02/2011 4:45:12PM Configure refresh

4. On the Select Server Roles page, select the Active Directory Certificate Services check box. Click Ne
xt twice.
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Certificate Request
Certificate Database

Caonfirmation
Progress

Results

Select one or more roles to install on this server,

Roles:

l: Active Directory Federation Services
[] Active Directory Lightweight Directory Services
|: Active Directory Rights Management Services
] Application Server

] Fax server

[ Metwork Policy and Access Services
l: Print Services

[] Terminal Services

[[] uDD! Services

[ web Server (115)

] Windows Deployment Services

[ Windows Server Update Services

Mare about server roles

Add Roles Wizard E3

! Select Server Roles

Description:

Active Directory Certificate Service:
AD CS)is used to create certificatio
authorities and related role service
that allow you to issue and manag
certificates used in a variety ol
applications

< Previous | Mext > I Instal | Cancel |

5. On the Select Role Services page, select the Certification Authority check box, and then click Next.

-

Before You Begin
Server Roles

Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

! Select Role Services

Add Roles Wizard E3

Select the role services to install for Active Directory Certificate Services:

Role services:

[ certification Authority

[] certification Authority Web Enrollment
] online Responder

] Metwork Device Enrollment Service

Mare about role services

Description:

Certification Autharity (CA) is used to
issue and manage certificates.
Multiple CAs canbe linked to forma
public key infrastructure.

< Previous | Mext = I Instal Cancel

I

6. On the Specify Setup Type page, click Enterprise, and then click Next.
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Add Roles Wizard E3 I
E%:b Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Spedify whether you want to set up an Enterprise or Standalone CA.
Server Roles
GiEE ' Enterprise
Role Services Select this option iFmis[%A is @ member of a domain and can use Directory Service to issue and manage
- certificates,
Setup Type
CAT
s " standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
standalone CA can be a member of a domain,
Cryptography
CA Mame
Validity Period
Certificate Database
Confirmation
Progress
Results

Mare about the differences between enterprise and standalone setup

il

< Previous | Mext = I Inste Cancel

7. On the Specify CA Type page, click Root CA, and then click Next.

g% Specify CA Type
Before You Begin A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PEI). Aroot CAis a CA that issues its own selfsigned certificate. A subordinate CA receives its certificate
Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.
AD CS
Role Services ' RootCA
Setup Type Select this option if you are instaling the first or only certification authority in a public key infrastructure.
™ Subordinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
Cryplogeaghy infrastructure.
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results

Mare about public key infrastructure (PKI

< Previous | Mext > I Insta | Cancel |

8. On the Set Up Private Key and Configure Cryptography for CA pages, you can configure optional

configuration settings, including cryptographic service providers. However, the default values should be
fine. Click Next twice.
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Add Roles Wizard I
i Set Up Private Key
Before You Begin To generate and issue certificates to dients, a CA must have a private key. Spedify whether you want to
create a new private key or use an existing one,
Server Roles
AD C5

' Create a new private key

Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a cryptographic service provider and specify a key length for the private key.

Setup Type To issue new certificates, you must also select a hash algorithm.

CAType " Use existing private key

Private Key Use this option to ensure continuity with previously issued certificates when reinstaling a CA.
Cryptography ¥ Selact & certificate and use its assodated private key
CA Name Select this option if you have an existing certificate on this computer or if you want to import a

certificate and use its assodated private key.
EL " Selectan existing private key on this computer
Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
Confirmation key from an alternate source,

Progress

Results

More about publicand private keys

< Previous | Mext = I Install | Cancel |

9. Inthe Common name for this CA box, type the common name of the CA, and then click Next.

Add Roles Wizard E3
E& Configure CA Name
Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.
Server Roles
G Common name for this CA:
Role Services dc-one-DC-ONE-CA
Setup T
up Type Distinguished name suffix:
CAType DC=dc-one, DC=crowd, DC =sydney,DC =atlassian, DC =com
Private Key
Cryptography

CA Name Preview of distinguished name:
CN=dc-one-DC-ONE-CA,DC=dc-one, DC =crowd,DC =sydney,DC =atlassian,DC =com

validity Period
Certificate Database
Confirmation

Progress

Results

Mare about configuring a CA name

< Previous | Mext = I Install | Cancel |

10. On the Set Validity Period page, accept the default values or specify other storage locations for the
certificate database and the certificate database log, and then click Next.
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11.

Add Roles Wizard E3

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended

Server Roles purpose of the CA and security measures that you have taken to secure the CA.
AD CS
Role Services Select validity period for the certificate generated for this CA:
Setup Type 5 |Years A
CAType CA expiration Date:  21/02/2016 4:57 PM
Private Key Mote that CA will issue certificates valid only until its expiration date.
Cryptography
CA Name

Validity Period
Certificate Database
Confirmation
Progress
Results

Mare about setting the certificate validity period

= Previous | Mext > I Insta | Cancel |

Add Roles Wizard E3

g% Configure Certificate Database

Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used to menitor management activity for a CA.
Server Roles

Certificate database location:

IC:‘l,Windows‘lﬁystemSZ‘l,Cerﬁ_og Browse... |
™| Use existing certificate da

Certificate database log location:

IC s\Windows\system32\CertLog Browse... |

Progress

Results

= Previous | Mext > I Insta | Cancel |

After verifying the information on the Confirm Installation Selections page, click Install.
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Print, e-mail, or save this information

Certificate Database Log Location:

C:\Windows\system32\CertLog

< Previous | Next = | Install I Cancel

Add Roles Wizard E3
= ) .
! Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install,
Server Roles
1 1warning, 1informational messages below
AD CS T
Role Services 'ij:i' This server might need to be restarted after the installation completes,
Setup Type ~| Active Directory Certificate Services
CA Type Certification Authority
- v, The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key Lk -
been installed.
Cryptography CA Type: Enterprise Root
CA Name CSP: RSA#Microsoft Software Key Storage Provider
) Hash Algarithm: shal
Validity Period Key Length: 2048
Certificate Database Allow CSP Interaction: Disabled
Confirmatan Certificate Validity Period: 21f02/2016 4:57 PM
— - Distinguished name: CN=dc-one-DC-OME-CA,DC =dc-one, DC=crowd,DC=sydney,DC=
Progress atlassian,DC=com
Resulis Certificate Database Location: C:\Windows\system32\CertLog

12. Review the information on the results screen to verify that the installation was successful.

= )
! Installation Results

Before You Begin

Server Roles

The following roles, role services, or features were installed successfully:

Add Roles Wizard E3

AD C5

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Caonfirmation

Progress

~| Active Directory Certificate Services 0 Installation succeeded

The following role services were installed:

Certification Authority

Print, e-mail, or save the installation report
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Step 2. Obtain the Server Certificate
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The steps above describe how to install the certification authority (CA) on your Microsoft Active Directory server.
Next, you will need to add the Microsoft Active Directory server's SSL certificate to the list of accepted
certificates used by the JDK that runs your application server.

The Active Directory certificate is automatically generated and placed in root of the C:\ drive, matching a file
format similar to the tree structure of your Active Directory server. For example: ¢: \ ad2008. ad01. at | assi an
.comadOl.crt.

You can also export the certificate by executing this command on the Active Directory server:

certutil -ca.cert client.crt

