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Confluence Administrator's Guide

About this document

The Confluence administrator's guide provides information on how to manage and configure your Co
nfluence site. For people just getting started, we offer the guide to Getting Started as Confluence
Administrator.

Would you like a full list of the pages in this guide? Here it is: Table of Contents for Confluence
Administrator's Guide.

If you still have a question that has not been answered, please ask us.

Quick admin tip

Use the search box to get to an administration screen quickly. Start typing what you want to do
into the Confluence search box at top right of the screen. The matching administrative functions will
appear with a cog icon at the top of the dropdown search results.

It is even faster via 'GG'. Press 'G' twice on your keyboard then continue typing the action you want.

For more information, see Searching Confluence.

Downloads

'ﬂ','- You can download the Confluence documentation in PDF, HTML and XML formats.

Acobe

More resources

Do you want to install or upgrade Confluence? See the Confluence Installation and Upgrade Guide.

Or visit the Confluence User's Guide for information on how to use Confluence as a collaborative tool.

You can find a list of further resources at the Confluence Documentation home page.

In this guide

Getting Started as Confluence Administrator
Managing Confluence Users

Managing Add-ons and Macros

Customising your Confluence Site

Integrating Confluence with Other Applications
Managing your Confluence License

Managing Confluence Data

Configuring a Confluence Environment
Configuring Confluence

Operating Large or Mission-Critical Confluence Installations
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Getting Started as Confluence Administrator

This page is an introduction for people just starting out as Confluence administrators. You will find this page
useful if your Confluence site is brand new, or you are learning to administer an existing site.

Confluence is a Java-based web application. For the supported environments, there is an installer that will set up
an application server and copy the application files to the designated directories on your server machine. If you
prefer, you can install Confluence from a zip file. See the Confluence Installation Guide for details.

On this page:
® Quick access to administrative functions via Confluence search
®* How to administer and configure Confluence
® Getting started on a new Confluence site
® Getting to know an existing Confluence site
® Prompts from Confluence itself

Related pages:

® Getting Help and Support

® Confluence Administrator's Guide

I Some functionality described on this page is restricted in Confluence OnDemand.

Diagram: A Confluence installation

Tomecat

Confluence
web app

Web server
(for example: Apache) T

Weh server is optional

database

(for example:
PostgreSQL)

Remote user directory is optional.
Can store user information in
Confluence database instead.

Quick access to administrative functions via Confluence search

Quick tip for getting to administration screens: Start typing what you want to do into the Confluence search
box at top right of the screen. The matching administrative functions will appear with a cog icon at the top of the
dropdown search results.

Even faster via 'GG': Press 'G' twice on your keyboard then continue typing the action you want.
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Notes about finding administrative options via the search box:

Pressing 'GG' puts your cursor into the search box.

The 'GG' combination is familiar to JIRA users, because the same shortcut opens the JIRA administration
search dialog.

System administration, Confluence administration and space administration options may appear in the
search results.

Confluence permissions determine the administrative options that appear in the search results. You will
only see the options that you have permission to perform.

&

=
&
B
=
=

4} Space Permissions

ki Permissions. png

kil space permissions. jpg

Q, Search for ‘perm’

4} Global Permissions

— Administrative
options at top of

. guick search results
Export Page Permission

i Mevalainen

Space permissions - quick wireframe
Confluence Design

Page Level Permissions
Confluence Development

Confluence System Administrator Permis. ..
Confluence Development

More E}(plitit space pEﬂTIiSSiDr‘IS
Confluence Development

CONF-7089 additive page permissions

Confluence Development

Confluence Development

Confluence Design

How

to administer and configure Confluence

After installing Confluence, you will perform the initial configuration via a web interface called the Confluence
Setup Wizard.

Introducing the Confluence Administration Console: From this point onwards, many of the administrative
functions are available from the Confluence Administration Console, which is part of the Confluence web
interface. If you have administrative permissions, you will have access to the Confluence Administration Console
via your web browser, using the standard Confluence URL for your site.

To access the Confluence Administration Console:

1.
2.

Created i

Open your Confluence URL in your web browser.

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
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For further configuration options, you can edit the XML and properties files that are part of your Confluence
installation directory. To get started, take a look at the important directories and files. The Confluence
administration guide will lead you through tasks such as configuring the log files and configuring system
properties. Not applicable to Confluence OnDemand.

Getting started on a new Confluence site

Is this a new Confluence site? Here are some things to get started with:

® Decide whether you want to allow public (anonymous) access to your site. See Setting Up Public Access.

®* Make sure you have set up an email server. The above task list will include this step, but it is worth
mentioning it here again. Email notifications are an important part of collaborating on Confluence. See Co
nfiguring a Server for Outgoing Mail. Not applicable to Confluence OnDemand.

® Add a space and some content. See Creating a Space.

® Decide whether you will manage your users in Confluence or hook up an external LDAP directory. See C
onfiguring User Directories. Not applicable to Confluence OnDemand.

® |nvite some users to your site. See Adding and Inviting Users.

Now you can continue getting to know your site, as described in the next section.

Getting to know an existing Confluence site
Has the site been around a while, but you are new to Confluence administration? Take a look at these topics:

® Understand the Confluence permission scheme. See Giving People Access to Content.

® Get to know the power of add-ons (also called plugins), for extending and customising your Confluence
site. See About Add-ons.

® |nvestigate more ways of customising Confluence. See Customising your Confluence Site.

Now you are ready to dive into the Confluence Administrator's Guide.

Prompts from Confluence itself
When you go to your Confluence Administration Console, you will see a handy list of tasks that need doing.

Screenshot: The Confluence Administration Console, showing a list of tasks that need doing — these tasks are
specific to your site, and those shown below are examples only
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Confluence Admin

CONFIGURATION Administration Console L]

General Configuration
The Administration Console is the interface for managing and maintaining Confluence.

Backup Administration

Manage Referrers 1. Confluence support and upgrades for this license are about to expire on 24 Feb 2013.

If you wish to have access to support and updates, please renew your maintenance. (Why renew?)

Languages
Shortcut Links
Exiernal Gadgets
Global Templates
Import Templates
Mail Servers

Recommended Updales
Email

User Macros

In-app Notifications
Attachment Storage
Spam Prevention

PDF Export Language
Support

Configure Whitelist
WebDAV Configuration

Office Connector

ATLASSIAN MARKETPLACE
Find New Add-ons

Manage Add-ons

USERS & SECURITY

Users

Please coniact us if you have any questions. (Do not remind me again)

Administrator's Tasks

Turn off Automatic Backups

Confluence is set up to run automatic backups by default. However, we do not
recommend automatic backups for production installations, as it may require a large
amount of memory, CPU and disk space

Automatic Backups Enabled g Configure

Add some more Users

Confluence was made to be shared! You can either add a user manually or connect to a
user directory. such as Crowd or another LDAP provider.

Number of Users Not available # Configure

Review the Base URL

If the Base URL contains an IP address or is set to localhost, the server may not be
accessible from the network

Current Value hitpi//localhost:8090 4 Configure

View the Atlassian Marketplace

Browse to the g Atlassian Marketplace o see what additional tools are available for
Confluence Administrators

Customise the site logo

Improve the branding of your Confluence site by uploading a logo of your company or
team

# Configure

14

Groups View all completed tasks (2)
Security Configuration

Global Permissions

Space Permissions

User Directories

LOOK AND FEEL

Managing Confluence Users

A Confluence user is a person who can read or update a Confluence site. You can choose whether your
Confluence site is accessible to anonymous users (people who have not logged in) or only to logged-in users.
See Setting Up Public Access.

Confluence user management

You can add users to Confluence, and then assign them permissions that determine their access to the content
and administrative functions in your Confluence site. You can also collect users into groups, and assign the
permissions to groups for easier management. See the following topics:

® Adding and Inviting Users

® Removing or Deactivating Users

® Searching For and Administering Users

® Managing Site-Wide Permissions and Groups

By default, Confluence stores its users and groups in the Confluence database. This is called the internal
directory. You can choose to connect Confluence to an external userbase instead, such as Microsoft Active
Directory or another LDAP server. You can also use Atlassian Crowd and JIRA as directory managers. When
you add a user or group to Confluence, it will be added to the external directory too, based on your configuration
options. See Configuring User Directories. Not applicable to Confluence OnDemand.
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On this page:

® Confluence user management

® Authentication
® Seraph
¢ XML-RPC and SOAP authentication
® Password authentication

® Earlier user management frameworks

Related pages:

® Configuring Confluence Security
® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Authentication

Seraph

Almost all authentication in Confluence (and JIRA) is performed through Seraph, Atlassian's open source web
authentication framework. The goal of Seraph is to provide a simple, extensible authentication system that we
can use on any application server.

Seraph is implemented as a servlet filter. Its sole job is, given a web request, to associate that request with a
particular user (or no user if the request is anonymous). It supports several methods of authentication, including
HTTP Basic Authentication, form-based authentication, and looking up credentials already stored in the user's
session.

Seraph itself performs no user management functions. It merely checks the credentials of the incoming request
and delegates any user management functions (looking up a user, checking a user's password) to Confluence's
user management system.

If you want to integrate Confluence with your own single sign-on (SSO) infrastructure, you would do so by
installing Atlassian Crowd or by writing a custom Seraph authenticator. See our developer documentation on HT
TP authentication with Seraph.

XML-RPC and SOAP authentication

Normally, requests for Confluence's remote API will include an authentication token as the first argument. With
this method of authentication, XML-RPC and SOAP authentication requests are checked directly against the
user management framework, and tokens are assigned directly by the remote API subsystem. These requests
do not pass through Seraph authenticators.

However, if the token argument is blank, Seraph will be used as a fallback authentication method for remote API
requests. So, to use a custom Seraph authenticator with XML-RPC or SOAP requests, ensure that you pass an
empty string as the authentication token to remote API methods.

Password authentication

By default, password authentication is delegated from Seraph to the user management system. This is not
necessary, however. Single sign-on systems may have no password authentication at all, and get all the
necessary credentials from the SSO provider.

Earlier user management frameworks
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® Atlassian-User — now behind the scenes. Atlassian-User is a user and group management framework
developed by Atlassian. It provides user, group and profile management services to Confluence. In earlier
versions of Confluence, you needed to configure your user directories by editing the at | assi an- user.
xm file directly. In Confluence 3.5 and later this is no longer necessary, nor is it possible. Please refer to
the documentation for Confluence 3.4 or earlier, if you need details of this framework. Refer to the Conflu
ence 3.5 Upgrade Notes for details of the automatic migration that will occur during the upgrade process.
Not applicable to Confluence OnDemand.

® OSUser —obsolete. OpenSymphony User was Confluence's core user management framework before
Atlassian-User. Please refer to the documentation for Confluence 3.4 or earlier, if you need details of this
framework.

Adding and Inviting Users

There are a number of ways to add users to Confluence:

® By user signup: If user signup is enabled on your Confluence site, people can add themselves as users
of the site. See below.

® Viaan invitation link: You can invite people to sign up, by sending them an invitation link. You can copy
and paste the link, or prompt Confluence to send the link in an email message. See below.

® By adding users manually: Administrators with Confluence Administrator or System Administrator permi
ssions can add new users. See below.

® Via an external user directory: See Configuring User Directories. Not applicable to Confluence
OnDemand.

You may also be interested in information about allowing anonymous users access to your site. Anonymous
users do not count against your Confluence license totals. See Setting Up Public Access.

Note: If you are using Confluence OnDemand with multiple applications, please refer to the following guide for
information on adding and inviting users: Managing Users and Groups.

Allowing user signup

If you enable user signup, a 'Sign Up' option will appear on the Confluence screens. The option will be on the
login screen, and also in the header on public sites. People can choose the option to create their own
usernames on Confluence.

You can restrict the signup to people whose email addresses are within a given domain or domains. This is
useful if you want to ensure that only people within your organisation can add their own usernames.

You will still be able to add or invite users manually, whether user signup is enabled or not.
You need Confluence Administrator or System Administrator permissions to change the signup options.
To set the user sighup options:

1. Choose Invite Users on the dashboard, then choose User Signup Options.

Or take the longer route: Choose the cog icon E: at top right of the screen, then choose Confluence
Admin. Then choose Users > User Signup Options.
2. Choose Allow people to sign up to create their account.
3. Choose one of the following options:
® Restricted by domain(s) — Note: You need to set up a mail server for Confluence before you can
configure domain restricted signup. When you choose this option, a text box will appear. Enter one
or more domains, separated by commas. People will only be able to sign up if their email address
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4.

belongs to one of the domains specified here. Confluence will send the person an email message,
asking them to click a link to confirm their email address.
For example: mydomai n. com nydonai n. net
® No restrictions — Anyone will be able to sign up to Confluence. Confluence will not send any email
message requesting confirmation.
Choose Notify administrators by email when an account is created if you want Confluence to send an
email message to all administrators (people with Confluence Administrator or System Administrator
permissions) every time someone signs up to Confluence.
On this page:
® Enabling and disabling notifications about user signup
® |nviting people to sign up
® Resetting the invitation link
® Adding users manually
®* Notes

Related pages:

®* Managing Confluence Users
® Setting Up Public Access
® Configuring a Server for Outgoing Mail (Not applicable to Confluence OnDemand.)

® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Enabling and disabling notifications about user signup

By default, Confluence will send an email notification to all Confluence administrators whenever someone signs
up to the Confluence site. The administrators (people with Confluence Administrator or System Administrator
permissions) will receive this message when someone signs up either by clicking the 'Sign Up' link or by clicking
the invitation URL sent by an administrator.

To disable this notification:

1.

Choose Invite Users on the dashboard, then choose User Signup Options.

Or take the longer route: Choose the cog icon E: at top right of the screen, then choose Confluence

Admin. Then choose Users > User Signup Options.
Remove the tick from Notify administrators by email when an account is created.

Choose Save.

Screenshot: User signup options
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Users

List Users = Add Users  Invite Users = User Signup Options

The user signup mode defines if and how your users are able to create their own accounts without
relying on an administrative action. Read more about Confluence's signup oplions

Allow people to sign up to create their account

@ Restricted by Domain(s)
Only people with an email address that matches the specified domain(s) will be able
to create their own account.
Separate multiple domains with commas, semicolons or white spaces

yourdomain.com

7 Mo restrictions

Everyone will be able to create their own account.

[C] Nofify administrators by email when an account is created

Inviting people to sign up

You can invite new users to the site by sending them a signup URL, called an 'invitation link'. You can copy the
invitation link and paste it onto a page or into an email message, or you can prompt Confluence to send an email
message containing the same link.

The option to send invitations is independent of the signup options. You can send invitations if signup is open to
all, restricted by domain, or disabled entirely. Even if signup is disabled, a person who has received an invitation
will be able to sign up.

When someone visits the invitation link in a browser, a Confluence signup screen will appear.
To invite people to sign up:
1. Choose Invite Users on the dashboard.

Or take the longer route: Choose the cog icon E: at top right of the screen, then choose Confluence
Admin. Then choose Users > Invite Users.
2. Copy the Invitation Link and paste it into an email message, or onto a page on your intranet, for
example.
3. Alternatively, prompt Confluence to send an email message for you:
® Enter one or more email addresses in the field labelled Email To. Separate the addresses with
commas. For example: j ohn@xanpl e. com sarah@xanpl e. com
® Optional: Change the Message if you want to.
® Choose Send.

Resetting the invitation link

The invitation link includes a security token, like this:

htt p://confl uence. exanpl e. coni si gnup. acti on?t oken=d513a04456312c47

This security token is a shared token — individual invitations do not have unique tokens. Anyone who obtains this

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation

token will be able to sign up to Confluence.

You can change the token at any time, by choosing Reset. The previous invitation link will become unusable.
People will no longer be able to use the previous link to sign up. If they try, they will see an error message that
the signup token has expired.

Screenshot: Inviting users

Users

List Users = Add Users Invite Users | User Signup Options

Inviting users is the easiest way to get your team collaborating on Confluence. Just share the link
below with your team, either by copying and pasting it, or by using the email option below.

Invitation Link  http:/llocalhost:8080/signup.action?token=25bee245fedfe7el

Reset

Resetting the invitation URL will stop people from signing up via a previously-sent URL.
Email To | Enter one or more email addresses, separated by commas
Message | HI,
Join me and the rest of the team on Sample Site!

It's the one place to create, share, discuss and store our ideas, projects
and documents.

You will send less email, have fewer meetings and get more done.

Please accept this invitation to get started!

Send

Adding users manually
To add a new user:

1. Choose Invite Users on the dashboard, then choose Add Users.

Or take the longer route: Choose the cog icon E: at top right of the screen, then choose Confluence
Admin. Then choose Users > Add Users.

2. Enter the user's details: username, name, password, and email address.

3. Choose whether Confluence should send an email message informing the person of their new username.
The email message will contain a link that the person can use to reset their password.

4. Choose Create.

Screenshot: Adding users
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Users

List Users = Add Users @ Invite Users = User Signup Options

Add a User
*
Username
Usernames must be lower case.
Full Name"
Email”
D Send an email to the user you have jUSt created, which will allow them to
set up their pESSWUI’d.
Password’

Confirm Password

Notes

®* Multiple directories.You may define multiple user directories in Confluence, so that Confluence looks in
more than one place for its users and groups. For example, you may use the default Confluence internal
directory and also connect to an LDAP directory server. In such cases, you can define the directory

order to determine where Confluence looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

See Managing Multiple Directories. (Not applicable to Confluence OnDemand.)

® Email server required for domain restricted signup and for invitations. You need to set up a mail
server for Confluence, before you can configure domain restricted signup or send email invitations to

users.

®* Arethe user management options not visible? If you have external user management turned on,
internal user management is disabled. To configure external user management, go to Browse > Conflue
nce Admin > Security Configuration. See Disabling the Built-In User Management. Not applicable to

Confluence OnDemand.

® Confluence OnDemand: If you are using Confluence OnDemand with multiple applications, please refer

to the following guide for information on adding and inviting users: Managing Users and Groups.
Removing or Deactivating Users

If you are a Confluence Administrator, you can remove and deactivate users.

You can remove a user from Confluence if they have not yet added or edited any content on the site. Such

content includes pages and blog posts, and edits and comments on existing pages.
You can deactivate, or disable, a user, including one who has contributed content.

® Deactivated users can no longer log in to Confluence.
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® Deactivating a user will not remove the content created by them.
® Deactivated users do not count towards your license count. (See the notes below.)
Related pages:

®* Managing Confluence Users
® Configuring User Directories (Not applicable to Confluence OnDemand.)
® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

To remove a user:

1. Go to the user's profile and choose Administer User.
2. Choose Remove.

To deactivate a user:

1. Go to the user's profile and choose Administer User.
2. Choose Disable.

Screenshot: Administering a user

View User: ewan

« Back to Users
User: ewan
Full Name: Ewan User
Email: sample@email.com.au
Directory: Confluence Internal Directory
Created: Feb 12, 2013 10:59

Last
Feb 12, 2013 10:59
Updated:

Login: Last Login: Feb 18, 2013 13:37 Last Failed Login: Feb 15, 2013 16:18
Total Failed Login Count: 1 Current Failed Login Count: 0

Groups: @ confluence-users
m developers

View Profile - Edit Groups - Edit Details - Set Password - Remove - Disable

Notes

® The Administer User link is only visible if you are logged in as an administrator.

® You can also remove or disable users using the Administration Console.

® You can edit the groups that a user belongs to, to change their permissions without completely preventing
their access to Confluence.

® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence
looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups.
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Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

See Managing Multiple Directories. (Not applicable to Confluence OnDemand.)

®* Number of users and your license: The Confluence 'License Details' screen tells you how many users
your Confluence instance is licensed to support, and how many are currently registered. See Viewing and
Editing License Details. The number of registered users includes only users who have the 'Can Use'
global permission. Deactivated users, as described above, are not included. Choose Refresh to make
sure you see the latest count.

Searching For and Administering Users

If you have Confluence Administrator permissions, you can view users, edit their user details, reset their
passwords, and assign them to groups.

Accessing the user management screen
There are two ways to do this.
Option 1: Administer a known user:

® Go to a user's profile
® Choose Administer User.

Option 2: Find the user first:

® Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
® Choose Users in the left-hand panel.
® The 'Users' screen appears. You can now list all users or search for a specific user.

Listing all users
To list all users:

1. Choose Show all users. All members of the conf | uence- user s group are listed in alphabetical order,
by username. If there are more users than can fit on one page, the results will be divided into multiple
pages.

2. To move to another page of results, choose the numbered links, Next or Previous near the top or bottom
of the page.

3. To specify how many results should be shown per page, choose a number 10, 20, 50 or 100 near the top
of the page.

On this page:
® Accessing the user management screen
® Listing all users
® Using the simple user search
® Using the advanced user search
®* Notes

Related pages:

® Adding and Inviting Users
® Giving People Access to Content
® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.
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Using the simple user search

To search for a user via the simple user search:

1.

If the Simple link is showing, choose it. (If you see the 'Advanced' link and no 'Simple’ link, then the

simple search is already active.)
Type some information about the user into the 'Find User' text box. You can type all or part of their

username, full name or email address.

Choose Search.
Confluence will display a list of matching users. Click the link on a username to see and edit the details

for that user.

Using the advanced user search

The advanced user search allows you to specify the field in which your search term appears: username, full
name or email address. This is useful if you need to limit the number of users appearing in the search results.

To search via the advanced user search:

1. If the Advanced link is showing, choose it. (If you see the 'Simple' link and no 'Advanced' link, then the
advanced search is already active.)
2. Complete one or more of the following fields:
® Username — Enter all or part of the person's username. This is their login ID, such as ‘joe’, or
'bloggs'.
* Full Name — Enter all or part of the person's name. For example, 'joe bloggs', or 'bloggs', or 'joe'.
® Email — Enter all or part of the person's email address. For example, 'acme'.
3. Choose Search.
4. Confluence will display a list of matching users. Click the link on a username to see and edit the details
for that user.
Notes

® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence

looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

See Managing Multiple Directories. (Not applicable to Confluence OnDemand.)

Crowd and the user search: If you are using Atlassian's Crowd for user management, you will need Cro
wd 1.5.1 or later to use the 'Simple’ option in the user search. If your version of Crowd does not support
the simple user search, you will see only the 'Advanced' search form.

Screenshot: The user management screen
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Find User

User Username Email
Ewan User ewan sample@email.com.au
Josh User josh sample@email.com.au

Find User us

Search for users by their user details eg: bob, Bob Smith, bob@example.com

Editing User Details

You need Confluence administrator permissions to be able to edit the details of a user. The details include the
person's name, password, email address, group membership, and ability to access Confluence.

To update a user's details:

1. First, go to the user management screen for the user concerned. There are two ways to do this:

Either,
® Go to the user's Profile and click the 'Administer User' link on the user's profile screen.

Or, Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
® Select the link '"Manage Users' in the left-hand panel.
® | ocate the user by doing a search on the username or the groups to which they belong.
® Click the user link.

2. Now you should be able to see the user's current details and links allowing you to edit them.

Screenshot:

View Profile — View the user's profile.

Edit Groups — Add or remove this user from a group.

Edit Details — Change details such as the user's name, email address, contact details and team
or department information.

Changing a user's username is not supported. See Changing Usernames for information. (Not
applicable to Confluence OnDemand.)

Set Password — Edit the user's password details.

Remove — You can remove a user permanently if the user has not added or edited any content
on the site.

Disable — You can disable (i.e. deactivate) access for a user who has already added or edited
any content on the site.

User details
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View User: ewan

« Back to Users
User: ewan
Full Name: Ewan User
Email: sample@email.com.au
Directory: Confluence Internal Directory
Created: Feb 12, 2013 10:529

Updai;f Feb 12, 2013 10:59
Login: Last Login: Feb 18, 2013 13:37 Last Failed Login: Feb 15, 2013 16:18
Total Failed Login Count: 1 Current Failed Login Count: 0
Groups: @ confluence-users
@ developers

View Profile - Edit Groups - Edit Details - Set Password - Remove - Disable

Related pages:

® Searching For and Administering Users
®* Removing or Deactivating Users

® Adding or Removing Users in Groups

® Adding and Inviting Users

® Confluence Administrator's Guide

I'. The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Notes

Multiple user directories: You may define multiple user directories in Confluence, so that Confluence looks in
more than one place for its users and groups. For example, you may use the default Confluence internal
directory and also connect to an LDAP directory server. In such cases, you can define the directory order to
determine where Confluence looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has permission
to make changes.

See Managing Multiple Directories. (Not applicable to Confluence OnDemand.)

Resetting the Login Count for a User

Confluence records the number of failed logins attempts made against each user account. When the login
attempts exceed a preset number, the user will prompted to authenticate using CAPTCHA until they successfully
log in.

If you are a Confluence Administrator, you can manually set the failed login count for a user back to zero.

To reset the failed login count for a user:
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PowbdpE

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose Manage Users in the left-hand panel.

Search for the required user and click the user in the search results. The 'View User' screen will appear.
Choose Reset Failed Login Count' for the user. The 'Current Failed Login Count' will be reset to 0.

Related pages:

® Configuring Captcha for Failed Logins (Not applicable to Confluence OnDemand.)
® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Screenshot: Resetting the failed login count for a user

View User: josh

« Back to Users
Full Name: Josh User

Directory: Confluence Internal Directory
Created: Feb 11, 2013 09:50

Updated:

Groups: @ confluence-users

View Profile - Edit Groups - Edit Details - Set Password - Remove - Disable

User: josh

Email: sample@email.com.au

Last Feb 11, 2013 15:09

Login: CAPTCHA required at next login Last Login: Feb 18, 2013 13:45 Last
Failed Login: Feb 18, 2013 15:43 Total Failed Login Count: & Current
Failed Login Count: 5 {(Reset Failed Login Count)

@ developers

Changing Usernames

A username is the name used to log into Confluence, eg. j sni t h.

(D Currently, there is no straightforward method for changing a username and its associated content, to

that of another user. The only practicable method currently available is to execute direct SQL queries on
your database. There is a feature request to facilitate this process via a web interface and you can vote
for it to improve its chances of being implemented. Be aware, however, that no matter what method you
use to change usernames in Confluence, there is no support provided for this process. The instructions
below provide suggested guidelines on how to change a username via SQL queries, although this may
vary depending on your database.

I The information on this page does not apply to Confluence OnDemand.

Instructions For Changing Usernames

This document is for use with 3.5 or later. If using an earlier version, please see the 3.4 version of the
page.
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The following SQL commands are only tested for MySQL and PostgreSQL Databases. If you have any
other database please contact your DBA to determine the equivalent queries.

Usernames can only be changed through direct update to the Confluence database.

1. If you have a database administrator, request that they approve the database-related steps described
below

2. If you are using JIRA user management, Revert from JIRA To Internal User Management

Backup Confluence

4. If you are using MySQL, make sure you are not running in safe updates mode:

w

set sql _safe updat es=0;

5. Create a user m gr at i ontable:

create table usermgration

(

ol duser nane varchar (255),
newuser nane var char (255)

)

6. Usernames that will be changed must be placed in the user m gr at i ontable with their current and
planned usernames:

insert into usermgration (ol dusernanme, newusernane)
val ues ('ol dusernane', 'newusernane');

7. Run the following SQL commands:
a. If you have command line access to your database, download the scripts for PostgreSQL or MySQ
L then run them against your database:
PostgreSQL

$ psql -f PostgreSQ.ChangeUser nanes. sql your_dat abase_nane

MySQL

$ nysqgl your_dat abase_nane < MySQ.ChangeUser nanes. sql

b. Otherwise, run the following:
i. If your DB administration tool does not support multiple SQL queries, these must be entered
individually:
PostgreSQL

updat e attachnents
set creator = newusernane fromusermgration u
where creator = u.ol dusernang;

updat e attachnents

set lastnodifier = newusernane fromusermgration u
where | astnodi fier = u.ol dusernang;
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updat e content
set creator = newusernane fromusermigration u
where creator = u.ol dusernane;

updat e content
set lastnodifier = newsernanme from usermgration u
where | astnodi fi er = u. ol duser nane;

updat e content
set username = newusername fromusermigration u
wher e user nane = u. ol duser nane;

updat e content _| abel
set owner = newusernanme fromusermigration u
where owner = u. ol duser nane;

updat e content _perm
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e content _perm
set lastnodifier = newsernanme fromusermgration u
where | astnodi fi er = u. ol duser nane;

updat e content _perm
set username = newusername fromusermigration u
wher e user nane = u. ol duser nane;

update cwd_user
set | ower _user_nanme = | ower (newusernane) from userm gration
where | ower _user_nane = | ower (u. ol duser nane) ;

update cwd_user
set user_nanme = newusernanme fromusermigration u
wher e user _nanme = u. ol dusernane;

updat e extrnl nks
set creator = newusernane fromusermigration u
where creator = u.ol dusernane;

updat e extrnl nks
set lastnodifier = newsernanme from usermgration u
where | astnodi fi er = u. ol duser nane;

update fol |l ow_connections
set followee = newusernanme fromusermgration u
where foll owee = u. ol duser nane;

update fol |l ow_connections
set follower = newusernanme fromusermgration u
where foll ower = u. ol duser nane;

updat e | abel
set owner = newusernanme fromusermigration u
where owner = u. ol duser nane;

update |inks
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

update |inks
set lastnodifier = newsernanme fromusermgration u
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where |astnodi fier = u.ol dusernane;

update notifications
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

update notifications
set |lastnodifier = newsernane fromusernigration u
where |astnodi fier = u.ol dusernane;

update notifications
set username = newusernanme from usermigration u
wher e usernane = u. ol duser nane;

updat e paget enpl at es
set creator = newusernane fromuserm gration u
where creator = u.ol dusernane;

updat e paget enpl at es
set lastnodifier = newsernanme fromusernigration u
where |astnodi fier = u.ol dusernane;

updat e renenber et oken
set username = newusername from usermigration u
wher e usernane = u. ol duser nane;

updat e spacegroups
set creator = newusernane fromuserm gration u
where creator = u.ol dusernane;

updat e spacegroups
set |lastnodifier = newsernanme fromusermigration u
where |astnodi fier = u.ol dusernane;

updat e spaceper mi ssi ons
set creator = newusernane fromuserm gration u
where creator = u.ol dusernane;

updat e spaceper mi ssi ons
set lastnodifier = newsernane fromusernigration u
where |astnodi fier = u.ol dusernnane;

updat e spaceper mi ssi ons
set permusernanme = newusernanme fromusermigration u
wher e pernusernane = u. ol duser nane;

updat e spaces
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e spaces

set lastnodifier = newsernane fromusernigration u
where |astnodi fier = u.ol dusernane;

updat e trackbackl i nks

set creator = newusernane fromuserm gration u

where creator = u.ol dusernane;

updat e trackbackl i nks
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set lastnodifier = newsernanme fromusermgration u
where | astnodifier = u.ol dusernang;

MySQL

updat e ATTACHMENTS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernang;

updat e ATTACHMENTS a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodifier = u.ol dusernane;

updat e CONTENT a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernang;

updat e CONTENT a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodifier = u.ol duser nane;

updat e CONTENT a, usermigration u
set a.usernanme = uU.newusername
wher e a. usernane = u. ol duser nane;

updat e CONTENT_LABEL a, usermigration u
set a.owner = u.newusernane
where a.owner = u. ol duser namng;

updat e CONTENT_PERM a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernang;

updat e CONTENT_PERM a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodifier = u.ol dusernane;

updat e CONTENT_PERM a, usermigration u
set a.username = uU.newusername
where a. usernane = u. ol duser nane;

update CWD_USER a, usermigration u
set a.lower_user_nane = LOAER(uU. newuser nane)
where a.l ower_user_nane = LOAER(u. ol duser nane) ;

update CWD_USER a, usermigration u
set a.user_nanme = u.newusername
where a.user_nanme = u. ol duser nane;

updat e EXTRNLNKS a, usermigration u
set a.creator = u.newisernane
where a.creator = u.ol dusernang;

updat e EXTRNLNKS a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodifier = u.ol dusernane;

updat e FOLLOW CONNECTI ONS a, usermigration u

set a.followee = u.newusernane
where a.foll owee = u. ol duser nane;
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updat e FOLLOW CONNECTI ONS a, usermigration u
set a.follower = u.newsernane
where a.follower = u.ol dusernane;

update LABEL a, usermigration u
set a.owner = u.newusernamne
where a.owner = u. ol duser nane;

update LINKS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

update LINKS a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodi fier = u.ol duser nane;

updat e NOTI FI CATIONS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e NOTI FI CATIONS a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodi fier = u.ol duser nane;

updat e NOTI FI CATIONS a, usermigration u
set a.username = u. hewuser nane
where a. usernane = u. ol duser nane;

updat e PAGETEMPLATES a, usermgration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e PAGETEMPLATES a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodifier = u.ol dusernane;

updat e REMEMBERMETOKEN a, usermigration u
set a.username = u. hewuser namne
where a. usernane = u. ol duser nane;

updat e SPACEGROUPS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e SPACEGROUPS a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodi fier = u.ol duser nane;

updat e SPACEPERM SSI ONS a, usermigration u
set a.creator = u.newusernane
where a.creator = u.ol dusernane;

updat e SPACEPERM SSI ONS a, usermigration u
set a.lastnodifier = u.newsernane
where a.lastnodi fier = u.ol duser nane;

updat e SPACEPERM SSI ONS a, usermigration u
set a.permusernane = U.newuser nane

wher e a. pernusernane = u. ol duser nane;

updat e SPACES a, usernigration u
set a.creator = u.newsernanme
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where a.creator = u.ol dusernane

updat e SPACES a, usermigration u
set a.lastnodifier = u.newsernane
where a.l astnodifier = u.ol dusernane;

updat e TRACKBACKLI NKS a, usermigration u
set a.creator = u.newusername

where a.creator = u.ol dusernane

updat e TRACKBACKLI NKS a, usermigration u
set a.lastnodifier = u.newsernane
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where a.lastnodi fier = u.ol dusernane;

ii. Reassign user preferences in the OS_PROPERTYENTRY table. Usernames in the
OS_PROPERTYENTRY table need to be prefixed with 'CWD_".
PostgreSQL

updat e os_propertyentry

set entity _name = 'CAD_' || newusernane fromusermgration u
where entity_nanme = 'COAD_' || u.ol dusernane
MySQL

updat e OS_PROPERTYENTRY a, usermigration u
set a.entity_name = concat(' CWD_', u.newiser namne)
where a.entity_nane = concat (' CWD_', u. ol dusernane);

iii. Reassign personal spaces and settings associated with the old username to the new
username. The tilda (~) is required as it is prepended to the space key of all personal
spaces:

PostgreSQL

updat e spaces
set spacekey = '~'" || newusernane fromusermgration u
where spacekey = '~'" || u.ol dusernane

updat e bandana

set bandanacontext = "'~' || newusernane from usernigration u
wher e bandanacontext = '~' || u.ol dusernane
MySQL

updat e SPACES a, usermigration u
set a.spacekey = concat('~', u.newusernane)
wher e a.spacekey = concat (' ~', u.ol dusernane);

updat e BANDANA a, usermigration u
set a.bandanacontext = concat('~', u.newsernamne)
wher e a. bandanacontext = concat('~', u.ol dusernane);

8. Each username is associated with a full name. For example, username 'jsmith' may have a full name of
‘John M Smith'. If this fullname needs to be changed, modify the fi rst _nane, | ower _first_name,l a
st _name and | ower _| ast _name in the cwd_user table. Ensure the | ower _ columns are merely
copies of their normal counterparts but with all letters in lower case. Then modify the di spl ay_namne and
| ower _di spl ay_name columns so that they are the fi rst _name and | ast _name columns or the | ow
er _first_nanme and| ower | ast _name columns put together but separated by a space.

Rebuild the Indexes

After all the updates, it's necessary to Rebuild the Indexes from Scratch
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All old usernames in Confluence should now be replaced with the new usernames from the user m grati on ta
ble.

RELATED TOPICS

%) Searching For and Administering Users
] Changing Usernames

& Editing User Details

% Disabling the Built-In User Management
% Adding and Inviting Users

%] Global Groups Overview

] Adding or Removing Users in Groups
& Setting Up Public Access

2] Global Permissions Overview

% Removing or Deactivating Users

@Administramrs Guide Home ﬁu}tﬁonﬂucnce Documentation Home

Restoring Passwords To Recover Admin User Rights

Use this document if you are unable to log in to Confluence as administrator. The most common reason for
using these instructions is if you have lost the administration password for your Confluence site.

Before you Start
Please note the following before you start:

® The following instructions include example SQL that should work on MySQL and PostgreSQL. You may
need to customise the queries for other databases or for your installation.

* We strongly recommend testing the queries on a test database before modifying your production
database.

New user management in Confluence 3.5 and later

® Confluence now uses the CAD_USER table in the database to store and refer to its users.

® During an upgrade from Confluence 3.4.9 or earlier, the upgrade process copied the users from the OS_U
SER table (for upgrades from versions older than 2.7) or the USERS table (for versions 2.7 to 3.4) into the
CWD_USER table.

® The new user management framework also introduced user directories. Making modifications to users in
the database will only fully work for users in Confluence's Internal Directory. The instructions below

include extra steps for instances in which the user management has been delegated to external sources
(via LDAP, Crowd or JIRA).

Please refer to the older documentation if you are still using OSUser or AtlassianUser.
Using Crowd for SSO

® |f Confluence is configured for SSO through Crowd, you will only be able to authenticate as users from
the Crowd server.

® This document covers how to recover administration rights from the local 'Confluence Internal Directory'
only. However, you will not be able to authenticate as a local Confluence administrator while Crowd SSO
is enabled. Please refer to Integrating Crowd with Atlassian Confluence for details on how to configure or
disable Crowd SSO.
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On this page:
® Before you Start
® Step 0. Get access to the database
® Step 1. Identify Administrator
® Step 2. Replace Administrator Password
® Step 3. Put the Internal Directory in First Position
® Step 4. Clean Up
® Notes

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Step 0. Get access to the database

If you are using the embedded HSQL database, you can find the files containing your database in <conf | uenc
e- hone- di r ect or y>/ dat abase. When you shut down Confluence, the SQL will be written to a ".script' or
"log' file in that directory to which you can append the SQL described below.

If you are using a proper production database, connect to the database with your normal tools. You will need to
have permission to run queries and update data in the database.

Step 1. Identify Administrator

To find out which usernames have admin privileges, connect to your database using a database admin tool such
as DBVisualiser. Please download a database admin tool now if you do not have one installed already. Then
connect to your database and retrieve the list of administrator usernames and IDs with:

select u.id, u.user_nane, u.active fromcwd user u

join cwd_nenbership mon u.id=mchild_user_id join cwd_group g on mparent_id=g.id
join cwd_directory d on d.id=g.directory_id

where g.group_nane = 'confluence-adni nistrators' and d.directory_nane=' Confl uence
Internal Directory';

If there are multiple results, choose one ID/username combination to use for the following steps.
If there are no results, skip down to 'If No Local Users Exist' in Step 2.

(D It is important to make sure that the "active" field contains a value of "T". Without this flag trying to
authenticate with this user is a non starter.

To set active to true run the following query replacing "<user_name>" with the user name from the

previous query

UPDATE cwd_user
SET active ='T
WHERE user _nanme ='<user_nane>';

Step 2. Replace Administrator Password

Confluence does not store passwords in plain text in the database, but uses hashes computed from the original
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password. You will need to insert a hash, rather than the plain password, over the existing password in the
database. Below is the hash for the password admni n

x61Ey612Kl 2gpFL56FT9weDnpS04AVSj 8+qx2AuTHARY YO36xxZ TTr wlOW3+4qQy B+XURPW 1ONX p3Y3pB
37A==

For an External Database
To change the password to adni n for a given username:

1. Shut down Confluence.
2. Connect to your database.
3. Run the following SQL:

updat e cwd_user set credential =

' Xx61Ey612KI 2gpFL56FTO9weDnpS04AV8j 8+gqx2AuTHIRy YO36xxz TTr wl0W)3+4qQy B+XURPW 1 ONX
p3Y3pB37A=="'

where id=<id from Stage 1>;

For the Evaluation Embedded HSQL Database
To change the password to adni n for a given username:

1. Shut down Confluence.

2. Open <conf |l uence- hone>/ dat abase/ conf | uencedb. scri pt, or conf |l uencedb. | og if the
.script file looks empty.

3. Search for:

I NSERT | NTO CWD_USER VALUES(

4. Keep searching until you find the appropriate user, then replace their password with the hash value
above.

5. Save the file.

6. Restart Confluence.

If No Local Users Exist
There may be no administrators in your Internal Directory. If this is the case, you need to add one:

1. Add a new admin user by running:

insert into cwd_user(id, user_name, |ower_user_nane, active, created_date,
updat ed_date, first_name, |lower_first_name, |ast_nanme, |ower_|ast_nane,

di spl ay_nane, |ower_display nanme, enmil address, |ower_enmail address,
directory_id, credential) values (1212121, 'admn', 'admn', 'T, '2009-11-26
17:42:08', '2009-11-26 17:42:08', '"A. . D.', '"a. d.', "Mnistrator"',
"mnistrator', '"A. D. Mnistrator', '"a. d. mnistrator', 'adm n@xanple.con,
"adm n@xanpl e.com, (select id fromcwd directory where

directory_nane=' Confl uence Internal Directory'),

' Xx61Ey612Kl 2gpFL56FT9we DnpS04AVSj 8+gx2AuTHARy YO36xxz TTr wlOW3+4qQy B+XURPW 1 ONX
p3Y3pB37A==");

2. Add new groups by running:

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

36


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation 37

insert into cwd_group(id, group_nane, |ower_group_nane, active, |ocal,
created_date, updated_date, description, group_type, directory_id)

val ues (

' 888888' , ' confl uence-adm ni strators','confluence-adm nistrators',' T ,'F ,'2011
-03-21 12:20:29','2011-03-21 12:20: 29", NULL,"' GROUP', (select id from
cwd_directory where directory_nanme=' Confluence Internal Directory'));

insert into cwd_group(id, group_nane, |ower_group_nane, active, |ocal,
created_date, updated_date, description, group_type, directory_id)

val ues ( '999999','confluence-users','confluence-users','T ,'F ,'2011-03-21
12:20:29','2011-03-21 12:20:29', NULL, "' GROUP' , (select id fromcwd_directory
where directory_nane=' Confl uence Internal Directory'));

3. Add group memberships into cwd_membership:

insert into cwd_nenbership (id, parent_id, child user_id) values (888888,
(select id fromcwd_group where group_nane=' confl uence-users' and
directory_id=(select id fromcwd_directory where directory_nane=' Confl uence
Internal Directory')), 1212121);

insert into cwd_nenbership (id, parent_id, child user_id) values (999999,
(select id fromcwd_group where group_nane=' confl uence-adm ni strators' and
directory_id=(select id fromcwd_directory where directory_nane=' Confl uence
Internal Directory')), 1212121);

I If using an Oracle database, use sysdate instead of a string for the cr eat ed_dat e column.

Step 3. Put the Internal Directory in First Position

Start Confluence, and try logging in with the username of the user you updated/created and the password
‘admin’. If this works, skip to Step 4. Otherwise, your Internal Directory does not have high enough priority.

To put your Internal Directory in first position:

1. Find the directory names and their order:

select d.id, d.directory_nanme, mlist_index fromcwd_directory d join
cwd_app_dir_nmapping mon d.id=mdirectory_id;

2. Take note of the ID with list_index 0, and the list_index and ID of the Confluence Internal Directory.
3. Switch the order of the directories:

update cwd_app_dir_mapping set list_index = 0 where directory_id = <Internal
Directory id>;

update cwd_app_dir_nmapping set list_index = <Noted Internal Directory
list_index> where directory id = <Directory id that had |ist_index 0>;

4. Check to see if the directory is active (the 'active' column should be set to 'T"):

select id, directory_nane, active fromcwd_directory where id = <Internal
Directory id>;

5. If necessary, activate the directory:
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update cwd_directory set active = 'T' where id = <Internal Directory id>;

Step 4. Clean Up

To tidy up:
1. Start Confluence.
2. Log in with your modified/created username and use password admni n
3. Change your password. Do not leave your password as admin, or your instance will not be secure.
4. If you created a new user in Stage 2, create a new admin via the Ul and delete the admin you created in

Stage 2.
5. If you followed Stage Three, go to Confluence Administration > User Directories and rearrange your

directories so they are correctly configured again.

Notes

® Learn more about the password hash algorithm Confluence is using.
Managing Site-Wide Permissions and Groups

Permissions determine what people can do on your Confluence site. Confluence recognises permissions at site
level and at space level, as well as page-level restrictions.

You can create groups and allocate people to them, so that you can assign permissions to a number of people
at once. For example, it is quicker to give group 'X' access to Confluence, rather than giving every team member
access individually. You can also set the access levels for anonymous users.

Related pages:

® Confluence Security Overview and Advisories (Not applicable to Confluence OnDemand.)
® Confluence Administrator's Guide

Global Groups Overview

A group is a collection of users. Administrators create groups so that the administrator can assign permissions to
a number of people at once. For example, it is quicker to give group 'X' access to Confluence, rather than giving
every team member access individually. You need Confluence Administrator permissions to view and update
groups.

Groups are available at the space and page levels to allow for flexible access control. A user in a group will
automatically be granted all permissions granted to the group.

Special groups
There are two special default groups in Confluence:

1. confluence-administrators: This is a group of 'super-users' who can access the Confluence
administration screens (‘administration console’) and perform site-wide administration. Members of this
group can also see all spaces in the Confluence site. Any user who is a member of this group has
site-wide administration powers, regardless of any other setting. The settings on the global permissions
screen do not affect the powers allowed to members of this group.

2. confluence-users: This is the default group for all new users. Permissions you assign to this group will
be assigned to all newly signed-up users of Confluence.

The Confluence Administrator permission and the ‘confluence-administrators' group are not related. Goi
ng by the names, you would think the ‘confluence-administrators' group and the 'Confluence Administrator'
permission are related — but they are not. Granting a user or a group '‘Confluence Administrator' permission is no
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t the same as granting them membership of the 'confluence-administrators' group. Granting the 'Confluence
Administrator' permission enables access to only a subset of the administrative functions. Granting membership
to the 'confluence-administrators' group gives complete access.

On this page:

® Special groups

® Anonymous users
® Updating groups
®* Notes

Related pages:

® Managing Confluence Users
® Global Permissions Overview
® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Anonymous users

Confluence treats all users who do not log in when they access Confluence as being 'anonymous'. You can
grant anonymous 'Use Confluence' permission via the Global Permissions screen. See Setting Up Public Access
. This will allow non-registered users to access pages and spaces in Confluence. A space administrator can
further control anonymous access per space via the space permissions.

Updating groups

To add a new group:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Groups in the left-hand panel.

Choose Add Group.

Enter a name for your group and choose Save.

PwnNE

You are now ready to start adding users to the group.

To remove a group:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Choose Groups in the left-hand panel. You will see a list of all existing groups along with links to remove
them.

3. Choose Remove next to the group you want to remove.

Notes

® Multiple user directories: You may define multiple user directories in Confluence, so that Confluence
looks in more than one place for its users and groups. For example, you may use the default Confluence i
nternal directory and also connect to an LDAP directory server. In such cases, you can define the direct
ory order to determine where Confluence looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.

See Managing Multiple Directories. (Not applicable to Confluence OnDemand.)
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Adding or Removing Users in Groups

If you are a Confluence Administrator, you can add users and groups, and assign users to groups, in order to
determine their permissions.

This page tells you how to add a user to a group or remove a user from a group. For an overview of users and
groups, please refer to Users and Groups and Managing Confluence Users.

You can edit group membership in two places:

® From the group management screen.
®* From the user management screen for a particular user.

Both methods are described below.

Adding and removing members via the group management screen

This is the recommended method. It allows you to manage the group membership for a number of users at the
same time.

To add members to a group:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Groups in the left-hand panel.
The 'Groups' screen appears, showing a list of groups. Choose the group to which you want to add users.
The 'Group Members' screen appears, showing the users who belong to the selected group. Choose Add
Members.
5. Type the username(s) of the people you want to add to the group.
* |f you want to add more than one member, separate the usernames with commas.
® You can also search for and select users by choosing the search icon, as described in Searching
for Users.
6. Choose Add to add the member(s) to the group.

AN PR

To remove members from a group:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Choose Groups in the left-hand panel.

3. The 'Manage Groups' screen appears, showing a list of groups. Choose the group from which you want to
remove the user.

4. The 'Group Members' screen appears, showing the users who belong to the selected group. (See
screenshot below.) Choose the 'Remove user from group' icon next to the user whose group membership
you want to remove.

On this page:

® Adding and removing members via the group management screen
® Editing group membership from the user management screen
* Notes

Related pages:

® Managing Confluence Users
® Global Permissions Overview
® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.
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Screenshot: Adding members

Group Members: techwriters

Groups Cancel

techwriters

Add Members | connie, jack Q, Enter a comma separated list of user names to add users to this group

Add Cancel

Editing group membership from the user management screen

You can update a user's group membership from the user management screen. This functionality allows you to
update one user at a time.

To add a user to a group or remove a user from a group:

1. Go to the user management screen for the user concerned. There are two ways to do this:
® Either,
® Go to the user's Profile and choose Administer User on the user's profile screen.

® Or, Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
® Choose Users in the left-hand panel.
® The 'Users' screen appears. You can now choose to 'Show all users' or you can search for a
specific user by entering all or part of the person's username, full name or email address.
For more details about the user search, see Searching For and Administering Users.
® Choose the username you want to edit.
2. The 'View User' screen appears. Choose Edit Groups.
3. Select the group(s) for this user. To remove a user from a group, remove the tick mark in the relevant
check box.

Screenshot: Editing a user's groups

Edit User Groups : connie

« Return to view user: connie

Select group memberships for connie
[C] confluence-administrators
confluence-users

[C] developers

] techwriters

Select All Groups - Deselect All Groups

Notes

You may define multiple user directories in Confluence, so that Confluence looks in more than one place for its
users and groups. For example, you may use the default Confluence internal directory and also connect to an
LDAP directory server. In such cases, you can define the directory order to determine where Confluence looks
first when processing users and groups.

Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has permission
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to make changes.

See Managing Multiple Directories. (Not applicable to Confluence OnDemand.)

Global Permissions Overview

Permissions determine the actions which a user is allowed to perform within Confluence. Global permissions are
one of the levels of permission provided by Confluence.

In order to assign these permissions, you must already have the global '‘Confluence Administrator' or 'System
Administrator' permission (described below). You can then assign global permissions to groups, individual users
and anonymous users. Further permissions are granted from the space administration screens.

The Confluence permission scheme allows the following levels of site administrator permissions, with the most
powerful at the top of the list:
® Super user — A 'super user' belongs to the conf | uence- adni ni st r at or s group, has full
administrative access to Confluence, and can see all the content.
® System Administrator — A person with 'System Administrator' permission has full administrative access
to Confluence.
® Confluence Administrator — A person with 'Confluence Administrator' permission has access to most of
the Confluence administrative functions.

Note: The first system administrator and super-user is defined during initial setup. During the initial configuration
of Confluence, the Setup Wizard asks for the username of the System Administrator. This user will have the
'System Administrator' permission and will be a member of the ‘confluence-administrators' group.

On this page:

® OQverview of the global permissions

® Comparing the System Administrator permission with the Confluence Administrator permission
® Comparing the confluence-administrators group with the administrator permissions

® Updating global permissions

® Error messages you may see

Related pages:

® Searching For and Administering Users

® Global Groups Overview

® Confluence Setup Guide (Not applicable to Confluence OnDemand.)
® Confluence Administrator's Guide

I Some functionality described on this page is restricted in Confluence OnDemand.

Overview of the global permissions

Global permissions control access across the whole Confluence site. Here is a list:

Global Permission Description

Can Use This is the most basic permission that allows users to
access the site.

Users with this permission count towards the number
of users allowed by your license. See the information
on removing/deactivating users.
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Attach Files to User Profile

Update User Status

Personal Space

Create Space(s)

Confluence Administrator

System Administrator

This allows the user to upload files to be stored in
their user profile.

This feature was made obsolete by the introduction of
personal spaces in Confluence 2.2. Hence, this
permission is no longer relevant. Attachments can be
accessed from a user profile view (for example, an
image within the 'About Me' field of a profile view) by
attaching these files to a page within that user's
personal space and referencing them using
appropriate wiki markup code.

This allows the user to update their user status
message, which can be seen on the user's profile,
pages in their personal space and on various activity
streams accessible to other Confluence users.

This permission allows the user to create a personal
space.

This permission allows users to create new spaces
within your Confluence site. When a space is created,
the creator automatically has the 'Admin' permission f
or that space and can perform space-wide
administrative functions.

This permission allows users to access the
‘Administration Console' that controls site-wide
administrative functions. Users with this permission
can perform most, but not all, of the Confluence
administrative functions. See the comparison of
'System Administrator' and '‘Confluence Administrator'
below.

This permission allows users to access the
‘Administration Console' that controls site-wide
administrative functions. Users with this permission
can perform all the Confluence administrative
functions, including the ones which the '‘Confluence
Administrator' permission does not allow. See the
comparison of 'System Administrator' and
'‘Confluence Administrator' below. Refer also to the
note about the 'confluence-administrators' group belo
w.

Comparing the System Administrator permission with the Confluence Administrator permission

Confluence recognises two levels of administrator:

® System Administrator — Users with this permission can perform all the Confluence administrative
functions, including the ones which the ‘Confluence Administrator' permission does not allow.
® Confluence Administrator — Users with this permission can perform most, but not all, of the Confluence

administrative functions.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/CONF51/User+Status+Updates
https://confluence.atlassian.com/display/CONF51/User+Status+Updates
https://confluence.atlassian.com/display/CONF51/Assigning+Space+Permissions
https://confluence.atlassian.com/display/CONF51/Assigning+Space+Permissions

Confluence 5.1 Documentation

The two-tier administration is useful when you want to delegate some administrator privileges to project
managers or team leaders. You can give 'Confluence Administrator' permission to users who should be able to
perform most administrative functions, but should not be able to perform functions that can compromise the
security of the Confluence system.

The following functions are granted to the 'System Administrator' permission but excluded from the '‘Confluence
Administrator' permission:

Administration Screen Excluded from Confluence Administrator
permission
General Configuration The following functionality is disallowed:

® Server Base URL

®* Remote API plugin

® Public Signup

® Connection Timeouts

Security Configuration The following functionality is disallowed:

® External user management

® Append wildcards to user and group searches
® Anti XSS Mode

® Enable Custom Stylesheets for Spaces

® Show system information on the 500 page

® Maximum RSS Items

® XSRF Protection

Plugins The following functionality is disallowed:

® Upgrade
® Install
® Confluence Upgrade Check

Daily Backup Admin This function is disallowed entirely.
Mail Servers This function is disallowed entirely.
User Macros This function is disallowed entirely.
Attachment Storage This function is disallowed entirely.
Layouts This function is disallowed entirely.
Custom HTML This function is disallowed entirely.
Backup & Restore This function is disallowed entirely.
Logging and Profiling This function is disallowed entirely.
Cluster Configuration This function is disallowed entirely.
Scheduled Jobs This function is disallowed entirely.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation

Application Links People with the 'Confluence Administrator'
permission can add, modify and remove application
links and project links. For example, they can link
Confluence to JIRA. However, Confluence
administrators can configure only OAuth
authentication for application links.

Office Connector configuration This function is disallowed entirely.

Comparing the confluence-administrators group with the administrator permissions

The ‘confluence-administrators' group defines a set of 'super-users' who can access the Confluence
administration console and perform site-wide administration. Members of this group can also see the content of
all pages and spaces in the Confluence instance, regardless of space permissions. They cannot immediately
see the pages that exclude them via page restrictions without knowing the direct URL to the page. They can
remove the page restrictions via the Space Administration screen if need be. For example, they will not see
restricted pages displayed by the children macro. But they are able to access restricted pages directly using the
page URL.

The settings on the 'Global Permissions' screen do not affect the powers allowed to members of the
‘confluence-administrators' group .

Granting the 'System Administrator' or 'Confluence Administrator' permission to a user will not automatically
grant the user access to all spaces in the site. These permissions will only give access to the administration
console.

Be aware, however, that users with 'System Administrator' can add themselves to the 'confluence-administrators'
group and become a super-user.

The Confluence Administrator permission and the ‘confluence-administrators' group are not related. Goi
ng by the names, you would think the ‘confluence-administrators' group and the 'Confluence Administrator'
permission are related — but they are not. Granting a user or a group '‘Confluence Administrator' permission is no
t the same as granting them membership of the ‘confluence-administrators' group. Granting the 'Confluence
Administrator' permission enables access to only a subset of the administrative functions. Granting membership
to the 'confluence-administrators' group gives complete access.

Updating global permissions

To view the global permissions for a group or user:

1. Choose the cog icon E’: at top right of the screen, then choose Confluence Admin.
2. Choose Global Permissions in the left-hand panel. The 'View Global Permissions' screen appears.

Add or edit group and user permissions as follows:
To add permissions for a group:

1. First add the group to Confluence, if you have not already done so.

2. Choose Edit Permissions. The 'Edit Global Permissions' screen appears.

3. Enter the group name in the Grant browse permission to box in the '‘Groups' section. You can search
for the group name.

4. Choose Add.

5. The group will appear in the list and you can now edit its permissions.

To add permissions for a specific user:
(Consider adding the user to a group and then assigning the permissions to the group, as described above,
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instead of assigning permissions to the specific user.)

1. First add the user to Confluence, if you have not already done so.
2. Choose Edit Permissions. The 'Edit Global Permissions' screen appears.

3. Enter the username in the Grant browse permission to box in the 'Individual Users' section. You can
search for the username.
4. Choose Add.

5. The username will appear in the list and you can now edit its permissions.

To add or edit the permissions for a user or group:

1. Select, or clear, the check box under the relevant permission in the row for the relevant user/group. A
selected check box indicates that the permission is granted.

2. To allow anonymous access to your Confluence site, select the 'Use Confluence' and 'View User Profile'
options in the '"Anonymous Access' section.

For more information about these permissions, refer to Setting Up Public Access.
3. Choose Save All to save your changes.

Screenshot: Editing global permissions

Edit Global Permissions

You can edit the current space permissions here Permissions can be granted to specific users or groups. You can also grant permissions to anonymous users.
Anonymous users refers to all users that are not logged in. For information about the individual permissions that can be assigned, please see the permissions
guide .

Groups

These are the global permissions currently assigned fo groups.

Attach Files  Update User  Personal Create confluence system
to User Status [?] Space [7] space(s)[7]  Administrator [?] Administrator [7]
Profile [7]
confluence- canuse [J |
administrators
confluence-users canuse [ o 0 0

Group test-user could not be found. Please confirm the existence of the group with a Confluence Administrator.

Grant browse permission to Q Add

Individual Users

These are the global permissions currently assigned to individual users.

Attach Files Update User Personal Create Confluence System
to User Status [?] Space [?] space(s) [?] Administrator [?]  Administrator [?]
Profile [?]
Rach Admin (admin) can use 0
Grant browse permission to Q Add

Anonymous Access

When a user is using Confluence while not logged in, they are using it anonymously.
For example: Enabling anonymous 'USE' permission, allows non-logged-in users to browse pages and spaces in Confluence.

Use Confluence [7] View User Profiles [?]

Anonymous [ can use a

Save all Cancel

Error messages you may see

Confluence will let you know if there is a problem with some permissions. In rare situations, you may see the
following error messages below a permission:

® 'User/Group not found' — This message may appear if your LDAP repository is unavailable, or if the
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user/group has been deleted after the permission was created.

® 'Case incorrect. Correct case is: xxxxxx' — This message may appear if the upper/lower case in the
permission does not match the case of the username or group name. If you see a number of occurrences
of this message, you should consider running the routine supplied to fix the problem.

Setting Up Public Access

You can enable anonymous access (also known as public access) to your Confluence site by granting the '‘Use
Confluence' permission to '‘anonymous' users. An '‘anonymous' user is someone who has not logged in to the
Confluence site. The 'Use Confluence' permission is also called ‘can use'.

This user category gives you an easy way to administer users who have not logged into the site. Permissions
assigned to this category apply to all anonymous users of the site.

Enabling anonymous access to the site

If you want to make your site visible to everyone, including people who have not logged in, you must enable
anonymous access at site level.

To enable anonymous access to your site:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Global Permissions in the left-hand panel.

Choose Edit Permissions.
In the "Anonymous Access' section, select the can use check box to enable anonymous access to the

content on your site.
5. If you want to allow anonymous users to see user profiles, select the check box in the View User Profiles

section.
Note: You must grant the 'can use' permission as well, if you want to grant the 'View User Profiles'

permission.
6. Choose Save All.
On this page:

pwnNE

® Enabling anonymous access to the site
® Disabling anonymous access to the site
® Granting public access to a space

®* Notes

Related pages:

® Configuring Captcha for Spam Prevention
® Adding and Inviting Users

® Global Permissions Overview

® Confluence Administrator's Guide

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Disabling anonymous access to the site

To disable anonymous access to your site, deselect the can use check box, then choose Save All. People will
not be able to see the content on the site until they have logged in.

Granting public access to a space

To enable public access to a Confluence space, you must grant the following permissions to anonymous users:
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® The site-wide 'can use' permission, as described above.

® The relevant space permissions. If you want a space to be publicly accessible, the anonymous user must
have at least the 'View Space' permission. To set space permissions, choose Browse > Space Admin >
Permissions.

Notes

®* We severely warn against giving anonymous users any administrative privileges, either within a space,
or especially over the Confluence site. Giving administrative privileges to untrusted users may lead to a
serious security compromise of your site.

® You can allow people to sign up for usernames themselves, and choose other options for user signup and
invitations. See Adding and Inviting Users.

Configuring User Directories

A user directory is a place where you store information about users and groups. User information includes the
person's full name, username, password, email address and other personal information. Group information
includes the name of the group, the users that belong to the group, and possibly groups that belong to other
groups.

The internal directory stores user and group information in the Confluence database. You can also connect to e
xternal user directories, and to Atlassian Crowd and JIRA as directory managers.
On this page:

® Configuring User Directories in Confluence

® Connecting to a Directory

® Updating Directories

' The information on this page does not apply to Confluence OnDemand.

Configuring User Directories in Confluence

To configure your Confluence user directories:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Click 'User Directories' in the left-hand panel.

Connecting to a Directory
You can add the following types of directory servers and directory managers:

® Confluence's internal directory. See Configuring the Internal Directory.

® Microsoft Active Directory. See Connecting to an LDAP Directory.

® Various other LDAP directory servers. See Connecting to an LDAP Directory.

* An LDAP directory for delegated authentication. See Connecting to an Internal Directory with LDAP
Authentication.

® Atlassian Crowd. See Connecting to Crowd or JIRA for User Management.

® Atlassian JIRA 4.3 or later. See Connecting Confluence to JIRA for User Management.

® Atlassian JIRA 4.2 or earlier, using the legacy database connection. See Connecting to JIRA 4.2 or
Earlier for User Management.

You can add as many external user directories as you need. Note that you can define the order of the
directories. This determines which directory Confluence will search first, when looking for user and group
information. See Managing Multiple Directories.

Updating Directories
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Limitations when Editing Directories

You cannot edit, disable or remove the directory your user belongs to. This precaution is designed to prevent
administrators from locking themselves out of the application by changing the directory configuration in a way
that prevents them logging in or removes their administration permissions.

This limitation applies to all directory types. For example:

® You cannot disable the internal directory if your user is an internal user.
® You cannot disable or remove an LDAP or a Crowd directory if your user comes from that directory.

In some situations, reordering the directories will change the directory that the current user comes from, if a user
with the same username happens to exist in both. This behaviour can be used in some cases to create a copy of
the existing configuration, move it to the top, then remove the old one. Note, however, that duplicate usernames

are not a supported configuration.

You cannot remove the internal directory. This precaution aligns with the recommendation below that you always
keep an administrator account active in the internal directory.

Recommendations

The recommended way to edit directory configurations is to log in as an internal user when making changes to
external directory configuration.

I We recommend that you keep either an administrator or system administrator user active in your internal
directory for troubleshooting problems with your user directories.

Enabling, Disabling and Removing Directories

You can enable or disable a directory at any time. If you disable a directory, your configuration details will remain
but the application will not recognise the users and groups in that directory.

You have to disable a directory before you can remove it. Removing a directory will remove the details from the
database.

User Directeries
The table below shows the user directories currently configured for Confluence

The order of the directories is the order in which they will be searched for users and groups. Changes to users and
groups will be made in the first directory where Confluence has permission to make changes. It is recommended
that users only exist in a single directory

Directory Name Type Order Operations
Confluence Internal Directory Internal &+
OpenLDAP OpenLDAP (Read-VWrite) i 3 Disable Edit Synchronise

Last synchronised at 14/01/11 3:07 PM (took 65s)

Crowd Atlassian Crowd 4 Disable Edit Synchronise
Last synchronised at 14/01/11 2:39 PM (took 0s)

Add Directory

Additional Configuration

» LDAP Connection Pool Configuration

Screenshot above: Configuring user directories

RELATED TOPICS

® Configuring the Internal Directory

® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management

® Connecting to JIRA 4.2 or Earlier for User Management
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® Managing Multiple Directories

® Managing Nested Groups

® Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
® User Management Limitations and Recommendations

® Requesting Support for External User Management

¢ Disabling the Built-In User Management

® Adding and Inviting Users
® Managing Site-Wide Permissions and Groups

ﬁﬁldministramrs Guide Home ﬁﬂnnﬂuence Documentation Home

Configuring the Internal Directory

The internal directory stores user and group information in the Confluence database.

Overview

The internal directory is enabled by default at installation. When you create the first administrator during the
setup procedure, that administrator's username and other details are stored in the internal directory.

If needed, you can configure one or more additional user directories. This is useful if you want to grant access to
users and groups that are stored in a corporate directory or other directory server.
On this page:

® Overview

® Diagram of Possible Configuration

I The information on this page does not apply to Confluence OnDemand.

Diagram of Possible Configuration

Confluence

Authentication,
updates and
queries

database
(internal

directory)

Diagram above: Confluence using its internal directory for user management.

RELATED TOPICS
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Configuring User Directories

® Configuring the Internal Directory

® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management

® Connecting to JIRA 4.2 or Earlier for User Management

® Managing Multiple Directories

®* Managing Nested Groups

® Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
® User Management Limitations and Recommendations

® Requesting Support for External User Management

® Disabling the Built-In User Management

How to Reenable the Internal Directory (Knowledge base article)
Connecting to an LDAP Directory

You can connect your Confluence application to an LDAP directory for authentication, user and group
management.

Overview

An LDAP directory is a collection of data about users and groups. LDAP (Lightweight Directory Access Protocol)

is an Internet protocol that web applications can use to look up information about those users and groups from
the LDAP server.

We provide built-in connectors for the most popular LDAP directory servers:

® Microsoft Active Directory

® Apache Directory Server (ApacheDS)
® Apple Open Directory

® Fedora Directory Server

® Novell eDirectory

® OpenDS

¢ OpenLDAP

® OpenLDAP Using Posix Schema

® Posix Schema for LDAP

® Sun Directory Server Enterprise Edition (DSEE)
® A generic LDAP directory server

When to use this option: Connecting to an LDAP directory server is useful if your users and groups are stored

in a corporate directory. When configuring the directory, you can choose to make it read only, read only with
local groups, or read/write. If you choose read/write, any changes made to user and group information in the
application will also update the LDAP directory.

Connecting to an LDAP Directory in Confluence

To connect Confluence to an LDAP directory:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Click User Directories in the left-hand panel.
3. Add a directory and select one of these types:
® Microsoft Active Directory — This option provides a quick way to select AD, because it is the
most popular LDAP directory type.
®* LDAP - You will be able to choose a specific LDAP directory type on the next screen.
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4. Enter the values for the settings, as described below.
Save the directory settings.
6. Define the directory order by clicking the blue up- and down-arrows next to each directory on the 'User
Directories' screen. Here is a summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.

® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.
For details see Managing Multiple Directories.
On this page:

o

® Overview
® Connecting to an LDAP Directory in Confluence
® Server Settings
® Schema Settings
® Permission Settings
® Adding Users to Groups Automatically
® Advanced Settings
® User Schema Settings
® Group Schema Settings
® Membership Schema Settings
® Diagrams of Some Possible Configurations
®* Notes

Related pages:
Configuring User Directories

® Configuring the Internal Directory

® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management

® Connecting to JIRA 4.2 or Earlier for User Management

® Managing Multiple Directories

®* Managing Nested Groups

® Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
® User Management Limitations and Recommendations

® Requesting Support for External User Management

¢ Disabling the Built-In User Management

I The information on this page does not apply to Confluence OnDemand.

Server Settings

Setting Description

Name Enter a meaningful name to help you identify the
LDAP directory server. Examples:

® Exanpl e Conpany Staff Directory
¢ Exanpl e Conpany Cor porate LDAP
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Directory Type

Hostname

Port

Use SSL

Username

Password

Schema Settings

Setting

Base DN

Select the type of LDAP directory that you will
connect to. If you are adding a new LDAP
connection, the value you select here will determine
the default values for many of the options on the rest
of screen. Examples:

® Mcrosoft Active Directory
® OpenDS
* And more.

The host name of your directory server. Examples:

® ad. exanpl e. com
® | dap. exanpl e. com
® opends. exanpl e. com

The port on which your directory server is listening.
Examples:

* 389
® 10389
®* 636 (for example, for SSL)

Tick this check box if the connection to the directory
server is an SSL (Secure Sockets Layer) connection.
Note that you will need to configure an SSL certificate
in order to use this setting.

The distinguished name of the user that the
application will use when connecting to the directory
server. Examples:

® cn=adni ni strator, cn=users, dc=ad, dc=e
xanpl e, dc=com

® cn=user, dc=dommi n, dc=narne

® user @omai n. nane

The password of the user specified above.

Description

The root distinguished name (DN) to use when
running queries against the directory server.
Examples:

® o=exanpl e, c=com

® cn=users, dc=ad, dc=exanpl e, dc=com

® For Microsoft Active Directory, specify the base
DN in the following format: dc=donai n1, dc=I o
cal . You will need to replace the domai nl1 and |
ocal for your specific configuration. Microsoft
Server provides a tool called | dp. exe which is
useful for finding out and configuring the the
LDAP structure of your server.
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Additional User DN

Additional Group DN

Permission Settings

This value is used in addition to the base DN when
searching and loading users. If no value is supplied,
the subtree search will start from the base DN.
Example:

® ou=Users

This value is used in addition to the base DN when
searching and loading groups. If no value is supplied,
the subtree search will start from the base DN.
Example:

® ou=Goups

Note: You can only assign LDAP users to local groups when 'External Management User Management' is not

selected.

Setting

Read Only

Read Only, with Local Groups

Read/Write

Adding Users to Groups Automatically

Setting

Description

LDAP users, groups and memberships are retrieved
from your directory server and can only be modified
via your directory server. You cannot modify LDAP
users, groups or memberships via the application
administration screens.

LDAP users, groups and memberships are retrieved
from your directory server and can only be modified
via your directory server. You cannot modify LDAP
users, groups or memberships via the application
administration screens. However, you can add
groups to the internal directory and add LDAP users
to those groups.

LDAP users, groups and memberships are retrieved
from your directory server. When you modify a user,
group or membership via the application
administration screens, the changes will be applied
directly to your LDAP directory server. Please ensure
that the LDAP user specified for the application has
modification permissions on your LDAP directory
server.

Description
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Default Group Memberships

Advanced Settings

Setting

Enable Nested Groups

55

Option available in Confluence 3.5 and later, and
JIRA 4.3.3 and later. This field appears if you select
the 'Read Only, with Local Groups' permission. If you
would like users to be automatically added to a group
or groups, enter the group name(s) here. To specify
more than one group, separate the group names with
commas.

In Confluence 3.5 to Confluence 3.5.1: Each time a
user logs in, their group memberships will be
checked. If the user does not belong to the specified
group(s), their username will be added to the
group(s). If a group does not yet exist, it will be added
locally.

In Confluence 3.5.2 and later, and JIRA 4.3.3 and
later: The first time a user logs in, their group
memberships will be checked. If the user does not
belong to the specified group(s), their username will
be added to the group(s). If a group does not yet
exist, it will be added locally. On subsequent logins,
the username will not be added automatically to any
groups. This change in behaviour allows users to be
removed from automatically-added groups. In
Confluence 3.5 and 3.5.1, they would be re-added
upon next login.

Please note that there is no validation of the group
names. If you mis-type the group name, authorisation
failures will result — users will not be able to access
the applications or functionality based on the
intended group name.

Examples:

® confl uence-users
® confluence-users,jira-users,jira-dev
el opers

Description

Enable or disable support for nested groups. Some
directory servers allow you to define a group as a
member of another group. Groups in such a structure
are called 'nested groups'. If you are using groups to
manage permissions, you can create nested groups
to allow inheritance of permissions from one group to
its sub-groups.
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Use Paged Results Enable or disable the use of the LDAP control
extension for simple paging of search results. If
paging is enabled, the search will retrieve sets of data
rather than all of the search results at once. Enter the
desired page size — that is, the maximum number of
search results to be returned per page when paged
results are enabled. The default is 1000 results.

Follow Referrals Choose whether to allow the directory server to
redirect requests to other servers. This option uses
the node referral (JNDI lookup j ava. nam ng. ref e
rr al ) configuration setting. It is generally needed for
Active Directory servers configured without proper
DNS, to prevent a
'javax.naming.PartialResultException: Unprocessed
Continuation Reference(s)' error.

Naive DN Matching If your directory server will always return a consistent
string representation of a DN, you can enable naive
DN matching. Using naive DN matching will result in
a significant performance improvement, so we
recommend enabling it where possible.

This setting determines how your application will
compare DNs to determine if they are equal.

® |f this check box is ticked, the application will do a
direct, case-insensitive, string comparison. This is
the default and recommended setting for Active
Directory, because Active Directory guarantees
the format of DNSs.

® If this check box is not ticked, the application will
parse the DN and then check the parsed version.
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Enable Incremental Synchronisation

Synchronisation Interval (minutes)

Read Timeout (seconds)

Search Timeout (seconds)

Connection Timeout (seconds)

User Schema Settings

Enable incremental synchronisation if you only want
changes since the last synchronisation to be queried
when synchronising a directory.

I Please be aware that when using this option, the
user account configured for synchronisation must
have read access to:

® The uSNChanged attribute of all users and
groups in the directory that need to be
synchronised.

®* The objects and attributes in the Active Directory
deleted objects container (see Microsoft's
Knowledge Base Article No. 892806 for details).

If at least one of these conditions is not met, you may
end up with users who are added to (or deleted from)
the Active Directory not being respectively added (or

deleted) in JIRA.

This setting is only available if the directory type is set
to "Microsoft Active Directory".

Synchronisation is the process by which the
application updates its internal store of user data to
agree with the data on the directory server. The
application will send a request to your directory
server every X minutes, where 'x' is the number
specified here. The default value is 60 minutes.

The time, in seconds, to wait for a response to be
received. If there is no response within the specified
time period, the read attempt will be aborted. A value
of 0 (zero) means there is no limit. The default value
is 120 seconds.

The time, in seconds, to wait for a response from a
search operation. A value of O (zero) means there is
no limit. The default value is 60 seconds.

This setting affects two actions. The default value is
0.

® The time to wait when getting a connection from
the connection pool. A value of 0 (zero) means
there is no limit, so wait indefinitely.

® The time, in seconds, to wait when opening new
server connections. A value of O (zero) means
that the TCP network timeout will be used, which
may be several minutes.
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Setting

User Object Class

User Object Filter

User Name Attribute

User Name RDN Attribute

User First Name Attribute

User Last Name Attribute

User Display Name Attribute

User Email Attribute

User Password Attribute

Group Schema Settings

Setting

58

Description

This is the name of the class used for the LDAP user
object. Example:

® user

The filter to use when searching user objects.
Example:

® (&(obj ect Cat egor y=Per son) (sAMAccount
Nane=*))

The attribute field to use when loading the username.
Examples:

® ¢cn
® sAMAccount Nane

NB: In Active Directory, the 'sAMAccountName' is the
'‘User Logon Name (pre-Windows 2000)' field. The
User Logon Name field is referenced by 'cn'.

The RDN (relative distinguished name) to use when

loading the username. The DN for each LDAP entry
is composed of two parts: the RDN and the location

within the LDAP directory where the record resides.

The RDN is the portion of your DN that is not related
to the directory tree structure. Example:

® ¢n

The attribute field to use when loading the user's first
name. Example:

® gi venNane

The attribute field to use when loading the user's last
name. Example:

® sn

The attribute field to use when loading the user's full
name. Example:

® di spl ayName

The attribute field to use when loading the user's
email address. Example:

® mil

The attribute field to use when loading a user's
password. Example:

® uni codePwd

Description
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Group Object Class

Group Object Filter

Group Name Attribute

Group Description Attribute

Membership Schema Settings

Setting

Group Members Attribute

User Membership Attribute

Use the User Membership Attribute, when finding the
user's group membership

59

This is the name of the class used for the LDAP
group object. Examples:

® groupO Uni queNanes
® group

The filter to use when searching group objects.
Example:

® (&(objectd ass=group) (cn=*))

The attribute field to use when loading the group's
name. Example:

® ¢cn

The attribute field to use when loading the group's
description. Example:

® description

Description

The attribute field to use when loading the group's
members. Example:

®* nenber

The attribute field to use when loading the user's
groups. Example:

®* nenber O

Put a tick in the checkbox if your directory server
supports the group membership attribute on the user.
(By default, this is the 'menber O ' attribute.)

® |f this checkbox is ticked, your application will use
the group membership attribute on the user when
retrieving the list of groups to which a given
user belongs. This will result in a more efficient
retrieval.

® |f this checkbox is not ticked, your application will
use the members attribute on the group (‘'menber"
by default) for the search.

* |f the 'Enable Nested Groups' checkbox is ticked,
your application will ignore the 'Use the User
Membership Attribute' option and will use the
members attribute on the group for the search.
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Use the User Membership Attribute, when finding the
members of a group

Diagrams of Some Possible Configurations

60

Put a tick in the checkbox if your directory server
supports the user membership attribute on the group.
(By default, this is the 'menber ' attribute.)

® |f this checkbox is ticked, your application will use
the group membership attribute on the user when
retrieving the members of a given group. This
will result in a more efficient search.

® |f this checkbox is not ticked, your application will
use the members attribute on the group (‘'menber"
by default) for the search.

Confluence
Authe n!:ayjﬂates\Qu!r ies

Confluence
GETELETS
(LDAP cache)

Background synchronisation

Authentication,
updates and
gqueries

Caonfluence
database
(internal

directory)

Diagram above: Confluence connecting to an LDAP directory.
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Confluence
Authentication Updates to Authentication,
groups only, updates and
and all queries queries

Confluence database

LETEL TS
(LDAP cache)

(internal
directory)

Background synchronisation

Diagram above: Confluence connecting to an LDAP directory with permissions set to read only and local groups.

Notes

Currently there is a bug which causes a system error if the username and password are not correct. This also
happens if you are accessing anonymously, but the directory server does not support anonymous access. If you
get a system error message, try checking the username and password credentials. You can watch this issue to
see updates on this bug: & CONF-25961 - Authenticate to see issue details

Configuring the LDAP Connection Pool

When connection pooling is enabled, the LDAP directory server maintains a pool of connections and assigns
them as needed. When a connection is closed, the directory server returns the connection to the pool for future
use. This can improve performance significantly.

To configure your LDAP connection pool:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Click 'User Directories' in the left-hand panel.
3. Click 'LDAP Connection Pool Configuration' in the 'Additional Configuration' section.

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Setting Description Default Value
Initial Pool Size The number of LDAP connections 1

created when initially connecting

to the pool.
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Preferred Pool Size

Maximum Pool Size

Pool Timeout (seconds)

Pool Protocol

Pool Authentication

Notes:

The optimal pool size. LDAP will
remove idle connections when the
number of connections grows
larger than this value. A value of O
(zero) means that there is no
preferred size, so the number of
idle connections is unlimited.

The maximum number of
connections. When the number of
connections reaches this value,
LDAP will refuse further
connections. As a result, requests
made by an application to the
LDAP directory server will be
blocked. A value of O (zero)
means that the number of
connections is unlimited.

The length of time, in seconds,
that a connection may remain idle
before being removed from the
pool. When the application is
finished with a pooled connection,
the connection is marked as idle,

waiting to be reused. A value of O (

zero) means that the idle time is
unlimited, so connections will
never be timed out.

Only these protocol types will be
allowed to connect to the LDAP
directory server. If you want to
allow multiple protocols, enter the
values separated by a space.
Valid values are:

® plain
® ssli

Only these authentication types
will be allowed to connect to the
LDAP directory server. If you want
to allow multiple authentication
types, enter the values separated
by a space. See RFC 2829 for
details of LDAP authentication
methods. Valid values are:

® none

® sinple
® DI GEST- M5

62

10

30

pl ain ssl
(Both plain and ssl)

sinmpl e
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® The connection pool settings are system wide and will be used to create a new connection pool for every
configured LDAP directory server.
® You must restart your application server for these settings to take effect.

RELATED TOPICS

Connecting to an LDAP Directory
Configuring User Directories

@Adminif,tramrs Guide Home @Eanﬂucnce Documentation Home

Configuring an SSL Connection to Active Directory

If you want to configure a read/write connection with Microsoft Active Directory, you will need to install an SSL
certificate, generated by your Active Directory server, onto your Confluence server and then install the certificate
into your JVM keystore.

On this page:
® Prerequisites
® Step 1. Install the Active Directory Certificate Services
® Step 2. Obtain the Server Certificate
® Step 3. Import the Server Certificate

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

@ There's a Confluence SSL plugin that facilitates this process.

Updating user, group, and membership details in Active Directory requires that your Atlassian application be
running in a JVM that trusts the AD server. To do this, we generate a certificate on the Active Directory server,
then import it into Java's keyst or e.

Prerequisites

To generate a certificate, you need the following components installed on the Windows Domain Controller to
which you're connecting.

Required Component Description

Internet Information Services (IIS) This is required before you can install Windows
Certificate Services.

Windows Certificate Services This installs a certification authority (CA) which is
used to issue certificates. Step 1, below, explains this
process.

Windows 2000 Service Pack 2 Required if you are using Windows 2000

Windows 2000 High Encryption Pack (128-bit) Required if you are using Windows 2000. Provides

the highest available encryption level (128-bit).

Step 1. Install the Active Directory Certificate Services

If Certificate Services are already installed, skip to step 2, below. The screenshots below are from Server 2008,
but the process is similar for Server 2000 and 2003.

1. Log in to your Active Directory server as an administrator.
2. Click Start, point to Administrative Tools, and then click Server Manager.
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3. Inthe Roles Summary section, click Add Roles.

E. server Manager =] B3
File Action \iew Help
alla A4 ol
El 5 Roles -/ —————F —F —
FH Active Directory Domain Se i
& DNS Server “ View the health of the roles installed on your server and add or remove roles and features.
57 File Services
&1 Features =
3 Diagnostics r —
= *! Roles S Roles Su Hel
jﬁ Configuration ol ummary les Summary Help
&3 Storage -
*) Roles: 3 of 17installed T Add Roles
_ i Remove Roles
&4 Active Directory Domain Services
/1. DNS Server
(i} File Services
~ Active Directory Domain Services E AD DS Help
Stores directory data and manages communication between users and domains, induding user logon processes, authentication, and directory searches.
= Go to Active Directory Domain
Role Status Ferree)
Messages: Mone
System Services: 8 Running, 2 Stopped
4 Events: 4 errors, 301 warnings, 9 informational in the last 24 hours
*! Role Services: 1installed 4 Add Role Services
5 Remove Role Servi
Role Service | Status. | - ove R =S
s Active Directory Domain Controller Installed
Identity Management for UNIX Mot installed
Server for Network Information Services Notinstalled
Password Synchronization Mot installed
Administration Tools Notinstalled
Description: -
o _I
4 | _>| % d LastRefresh: 21/02/2011 4:45:12PM Configure refresh

4. On the Select Server Roles page, select the Active Directory Certificate Services check box. Click Ne
xt twice.

Add Roles Wizard [ x|

Select one or more roles to install on this server.
Roles: Description:

Active Directory Certificate Services
AD C5)is used to create certificatio

A Directory Domain Services (Installed) e
[[] Active Directory Federation Services that allow you to issue and manag
["] Active Directory Lightweight Directory Services certificates used in a variety of
[] Active Directory Rights Management Services applications
Private Key ] Application Server
|:| DHCP Server
Cryptography DNS Server (Installed)
CA Name [] Fax Server
Certificate R File Services (Installed)
] Metwark Policy and Access Services
Certificate Database [] Print Services
EorRrmakors [ Terminal Services
[] uDDI Services
Progress

[] web server (115)
Results ] windows Deployment Services
[] windows Server Update Services

More about server roles

< Previous | Next > I Install | Cancel |

5. On the Select Role Services page, select the Certification Authority check box, and then click Next.
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Add Roles Wizard E2
= -
! Select Role Services
Befare You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
AD CS [¥] Certification Authority Certification Authority (CA) is used to

o . issue and manage certificates.
E Ce:hﬁcahon .»'-\udthonty Web Enrollment Multiple CAs canbe linked to forma
Online Responder

public key infrastructure.
[] Metwerk Device Enrollment Service

Setup Type
CA Type

Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

More about role services

< Previous | Mext = I Insta Cancel

6. On the Specify Setup Type page, click Enterprise, and then click Next.

Add Roles Wizard [ x| I
= .
g Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Specify whether you want to set up an Enterprise or Standalone CA.
or pecify ¥ p pr
B &' Enterprise
Role Services Select this option iFHﬂis[%ﬁ is @ member of a demain and can use Directory Service to issue and manage
- certificates.
Setup Type
CAT
nEs ¢~ Standalone
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates. A
standalone CA can be a member of a domain.
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress
Results
Mare about the differences between enterprise and standalone setu
= Previous | Mext > I Insta Cancel

7. On the Specify CA Type page, click Root CA, and then click Next.
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Add Roles Wizard

=
ﬁi Specify CA Type

Before You Begin
Server Roles
AD C5
Role Services
Setup Type
CA Type
Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation
Progress

Results

A combination of root and subordinate CAs can be configured to create a hierarchical public key infrastructure
(PKI). A root CAis a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
from another CA. Specify whether you want to set up a root or subordinate CA.

¥ RootCA
Select this option if you are installing the first or only certification authority in a public key infrastructure.

™ Subordinate CA

Select this option if your CA will obtain its CA certificate from anather CA higher in a public key
infrastructure.

Maore about public key infrastructure (PKI)

< Previous | Next = I Install | Cancel |

8. On the Set Up Private Key and Configure Cryptography for CA pages, you can configure optional
configuration settings, including cryptographic service providers. However, the default values should be

fine. Click Next twice.

Private Key
Cryptography
CA Name
Validity Period
Certificate Database
Confirmation

Progress

Results

Add Roles Wizard |
! Set Up Private Key
Before You Begin To generate and issue certificates to dients, a CA must have a private key. Spedfy whether you want to
create a new private key or use an existing one.

Server Roles
FLEE ¥ Create a new private key

Role Services Use this option if you don't have a private key or wish to create a new private key to enhance security.

You will be asked to select a cryptographic service provider and specify a key length for the private key.
Setup Type To issue new certificates, you must also select a hash algorithm.
CA Type

' Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

¥ Select 5 certificate and use its assodate

Select this option if you have an existing certificate on this computer or if you want to import a
certificate and use its assodated private key.

" Select an existing private key on this o
Select this option if you have retained private keys from a previous installation or want to use a private
key from an alternate source,

Mare about publicand private keys

< Previous | Next > I Install |

Cancel |

9. Inthe Common name for this CA box, type the common name of the CA, and then click Next.
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Add Roles Wizard E2
F1
! Configure CA Name
Before You Begin Type in a common name to identify this CA. This name is added to all certificates issued by the CA.
Distinguished name suffix values are automatically generated but can be modified.
Server Roles
AD C5 Common name for this CA:
Role Services dc-one-DC-OMNE-CA
Setup T
wp Type Distinguished name suffix:
CA Type DC=dc-one,DC=crowd, DC=sydney, DC=atlassian, DC=com
Private Key
Cryptography
CA Name Preview of distinguished name:
Validity Peri CM=dc-one-DC-OME-CA,DC=dc-one, DC=crowd,DC =sydney,DC =atlassian, DC=com
Certificate Database
Confirmation
Progress
Results

Maore about configuring a CA name

< Previous | Next > I Install | Cancel |

10. On the Set Validity Period page, accept the default values or specify other storage locations for the
certificate database and the certificate database log, and then click Next.
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11.

g% Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting
certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.

Select validity period for the certificate generated for this CA:
3 I‘rears ‘l
CA expiration Date:  21/02/2016 4:57 PM
Mote that CA will issue certificates valid anly until its expiration date.

Certificate Database
Confirmation

Progress

Results

Mare about setting the certificate validity period

< Previous | Mext = I Insta | Cancel |

Add Roles Wizard E2

g%:% Configure Certificate Database

Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
. certificates, The database log can be used to monitor management activity for a CA.
AD C5 Certificate database location:
Role Services IC:‘l,Windows‘l,s:ystemSZ‘l,Cerﬁ_og Browse... |
SeupType [~ Use existing certificate datz from previous installation at this location
CA..Type Certificate database log location:
Hhes IC:‘l,Windows‘l,s:ystemSZ‘l,Cerﬁ_og Browse... |
Cryptography
CA Name
Validity Period
Certificate Datab:
Confirmation
Progress
Results

< Previous | Mext = I Insia | Cancel |

After verifying the information on the Confirm Installation Selections page, click Install.
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Add Roles Wizard E3

=
i Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install,
Server Roles
1 1warning, 1informational messages below
AD C5 o
Role Services '1 ) This server might need to be restarted after the installation completes.
Setup Type ~| Active Directory Certificate Services
CAType Certification Authority
Private Key . The name and domain settings of this computer cannot be changed after Certification Authority has
been installzd.
Cryptography CA Type: Enterprise Root
CA Name C5P: RSA#Microsoft Software Key Storage Provider
) Hash Algorithm: shal
Validity Period Key Length: 2048
Certificate Database Allow CSP Interaction: Disabled
[T — Certificate Validity Period: 21/02/2016 4:57 PM
Distinguished name: CN=dc-one-DC-ONE-CA,DC =dc-one,DC =crowd, DC=sydney,DC=
Progress atlassian, DC=com
Heiis Certificate Database Location: C:\Windows\system32\CertLog
Certificate Database Log Location:  C:\Windowslsystem32\CertLog

Print, e-mail, or save this information

< Previous | Mext > | Install I Cancel |

12. Review the information on the results screen to verify that the installation was successful.

Add Roles Wizard E2

= .
! Installation Results

Before You Begin ) . .
The following roles, role services, or features were installed successfully:
Server Roles

AD CS +| Active Directory Certificate Services 0 Installation succeeded

Role Services The following role services were installed:

Certification Authority
Setup Type

CA Type
Private Key
Cryptography
CA Mame
Validity Period
Certificate Database
Confirmation

Progress

Print, e-mail, or save the installation report

12 )
T
a

E
7
i
o
AT
=}
7
O
]
Il
1m

Step 2. Obtain the Server Certificate

The steps above describe how to install the certification authority (CA) on your Microsoft Active Directory server.
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Next, you will need to add the Microsoft Active Directory server's SSL certificate to the list of accepted
certificates used by the JDK that runs your application server.

The Active Directory certificate is automatically generated and placed in root of the C:\ drive, matching a file
format similar to the tree structure of your Active Directory server. For example: ¢: \ ad2008. ad01. at | assi an

.com adOl.crt.

You can also export the certificate by executing this command on the Active Directory server:

certutil -ca.cert client.crt

Step 3. Import the Server Certificate

For an application server to trust your directory's certificate, the certificate must be imported into your Java
runtime environment. The JDK stores trusted certificates in a file called a keystore. The default keystore file is
called cacerts anditlivesinthejre\li b\ security sub-directory of your Java installation.

In the following examples, we use server-certificate.crt torepresent the certificate file exported by your
directory server. You will need to alter the instructions below to match the name actually generated.

Once the certificate has been imported as per the below instructions, you will need to restart the application to
pick up the changes.

Windows

1. Navigate to the directory in which Java is installed. It's probably called something like C. \ Pr ogr am
Fil es\Java\jdkl1.5.0_12.

2. Run the command below, where server-certificate. crtisthe name of the file from your directory
server:

keytool -inport -keystore .\jre\lib\security\cacerts -file
server-certificate.crt

3. keyt ool will prompt you for a password. The default keystore password is changei t .
4. When prompted Trust this certificate? [no]: enteryesto confirm the key import:

Enter keystore password: changeit
Onner: CN=ad0l1, C=US
| ssuer: CN=ad01, C=US
Serial nunber: 15563d6677a4e9e4582d8a84be683f 9
Valid from Tue Aug 21 01:10:46 ACT 2007 until: Tue Aug 21 01:13:59
ACT 2012
Certificate fingerprints:
MD5:  D6:56: FO: 23: 16: E3: 62: 2C. 6F: 8A: 0A: 37: 30: Al: 84: BE
SHA1L:
73: 73: 4E: A6: AO: D1: 4E: F4: F3: CD: CE: BE: 96: 80: 35: D2: B4: 7C. 79: C1
Trust this certificate? [no]: vyes
Certificate was added to keystore

You may now use the 'Secure SSL' option when connecting your application to your directory server.

UNIX

1. Navigate to the directory in which Java is installed. cd $JAVA HOVE will usually get you there.
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2. Run the command below, where server-certificate. crtisthe name of the file from your directory
server:

sudo keytool -inport -keystore ./jre/lib/security/cacerts -file
server-certificate.crt

3. keyt ool will prompt you for a password. The default keystore password is changei t .
4. When prompted Trust this certificate? [no]: enteryesto confirm the key import:

Passwor d:

Enter keystore password: changeit

Omner: CN=adO01, C=US

| ssuer: CN=adO01, C=US

Serial nunber: 15563d6677a4e9e4582d8a84be683f 9

Valid from Tue Aug 21 01:10:46 ACT 2007 until: Tue Aug 21 01:13:59

ACT 2012

Certificate fingerprints:
MD5: D6:56: FO: 23: 16: E3: 62: 2C. 6F: 8A: 0A: 37: 30: Al: 84: BE
SHA1L:

73:. 73: 4E: A6: AO: D1: 4E: F4: F3: CD: CE: BE: 96: 80: 35: D2: B4: 7C. 79: C1

Trust this certificate? [no]: vyes

Certificate was added to keystore

You may now use the 'Secure SSL' option when connecting your application to your directory server.

Mac OS X

1. Navigate to the directory in which Java is installed. This is usually / Li br ary/ Java/ Hone.
2. Run the command below, where server-certificate. crtis the name of the file from your directory
server:

sudo keytool -inport -keystore ./jre/lib/security/cacerts -file
server-certificate.crt

3. keyt ool will prompt you for a password. The default keystore password is changei t .
4. When prompted Trust this certificate? [no]: enteryesto confirm the key import:

Passwor d:

Enter keystore password: changeit

Owner: CN=ad01, C=US

| ssuer: CN=ad01, C=US

Serial nunber: 15563d6677a4e9e4582d8a84be683f 9

Valid from Tue Aug 21 01:10:46 ACT 2007 until: Tue Aug 21 01:13:59

ACT 2012

Certificate fingerprints:
MD5: D6:56: FO: 23: 16: E3: 62: 2C. 6F: 8A: OA: 37: 30: Al: 84: BE
SHAL:

73: 73: 4E: A6: AO: D1: 4E: F4: F3: CD: CE: BE: 96: 80: 35: D2: B4: 7C. 79: C1

Trust this certificate? [no]: vyes

Certificate was added to keystore

You may now use the 'Secure SSL' option when connecting your application to your directory server.
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RELATED TOPICS

Connecting to an LDAP Directory
Configuring User Directories

@Adminif,tramrs Guide Home @Eonﬂucnce Documentation Home

Connecting to an Internal Directory with LDAP Authentication

You can connect your Confluence application to an LDAP directory for delegated authentication. This means
that Confluence will have an internal directory that uses LDAP for authentication only. There is an option to
create users in the internal directory automatically when they attempt to log in, as described in the settings
section.

Overview

An internal directory with LDAP authentication offers the features of an internal directory while allowing you to
store and check users' passwords in LDAP only. Note that the ‘internal directory with LDAP authentication' is
separate from the default 'internal directory’. On LDAP, all that the application does is to check the password.
The LDAP connection is read only. Every user in the internal directory with LDAP authentication must map to a
user on LDAP, otherwise they cannot log in.

When to use this option: Choose this option if you want to set up a user and group configuration within your
application that suits your needs, while checking your users' passwords against the corporate LDAP directory.
This option also helps to avoid the performance issues that may result from downloading large numbers of
groups from LDAP.
On this page:

® Overview

® Connecting Confluence to an Internal Directory with LDAP Authentication

® Server Settings

® Copying Users on Login

® Schema Settings

® Advanced Settings

® User Schema Settings

® Group Schema Settings

® Membership Schema Settings

® Diagrams of Possible Configurations

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Connecting Confluence to an Internal Directory with LDAP Authentication

To connect to an internal directory but check logins via LDAP:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Click 'User Directories' in the left-hand panel.
Add a directory and select type 'Internal with LDAP Authentication'.
Enter the values for the settings, as described below.
Save the directory settings.
If you want LDAP users to be used in place of existing internal users, move the ‘'Internal with LDAP
Authentication' directory to the top of the list. You can define the directory order by clicking the blue up-
and down-arrows next to each directory on the 'User Directories' screen. Here is a summary of how the
directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.

o g hwbdre
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® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.
For details see Managing Multiple Directories.
7. Add your users and groups in Confluence. See Adding and Inviting Users and Managing Site-Wide
Permissions and Groups .

Server Settings

Setting Description

Name A descriptive name that will help you to identify the
directory. Examples:

® Internal directory with LDAP
Aut henti cati on

® Corporate LDAP for Authentication
Only

Directory Type Select the type of LDAP directory that you will
connect to. If you are adding a new LDAP
connection, the value you select here will determine
the default values for some of the options on the rest
of screen. Examples:

® Mcrosoft Active Directory
® OpenDS
* And more.

Hostname The host name of your directory server. Examples:

® ad. exanpl e. com
® | dap. exanpl e. com
® opends. exanpl e. com

Port The port on which your directory server is listening.
Examples:

* 389
® 10389
* 636 (for example, for SSL)

Use SSL Select this check box if the connection to the
directory server is an SSL (Secure Sockets Layer)
connection. Note that you will need to configure an
SSL certificate in order to use this setting.

Username The distinguished name of the user that the
application will use when connecting to the directory
server. Examples:

® cn=adm ni strator, cn=users, dc=ad, dc=e
xanpl e, dc=com

® cn=user, dc=donai n, dc=nane

® user @omai n. name

Password The password of the user specified above.

Copying Users on Login
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Setting Description

Copy User on Login This option affects what will happen when a user
attempts to log in. If this check box is selected, the
user will be created automatically in the internal
directory that is using LDAP for authentication when
the user first logs in and their details will be
synchronised on each subsequent log in. If this check
box is not selected, the user's login will fail.

If you select this check box the following additional
fields will appear on the screen, which are described
in more detail below:

® Default Group Memberships

® Synchronise Group Memberships

® User Schema Settings (described in a separate
section below)

Default Group Memberships This field appears if you select the Copy User on
Login check box. If you would like users to be
automatically added to a group or groups, enter the
group name(s) here. To specify more than one group,
separate the group nhames with commas. Each time a
user logs in, their group memberships will be
checked. If the user does not belong to the specified
group(s), their username will be added to the
group(s). If a group does not yet exist, it will be added
to the internal directory that is using LDAP for
authentication.

Please note that there is no validation of the group
names. If you mis-type the group name, authorisation
failures will result — users will not be able to access
the applications or functionality based on the
intended group name.

Examples:

® confl uence-users
® banboo-users,jira-users,jira-devel op
ers

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation

Synchronise Group Memberships

Schema Settings

Setting

Base DN

User Name Attribute

Advanced Settings

Setting

Enable Nested Groups

This field appears if you select the Copy User on
Login check box. If this check box is selected, group
memberships specified on your LDAP server will be
synchronised with the internal directory each time the
user logs in.

If you select this check box the following additional
fields will appear on the screen, both described in
more detail below:

® Group Schema Settings (described in a separate
section below)

®* Membership Schema Settings (described in a
separate section below)

Description

The root distinguished name (DN) to use when
running queries against the directory server.
Examples:

® o=exanpl e, c=com

® cn=users, dc=ad, dc=exanpl e, dc=com

® For Microsoft Active Directory, specify the base
DN in the following format: dc=donai n1, dc=I o
cal . You will need to replace the domai nl1 and |
ocal for your specific configuration. Microsoft
Server provides a tool called | dp. exe which is
useful for finding out and configuring the the
LDAP structure of your server.

The attribute field to use when loading the username.
Examples:

® c¢n
®* sAMAccount Nane

Description

Enable or disable support for nested groups. Some
directory servers allow you to define a group as a
member of another group. Groups in such a structure
are called 'nested groups'. If you are using groups to
manage permissions, you can create nested groups
to allow inheritance of permissions from one group to
its sub-groups.
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Use Paged Results

Follow Referrals

User Schema Settings

Enable or disable the use of the LDAP control
extension for simple paging of search results. If
paging is enabled, the search will retrieve sets of data
rather than all of the search results at once. Enter the
desired page size — that is, the maximum number of
search results to be returned per page when paged
results are enabled. The default is 1000 results.

Choose whether to allow the directory server to
redirect requests to other servers. This option uses
the node referral (JNDI lookup j ava. nam ng. ref e
rr al ) configuration setting. It is generally needed for
Active Directory servers configured without proper
DNS, to prevent a
'javax.naming.PartialResultException: Unprocessed
Continuation Reference(s)' error.

Note: this section is only visible when Copy User on Login is enabled.

Setting

Additional User DN

User Object Class

User Object Filter

User Name RDN Attribute

User First Name Attribute

Description

This value is used in addition to the base DN when
searching and loading users. If no value is supplied,
the subtree search will start from the base DN.
Example:

® ou=Users

This is the name of the class used for the LDAP user
object. Example:

® user

The filter to use when searching user objects.
Example:

® (&(object Cat egor y=Per son) (sAMAccount
Nane=*) )

The RDN (relative distinguished name) to use when

loading the username. The DN for each LDAP entry
is composed of two parts: the RDN and the location

within the LDAP directory where the record resides.

The RDN is the portion of your DN that is not related
to the directory tree structure. Example:

® ¢cn

The attribute field to use when loading the user's first
name. Example:

® gi venNane
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User Last Name Attribute

User Display Name Attribute

User Email Attribute

Group Schema Settings

The attribute field to use when loading the user's last
name. Example:

® sn

The attribute field to use when loading the user's full
name. Example:

¢ di spl ayName

The attribute field to use when loading the user's
email address. Example:

® mil

Note: this section is only visible when both Copy User on Login and Synchronise Group Memberships are

enabled.

Setting

Additional Group DN

Group Object Class

Group Object Filter

Group Name Attribute

Group Description Attribute

Membership Schema Settings

Description

This value is used in addition to the base DN when
searching and loading groups. If no value is supplied,
the subtree search will start from the base DN.
Example:

® ou=G oups

This is the name of the class used for the LDAP
group object. Examples:

® groupO Uni queNanes
® group

The filter to use when searching group objects.
Example:

® (object Cat egor y=G oup)

The attribute field to use when loading the group's
name. Example:

® ¢cn

The attribute field to use when loading the group's
description. Example:

® description

Note: this section is only visible when both Copy User on Login and Synchronise Group Memberships are

enabled.

Setting

Description
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Group Members Attribute

User Membership Attribute

Use the User Membership Attribute, when finding the
user's group membership

Diagrams of Possible Configurations

The attribute field to use when loading the group's
members. Example:

®* nenber

The attribute field to use when loading the user's
groups. Example:

® nenber O

Select the check box if your directory server supports
the group membership attribute on the user. (By
default, this is the 'memberOf attribute.)

® |If this check box is selected, your application will
use the group membership attribute on the user

when retrieving the members of a given group.

This will result in a more efficient retrieval.

® |f this check box is not selected, your application
will use the members attribute on the group
('member' by default) for the search.

Confluence

Updates
and
queries

Authentication

Confluence
database

G EL
directory with
LDAP auth)

Authentication,
updates and
queries

O

Confluence
database
{internal

directory)

Diagram above: Confluence connecting to an LDAP directory for authentication only.
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Confluence
Authentication Updates Authentication,
and updates and
fqueries queries

-

Confluence
database
(internal directory
with LDAP auth)

-

Confluence
database

(internal
directory)

Synchronise user on login

Diagram above: Confluence connecting to an LDAP directory for authentication only, with each user
synchronised with the internal directory that is using LDAP authentication when they log in to Confluence.

RELATED TOPICS
Configuring User Directories

® Configuring the Internal Directory

® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management

® Connecting to JIRA 4.2 or Earlier for User Management

® Managing Multiple Directories

® Managing Nested Groups

® Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
® User Management Limitations and Recommendations

® Requesting Support for External User Management

¢ Disabling the Built-In User Management

ﬁﬁdministramrs Guide Home ﬁ'Cnnﬂuence Documentation Home

Connecting to Crowd or JIRA for User Management

You can connect your Confluence application to Atlassian Crowd or to JIRA (version 4.3 or later) for
management of users and groups, and for authentication (verification of a user's login).

On this page:
® Connecting Confluence to Crowd for User Management
® Connecting Confluence to JIRA for User Management
® Diagrams of Some Possible Configurations
® Troubleshooting
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I The information on this page does not apply to Confluence OnDemand.

Connecting Confluence to Crowd for User Management

Atlassian Crowd is an application security framework that handles authentication and authorisation for your
web-based applications. With Crowd you can integrate multiple web applications and user directories, with
support for single sign-on (SSO) and centralised identity management. The Crowd Administration Console
provides a web interface for managing directories, users and their permissions. See the Crowd Administration

Guide.

When to use this option: Connect to Crowd if you want to use the full Crowd functionality to manage your
directories, users and groups. You can connect your Crowd server to a number of directories of all types that
Crowd supports, including custom directory connectors.

To connect Confluence to Crowd:

1.

I

Go to your Crowd Administration Console and define the Confluence application to Crowd. See the
Crowd documentation: Adding an Application.

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Click 'User Directories' in the left-hand panel.
Add a directory and select type 'Atlassian Crowd'. Enter the settings as described below.
Save the directory settings.
Define the directory order by clicking the blue up- and down-arrows next to each directory on the 'User
Directories' screen. Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.
For details see Managing Multiple Directories.

. If required, configure Confluence to use Crowd for single sign-on (SSO) too. See the Crowd

documentation: Integrating Crowd with Atlassian Confluence.

Crowd Settings in Confluence

Setting Description

Name A meaningful name that will help you to identify this

Crowd server amongst your list of directory servers.
Examples:

® Crowd Server
® Exanpl e Conpany Crowd

Server URL The web address of your Crowd console server.

Examples:

® http://ww. exanpl e. com 8095/ cr owd/
® http://crowd. exanpl e. com

Application Name The name of your application, as recognised by your

Crowd server. Note that you will need to define the
application in Crowd too, using the Crowd
administration Console. See the Crowd
documentation on adding an application.
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Application Password

Crowd Permissions

Setting

Read Only

Read/Write

Advanced Crowd Settings

Setting

Enable Nested Groups

Synchronisation Interval (minutes)

Connecting Confluence to JIRA for User Management

The password which the application will use when it
authenticates against the Crowd framework as a
client. This must be the same as the password you
have registered in Crowd for this application. See the
Crowd documentation on adding an application.

Description

The users, groups and memberships in this directory
are retrieved from Crowd and can only be modified
via Crowd. You cannot modify Crowd users, groups
or memberships via the application administration
screens.

The users, groups and memberships in this directory
are retrieved from Crowd. When you modify a user,
group or membership via the application
administration screens, the changes will be applied
directly to Crowd. Please ensure that the application
has modification permissions for the relevant
directories in Crowd. See the Crowd documentation:
Specifying an Application's Directory Permissions.

Description

Enable or disable support for nested groups. Before
enabling nested groups, please check to see if the
user directory or directories in Crowd support nested
groups. When nested groups are enabled, you can
define a group as a member of another group. If you
are using groups to manage permissions, you can
create nested groups to allow inheritance of
permissions from one group to its sub-groups.

Synchronisation is the process by which the
application updates its internal store of user data to
agree with the data on the directory server. The
application will send a request to your directory
server every x minutes, where 'x' is the number
specified here. The default value is 60 minutes.

() Note that the license tiers for JIRA and Confluence do not need to match to use this feature. For
example, you can manage a Confluence 50 user license with JIRA, even if JIRA only has a 25 user

license.
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Subject to certain limitations, you can connect a number of Atlassian web applications to a single JIRA server for
centralised user management.

When to use this option: You can only connect to a server running JIRA 4.3 or later. Choose this option as an
alternative to Atlassian Crowd, for simple configurations with a limited number of users.

If you are running JIRA 4.2 or earlier, please see Connecting to JIRA 4.2 or Earlier for User Management.
To connect Confluence to JIRA 4.3 or later:

1. Goto your JIRA administration screen and define the Confluence application to JIRA:
®* For JIRA 4.3.x, select 'Other Applications' from the 'Users, Groups & Roles' section of the
'‘Administration' menu.
®* For JIRA 4.4 or later, select 'Users' >'JIRA User Server' in Administration mode.
® Click 'Add Application’.
® Enter the application name and password that Confluence will use when accessing JIRA.
® Enter the IP address or addresses of your Confluence server. Valid values are:
® Afull IP address, e.g. 192. 168. 10. 12.
® A wildcard IP range, using CIDR notation, e.g. 192. 168. 10. 1/ 16. For more information,
see the introduction to CIDR notation on Wikipedia and RFC 4632.
® Save the new application.
2. Set up the JIRA user directory in Confluence:

® Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
® Click 'User Directories' in the left-hand panel.
® Add a directory and select type 'Atlassian JIRA'.
® Enter the settings as described below. When asked for the application hame and password,
enter the values that you defined for your Confluence application in the settings on JIRA.
® Save the directory settings.
* Define the directory order by clicking the blue up- and down-arrows next to each directory on the '
User Directories' screen. Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application
has permission to make changes.
For details see Managing Multiple Directories.
3. In order to use Confluence, users must be a member of the conf | uence- user s group or have
Confluence 'can use' permission. Follow these steps to configure your Confluence groups in JIRA:
a. Addthe conf | uence- users and conf | uence- adni ni strat ors groups in JIRA.
b. Add your own username as a member of both of the above groups.
c. Choose one of the following methods to give your existing JIRA users access to Confluence:
® Option 1: In JIRA, find the groups that the relevant users belong to. Add the groups as
members of one or both of the above Confluence groups.
® Option 2: Log in to Confluence using your JIRA account and go to the Confluence Administ
ration Console. Click 'Global Permissions' and assign the ‘can use' permission to the
relevant JIRA groups.

1 Ensure that you have added Confluence URL into JIRA Whitelistin J| RA Admi ni strati on >>
System >> Security >> Witelist.Forexample: https://confluence.atlassian.com/ or refer to this
guide: Configuring the Whitelist

JIRA Settings in Confluence
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Setting

Name

Server URL

Application Name

Application Password

JIRA Permissions

Setting

Read Only

Read/Write

Advanced JIRA Settings

Setting

Enable Nested Groups

Description

A meaningful name that will help you to identify this
JIRA server amongst your list of directory servers.
Examples:

® JIRA Server
®* My Conpany JIRA

The web address of your JIRA server. Examples:

® http://ww. exanpl e. com 8080
® http://jira.exanple.com

The name used by your application when accessing
the JIRA server that acts as user manager. Note that
you will also need to define your application to that
JIRA server, via the 'Other Applications' option in
the 'Users, Groups & Roles' section of the
‘Administration’ menu.

The password used by your application when

accessing the JIRA server that acts as user manager.

Description

The users, groups and memberships in this directory
are retrieved from the JIRA server that is acting as
user manager. They can only be modified via that
JIRA server.

The users, groups and memberships in this directory
are retrieved from the JIRA server that is acting as
user manager. When you modify a user, group or
membership, the changes will be applied directly to
your application and to the JIRA server that is acting
as user manager.

Description

Enable or disable support for nested groups. Before
enabling nested groups, please check to see if
nested groups are enabled on the JIRA server that is
acting as user manager. When nested groups are
enabled, you can define a group as a member of
another group. If you are using groups to manage
permissions, you can create nested groups to allow
inheritance of permissions from one group to its
sub-groups.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

83


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation 84

Synchronisation Interval (minutes) Synchronisation is the process by which the
application updates its internal store of user data to
agree with the data on the directory server. The
application will send a request to your directory
server every x minutes, where 'x' is the number
specified here. The default value is 60 minutes.

Diagrams of Some Possible Configurations

I I I

Authentication Queries Authentication Queries The same
sort of thing

Updates Updates haﬁmﬂs

-

Confluence
database

Confluence
database

(LDAP cache) (LDAP cache)

Background Background
' svnchﬂinisatiﬂn v synchronisation '

Crowd

Crowd database Custom directory

Diagram above: Confluence, JIRA and other applications connecting to Crowd for user management.
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Confluence

Authenticatinn I Queries
u

pdates

Confluence
database

(user/group
cache)

Bac kInu nd

synthmnisatinn

JIRA 4.3 or Iater

JIRA database
(internal

directory)

Diagram above: Confluence connecting to JIRA for user management.
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Confluence

Authentication Queries
Updates

Confluence
database
(user/group
cache)
Bac kgtnu nd
synchronisation
i

JIRA 4.3 or later

Authentication Updates Queries

<> s G

JIRA database
(LDAP cache)

Background synchronisation

Diagram above: Confluence connecting to JIRA for user management, with JIRA in turn connecting to LDAP.

Troubleshooting

Below are some error messages you may encounter. If you run into problems, you should turn on WARN logging
for the relevant class. See Configuring Logging.
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Error

error.jirabaseurl.connection.refuse

d

error.applicationlink.connection.ref
used

error.jirabaseurl.not.valid

Message

Connection refused. Check if an
instance of JIRA 4.3 or later is
running on the given url

Failed to establish application link
between JIRA server and
Confluence server.

This is not a valid url for JIRA 4.3
or later.

RELATED TOPICS

Configuring User Directories

Configuring the Internal Directory

Connecting to an LDAP Directory

Connecting to an Internal Directory with LDAP Authentication
Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
Managing Multiple Directories

Managing Nested Groups

Synchronising Data from External Directories

Diagrams of Possible Configurations for User Management
User Management Limitations and Recommendations
Requesting Support for External User Management
Disabling the Built-In User Management

@Administramrs Guide Home @Eonﬂucnce Documentation Home

Reverting from Crowd or JIRA to Internal User Management

Cause
This may be because:

® JIRA urlis incorrect

® JIRA instance is not running on
the specified url.

¢ JIRA instance running on the
specified url is not 4.3 or later.

Unable to create an application
link between JIRA and
Confluence. This may be because:

® Confluence or JIRA url is
incorrect

® the instance is not running on
the specified url

® credentials are incorrect.

Refer to the Confluence log files
for further troubleshooting
information.

A runtime exception has occured.
Refer to the Confluence log files
for further troubleshooting
information.

If your Confluence site currently uses JIRA or Crowd for user management, you can revert to internal user
management as described below. If your Confluence instance has only a few users, it is easier to recreate the
users and groups in Confluence manually. If you have a large number of users and groups, it is more efficient to

migrate the relevant users and groups into the Confluence Internal directory.

Both options provided below will reset the affected users' passwords. When done, be sure to notify them
to use the 'Reset My Password' link on the Confluence log in page before they attempt to log in.
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On this page:
® Option 1 — Manually Recreate Users and Groups in Confluence
® Option 2 — Transfer Crowd/JIRA Users and Groups to the Confluence Database

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Option 1 — Manually Recreate Users and Groups in Confluence
Use this option if you have only a few users and groups.

1. Log in to Confluence as a Confluence system administrator.
2. Go to the user directories administration screen and move the internal directory to the top of the list of
directories, by clicking the arrows in the '‘Order’ column.
3. Make sure that you have at least one user from the internal directory in each of the conf | uence-users
and conf | uence-adm ni strat ors groups.
4. Make sure that you have a username in the internaldirectory with Confluence system administrator
permissions.
® If you do not have such a user, add a new one now, and log out of Confluence.
® |og back in as the user you just added, and go back to the user directories administration screen.
5. Disable the 'Atlassian Crowd' directory.
6. Manually add the required users and groups in Confluence. They will be added to the internal directory,
because you have moved it to the top of the list of directories.
® If you have assigned Confluence permissions to a group which exists in JIRA, you must create a
group in Confluence with the same name.
* |f a user who exists in JIRA has created content or has had permissions assigned to them in
Confluence, you must also create that user in Confluence.
7. Add the users to the required groups.

Option 2 — Transfer Crowd/JIRA Users and Groups to the Confluence Database

Use this option to migrate External Application (Crowd or JIRA) users into the Confluence database. You need a
knowledge of SQL to perform this task.

The SQL commands given below are tailored for MySQL. If you are using a database other than MySQL, you
will need to modify the SQL to work in your database.

Step 1. Create Backups
Creating backups is the only way to restore your data if something goes wrong.

From Confluence, create a full XML site backup including attachments.

Stop Confluence.

Make a backup copy of the Confluence home and installation directories.

Repeat the above steps for your External Application.

From your MySQL administration tool, create a database backup for the Crowd/JIRA and Confluence

databases.

arMwbdpE

Step 2. Replace Confluence User Management

Use the SQL below to move groups and users from your External Application to Confluence by transferring table
content. The SQL provided is specific to MySQL and must be modifed for other databases.
Find the IDs for your Directories

1. Run the following command and take note of the resulting number. It will be referenced throughout the
following instructions as <Confluence Internal ID>.
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select id fromcwd_directory where directory_nanme=' Confl uence I|nternal
Directory';

2. From the User Directories administration page, find the name of the directory who's users/groups you
want to move. Run the following command and take note of the resulting number. It will be referenced
throughout the following instructions as <External Application 1D>.

select id fromcwd_directory where directory_nane='<External Directory Name>';

Move Groups to Confluence

1. Itis possible that you have several groups in your Internal Directory that have the same name as groups
in your External Application. To find these, run:

select distinct a.id, a.directory_id, a.group_nane, d.directory_nane from
cwd_group a join cwd_group b on a.group_nanme=b. group_nane join cwd_directory d
on d.id=a.directory_id where a.directory_id != b.directory_id;

a. If you have results from the previous query, for each of the group names that have duplicates, find
the id for the group in the Confluence Internal Directory (<internal group id>) and the External
Application (<external group id>). Run the following:

update cwd_group_attribute set group_id=<internal group id>,
directory_id=<Confluence Internal 1d> where group_id=<external group
id>;

updat e cwd_nenbership set child_group_id=<internal group id> where
chil d_group_i d=<ext ernal group id>;

updat e cwd_nenbershi p set parent id=<internal group id> where
parent _i d=<external group id>;

del ete from cwd_group where id=<external group id>;

2. Move all the groups in the External Application to the Confluence Internal Directory.

update cwd_group set directory_id=<Confluence Internal |D> where
directory_i d=<External Application |D>;

Move Users to Confluence
1. Itis possible that you have several users in your Internal Directory that have the same name as users in

your External Application. To find these, run:

select distinct a.id, a.directory_id, a.user_nanme, d.directory_name from
cwd_user a join cwd_user b on a.user_nane=b.user_nane join cwd_directory d on
d.id=a.directory_id where a.directory_id != b.directory_id;

a. If you have results from the previous query, for each of the user names that have duplicates, find
the id for the user in the Confluence Internal Directory (<internal user id>) and the External
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Application (<external user id>). Run the following:

updat e cwd_nenbership set child_user_id=<internal user id> where

chil d_user _id=<external user id>;

update cwd_user_credential _record set user_id=<internal user id> where
user _i d=<external user id>;

update cwd_user_attribute set user_id=<internal user id>,

directory_i d=<Confl uence Internal |D> where user_id=<external user id>;
del ete fromcwd_user where id=<external user id>;

2. Move all the users in the External Application to the Confluence Internal Directory.

update cwd_user set directory_i d=<Confluence Internal |D> where
directory_id=<External Application |ID>;

Delete the External Application directory

1. You need to change the order of your directories so that the Internal directory is at the top, and active.
a. If you have only two directories - the Internal and the External Application directory you are
deleting, then do the following:

update cwd_app_dir_mapping set list_index = 0 where directory_id =
<Confl uence I nternal |D>;

b. If you have more than two directories, you need to rearrange them so the Internal Directory is at
the top (list_index 0) and the External Application directory you are deleting is at the bottom.
® |List the directories and their order using

select d.id, d.directory_nanme, mlist_index fromcwd_directory d
join cwd_app_dir_mapping mon d.id=mdirectory_id order by
m | i st _i ndex;

® Change the list indexes so that they are in the order you want. Directory order can be
rearranged using

update cwd_app_dir_mappi ng set list_index = <position> where
directory_id = <directory id>;

c. Check that the internal directory is enabled.
® List the internal directory. An enabled directory will have its ‘active' column set to 'T'

select id, directory nanme, active fromcwd directory where id =
<Internal Directory id>;

® |f the internal directory is not active, activate it by

update cwd_directory set active = 'T where id = <Internal
Directory id>;
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2. When the directories are ordered correctly, delete the External Application directory from the directory
order:

delete fromcwd_app_dir_operation where app_dir_mapping id = (select id from
cwd_app_dir_mapping where directory_id = <External Application |ID>);

del ete fromcwd_app_dir_mappi ng where directory_id = <External Application

| D>;

3. The External Application directory is referenced in several other tables in the database. You need to
remove the remaining references to it:

delete fromcwd _directory_attribute where directory_id=<External Application
| D>;
delete fromcwd_directory_operation where directory_i d=<External Application
| D>;

4. All references to the External Directory should now have been removed. Delete the directory using:

delete fromcwd_directory where id = <External Application |D>;

Reset passwords

1. All users who were in the External Directory you deleted, including admins, will be unable to log in. Their
passwords need to be reset by choosing the 'Forgot your password?' link on the login page. Alternatively,
use the instructions at Restoring Passwords To Recover Admin User Rights to reset the administrator
password, then set the users' passwords for them via the Manage Users page in the administration
screen.

RELATED TOPICS

Configuring User Directories
Connecting to JIRA 4.2 or Earlier for User Management

Atlassian JIRA is an issue and project tracking tool. Like Confluence, JIRA offers the ability to store its users and
groups in its database. You can configure Confluence to look for its users and groups in the JIRA database. This
page describes the legacy JIRA database connector, which provides a direct connection to the JIRA
database.

When to use this option: Choose the legacy JIRA database connector if your JIRA server is JIRA 4.2 or
earlier, for backwards compatibility with the already-existing option for Confluence to use JIRA for user
management.

If you are using JIRA 4.3 or later, you cannot use the legacy JIRA database connector. Instead, choose the "Atl
assian JIRA' directory type.
On this page:

® Connecting Confluence to JIRA

® JIRA Settings in Confluence

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Connecting Confluence to JIRA

To connect Confluence to JIRA 4.2 or earlier:
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Edit the Confluence ser ver. xnl file, to construct the datasource location, as described below.
Restart Confluence.

Choose the cog icon E’: at top right of the screen, then choose Confluence Admin.
Click User Directories in the left-hand panel.
Add a directory and select type Legacy Atlassian JIRA (4.2 and earlier). Enter the settings as
described below.
Save the directory settings.
Define the directory order by clicking the blue up- and down-arrows next to each directory on the 'User
Directories' screen. Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.
For details see Managing Multiple Directories.
In order to use Confluence, users must be a member of the conf | uence- user s group or have
Confluence 'can use' permission. Follow these steps to configure your Confluence groups in JIRA:
a. Add the conf |l uence- users and conf | uence- admni ni strat ors groups in JIRA.
b. Add your own username as a member of both of the above groups.
c. Choose one of the following methods to give your existing JIRA users access to Confluence:
® Option 1: In JIRA, find the groups that the relevant users belong to. Add the groups as
members of one or both of the above Confluence groups.
® Option 2: Log in to Confluence using your JIRA account and go to the Confluence Administ
ration Console. Click 'Global Permissions' and assign the ‘can use' permission to the
relevant JIRA groups.

JIRA Settings in Confluence

Setting Description
Name A meaningful name that will help you to identify this
JIRA server amongst your list of directory servers.
Examples:
® JIRA

® Exanpl e Conpany JI RA
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Datasource Location The JNDI name of the JIRA datasource configured in

your application server. Example:
j ava: conp/ env/j dbc/ Your Ji r aDat asour ce

In JIRA standalone distributions (using the default
application server, Tomcat 6) you can construct the
datasource location as follows:

1. Openyour<jira_install>/conf/server.x
nm file in a text editor.

2. Look for the database setup section in that file. It
looks something like this:

<Resour ce aut h="Cont ai ner"
driver C assNane="com nysql . j dbc.
Driver”

maxAct i ve="20"

nanme="*j dbc/ Ji r aDS*"

password="j i rauser"

type="j avax. sql . Dat aSour ce"

url ="jdbc: nysql://1ocal host/jira
db?useUni code=t r ue&char act er Enco
di ng=UTF8"

user nane="jirauser"

val i dati onQuery="sel ect 1"/>

3. Copy the above lines (the 'Resource’ section) and
paste it to your Confluence's ser ver . xm file
(located at <conf | uence_i nstal | >/ conf/se
rver. xm ), under the Cont ext pat h. This will
then expose the value of the name attribute as
the IJNDI resource locator.

4. Copy the JNDI name from the name parameter. In
this example, the datasource location is:

j ava: conp/ env/j dbc/ Ji raDS

RELATED TOPICS

Configuring User Directories

Configuring the Internal Directory

Connecting to an LDAP Directory

Connecting to an Internal Directory with LDAP Authentication
Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
Managing Multiple Directories

Managing Nested Groups

Synchronising Data from External Directories

Diagrams of Possible Configurations for User Management
User Management Limitations and Recommendations
Requesting Support for External User Management
Disabling the Built-In User Management
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Managing Multiple Directories

This page describes what happens when you have defined more than one user directory in Confluence. For
example, you may have an internal directory and you may also connect to an LDAP directory server and/or other
types of user directories. When you connect to a new directory server, you also need to define the directory
order.

Avoid duplicate usernames across directories. If you are connecting to more than one user directory, we
recommend that you ensure the usernames are unique to one directory. For example, we do not recommend
that you have a user j sni t h in both 'Directoryl1' and 'Directory2’. The reason is the potential for confusion,
especially if you swap the order of the directories. Changing the directory order can change the user that a given
username refers to.

Overview

Here is a summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has permission
to make changes.
On this page:
® Overview
® Configuring the Directory Order
® Effect of Directory Order
® Login
® Permissions
® Updating Users and groups

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Configuring the Directory Order

You can change the order of your directories as defined to Confluence. Select 'User Directories' from the
Confluence Administration Console and click the blue up- and down-arrows next to each directory.

Directory Name Type Order

Confluence Internal Directory Internal b B

OpenLDAP OpenLDAP (Read-Write) i B
Notes:

®* Please read the rest of this page to understand what effect the directory order will have on authentication
(login) and permissions in Confluence, and what happens when you update users and groups in
Confluence.

Effect of Directory Order

This section summarises the effect the order of the directories will have on login and permissions, and on the
updating of users and groups.

Login

The directory order is significant during the authentication of the user, in cases where the same user exists in
multiple directories. When a user attempts to log in, the application will search the directories in the order
specified, and will use the credentials (password) of the first occurrence of the user to validate the login attempt.
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Permissions

The directory order is significant when granting the user permissions based on group membership. If the same
username exists in more than one directory, the application will look for group membership only in the first
directory where the username appears, based on the directory order.

Example:

® You have connected two directories: The Customers directory and the Partners directory.

® The Customers directory is first in the directory order.

® Ausernamej smit h exists in both the Customers directory and the Partners directory.

® The userj snit h is a member of group Gl in the Customers directory and group G2 in the Partners
directory.

® The userj sni t h will have permissions based on membership of GL only, not G2.

Updating Users and groups

If you update a user or group via the application's administration screens, the update will be made in the first
directory where the application has write permissions.

Example 1:

® You have connected two directories: The Customers directory and the Partners directory.

® The application has permission to update both directories.

® The Customers directory is first in the directory order.

® Ausername j smit h exists in both the Customers directory and the Partners directory.

® You update the email address of user j sni t h via the application's administration screens.

® The email address will be updated in the Customers directory only, not the Partners directory.

Example 2:

® You have connected two directories: A read/write LDAP directory and the internal directory.

® The LDAP directory is first in the directory order.

® All new users will be added to the LDAP directory. It is not possible to add a new user to the internal
directory.

RELATED TOPICS
Configuring User Directories

® Configuring the Internal Directory

® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management

® Connecting to JIRA 4.2 or Earlier for User Management

® Managing Multiple Directories

®* Managing Nested Groups

® Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
® User Management Limitations and Recommendations

® Requesting Support for External User Management

¢ Disabling the Built-In User Management
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Managing Nested Groups

Some directory servers allow you to define a group as a member of another group. Groups in such a structure
are called 'nested groups'. If you are using groups to manage permissions, you can create nested groups to
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allow inheritance of permissions from one group to its sub-groups.
This page describes how Confluence handles nested groups that exist in one or more of your directory servers.

Enabling Nested Groups

You can enable or disable support for nested groups on each directory individually. Go to the 'User Directories'
section of the Confluence Administration Console, edit the directory and select 'Enable Nested Groups'. See C
onfiguring User Directories.

Notes:

® Before enabling nested groups for a specific directory type in Confluence, please make sure that your
directory server supports nested groups.
®* Please read the rest of this page to understand what effect nested groups will have on authentication
(login) and permissions in Confluence, and what happens when you update users and groups in
Confluence.
On this page:
® Enabling Nested Groups
® Effect of Nested Groups
® Login
® Permissions
® Viewing Lists of Group Members
® Adding and Updating Group Memberships
® Examples
® Example 1: User is Member of Sub-Group
® Example 2: Sub-Groups as Members of the ‘jira-developers' group
® Example 3: Sub-Groups as Members of the 'confluence-users' group
® Notes

I The information on this page does not apply to Confluence OnDemand.

Effect of Nested Groups

This section summarises the effect nested groups will have on login and permissions, and on the viewing and
updating of users and groups.

Login

When a user logs in, they will be allowed access to the application if they belong to an authorised group or any
of its sub-groups.

Permissions

The user will be allowed access to a function if they belong to a group that has the necessary permissions, or if
they belong to any of its sub-groups.

Viewing Lists of Group Members

If you ask to view the members of a group, you will see all users who are members of the group and all users
belonging its sub-groups, consolidated into one list. We call this a 'flattened’ list.

You cannot view or edit the nested groups themselves. You will not be able to see that one group is a member
of another group.

Adding and Updating Group Memberships

If you add a user to a group, the user is added to the named group and not to any other groups.
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If you try to remove a user from a flattened list, the following will happen:

® |f the user is a member of the top group in the hierarchy (tree) of groups contained in the flattened list, the
user will be removed from the group.
® Otherwise, you will see an error message stating that the user is not a direct member of the group.

Examples

Example 1: User is Member of Sub-Group
Let's assume that the following two groups exist in your directory server:

® staff
® marketing

Memberships:

® The mar ket i ng group is a member of the st af f group.
® Userjsmthisamember of mar keti ng.

You will see that j sni t h is a member of both mar ket i ng and st af f . You will not see that the two groups are
nested. If you assign permissions to the st af f group, then j sm t h will get those permissions.

Example 2: Sub-Groups as Members of the 'jira-developers' group

In an LDAP directory server, we have groups 'engineering-group' and 'techwriters-group'. We want to grant
both groups developer-level access to our JIRA site.

® Add a group called ‘jira-developers'.
® Add the 'engineering-group' as a sub-group of ‘jira-developers'.
® Add the 'techwriters-group' as a sub-group of ‘jira-developers'.

Group memberships are now:

® jira-developers — sub-groups: engineering-group, techwriters-group
® engineering-group — sub-groups: dev-a, dev-b; users: pblack

® dev-a— users: jsmith, sbrown

® dev-b — users: jsmith, dblue

® techwriters-group — users: rgreen

When JIRA requests a list of users in the ‘jira-developers' group, it will receive the following list:

pblack
® jsmith
® sbrown
dblue
® rgreen

Diagram: Sub-groups as members of the ‘jira-developers' group
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JIRA

JIRA asks for EED EED EED EED
members of QI‘CILIp pbldi:k jsmith sbrown dblue rgreen
'lira-developers’

LDAP Directory

\_\ with nested groups _/_/—/

Group: jira-developers

roup:
engineering-group

Example 3: Sub-Groups as Members of the 'confluence-users' group

In an LDAP directory server, we have groups 'engineering-group' and ‘payroll-group’. We want to grant both
groups access to our Confluence site.

® Add a group called 'confluence-users'.
® Add the 'engineering-group' as a sub-group of 'confluence-users'.
® Add the 'payroll-group' as a sub-group of ‘confluence-users'.

Group memberships are now:

® confluence-users — sub-groups: engineering-group, payroll-group
® engineering-group — sub-groups: dev-a, dev-b; users: pblack
® dev-a— users: jsmith, sbrown
® dev-b — users: jsmith, dblue
® payroll-group — users: rgreen
When Confluence requests a list of users in the ‘confluence-users' group, it will receive the following list:
® pblack
® jsmith
® shrown

* dblue
® rgreen

Diagram: Sub-groups as members of the 'confluence-users' group
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Confluence

D 4 b

sbrown dblue rgreen

Confluence asks for EED ) .&h
members of group 'c pblack jsmit
‘confluence-users'

LDAP Directory

\\ with nested groups

TN
-

Group: confluence-users

roup:
engineering-group

roup:
payroll-group

D

rgrean

-

Notes

® Possible impact on performance. Enabling nested groups may result in slower user searches.

® Definition of nested groups in LDAP. In an LDAP directory, a nested group is defined as a child group
entry whose DN (Distinguished Name) is referenced by an attribute contained within a parent group entry.
For example, a parent group 'Group One' might have an obj ect C ass=gr oup attribute and one or
more menber =DN attributes, where the DN can be that of a user or that of a group elsewhere in the LDAP

tree:

menber =CN=John Smi t h, OU=User s, OU=Cr gUni t A, DC=sub, DC=domnai n
menber =CN=Gr oup Two, OU=Cr gUni t BGr oups, OU=0r gUni t B, DC=sub, DC=donmai n

RELATED TOPICS
Configuring User Directories

® Configuring the Internal Directory
® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management
® Connecting to JIRA 4.2 or Earlier for User Management

® Managing Multiple Directories
® Managing Nested Groups
¢ Synchronising Data from External Directories
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Disabling the Built-In User Management
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Synchronising Data from External Directories

For certain directory types, Confluence stores a cache of directory information (users and groups) in the
application database, to ensure fast recurrent access to user and group data. A synchronisation task runs
periodically to update the internal cache with changes from the external directory.

On this page:
® Affected Directory Types
® How it Works
® Finding the Time Taken to Synchronise
¢ Manually Synchronising the Cache
® Configuring the Synchronisation Interval

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Affected Directory Types

Data caching and synchronisation apply to the following user directory types:

LDAP (Microsoft Active Directory and all supported LDAP directories) where permissions are set to read
only.

LDAP (Microsoft Active Directory and all supported LDAP directories) where permissions are set to read
only, with local groups.

LDAP (Microsoft Active Directory and all supported LDAP directories) where permissions are set to read/
write.

Atlassian Crowd.

Atlassian JIRA.

Data caching and synchronisation do not occur for the following user directory types:

* | DAP (Microsoft Active Directory and all supported LDAP directories) where permissions are set to authe

ntication only, with local groups.
Internal Directory with LDAP Authentication.
Internal Directory.

How it Works

Here is a summary of the caching functionality:

The caches are held in the application database.

When you connect a new external user directory to the application, a synchronisation task will start
running in the background to copy all the required users, groups and membership information from the
external directory to the application database. This task may take a while to complete, depending on the
size and complexity of your user base.

Note that a user will not be able to log in until the synchronisation task has copied that user's details into
the cache.

A periodic synchronisation task will run to update the database with any changes made to the external
directory. The default synchronisation interval, or polling interval, is one hour (60 minutes). You can
change the synchronisation interval on the directory configuration screen.
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® You can manually synchronise the cache if necessary.

® |f the external directory permissions are set to read/write: Whenever an update is made to the users,
groups or membership information via the application, the update will also be applied to the cache and the
external directory immediately.

® All authentication happens via calls to the external directory. When caching information from an external
directory, the application database does not store user passwords.

® All other queries run against the internal cache.

Finding the Time Taken to Synchronise

The 'User Directories' screen shows information about the last synchronisation operation, including the length
of time it took.

Manually Synchronising the Cache

You can manually synchronise the cache by clicking 'Synchronise' on the 'User Directories' screen. If a
synchronisation operation is already in progress, you cannot start another until the first has finished.

Screen snippet: User directories, showing information about synchronisation

OpenLDAP OpenLDAP (Read-Write) 4 Disable Edit Synchronise

Last synchronised at 14/01/11 3:07 PM (took 65s)
Crowd Atlassian Crowd 4 Disable Edit Synchronise

Last synchronised at 14/01/11 2:39 PM (took 0s)

Configuring the Synchronisation Interval

Note: The option to configure the synchronisation interval for Crowd and JIRA directories is available in Conflue
nce 3.5.3 and later. Earlier versions of Confluence allow you to configure the interval for LDAP directories only.

You can set the 'Synchronisation Interval' on the directory configuration screen. The synchronisation interval is
the period of time to wait between requests for updates from the directory server.

The length you choose for your synchronisation interval depends on:

® The length of time you can tolerate stale data.
®* The amount of load you want to put on the application and the directory server.
® The size of your user base.

If you synchronise more frequently, then your data will be more up to date. The downside of synchronising more
frequently is that you may overload your server with requests.

If you are not sure what to do, we recommend that you start with an interval of 60 minutes (this is the default
setting) and reduce the value incrementally. You will need to experiment with your setup.

RELATED TOPICS
Configuring User Directories

® Configuring the Internal Directory

® Connecting to an LDAP Directory

® Connecting to an Internal Directory with LDAP Authentication
® Connecting to Crowd or JIRA for User Management

® Connecting to JIRA 4.2 or Earlier for User Management

® Managing Multiple Directories

® Managing Nested Groups

® Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
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® User Management Limitations and Recommendations
® Requesting Support for External User Management
¢ Disabling the Built-In User Management
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Diagrams of Possible Configurations for User Management

The aim of these diagrams is to help people understand each directory type at a glance. We have kept the
diagrams simple and conceptual, with just enough information to be correct.

Some things that we do not attempt to show:

® |In most cases, we do not attempt to show that you can have multiple directory types mapped to
Confluence at the same time. We illustrate that fact in just the first two LDAP diagrams.

® We have not included a diagram for Confluence's legacy connection to JIRA database.

* We do not attempt to show all of the possible configurations and layered connections that are available
now that you can use JIRA as a directory manager.

On this page:
® Confluence Internal Directory
® Confluence with Read/Write Connection to LDAP
® Confluence with Read-Only Connection to LDAP, with Local Groups
® Confluence Internal Directory with LDAP Authentication
® Confluence with LDAP Authentication, Copy Users on First Login
® Confluence Connecting to JIRA
® Confluence Connecting to JIRA and JIRA Connecting to LDAP
® Confluence and JIRA Connecting to Crowd

I'. The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Confluence Internal Directory

Confluence

Authentication,
updates and
queries

e

database
(internal
directary)

Diagram above: Confluence using its internal directory for user management.
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Confluence with Read/Write Connection to LDAP

Confluence
I Authentication,
Authentication Updates Queries updates and
queries

n——.

Confluence
database
{internal

rAn—

Confluence
database

(LDAP cache) directary)

Background synchronisation

Diagram above: Confluence connecting to an LDAP directory.

Confluence with Read-Only Connection to LDAP, with Local Groups

Confluence
Authentication Updates to Authentication,
groups only, updates and
and all queries queries

enm—.

Caonfluence
database
{internal

-

Confluence
GETELETS
(LDAP cache)

directory)

Background synchronisation
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Diagram above: Confluence connecting to an LDAP directory with permissions set to read only and local groups.

Confluence Internal Directory with LDAP Authentication

Confluence
Authentication Updates Authentication,
and updates and
queries queries

O

Confluence
database
L EL

O

Confluence
database
{internal

directory with
LDAP auth)

directory)

Diagram above: Confluence connecting to an LDAP directory for authentication only.

Confluence with LDAP Authentication, Copy Users on First Login

Confluence
Authen!luatiun Upl:llates nm“!mﬂun,

and updates and
queries queries
A A——

Confluence
database

Confluence
database
(internal directory
with LDAP auth)

LDAP

(internal
directory)

Synchronise user on login

Diagram above: Confluence connecting to an LDAP directory for authentication only, with each user
synchronised with the internal directory that is using LDAP authentication when they log in to Confluence.
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Confluence Connecting to JIRA

Confluence

Authenticatinn I Queries
u

pdates

Confluence
database

(user/group
cache)

Bac hou nd

synthmnisatinn

JIRA 4.3 or Iater

JIRA database
(internal

directory)

Diagram above: Confluence connecting to JIRA for user management.

Confluence Connecting to JIRA and JIRA Connecting to LDAP
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Confluence

Authentication Queries

Updates

Confluence
database
(user/group
cache)
Bac kgtnu nd
synchronisation
i

JIRA 4.3 or later

Authentication Updates Queries

--

JIRA database
(LDAP cache)

Background synchronisation

Diagram above: Confluence connecting to JIRA for user management, with JIRA in turn connecting to LDAP.

Confluence and JIRA Connecting to Crowd
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I I I

Auth

entication Queries Authentication Queries The same
sort of thing

happens
here

Updates

\

>

Confluence
database

Confluence
database
(LDAP cache)

(LDAP cache)

Background Background
v synchrlinisatiun v synchronisation '

Crowd

Crowd database Custom directory

Diagram above: Confluence, JIRA and other applications connecting to Crowd for user management.

RELATED TOPICS

Configuring User Directories

Configuring the Internal Directory

Connecting to an LDAP Directory

Connecting to an Internal Directory with LDAP Authentication
Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
Managing Multiple Directories

Managing Nested Groups

Synchronising Data from External Directories

Diagrams of Possible Configurations for User Management
User Management Limitations and Recommendations
Requesting Support for External User Management
Disabling the Built-In User Management
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User Management Limitations and Recommendations

This page describes the optimal configurations and limitations that apply to user management in Confluence.
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On this page:

® General Recommendations

® Recommendations for Connecting to LDAP
® Optimal Number of Users and Groups in your LDAP Directory
® Redundant LDAP is Not Supported
® Specific Notes for Connecting to Active Directory

® Recommendations for Connecting to JIRA for User Management
® Single Sign-On Across Multiple Applications is Not Supported
® Custom Application Connectors are Not Supported
® Custom Directories are Not Supported
® Optimal Number of Users and Applications
® Recommendations

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

General Recommendations

® Avoid duplicate usernames across directories. If you are connecting to more than one user directory,
we recommend that you ensure the usernames are unique to one directory. For example, we do not
recommend that you have a user j smi t h in both 'Directoryl’ and 'Directory2'. The reason is the potential
for confusion, especially if you swap the order of the directories. Changing the directory order can change
the user that a given username refers to.

® Be careful when deleting users in remote directories. If you are connecting to an LDAP directory, a
Crowd directory or a JIRA directory, please take care when deleting users from the remote directory. If
you delete a user that is associated with data in Confluence, this will cause problems in Confluence.

Recommendations for Connecting to LDAP

Please consider the following limitations and recommendations when connecting to an LDAP user directory.

Optimal Number of Users and Groups in your LDAP Directory

The connection to your LDAP directory provides powerful and flexible support for connecting to, configuring and
managing LDAP directory servers. To achieve optimal performance, a background synchronisation task loads
the required users and groups from the LDAP server into the application's database, and periodically fetches
updates from the LDAP server to keep the data in step. The amount of time needed to copy the users and
groups rises with the number of users, groups, and group memberships. For that reason, we recommended a
maximum number of users and groups as described below.

This recommendation affects connections to LDAP directories:

® Microsoft Active Directory
® All other LDAP directory servers

The following LDAP configurations are not affected:

® Internal directories with LDAP authentication
® | DAP directories configured for 'Authentication Only, Copy User On First Login'

Please choose one of the following solutions, depending on the number of users, groups and memberships in
your LDAP directory.

Your environment Recommendation
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Up to 10 000 (ten thousand) users, 1000 (one Choose the 'LDAP' or 'Microsoft Active Directory'
thousand) groups, and 20 (twenty) groups per user directory type. You can make use of the full

synchronisation option. Your application's database
will contain all the users and groups that are in your
LDAP server.

More than the above Use LDAP filters to reduce the number of users and

groups visible to the synchronisation task.

Our Test Results

We performed internal testing of synchronisation with an AD server on our local network consisting of 10 000
users, 1000 groups and 200 000 memberships.

We found that the initial synchronisation took about 5 minutes. Subsequent synchronisations with 100
modifications on the AD server took a couple of seconds to complete.

Please keep in mind that a number of factors come into play when trying to tune the performance of the
synchronisation process, including:

Size of userbase. Use LDAP filters to keep this to the minimum that suits your requirements.

Type of LDAP server. We currently support change detection in AD, so subsequent synchronisations are
much faster for AD than for other LDAP servers.

Network topology. The further away your LDAP server is from your application server, the more latent
LDAP queries will be.

Database performance. As the synchronisation process caches data in the database, the performance
of your database will affect the performance of the synchronisation.

JVM heap size. If your heap size is too small for your userbase, you may experience heavy garbage
collection during the synchronisation process which could in turn slow down the synchronisation.

Redundant LDAP is Not Supported

The LDAP connections do not support the configuration of two or more LDAP servers for redundancy
(automated failover if one of the servers goes down).

Specific Notes for Connecting to Active Directory

When the application synchronises with Active Directory (AD), the synchronisation task requests only the
changes from the LDAP server rather than the entire user base. This optimises the synchronisation process and
gives much faster performance on the second and subsequent requests.

On the other hand, this synchronisation method results in a few limitations:

1.

Externally moving objects out of scope or renaming objects causes problems in AD. If you move
objects out of scope in AD, this will result in an inconsistent cache. We recommend that you do not use
the external LDAP directory interface to move objects out of the scope of the sub-tree, as defined on the
application's directory configuration screen. If you do need to make structural changes to your LDAP
directory, manually synchronise the directory cache after you have made the changes to ensure cache
consistency.

Synchronising between AD servers is not supported. Microsoft Active Directory does not replicate the
uSNChanged attribute across instances. For that reason, we do not support connecting to different AD
servers for synchronisation. (You can of course define multiple different directories, each pointing to its
own respective AD server.)

Synchronising with AD servers behind a load balancer is not supported. As with synchronising
between two different AD servers, Microsoft Active Directory does not replicate the uSNChanged attribute
across instances. For that reason, we do not support connecting to different AD servers even when they
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are load balanced. You will need to select one server (preferably one that is local) to synchronise with
instead of using the load balancer.

4. You must restart the application after restoring AD from backup. On restoring from backup of an AD
server, the uSNChanged timestamps are reverted to the backup time. To avoid the resulting confusion,
you will need to flush the directory cache after a Active Directory restore operation.

5. Obtaining AD object deletions requires administrator access. Active Directory stores deleted objects
in a special container called cn=Deleted Objects. By default, to access this container you need to connect
as an administrator and so, for the synchronisation task to be aware of deletions, you must use
administrator credentials. Alternatively, it is possible to change the permissions on the cn=Deleted
Objects container. If you wish to do so, please see this Microsoft KB Article.

6. The User DN used to connect to AD must be able to see the uSNChanged attribute. The
synchronisation task relies on the uSNChanged attribute to detect changes, and so must be in the
appropriate AD security groups to see this attribute for all LDAP objects in the subtree.

Recommendations for Connecting to JIRA for User Management

Please consider the following limitations and recommendations when connecting to a JIRA server for user
management.

Single Sign-On Across Multiple Applications is Not Supported

When you connect to JIRA for user management, you will not have single sign-on across the applications
connected in this way. JIRA, when acting as a directory manager, does not support SSO.

Custom Application Connectors are Not Supported

JIRA, Confluence, FishEye, Crucible and Bamboo can connect to a JIRA server for user management. Custom
application connectors will need to use the new REST API.

Custom Directories are Not Supported

Earlier versions of JIRA supported OSUser Providers. It was therefore possible write a special provider to obtain
user information from any external user directory. This is no longer the case.

Optimal Number of Users and Applications
Please consider the following limitations when connecting to a JIRA server for user management:

® Maximum 500 users.
® Maximum 5 connected applications.

Recommendations

Your environment Recommendation
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If all the following are true: Your environment meets the optimal requirements for

using JIRA for user management.
® You have fewer than 500 users.

® You want to share user and group management
across just a few applications, such as one JIRA
server and one Confluence server, or two JIRA
servers.

® You do not need single sign-on (SSO) between
JIRA and Confluence, or between two JIRA
servers.

® You do not have custom application connectors.
Or, if you do have them, you are happy to convert
them to use the new REST API.

® You are happy to shut down all your servers
when you need to upgrade JIRA.

If one or more of the following are true: We recommend that you install Atlassian Crowd for

user management and SSO.
® You have more than 500 users.

® You want to share user and group management
across more than 5 applications.

® You need single sign-on (SSO) across multiple
applications.

® You have custom applications integrated via the
Crowd SOAP API, and you cannot convert them
to use the new REST API.

® You are not happy to shut down all your servers
when you need to upgrade JIRA.

If you are considering creating a custom directory Please see if one of the following solutions will work
connector to define your own storage for users and for you:
groups...

® If you have written a custom provider to support a
specific LDAP schema, please check the
supported LDAP schemas to see if you can use
one of them instead.

® If you have written a custom provider to support
nested groups, please consider enabling nested
groups in the supported directory connectors
instead.

® If you have written a custom provider to connect
to your own database, please consider loading
the data into the application's database instead.

® |f you need to keep the custom directory
connection, please consider whether Atlassian
Crowd meets your requirements. See the
documentation on Creating a Custom Directory
Connector.

RELATED TOPICS

Connecting to an LDAP Directory
Connecting to Crowd or JIRA for User Management
Configuring User Directories
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Requesting Support for External User Management

This page gives guidelines on how to request help from the Atlassian support team if you are having problems
with external user management. External user management includes connections to Active Directory, other
LDAP servers, Atlassian Crowd or Atlassian JIRA for user management. The information on this page is
provided in addition to the more general page on Troubleshooting Problems and Requesting Technical Support.

The cause of such problems may be:

® The LDAP server is not responding.
® The application password is incorrectly configured, causing the LDAP server or other directory to return
an authentication error.
® Other LDAP settings are incorrectly configured.
On this page:
®* Troubleshooting the Connection to your External User Directory
® Problems During Initial Setup
® Complex Authentication or Performance Problems

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

Troubleshooting the Connection to your External User Directory

The configuration screen for external directories in Confluence has a 'Test Settings' button. This will help you to
diagnose problems with user management in Active Directory and other LDAP servers.

To test your directory connection:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Click 'User Directories' in the left-hand panel.

Edit the relevant directory.

Click 'Test Settings'.

The results of the test will appear at the top of the screen.

a s wbde

Please refer to our knowedge base articles for troubleshooting user management and login issues.

If the above resources do not help, continue below.

Problems During Initial Setup
Raise a support request and include the following information.

®* Download an LDAP browser to make sure you have the right settings in your LDAP directory. Atlassian
recommends LDAP Studio. Include screenshots of your user and group DNSs.

® |f you can start up Confluence and access the Administration Console, review your directory settings. See
Connecting to an LDAP Directory. Attach screenshots of all your settings.

Complex Authentication or Performance Problems

Raise a support request and include the following information.
Confluence Server

Log in to Confluence and access the Administration Console.

® Take a screenshot of the 'System Information' screen, or save the page as HTML.

® Take a screenshot of the 'Global Permissions' screen, if people are having problems with logging in.

® Go to 'Space Admin' for the relevant space and take a screenshot of the 'Permissions' page, if you are
having problems with space or page permissions.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/CONF51/Troubleshooting+Problems+and+Requesting+Technical+Support
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand
https://confluence.atlassian.com/display/CONFKB/User+Management+and+Login+Issues+Troubleshooting
http://confluence.atlassian.com/display/DOC/Troubleshooting+Problems+and+Requesting+Technical+Support
http://directory.apache.org/studio/
http://confluence.atlassian.com/display/DOC/Troubleshooting+Problems+and+Requesting+Technical+Support

Confluence 5.1 Documentation

Confluence Configuration Files

® |f you have implemented a custom authenticator or in any way modified ser aph- confi g. xm or serap

h- pat hs. xm , please provide the modified file.

User Management System

® |nclude the name and version of your LDAP server.
® Does your LDAP server use dynamic or static groups?
® Review your directory settings. See Connecting to an LDAP Directory. Attach screenshots of all your

settings.

Diagnostics

® Enable profiling. See Performance Tuning.

® Enable detailed user management logging, by editing conf | uence/ WEB- | NF/ cl asses/ | og4j . pr ope

rties.
Change this section:

it

# Atlassian User

HitH

#1 og4j . | ogger. com at | assi an. user =DEBUG

#1 og4j . | ogger.com at | assi an. conf | uence. user =DEBUG
#1 0g4j . | ogger . bucket . user =DEBUG

#l 0og4j . | ogger . com at | assi an. ser aph=DEBUG

#1 og4j . | ogger. com opensynphony. user =DEBUG

Remove the '#' signs at the beginning of the lines, so that it looks like this:

HitH

# Atl assian User

it

| og4j .l ogger.com at | assi an. user =DEBUG

| og4j . | ogger.com at | assi an. conf | uence. user =DEBUG
| og4j . | ogger. bucket . user =DEBUG

| og4j . | ogger.com at | assi an. ser aph=DEBUG

| og4j . | ogger. com opensynphony. user =DEBUG

After enabling both the above, please attempt a Confluence LDAP account login and attach a copy of the
log files that are produced when the problem occurs. To do this, locate your install directory or exploded
WAR directory, then zip the full / | ogs subdirectory into a single file for us to examine.The logs
subdirectory is located in your Confluence Home directory.

RELATED TOPICS

Troubleshooting Problems and Requesting Technical Support
Configuring User Directories

Configuring the Internal Directory

Connecting to an LDAP Directory

Connecting to an Internal Directory with LDAP Authentication
Connecting to Crowd or JIRA for User Management
Connecting to JIRA 4.2 or Earlier for User Management
Managing Multiple Directories

Managing Nested Groups
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¢ Synchronising Data from External Directories

® Diagrams of Possible Configurations for User Management
® User Management Limitations and Recommendations

® Requesting Support for External User Management

® Disabling the Built-In User Management

@Adminif,tramrs Guide Home @Eanﬂucnce Documentation Home

Disabling the Built-In User Management

By selecting the 'External user management' option in Confluence, you can disable the group and user
management screens in Confluence. You need system administrator permissions to set this option.

You will find it useful to select external user management under the following circumstances:

®* When Crowd's directory permissions are configured so that Confluence cannot update the Crowd
directories, then Confluence's external user management setting must be turned on. Otherwise, a
'System Error' will occur when Confluence attempts to write data into Crowd. For more information about
integrating Crowd with Confluence, see Connecting to Crowd or JIRA for User Management.

® |f you are using JIRA for user management, we recommend that you turn on Confluence's external user
management setting. This centralises user management in JIRA. See Connecting to Crowd or JIRA for
User Management and Connecting to JIRA 4.2 or Earlier for User Management.

I The information on this page does not apply to Atlassian OnDemand sites with multiple apps. If
you are using Confluence-only OnDemand, the information does apply.

To disable management of users and groups within Confluence:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Click 'Security Configuration' in the left-hand panel.

The 'Edit Security Configuration' screen will appear. Click 'Edit'".

Tick the 'External user management' check box.

Click 'Save'.

a bk wbdPE

Notes

* Please refer to the following bugs and improvement requests:
® CONF-16709 — When the External User Management check box is ticked, the group and user
management screens are still functional.
® CONF-21158 — Enabling both public signup and external user management renders a blank
screen during signup.
® CONF-9830 - This is a request to rename this feature to better reflect its functionality.

RELATED TOPICS
%) Disabling the Built-In User Management

@Administramrs Guide Home @Eonﬂucnce Documentation Home

Managing Add-ons and Macros

An add-on is a separately installed component that enhances or modifies Confluence. Some add-ons are
shipped with Confluence, others are available for you to install yourself. An add-on that specifically plugs into the
architecture of an Atlassian application such as Confluence is sometimes called a plugin, although the terms "pl
ugin' and ‘add-on' are often used interchangeably.
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A macro allows a developer to perform programmatic functions within a page, and gives the Confluence user
access to more complex content structures. Many macros are made available by plugins.

You need System Administrator permissions in order to install and configure plugins.

Installing and configuring add-ons and macros

¢ About Add-ons
® Add-on loading strategies in Confluence
®* Removing Malfunctioning Add-ons
® Enabling and Configuring Macros
® Configuring a URL Whitelist for Macros
® Configuring the User List Macro
® Enabling HTML macros
® Enabling the html-include Macro
®* Troubleshooting the Gallery Macro
® Adding, Editing and Removing User Macros
® Writing User Macros
® Best Practices for Writing User Macros
® Examples of User Macros
® Hello World Example of User Macro
® Error Box Macro - Example of a User Macro
® Colour and Size Macro - Example of a User Macro
® NoPrint Example of a User Macro
* Panel Preformatted with Specific Colours - Example of a User Macro
* Preformatted Table - Example of a User Macro
® Guide to User Macro Templates
® Configuring the Office Connector

About Add-ons

An add-on is an installable component that supplements or enhances the functionality of Confluence in some
way. For example, the Team Calendars for Confluence is an add-on that lets users embed team calendars into
Confluence pages. Other Confluence add-ons are available for creating charts, tracking usage and modifying the
Confluence visual theme.

Confluence comes with many pre-installed add-ons (called system add-ons). You can install more add-ons
either by acquiring an add-on from the Atlassian Marketplace or by uploading an add-on from your file system.
This means that you can install add-ons that you have developed yourself. For information about developing
your own add-ons for Confluence, see the Confluence Developer documentation.

About the Universal Plugin Manager

The Universal Plugin Manager (UPM) is itself an add-on that you use to administer add-ons from the Confluence
Administration Console. UPM works across Atlassian applications, providing a consistent interface for
administering add-ons in Confluence, Crucible, Fisheye, JIRA, Stash or Bamboo.

UPM comes pre-installed in recent versions of all Atlassian applications, so you do not normally need to install it
yourself. However, like other add-ons, the UPM software is subject to regular software updates. Before
administering add-ons in Confluence, therefore, you should verify your version of the UPM and update it if
needed.

Administering Add-ons in Confluence

You can update UPM, or any add-on, from the UPM's own add-on administration pages. Additionally, you can
perform these tasks from the administration pages:
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¢ [nstall or remove add-ons

® Configure add-on settings

® Discover and install new add-ons from the Atlassian Marketplace
® Enable or disable add-ons and their component modules

If the add-on request feature is enabled in your Atlassian application, non-administrative users can also discover
add-ons on the Atlassian Marketplace. Instead of installing the add-ons, however, the users have the option of
requesting the add-ons from you, the administrator of the Atlassian application. For an end-user's view of the
add-on request feature in Confluence, see Requesting Add-ons.

For more information on administering this feature and performing other add-on administration tasks, see the Uni
versal Plugin Manager documentation.

For add-on information specific to Confluence, see these pages:

® Add-on loading strategies in Confluence
®* Removing Malfunctioning Add-ons

Related pages:

® Confluence Plugin Guide for Developers
® Adding, Editing and Removing User Macros

I Some functionality described on this page is restricted in Confluence OnDemand.

Add-on loading strategies in Confluence

The categories

Confluence add-ons have different behaviour based on how they are loaded by Confluence. The add-ons
themselves are the same, but based on how they are loaded, they may or may not be upgraded, or may not be
disabled, or may not be uninstalled. This chart should explain how plugins can be loaded by Confluence, and the
ramifications for each choice.

The category any particular add-on is in can vary with Confluence version or circumstance. The examples
mentioned here describe the way particular add-ons are loaded by default in Confluence 2.8.

I The information on this page does not apply to Confluence OnDemand.

Category Description Example

Static cannot be installed or upgraded
without a Confluence restart
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Core Included with Confluence and Admin Sections
cannot be uninstalled. The classes
and plugin.xml are not bundled
into add-on distribution JAR files,
but are mixed in with Confluence
source on the main classpath.
Additionally, the plugin.xml
definitions are not called
"atlassian-plugin.xml" as they are
everywhere else, but are named
for the add-on, e.g.,
"basic-macros.xml". We would like
to separate some of them out and
turn them into Bundled add-ons.

WEB-INF/lib Confluence also places some
add-on JAR files inside WEB-INF/I
ib. They are inserted during the
build process by Maven. These
add-ons, likewise, cannot be
uninstalled. In ancient times, this
was the only way to install
add-ons, so users were also free
to install add-ons here. We now
discourage this installation
method, however. As of version
3.0, most of the JAR files in this
directory are library dependencies,
not add-on files.

Dynamic the opposite of static, these can
be installed/upgraded while
Confluence is running
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Bundled Bundled add-ons can be Office Connector
administered from the Manage
Add-ons page in the application's
Administration Console. You can
upload or disable them there.

Bundled add-ons are included in a
ZIP archive of JAR files called atla
ssian-bundled-plugins.zip, which
is on the main Confluence
classpath, in a resources directory
- <confl uence-instal |l >/ con
fluence/ VEB- | NF/ cl asses/ c
om at | assi an/ confl uence/ s
et up. At Confluence startup, they
are extracted and copied into the $
CONFLUENCE_HOME/bundled-
plugins directory, from whence
they are loaded. To remove a
bundled add-on (you shouldn't
normally have to do this), remove
the add-on from the
atlassian-bundled-plugins.zip file
and the bundled-plugins directory,
otherwise Confluence will just put
it back in place on the next startup.
In versions later than 2.6, you'll
have to recreate the .jar file (if the
jar file is from the lib folder) or
recreate the zip folder(if its in the
classes folder). Bundled add-ons
can be upgraded or disabled.

Uploaded Installed by the user via the plugin  could be anything
repository or the Universal Plugin
Manager. These add-ons are
stored in the database and then
copied to the $SCONFLUENCE_H
OME/plugins-cache folder on
each Confluence node.

To summarise the relationships of categories in the table, all add-ons are either Static or Dynamic. Static add-on
s can be further categorised into Core or WEB-INF/lib. Dynamic add-ons are divided into Bundled and Uploaded.

Use of the categories in Confluence

Within Confluence, the Core and WEB-INF/lib categories are not actually named as such, and they don't map
neatly to other names (though they do map, as will be explained). They are used here because of the logical
distinction they provide.

In Confluence, some of the Core add-ons are called "System Add-ons". Add-ons can be designated as "System"
by adding a flag to the add-on manifest file. To do this, syst et r ue should be added to the top-level at | ass
i an- pl ugi n element of the manifest file. The manifest file is generally called at | assi an- pl ugi n. xmi , but it
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could have another name; the Core add-on files do.

All the Core add-ons were once labeled "System", but the convention has faded over time. If an add-on is
designated as "System", it cannot be enabled/disabled in the Manage Add-ons page. However, it will show up in
the Plugin Repository Client, where it can be disabled; allowing disabling there is probably incorrect behavior.

Static add-ons that are not marked as "System" (any remaining Core and WEB-INF/Iib plugins), are simply
called Static in Confluence. There is no way to tell the WEB-INF/lib and Core add-ons apart from within
Confluence. You just have to figure out where the classes are.

Members of the other specific categories—Bundled and Uploaded—can be determined. We can tell which
add-ons are Bundled and which add-ons are Uploaded, so we know which add-ons are Uploaded though this
specific term is never used in the Confluence Ul. Instead, they are called Dynamic.

Updating add-on versions

® Core add-ons cannot be upgraded.

* WEB-INF/lib add-ons can be upgraded by replacing the JAR in WEB-INF/lib and restarting Confluence.

¢ Bundled add-ons can be upgraded using the Universal Plugin Manager or from the Plugin Repository
Client. A new add-on JAR is uploaded and stored as an Uploaded add-on. Confluence compares the
version number with the Bundled add-on and uses the newer.

® Uploaded add-ons are upgradable using the Universal Plugin Manager or from the Plugin Repository
Client. When a new add-on JAR file is uploaded, the previous version is discarded from the database and
the $CONFLUENCE_HOWE/ pl ugi n- cache directory.

RELATED TOPICS

Removing Malfunctioning Add-ons
Removing Malfunctioning Add-ons

Confluence goes to some lengths to prevent itself being unusable due to a problematic add-on. However,
sometimes an add-on will manage to do this anyway. This page describes what to do if an add-on cannot be
disabled or deleted from the administration console (from Administration > Manage Add-ons).

I The information on this page does not apply to Confluence OnDemand.

Add-on Loading Strategies

1. Read through .
2. Determine where your add-on file is located. The usual locations are:
a. The PLUG NDATA table on the database
b. The <confluence-home>/bundled-plugins folder
The <confluence-home>/plugin-cache folder
The <confluence-home>/plugins-osgi-cache folder
The <confluence-home>/plugins-temp folder
The <confluence-install>/confluence/WEB-INF/lib folder (deprecated approach)

- ® 2 0

Check these locations when troubleshooting add-on loading issues.

@ Check the How to display classpath utility for tips on what's loading, and the Knowledge Base Article on
plugin malfunctioning.

Deleting an add-on from the Database

To remove an add-on from Confluence when Confluence is not running,
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1. Connect to the Confluence database.
2. Run the following SQL statement in your database:

sel ect plugindataid, pluginkey, filename, |astnoddate from
PLUG NDATA;

3. After you have found the pl ugi ndat ai d value for the offending add-on, run the following:

del ete from PLUG NDATA where pl ugi ndat ai d=" XXXXXX" ;

where XXXXXX is the pl ugi ndat ai d value.
4. Restart Confluence.

Disabling an add-on from the database

To disable the add-on in the database,

Run the following query on your Confluence database:

sel ect BANDANAVALUE from BANDANA wher e BANDANAKEY =
" pl ugi n. manager . st ate. Map'

This will return a value like:

<map>
<entry>
<string>com at| assi an. conf | uence. ext. usage</ stri ng>
<bool ean>t r ue</ bool ean>
</entry>
</ map>

Edit the value bool ean to have false:

<map>
<entry>
<string>com at| assi an. conf | uence. ext. usage</ stri ng>
<bool ean>f al se</ bool ean>
</entry>
</ map>

Deleting a Bundled Add-on

Bundled add-ons can be administered from the Manage Add-ons page in the application's Administration
Console. You can upload or disable them there.

Bundled add-ons are included in a ZIP archive of JAR files called atlassian-bundled-plugins.zip, which is on
the main Confluence classpath, in a resources directory - <conf | uence-i nstal | >/ conf | uence/ VEEB- | NF/
cl asses/ cont at | assi an/ conf | uence/ set up. At Confluence startup, they are extracted and copied into
the $CONFLUENCE_HOME/bundled-plugins directory, from whence they are loaded. To remove a bundled
add-on (you shouldn't normally have to do this), remove the add-on from the atlassian-bundled-plugins.zip file
and the bundled-plugins directory, otherwise Confluence will just put it back in place on the next startup. In
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versions later than 2.6, you'll have to recreate the .jar file (if the jar file is from the lib folder) or recreate the zip
folder(if its in the classes folder). Bundled add-ons can be upgraded or disabled.

If you need to remove a bundled add-on, check to see if you have duplicates in the <conf | uence- honme>/ bun
dl ed- pl ugi ns or <conf | uence- hone>/ pl ugi n- cache directory.

Usually, the problem is that an old add-on is getting loaded along with the properly bundled one, but if you need
to remove a bundled add-on, check Add-on loading strategies in Confluence.

Enabling and Configuring Macros

Macros allow you to perform programmatic functions within a page, and can be used for generating more
complex content structures.

Generally speaking, a macro is simply a command wrapped inside curly braces {...}. To learn how to write your
own macro, or use macros written by other people, read the Confluence Plugin Guide.

' The information on this page does not apply to Confluence OnDemand.

RELATED TOPICS:

® Configuring a URL Whitelist for Macros
® Configuring the User List Macro
Enabling HTML macros

® Enabling the html-include Macro
® Troubleshooting the Gallery Macro

Configuring a URL Whitelist for Macros

This page tells you how to restrict some Confluence macros so that they can get information from authorised
sources (URLSs) only.

Whitelisting URLs for the RSS and HTML Include macros

The RSS and HTML Include macros are used to include content dynamically from other websites onto a
Confluence page. The included content may possibly be malicious or harmful to your Confluence instance.

Confluence administrators can set up a list of trusted URLSs, thus limiting the locations from which the RSS
macro and the HTML Include macro can draw their content.

The form below allows you to define specific URLs and/or URL patterns which are trusted, or to allow inclusion
from all URLs without restriction.

To configure the URL whitelist:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Select Configure Whitelist in the left-hand panel. The 'Configure Whitelist' screen will appear, as shown
in the screenshot below.
3. Select one of the options as follows:
® Allow all domains — There will be no restrictions to the content which can be included onto your
Confluence pages.
® Restrict to listed domains — Confluence will allow content from trusted URLs only. When you
select this option, a textbox will open allowing you to enter specific URLs and/or URL patterns.
Enter one or more URLSs, each on its own line. You can enter the full URL, or use the pattern
matching rules described below.
4. Click Save.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/CONFKB/How+to+Edit+Files+in+Confluence+JAR+Files
https://developer.atlassian.com/display/CONFDEV/Confluence Plugin Guide
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand
https://confluence.atlassian.com/display/CONF51/RSS+Feed+Macro
https://confluence.atlassian.com/display/CONF51/RSS+Feed+Macro
https://confluence.atlassian.com/display/CONF51/HTML+Include+Macro

Confluence 5.1 Documentation 122

On this page:

® Whitelisting URLs for the RSS and HTML Include macros
® URL Pattern-Matching Rules

®* Notes

® What Happens to a Page Containing a Disallowed URL?

Related pages:

®* Enabling HTML macros

® RSS Feed Macro

® HTML Include Macro

® Configuring a URL Whitelist for Gadgets
® Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.

Screenshot: Configuring a URL whitelist for RSS and HTML Include macros

Configure Whitelist

The {html-include} and {rss} macros can be used to include content dynamically
from other websites onto a Confluence page. For security reasons, administrators
may wish to limit the URLs from which users can include content. Select 'Restrict to
whitelisted URL patterns' and use the form below to list specific URLs or URL
patterns that will be allowed. If you select 'Allow all URLs', content can be included
from any URL, including possibly malicious content.

Enable Whitelist
) Allow all URLs @ Restrict to whitelisted URL patterns

Whitelisted URL Patterns

hctp: /S *aclassian.com

URL Pattern-Matching Rules

Enter one URL or URL pattern per line. You can enter a full URL or use pattern-matching as described below:
® [f the rule starts with an equals sign (=), only the exact URL following the '=" will be allowed.
® |f the rule starts with a slash (/) then the whole rule will be treated as a regular expression.
® Otherwise, any asterisk (*) will be treated as a wildcard to match one or more characters.

Notes
Some things to be aware of:

® By default, the RSS and HTML Include macros are disabled in Confluence. A System Administrator can
enable them on the 'Plugins' screen of the Confluence Administration Console.

® A user who has the 'Confluence Administrator' permission, but not necessarily the 'System Administrator
permission, can configure the URL whitelist for the HTML Include and RSS macros.
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What Happens to a Page Containing a Disallowed URL?

A user can add the RSS Feed macro or the HTML-include macro to a Confluence page. The macro code
includes a URL from which the content is drawn. When the page is displayed, Confluence will check the URL
against the whitelist. If the URL is not allowed, Confluence will display an error message on the page.

The error message says that Confluence "could not access the content at the URL because it is not from an
allowed source" and displays the offending URL. If the person viewing the page is a Confluence Administrator,
they will also see a link to the Administration page where they can configure the URL whitelist.

Here is an example of the error message, including the link shown only to Confluence Administrators:

Could not access the content at the URL because it is not from an allowed source.
http:/ffeathers wordpress_.com

Configure whitelist ==

Here is an example of the error message, but without the link.

Could not access the content at the URL because it is not from an allowed source.

http://ffeathers wordpress_com

You may contact your site administrator and request that this URL be added to the list of allowed sources.

Configuring the User List Macro

The User List macro has an optional Display Online parameter. If the User Listener plugin is configured to allow

this feature, then the page author can select Display Online to show a list of all online users.

@ You need to have System Administrator permissions in order to perform this function.

To enable the Display Online filter in the User List macro:

arwdE

Choose the cog icon E’: at top right of the screen, then choose Confluence Admin.

Select Plugins in the left-hand panel. This will list the currently installed plugins.

Scroll down and click User Listener. The User Listener plugin panel will appear at the top of the screen.
Enable the User Log In Listener module by clicking Enable on its right.

. Restart Confluence.

I The information on this page does not apply to Confluence OnDemand.

List of online users can be misleading
When the Display Online parameter is used, Confluence uses a context listener to generate the list of

online users. A context listener is a J2EE term for something that listens for events in the application
server. We listen for session open and close events, so a user is 'online' if they have a session on the
application server. Some application servers don't correctly despatch close events for sessions — in
these cases, the list of online users may be misleading.

Screenshot: Enabling the User Log In Listener
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User Listener

Vendor: Atlassian Software Systems
Plugin Version: 2.1

A plugin which reports on Users, per group, within Confluence

o Disable plugin

userlister Disable
Outputs lists of users, whether entirely or in specified groups

User Log in Listener Enable
Informs the UserLister macro when users log in or out of

Confluence

Related Topics

User List Macro
Enabling and Configuring Macros

Enabling HTML macros

The { ht mM } macro allows you to use HTML code within a Confluence page.

The {ht m -i ncl ude} macro allows you to include the contents of an HTML file in a Confluence page.

(D Caution: Including unknown HTML inside a web page is dangerous.

Because HTML can contain active scripting components, it would be possible for a malicious attacker to
present a user of your site with script that their web browser would believe came from you. Such code
could be used, for example, to steal a user's authentication cookie and give the attacker their
Confluence login password.

By default, the HTML macros are disabled. You should only turn on these macros if you trust all your
users not to attempt to exploit them.

You need System Administrator permissions in order to perform this function.
Related pages:

® Working with Macros
® Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.

To enable the HTML macros:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Manage Add-ons in the left-hand panel. This will display the installed add-ons on this
Confluence installation.
Choose Show System Add-ons.
Choose Confluence HTML Macros, then choose Enable.
Choose 0 of 11 modules enabled to see the list of modules in the plugin.
Enable one or both of the following modules:
® The html (html-xhtml) module for the HTML Macro.
® The html-include (html-include-xhtml) module for the HTML Include Macro. Next, configure one

N e

ook w
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or more allowed sources for this macro.
Enabling the html-include Macro
The { ht m - i ncl ude} macro allows you to include the content of an HTML file in a Confluence page. This
page tells you how to enable the macro, so that it is available on your Confluence site. For help on using the
macro, see HTML Include Macro.

(D CAUTION: Including unknown HTML inside a web page is dangerous.
Because HTML can contain active scripting components, it would be possible for a malicious attacker to
present a user of your site with script that their web browser would believe came from you. Such code
could be used, for example, to steal a user's authentication cookie and give the attacker their

Confluence login password.

I The information on this page does not apply to Confluence OnDemand.

Enabling the HTML Macros

By default, the HTML macros are disabled. You should only turn on these macros if you trust all your users not
to attempt to exploit them.

® You need to have System Administrator permissions in order to perform this function.

To enable the HTML macros,

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Select 'Plugins' in the left-hand panel. This will display the installed plugins active for this
Confluence installation.

3. Click' 'HTML macros', then click 'Enable Plugin’.

To embed an external page,

Use the following syntax:

{htm -include: url=http://ww. exanpl e. cont}

To include HTML inline,

Use the following syntax:

{htnm}
<b>l |ike cheese</b>
{htnm}

RELATED TOPICS
HTML Include Macro

‘%] Enabling HTML macros
‘#) Enabling the html-include Macro
%] Adding, Editing and Removing User Macros
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] Writing User Macros

@Adminif,tramrs Guide Home @Eonﬂucnce Documentation Home

Troubleshooting the Gallery Macro

For guidelines on using the macro, see Gallery Macro.

Troubleshooting

If you encounter the following error message: Syst em does not support thunbnails: no JDK i nage

suppo

rt then ensure that you have following system property available for your JVM:

JAVA _OPTS=-Dj ava. awt . headl ess=true

Also see CONF-1737

1 Please note that gallery-ext.jar is available at CONF-6620

| I The information on this page does not apply to Confluence OnDemand.

Adding, Editing and Removing User Macros

User macros are short pieces of code that perform an often-used function or add some custom formatting to a
page. People can call the macro into action by adding the macro keyword to their Confluence pages. You can
write a 'user macro' by adding code on a screen in the Confluence Administration Console.

Notes:

You need System Administrator permissions in order to perform this function.
See Shared User Macros for a list of community-donated macros.

I Be careful when installing user macros from unknown authors.
If you remove a user macro that is in use on Confluence pages, you will need to remove the macro from
the pages manually. When you remove the user macro, the usage of the macro on the page will become
invalid. Hint: Use the Confluence search to find all occurrences of the macro on pages and blog posts.

I The information on this page does not apply to Confluence OnDemand.

To add a user macro:

a bk wbde

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Click User Macros in the left-hand panel.

Click Create a User Macro at the top of the list of macros.

Enter the macro details as explained in the guide to writing user macros.

Click Add.

To edit a user macro:

akrwbdrE

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Select User Macros in the left-hand panel. This will list the currently configured user macros.
Click Edit next to the relevant macro.

Update the macro details as explained in the guide to writing user macros.

Click Save.

To remove a user macro:
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1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Select User Macros in the left-hand panel. This will list the currently configured user macros.
3. Click Remove next to the relevant macro.

Related Topics
Best Practices for Writing User Macros

Examples of User Macros
@Administramrs Guide Home @Conﬂucnce Documentation Home

Writing User Macros

User macros are short pieces of code that perform an often-used function or add some custom formatting to a
page. People can add the macro to a page by choosing it from the Macro Browser when editing a Confluence
page. The macro is run when the page is loaded by the browser. You can write a user macro by adding code on
a screen in the Confluence Administration Console.

You need to have System Administrator permissions in order to create user macros.

(D Do you need a plugin instead?
If you want to distribute your user macro as a plugin, please refer to the developer's guide to the User
Macro plugin module. If you want to create more complex, programmatic macros in Confluence, you

may need to write a Macro plugin.

On this page:

® Creating a User Macro
® Examples and Best Practices
® Related Topics

I The information on this page does not apply to Confluence OnDemand.

Creating a User Macro

To create a user macro:

1. Goto the Confluence Administration Console and click User Macros in the left-hand panel.

2. Click Create a User Macro.
3. Supply the information in the input fields as explained below, then click Add.

The sections below tell you about each of the input fields.

Macro Name

Enter the text that people will see when looking for the macro in the Macro Browser.

Visibility
Set the visibility options to specify who can see this macro when they are searching using the Macro Browser or

Autocomplete.

(D User macros must have parameters defined in order to appear in the Confluence 4.0 Macro Browser.

The options are as follows:
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Visibility Option

Visible to all users

Visible only to system administrators

Macro Title

Meaning

All users will see this macro when searching for a
macro using the Macro Browser or Autocomplete.

Choose this option if you want the macro to be
'hidden’ from most users when the users are looking
for a macro to add to a page. Note that this does not
completely hide the macro. Instead, it is useful if you
want to avoid cluttering the Macro Browser and
Autocomplete with unnecessary macros. Specifically,
if you are:

® Editing a page and inserting a macro using
the Macro Browser: Only system administrators
will see this macro in the Macro Browser. For
other users, the macro will not show up in the
Macro Browser when the user searches for a
macro to add to a page.

® Editing a page and inserting a macro using
Autocomplete: Only system administrators will
see this macro in Autocomplete. For other users,
the macro will not show up in the Autocomplete
list when the user searches for a macro to add to
a page.

* Viewing the page: The macro output will be
visible to all users who have permission to see
the page.

® Editing a page that already contains the
macro: Provided a user has permission to edit
the page, the macro will be visible to all users
when editing the page, and all users who have
permission to edit the page will also be able to
edit or remove the macro.

Please note that all the macro information will also be
discoverable, including the macro title, description,
parameter names and other metadata. Do not include
confidential data anywhere in the definition of a user
macro, even if it is marked as visible only to system
administrators.

Enter the text that should appear in the Macro Browser and in Autocomplete, to identify this macro when people

are looking for it to insert onto a page.

Description

Enter the text that should appear in the Macro Browser describing this macro. Note that the Macro Browser's
search will pick up matches in the description as well as in the title.

Categories

Select one or more categories for your macro. To select more than one category, hold down the 'Ctrl' key while
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selecting. These are the categories that appear in the Macro Browser, helping users to choose a macro from a
logical set.

Icon URL

If you would like the Macro Browser to display an icon for your macro, enter the URL here. You can enter an
absolute URL or a path relative to the Confluence base URL. For example:

® Absolute URL:

http://nysite. com nypat h/ st at us. png

® Relative URL:

/i mages/i cons/ macr obr owser/ st at us. png

Documentation URL

Enter the URL pointing to the online help or other documentation for your macro.

Macro Body Processing

Specify how you want Confluence to process the body of your macro before passing it to your macro. Below is
an explanation of the macro body and the options available.

What is the macro body?

The macro body is the content that is displayed on the wiki page. If the macro allows a body, users will be able
to enter body content when configuring the macro in the Macro Browser.

How can | use the macro body?

If you specify that your macro has a body, you will be able to pass text to the macro when you invoke it from
within a page.

If your macro has a body, any body content that the user enters will be available to the macro in the $body varia
ble. See the section about the template below. In addition, the options below allow you to tell Confluence to
pre-process the body before it is placed in the macro output.

What are the options for macro body?

Body Processing Option Meaning
No macro body Select this option if your macro does not need a
body.
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Escaped If your macro has a body, and you make use of the
body as $body in your template, Confluence will add
escape characters to the HTML markup in the macro
body. You could use this if you want to show the
HTML markup in the rendered page. For example, if
the body is:

<b>Hel | o Worl d</ b>

Then value of $body will be:

&l't;b&gt;Hello
Worl d&l t;/ b&gt;

This will render as:

<b>Hel | o Worl d</b>

Unrendered If your macro has a body, and you make use of the
body as $body in your template, HTML in the body
will be processed within the template before being
output. Ensure that HTML is ultimately output by the
template.

Rendered If your macro has a body, and you make use of the
body as $body in your template, Confluence will
recognise HTML in the macro body. For example, if
the body is:

<b>Hel | o Worl d</b>

Then value of $body will be:

<b>Hel | o Worl d</ b>

This will render as:
Hello World

Template

Enter code to specify what the macro will do. For example, to add a macro inside the macro you are writing, you
would write:

<ac: nmacro ac: nane="soneQ her Macro" />
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Quick guide:

® Use HTML and Confluence-specific XML elements in the macro template. Details of Confluence's storage
format are in Confluence Storage Format.

® You can use the Velocity templating language. Here is more information on the Velocity project.

¢ |f your macro has a body, your template can refer to the macro body text by specifying '$body".

® Each parameter variable you use must have a matching metadata definition. Use @ar amto define
metadata for your macro parameters.

® When using the information passed using parameters, refer to your parameters as $paramXXX where
'XXX' is the parameter name that you specifed in the @ar ammetadata definition.

® Use @opar ans if your macro does not accept parameters.

See our detailed guide to writing a user macro template.

Examples and Best Practices
See:

® Examples of User Macros
® Best Practices for Writing User Macros

Related Topics
Developer documentation:

® User Macro Module
® Macro Module
® Confluence Plugin Guide

Library of user-contributed user macros
¢ Shared User Macros
(i) Be careful when installing user macros. Ideally use only macros from authors and sources that are well
known to you.

Best Practices for Writing User Macros

This section contains tips and suggestions for best practice in macro coding. To see how to write a user macro
and add it to your Confluence site, take a look at our guide to writing user macros.

I'. The information on this page does not apply to Confluence OnDemand.

Add a Descriptive Header to your Macro Template

We recommend that you include a short description of your macro via comments at the top of the Template field
as shown below. You can see an excellent example in the 'Image rollover' user macro.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/CONF51/Confluence+Storage+Format
http://velocity.apache.org/engine/devel/docs/user-guide.html
http://velocity.apache.org/
https://developer.atlassian.com/display/CONFDEV/User%20Macro%20Module
https://developer.atlassian.com/display/CONFDEV/Macro%20Module
https://developer.atlassian.com/display/CONFDEV/Confluence%20Plugin%20Guide
https://confluence.atlassian.com/display/DISC/Shared+User+Macros
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand
https://confluence.atlassian.com/display/DISC/Image+rollover

Confluence 5.1 Documentation 132

## Macro title: My nmacro nane

## Macro has a body: Y or N

## Body processing: Sel ected body processing option
## Qutput: Sel ected output option

#i#

## Devel oped by: My Nane

## Date created: dd/ miyyyy

## Installed by: My Name

## Short description of what the macro does

Expose your Parameters in the Macro Browser

Confluence offers great options for making your macro look good in the macro browser. You can specify the
macro category, link to an icon, define the parameters that the macro browser will use to prompt the user for
information, and more.

In particular, read the documentation on defining the macro parameters to be displayed in the macro browser.

Supply Default Values for Macro Parameters

You cannot guarantee that a user will supply parameters, so one of the first things to do in the macro is check
that you have received some value if you expect to rely on it later on in the macro code.

In the example below, the macro expects three parameters. It substitutes sensible defaults if they are not
supplied:

#set ($spacekey= $par anspacekey)
#set ($nunt hr eads= $par ammunt hr eads)
#set ($nunchar s= $par atmmunchars)

## Check for valid space key, otherw se use current
#if (! $spacekey)

#set ($spacekey=$space. key)
#end

## Check for valid nunber of threads, otherw se use default of 5
#if (!$nunt hr eads)

#set ($numnt hr eads=5)
#end

## Check for valid excerpt size, otherw se use default of 35
#if (!$nuncthars)

#set ($nunthar s=35)
#end

Related Topics

Writing User Macros
Examples of User Macros

Below are some sample user macros. To see how to write a user macro and add it to your Confluence site, take
a look at our guide to writing user macros.

Example 1: A macro that displays 'Hello World'

Take a look at an example of a 'Hello World' macro.
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Example 2: The 'Error' macro that creates a red box

Let's write a simple macro that creates a red box (using an existing Confluence style) around some text. See Err
or Box Macro - Example of a User Macro.

Example 3: A macro that demonstrates the use of parameters
See Colour and Size Macro - Example of a User Macro.
Example 4: A macro that prevents text from being printed

See NoPrint Example of a User Macro.
On this page:

® Example 1: A macro that displays 'Hello World'

® Example 2: The 'Error' macro that creates a red box

® Example 3: A macro that demonstrates the use of parameters
® Example 4: A macro that prevents text from being printed

® Example 5: A macro that creates a preformatted panel

® Example 6: A macro that creates a preformatted table

® Community-contributed user macros

Related pages:

® Writing User Macros
® Guide to User Macro Templates
® Guide to User Macro TemplatesWorking with Macros

I'. The information on this page does not apply to Confluence OnDemand.

Example 5: A macro that creates a preformatted panel

This user macro creates a panel preformatted with specific colours. See Panel Preformatted with Specific
Colours - Example of a User Macro.

Example 6: A macro that creates a preformatted table

This user macro creates a table with predefined headings. See Preformatted Table - Example of a User Macro.

Community-contributed user macros

You may want to take a look at the library of shared user macros.

I Be careful when installing user macros from unknown authors.

Hello World Example of User Macro
This page tells you how to create a user macro that displays the text 'Hello World!" and any text that the user
places in the body of the macro. For full details about creating a user macro, see the guide to writing user
macros.

Defining the 'Hello World' user macro

To create the 'Hello World' user macro:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose User Macros in the left-hand panel.
Choose Create a User Macro at the bottom of the list of macros.
Enter the macro attributes as follows:
® Macro Name: hel | owor | d
® Visibility: Visible to all users in the Macro Browser

PobdPE
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® Macro Title: Hel o Wor | d

® Description: Di spl ays "Hell o Wrld" and the macro body.
® Categories: Confl uence Cont ent

® |con URL: You can leave this field empty.

® Documentation URL: You can leave this field empty.

® Macro Body Processing: Render ed

®* Template:

## @opar ans
Hel l o Worl d!
$body

5. Choose Save.
Related pages:

® Writing User Macros
® Guide to User Macro Templates
® Examples of User Macros

I The information on this page does not apply to Confluence OnDemand.

Screenshot: Defining the 'Hello World' user macro
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Visibility
Macro Titie*

Description

Categories

lcon URL

Documentation URL

Macro Body
Processing

Template”

Macro Name"

Macro Browser Information

helloworld

Macro names are converted to lower case

@ Visible to all users in the Macro Browser

© Visible only to system administrators in the Macro Browser

Hello World

Displays "Hello World" in the macro
body

Administration

Communication

Development

External Content <

Lm | »

Absolute URL (e g. hitp:fmysite.comimyimage.png), or relative to the Confluence base URL {e.q.

fimages/logo/confluence_48_white.png)

Definition of User Macro

© No macro body
© Escaped
@ Unrendered

Y¥ou should use this option for bodies that are processed within the template before being
output. Ensure that HTML is ultimately output by the template.

@ Rendered

The body will be rendered so most HTML entered will be passed to the template unmodified
but Confluence specific mark up such as macro definitions will be rendered.

## @noparams
Hello World!
$body

See the documentation.

Save Cancel

Using the 'Hello World' macro on a page

Now you can add the macro to your Confluence page using the Macro Browser.

-1 Hella world

What a beautiful day!

The result is:
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&

Hello World! What a beautiful day!

Documentation /... / Sample Page

Introducing workflow

Rach Admin Rach Admin view change

You can also use autocomplete to add the macro onto your page: start typing '{hello’ in the editor, and select the

'Hello World

" macro from the list of suggestions that appears.

Error Box Macro - Example of a User Macro

Let's write a

simple macro that creates a red box (using an existing Confluence style) around some text. This

may be useful for writing about error conditions, for example. For full details about creating a user macro, see

the guide to

writing user macros.

Defining the 'Error' user macro

To create the 'Error' user macro:

W NP

. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
. Choose User Macros in the left-hand panel.

. Choose Create a User Macro at the bottom of the list of macros.

Enter the macro attributes as follows:

Macro Name: er r or

Visibility: Visible to all users in the Macro Browser
Macro Title: Err or

Description: Di spl ays a red box around sone text
Categories: Conf | uence Cont ent

Icon URL: You can leave this field empty.

Documentation URL: You can leave this field empty.

Macro Body Processing: Render ed

Template:

## @opar ans
<div class="error">$body</di v>

5. Choose Save.

Related pages:

® \Writing User Macros
® Guide to User Macro Templates
® Examples of User Macros

The information on this page does not apply to Confluence OnDemand.

Using the 'Error' macro on a page

To add the macro to a page, edit the page and choose Insert > Other Macros and find the 'Error' macro. (Or
use autocomplete: start typing {err' in the editor, and select the 'Error' macro from the list of suggestions that

appears.)

Your page will display an error box, like this:
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’ (Write your error message here.) |

Colour and Size Macro - Example of a User Macro

This example demonstrates how you can pass parameters into your macro. Let's say you want to write your own
font colour macro, with a parameter allowing the user to specify the colour. Then perhaps you want to add
another parameter, that allows the user to specify the font size.

For full details about creating a user macro, see the guide to writing user macros.

Defining the 'Colour' user macro

This example uses a single parameter.

To create the 'Colour' user macro:

e

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose User Macros in the left-hand panel.

Choose Create a User Macro at the bottom of the list of macros.

Enter the macro attributes as follows:

Macro Name: col our

Visibility: Visible to all users in the Macro Browser
Macro Title: Col our

Description: Col ours a bl ock of text

Categories: Conf | uence Cont ent

Icon URL: You can leave this field empty.

Documentation URL: You can leave this field empty.

Macro Body Processing: Render ed

Template:

## @aram 0:title=col our|type=string
<span styl e="col or: $paranD">$body</span>

5. Choose Save.

Related pages:

® Writing User Macros
® Guide to User Macro Templates
® Examples of User Macros

I The information on this page does not apply to Confluence OnDemand. ‘

Using the 'Colour' macro on a page

To add the macro to a page, edit the page and choose Insert > Other Macros and find the 'Colour' macro. (Or
use autocomplete: start typing ‘{colo’ in the editor, and select the ‘Colour' macro from the list of suggestions that

appears.)

Defining the 'Stylish' user macro

If your macro requires more than one parameter, you can use variables $paramO0 to $param9 to represent them.
Let's say that you want to add a parameter that allows the user to specify the size of the text.

Enter the macro attributes as follows:

® Macro Name: styli sh
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® Visibility: Visible to all users in the Macro Browser
® Macro Title: Styl i sh

® Description: Appl i es col our and size to text

® Categories: Confl uence Cont ent

® |con URL: You can leave this field empty.

® Documentation URL: You can leave this field empty.

® Macro Body Processing: Render ed

® Template:

## @aram 0:title=col our|type=string
## @aram 1l:titl e=size|type=string
<span styl e="col or: $paranD; font-size: $paranl">$body</span>

Naming your parameters

Alternatively, you can also use explicitly-named parameters in your macro. These macro parameters will appear
as variables with the name $param<x> where <x> is the name of your parameter.

## @aram Col our:title=col our|type=string
## @aram Size:title=size|type=string
<span style="col or: $parantCol our; font-size: $paranSSi ze">$body</span>

NoPrint Example of a User Macro

This page gives an example of a user macro, the 'NoPrint' macro, that you can use to prevent text from being
printed. For full details about creating a user macro, see the guide to writing user macros.

Defining the 'NoPrint' user macro

To create the 'NoPrint' user macro:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose User Macros in the left-hand panel.
Choose Create a User Macro at the bottom of the list of macros.
Enter the macro attributes as follows:
® Macro Name: nopri nt
® Visibility: Visible to all users in the Macro Browser
® Macro Title: NoPr i nt
® Description: Hi des text from printed output.
® Categories: Conf |l uence Cont ent
® |con URL: You can leave this field empty.
® Documentation URL: You can leave this field empty.
® Macro Body Processing: Render ed
® Template:

PN pRE

## @opar ans
<di v cl ass="noprint">$body</di v>

5. Choose Save.
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Related pages:

® \Writing User Macros
® Guide to User Macro Templates
® Examples of User Macros

I The information on this page does not apply to Confluence OnDemand.

Using the 'NoPrint' Macro on a page

Now you can add the macro to your Confluence page using the Macro Browser. Text entered into the body of
the macro placeholder will not be printed, but will appear when the page is viewed online.

=L MoPrint

This text will not be printed.

Making the PDF export recognise the NoPrint macro

See Advanced PDF Export Customisations.
Panel Preformatted with Specific Colours - Example of a User Macro

This user macro creates a panel pre-formatted to specific colours. It will create a panel that looks like this:

(Title)

Note: The panel's title will be empty if the user does not give a value for the title parameter.
Related pages:

® Writing User Macros
® Guide to User Macro Templates
® Examples of User Macros

I The information on this page does not apply to Confluence OnDemand.

Defining the 'Formatted Panel' user macro

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose User Macros in the left-hand panel.
Choose Create a User Macro at the bottom of the list of macros.
Enter the macro attributes as follows:
® Macro Name: f or npanel
® Visibility: Visible to all users in the Macro Browser
® Macro Title: For matt ed Panel
® Description: Creates a panel prefornmatted with specific colours
® Categories: Formatti ng
® Icon URL: You can leave this field empty.
®* Documentation URL: You can leave this field empty.
® Macro Body Processing: Escaped
®* Template:

PN pRE
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## @Qaram Title:title=Title|type=string|desc=Title

<ac: macro ac: nhame="panel ">

<ac: par amnet er
<ac: par anet er
<ac: par anet er
<ac: par anet er
<ac: par amnet er

ac:
ac:
ac:
ac:
ac:

name="titl| eBCCol or " >#ccc</ ac: par anet er >
nane="bor der Styl e">sol i d</ ac: par anet er >
nane="bor der Col or " >#6699CC</ ac: par anet er >
nanme="bor der W dt h" >2</ ac: par anet er >
name="titl eCol or">#000000</ ac: par anet er >

<ac: paranmeter ac:nane="title">$! parantitle</ac: paraneter>
<ac:rich-text-body>$body</ac:rich-text-body>

</ ac: nmacr o>

5. Choose Save.

Explanation of the code in the macro template

Iltem Description

## @ar am @param defines the metadata for your macro
Title:title=Title|type=string|desc=Titl parameters. When users select this macro, the macro
e will contain a parameter called "Title" where they can

enter data. A macro dialog window appears when the
user selects this macro using Insert > Other Macros
or when a user clicks the macro placeholder and
chooses Edit. The macro will, later on, use the data
stored in this parameter to enter data in the title
section of the Panel macro.

@aram T Title
This parameter is called "Title".
title=Title

defines the parameter title that will appear in the
macro dialog window as "Title".

type=string
defines the field type for the parameter as a text field.
desc=Title

defines the description of the parameter.
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<ac: nacro ac: nane="panel ">

<ac: par anet er

ac: name="titl eBGCol or " >#ccc</ ac: par anet
er>

<ac: par anet er

ac: name="bor der Styl e">sol i d</ ac: par anet
er>

<ac: par anet er

ac: nanme="bor der Col or " >#6699CC</ ac: par am
eter>

<ac: par amnet er

ac: name="bor der W dt h" >2</ ac: par anet er >

<ac: par anet er

ac: name="titl eCol or " >#000000</ ac: par ane
ter>

<ac: par anet er
ac: nanme="titl e">$! paranti tl e</ ac: parane
ter>

<ac: rich-text-body>$body</ac:rich-text-
body>

</ ac: macr o>

Preformatted Table - Example of a User Macro

This command activates the Confluence Panel macro

Hint: To discover the code name of a Confluence
macro, see Confluence Storage Format for Macros. If
the macro you want is not documented there, follow
these steps:

1. Create and save a page containing a Confluence
macro you want to investigate.

2. Choose Tools > View Storage Format. This
option is available to Confluence administrators
only, and shows the XML source code for the
page. (See Confluence Storage Format.)

3. A Confluence macro starts with the following
string: <ac: nacro ac: nane=

Sets the parameters for the macro: the background
colour, border style, border colour, border width and
title colour.

Hint: To discover the names of the parameters for a
Confluence macro, see Confluence Storage Format
for Macros. If the macro you want is not documented
there, follow these steps:

1. Create and save a page containing a Confluence
macro you want to investigate.

2. Choose Tools > View Storage Format. This
option is available to Confluence administrators
only, and shows the XML source code for the
page. (See Confluence Storage Format.)

3. The macro parameters start with the following
string: <ac: paraneter ac:name

Enters the value stored in the 'Title' parameter into
the title section of the macro.

The ! tells the macro to leave the title blank, when
there is no data in the "Title" parameter.

Users can enter data that is stored in the body of the
macro. This line enables the macro to access and
store the body content passed to your macro.

This command marks the end of the macro.

This user macro creates a 2 x 2 table, with the headings defined as 'Parameter' and 'Description’. It will create a

table that looks like this:

Parameter

Description

Note: As the macro is written, the user cannot amend the heading titles when using the macro on a Confluence
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page.

Related pages:

® Writing User Macros
® Guide to User Macro Templates
® Examples of User Macros

I The information on this page does not apply to Confluence OnDemand.

Defining the 'Formatted Table' user macro

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose User Macros in the left-hand panel.
Choose Create a User Macro at the bottom of the list of macros.
Enter the macro attributes as follows:
® Macro Name: f ornt abl e
® Visibility: Visible to all users in the Macro Browser
® Macro Title: Format t ed Tabl e
® Description: Creates a sinple 2 x 2 table with the colum headings filled in
® Categories: Formatti ng
® |con URL: You can leave this field empty.
® Documentation URL: You can leave this field empty.
®* Macro Body Processing: Escaped
®* Template:

e

## @aram Headl:type=string| desc=Headi ng
## @aram Head2:type=string| desc=Headi ng
## @aram Cel | 1: type=string| desc=cel |

## @aram Cel | 2: type=string| desc=cel |
#set ($paranmteadl ="Paraneter")

#iset ($parantHead2 ="Descri ption")

<div id="preformattedtabl e">
<t abl e>

<tr>

<t h>$par antHeadl</t h>
<t h>$par anHead2</ t h>
</[tr>

<tr>

<t d>$! parantCel | 1</t d>
<t d>$! par antCel | 2</td>
</[tr>

</t abl e>

</ di v>

5. Choose Save.

Using the macro on a Confluence page
To add the macro to a page:

In the Confluence editor, choose Insert > Other Macros.
Find and select the 'Formatted Table' macro.

Enter the cell contents into the form.

Choose Insert.

A wbdpE
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Amending the contents of the table
To change the content in the cells of the table:

. Edit the page.

Click the macro placeholder for the 'Formatted Table' macro, to see the properties panel.
. Choose Edit.

. Enter the cell contents into the form.

. Choose Save

a s wN R

Note: Content entered into the body of the 'Formatted Table' macro will not appear on the page.

Guide to User Macro Templates
You can create a user macro in Confluence by typing it into a screen in the Confluence Administration Console.

The 'template' is one of the fields that you define when writing a user macro. (See the rest of the guide to writing
user macros.) This page gives you guidelines about the code you can enter in a user macro template.

Quick guide to user macro templates:

® Use HTML and Confluence-specific XML elements in the macro template. Details of Confluence's storage
format are in Confluence Storage Format.

® You can use the Velocity templating language. Here is more information on the Velocity project.

* |f your macro has a body, your template can refer to the macro body text by specifying 'Sbody".

® Each parameter variable you use must have a matching metadata definition. Use @ar amto define
metadata for your macro parameters.

® When using the information passed using parameters, refer to your parameters as $paramXXX where
'XXX' is the parameter name that you specifed in the @ar ammetadata definition.

® Use @opar ans if your macro does not accept parameters.

On this page:

® Accessing your macro's body

® Using parameters in your user macro

® Objects available to your macro

® Controlling parameter appearance in the editor placeholder

Related pages:

® Writing User Macros
® Examples of User Macros

I The information on this page does not apply to Confluence OnDemand.

Accessing your macro's body

Use the $body object within your user macro template to access the content passed to your macro in the macro
body.

The $body object is available if you have specified that your macro has a body (in other words, if you have not s
elected No macro body).

Example: Let's assume your macro is called hel | owor | d.
Enter the following code in your template:

Hel 1 o Worl d: $body
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A user, when editing a Confluence page, chooses your macro in the macro browser and then enters the
following in the macro placeholder that is displayed in the edit view:

From Matt hew

The wiki page will display the following:

Hello World: From Matthew

Using parameters in your user macro

You can specify parameters for your macro, so that users can pass it information to determine its behaviour on a
Confluence page.

How your macro's parameters are used on a Confluence page

When adding a macro to a Confluence page, the macro browser will display an input field for each of your
macro's parameters. The field type is determined by the parameter type you specify for each parameter.

Defining the parameters
A parameter definition in the template contains:

® @aram
® The parameter name
® A number of attributes (optional)

Format:

## @aram MYNAME: titl e=My TI TLE| t ype=MY TYPE| desc=MY
DESCRI PTI ON| requi red=t rue| nul ti pl e=true| def aul t =My DEFAULT VALUE

Additional notes:

® The order of the parameters in the template determines the order in which the macro browser displays the
parameters.

* We recommend that you define the parameters at the top of the template.

® There may be additional attributes, depending on the parameter type you specify.

The sections below describe each of the attributes in detail.

Attribute name Description Required / Recommended /
Optional
(an unnamed, first attribute) A unique name for the parameter.  Required

The parameter name is the first
attribute in the list. The name
attribute itself does not have a
name. See the section on name b
elow.

title The parameter title will appear in Recommended
the macro browser. If you do not
specify a title, Confluence will use
the parameter name.
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type

desc

required

multiple

default

Parameter name

The field type for the parameter.
See the section on type below.

The parameter description will
appear in the macro browser.

Specifies whether the user must
enter information for this
parameter. Defaults to 'false’.

Specifies whether the parameter
accepts multiple values. Defaults
to 'false’.

The default value for the
parameter.

Recommended

Optional

Optional

Optional

Optional

The parameter name is the first attribute in the list. The name attribute itself does not have a name.

Example: The following code defines 2 parameters, named 'foo' and 'bar":

## @aram f oo
## @ar am bar

Parameter type

The field type for the parameter. If you do not specify a type, the default is st ri ng.

Parameter type

boolean

enum

Description

Displays a checkbox to the user and passes the
value 'true’ or ‘false' to the macro as a string.

Offers a list of values for selection. You can specify
the values to appear in a dropdown in the macro
browser. Example of specifying the enum values:

## @©@param
colour:title=Col our|type=enu
nl enunVal ues=G ey, Red, Yel | ow

, G een

Note about i18n: Confluence does not support
internationalisation of the enum values.The value the
user sees is the one passed to the macro as the
parameter value, with the capitalisation given. In this
case 'Grey’, 'Red, etc.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

145


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation

string

confluence-content

username

spacekey

date

A text field. This is the default type. Example with a
required field:

## ©@param
status:title=Status|type=str
i ng| required=true| desc=Statu
s to display

Offers a control allowing the user to search for a page
or blog post. Example:

## @aram

page:titl e=Page|type=confl ue
nce-content | required=true| de
sc=Sel ect a page do use

Search for user.

## @©@param

user:titl e=Usernane|type=use
rnanme| desc=Sel ect usernane
to display

Offers a list of spaces for selection. Passes the space
key to the macro. Example:

## @aram
space: titl e=Space|type=space
key

Confluence accepts this type, but currently treats it in
the same way as 'string’. Example:

## @aram

fromDate:titl e=From

Dat e| t ype=dat e| desc=Date to
start from Fornmat:

dd/ nm YYYY

Note about dates: A user can enter a date in any
format, you should validate the date format in your
user macro.
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int Confluence accepts this type, but currently treats it in
the same way as 'string'. Example with a default
value:

## @aram

nunmPost s: titl e=Nunber of

Post s| t ype=i nt | def aul t =15| de
sc=Nunber of posts to

di spl ay

percentage Confluence accepts this type, but currently treats it in
the same way as 'string'. Example:

## ©@param

pcent:titl e=Percentage|type=
per cent age| desc=Nunber of
posts to display

Using the parameters in your macro code

The parameters are available in your template as $par anf oo, $par anbar for parameters named "foo" and

"bar".

Normally, a parameter like $par anf oo that is missing will appear as '$paramfoo’ in the output. To display
nothing when a parameter is not set, use an exclamation mark after the dollar sign like this: $! par anf oo

Using no parameters

If your macro does not accept parameters, you should use @opar ans in your template. That will let Confluence
know that it need not display a parameter input field in the macro browser.

If the user macro contains no parameters and does not specify @opar ans, then the macro browser will display
a free-format text box allowing users to enter undefined parameters. This can be confusing, especially if the
macro does not accept parameters.

Example: Add the following line at the top of your template:

## @nopar ans

Objects available to your macro

Including the macro body and parameters, the following Confluence objects are available to the macro:

Variable Description Class Reference
$body The body of the macro (if the String
macro has a body)
$par anf oo, $par anbar, ... par Named parameters ("foo", "bar") String
anknanme> passed to your macro.
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$config

$r ender Cont ext

$space

$cont ent

The Boot st r apManager object,
useful for retrieving Confluence
properties.

The PageCont ext object, useful
for (among other things) checking
$r ender Cont ext . out put Type

The Space object that this content
object (page, blog post, etc) is
located in (if relevant).

The current Cont ent Ent i t y obje
ct that this macro is a included in
(if available).

148

BootstrapManager

PageContext

Space

ContentEntityObject

Macros can also access objects available in the default Velocity context, as described in the developer

documentation.

Controlling parameter appearance in the editor placeholder

You can determine which macro parameters should appear in the placeholder in the Confluence editor.

By default as many parameters as can fit will be displayed in the placeholder, as shown here:

Paragraph - B I U A ~3%-~

&

Table of Contents | type = flat | outline = tru...

HH «

+~- | (B C

You can control which parameters you want to display here, to ensure the most relevant information is visible to

the author.

For example, the Confluence Warning macro has two parameters, title and icon. We consider title to be the most
interesting parameter, so we have configured the Warning macro to show only the value of the title parameter.

Let's assume an author adds the Warning macro to a page, and gives it a title of 'The title of the warning'. The
macro configuration leads to a placeholder as shown here:

Paragraph - B I Ul A -

(D Warning | The title of the warning

o

I
I
s
I
I
(|

& Link ;

To configure the macro placeholder for a user macro, you will add attributes to the @param entry in the

template.

For example, if our Warning macro is a user macro, the configuration for the title parameter is as follows:

## @ar am

title:type=string| option-showNanel nPl acehol der =f al se| opti on- showval uel nP

| acehol der =true
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The attribute showNanel nPl acehol der specifies that the title parameter's name should not be shown.
The attribute showval uel nPl acehol der specifies that the title parameter's value should be shown.

If none of the parameters in a macro include any of the above attributes, then the default behaviour is to show all
the parameters that fit in the placeholder: full title and value.

If one or more parameters has either attribute set, then all parameters that do not include the attributes will
default to false (that is, they will not be shown).

Configuring the Office Connector

The Office Connector is a Confluence add-on that allows Confluence users to interact with Microsoft Office and
Open Office in various ways. You can display content from Office documents on a wiki page and import content
from an Office document into Confluence. Please refer to the User Guide for details of these interactions.

The Office Connector add-on is shipped with Confluence. A System Administrator can enable or disable parts of
the Office Connector and can configure options as described below.

Enabling and Disabling the Office Connector and its Modules

The Office Connector is bundled with Confluence, so you should not need to install it. But you may wish to
enable or disable some of its modules.

To enable or disable the Office Connector and its modules:

Select Manage Add-ons in the left-hand panel of the Confluence Administration Console.
Click Show system add-ons under 'System Add-ons'.
Enter 'Office Connector' in the Filter Visible add-ons field to quickly find the Office Connector add-on.
Open the details view of the add-on by clicking on the Office Connector add-on in the system add-ons list.
From the details view, you can:
® Click Configure to specify preferences for the Office Connector. This open the configuration
screen described below.
® Click Disable to disable all modules of the add-on.
* View the modules that make up the add-on by expanding the modules list. You can enable or
disable certain Office Connector modules.
On this page:

arwn e

® Enabling and Disabling the Office Connector and its Modules
® Configuring the Office Connector Options

Related pages:

® Office Connector Prerequisites

® Office Connector Limitations and Known Issues
® \Working with the Office Connector

®* Managing Add-ons and Macros

I The information on this page does not apply to Confluence OnDemand.

To disable or enable a module:

1. Open the details view for the Office Connector add-on in the 'Manage Add-ons' page.
2. Epand the active modules link. The text of this link indicates the number of enabled modules out of the
total modules in the add-on.
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Screenshot: Enabling the Office Connector add-on and its modules

4F Office Connector plugin Disable

Confluence Office Connector

Configure

o Screenshots Available Version: 223 B 83 of 83 modules enabled

s
3

Developer: Atlassian

Add-on key.
com.atlassian_confluence extra.officeconnector

referralManager
attachmentManager

Word Content Extractor (wordContentExtractor)

Indexes contents of Word 97/2007 files

PowerPoint 97 Content Extractor (ppt37ContentExtractor) Disable
Indexes contents of PowerPoint 97 files

PowerPoint 2007 Content Extractor (ppt2k7ContentExtractar)

Indexes contents of PowerPoint 2007 files

3. Hover over the module in the list to make the Enable or Disable button visible, and click the button to
apply the action.

Only certain Office Connector modules can be disabled. Modules that are integral to the operation of the add-on
cannot be disabled, and do not have an Enable or Disable button. Modules that can be disabled include the
button and provide a brief, on-screen description of the module.

Configuring the Office Connector Options

Confluence administrators can configure settings that control the behaviour of the Office Connector on your
Confluence site.

To set the configuration options for the Office Connector:

1. Select Office Connector under 'Configuration’ in the left-hand panel of the '‘Confluence Administration
Console'. The 'Configure Office Connector plugin' screen appears.

Screenshot: Configuring the Office Connector options
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Configure Office Connector plugin

Settings updated successfully

User Interface

Edit in word button location

@ Page action icon

© View page tab
Importing From Word

Warnings: [£] Show a warning before allowing a user to perform an import
Advanced Formatting Options
Maximum imported image size

[[] Use the footnote macro for Word footnotes
1200

900

System Resource Usage

Temporary storage for viewfile

macro

height (pixels)

width (pixels)

Maximum file space for cache(MB)

Number of Conversion Queues

Security

Authentication

6

@ Cache in-memory:
500

@ Confluence home directory: C:\Program Files\Atlassian‘\Application
Data\Confluencewiewfile

w

W

(2]

Manage Queues

[C] Allow authentication tokens in the URL path
Submit

2. Set the configuration options as described in the table below.

The configuration options are described in the table below:
Option

Edit in word button location

Default Value

Page action icon

Description

Where the button for editing the
content in Word is located. You

can configure the button to appear

in the page action icon or from the
view page tab.
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Warnings: Show a warning before

allowing a user to perform an
import

Advanced Formatting Options:
Use the footnote macro for Word
footnotes

Authentication: Allow
authentication tokens in the URL
path

Temporary storage for viewfile
macro

Disabled

Disabled

Disabled

The Confluence Home directory.

152

If this option is enabled, the user
will receive a warning when
importing a Word document. The
warning will tell the user when they
are about to overwrite existing
content.

If this option is enabled, a
Confluence page created from an
imported Word document will use
the {footnote} macro from
Adaptavist to render any footnotes
contained in the document. Note
that you will need to install the
Footnotes add-on onto your
Confluence site. For more
information about this add-on and
macro, please refer to the Footnot
es add-on.

If this option is enabled, the Office
Connector will use authentication
tokens in the URL.

The {viewfile} macro will cache
data temporarily. This option
allows you to set the location of
the cache. Available settings are:

® Confluence home directory —

The temporary file will be

stored in your Confluence

Home directory.

® A directory specified in the d
irectories.properties fil

e — You can specify a location

by editing the Office

Connector'sdi rectories.p

roperti es file:

1. Goto the bundl ed- pl ug
i ns directory in your Confl
uence Home directory.

2. Copy the Office Connector
JAR file to a temporary
location: OF f i ceConnect
or - X. XX. j ar, where
'X.xX" is the version
number.
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3. Unzip the JAR file and find
the di rect ori es. prope
rties fileintheresourc
esdirectory. The content of
the file looks like this:

#Conpl et e
t he
fol |l owi ng
line to
set a
cust om
cache
directory
#1f
resetting
to bl ank,
don't

del ete
anyt hi ng
before or
i ncl udi ng
the ' =
com benry
an. conflu
ence. word
.edit.cac
heDi r=
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4. Edit the last line, adding
the path to your required
temporary location directly
after the '=' character. For
example:

®* On Windows:

com be
nryan.
conflu
ence. w
ord. ed
it.cac
heDir =
c:\my\
pat h\

® On Linux:

com be
nryan.

conflu
ence. w
ord. ed
it.cac
heDir =
/ hone/

myuser

nanme/ m
y/ path

5. Save the file, recreate the
JAR and put it in the bund
| ed- pl ugi ns directory in
your Confluence Home
directory, overwriting the
original JAR.

® Cachein-memory — The
temporary file will be held in
memory. We recommend this

option if you are running in a

clustered environment.

Maximum file space for cache 500 This is the maximum size of the
(MB) cache used by the {viewfile}
macro. (See above.)
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Number of Conversion Queues 6 This is the maximum number of
threads used to convert
PowerPoint or PDF slide shows.
You can use this setting to
manage Confluence performance,
by limiting the number of threads
so that the Office Connector does
not consume too many resources.
Click Manage Queues to view
attachments that are still pending
conversion.

Customising your Confluence Site

This page is an introduction to customising Confluence at site level. This is of interest to Confluence
administrators — people with System Administrator or Confluence Administrator permissions.

For guidelines on customisations at a personal and space level, see the user's guide to Customising Confluence.
We have documented the customisations under two broad headings:

® You can change the appearance of Confluence by customising the dashboard, adjusting the colours,
adding a site logo, and more. See Changing the Look and Feel of Confluence.

® You can determine the default behaviour by setting various options, or define the default content that
appears in new spaces, on the dashboard, and in other Confluence locations. See Changing the Default
Behaviour and Content in Confluence.

Related pages:

®* Managing Add-ons and Macros (Not applicable to Confluence OnDemand.)

® Integrating Confluence with Other Applications (Not applicable to Confluence OnDemand.)

® Tracking Customisations Made to your Confluence Installation (Not applicable to Confluence
OnDemand.)

® Confluence Administrator's Guide

Changing the Look and Feel of Confluence

You can customise the 'look and feel' of Confluence at both the site (global) and space levels.

Any changes you make to the look and feel at site level will be applied as the default look and feel for all the
spaces in the site. This means that any customisations will only be reflected in the "Default”" theme. No other
theme will have an impact from this change. An individual space can be configured to have its own look and feel
through the space administration screens.

Ways to customise the look and feel of your site:

® Change the appearance of the dashboard. See Customising the Confluence Dashboard. Not applicable
to Confluence OnDemand.

® Add your own site logo. See Changing the Site Logo.

® Change the colour scheme of the user interface. See Customising Colour Schemes.

® Use themes for advanced layout customisation. See Working with Themes.

® Change the site or space layouts, which determine how the controls are laid out in the site. This does
not change the actual page layouts, but it does change the way the surrounding controls appear in the
page. See Customising Site and Space Layouts. Not applicable to Confluence OnDemand.

* Apply more advanced configurations — see the children of this page.
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Related pages:

® Working With Decorator Macros (Not applicable to Confluence OnDemand.)

® Customising a Specific Page (Not applicable to Confluence OnDemand.)

® Upgrading Customised Site and Space Layouts (Not applicable to Confluence OnDemand.)
® Administering Site Templates

® Confluence Administrator's Guide

Customising the Confluence Dashboard

If you are a Confluence Administrator, you can customise the site dashboard, affecting the way all users will see

the dashboard. Some of the actions below require Confluence Administrator permissions, whereas others
require System Administrator permissions.

Confluence users can customise their own view of the dashboard too. See the user's guide.

Sending users to a space home page instead of the dashboard

See Configuring the Site Home Page.

Editing the top left-hand section of the dashboard

See Editing the Site Welcome Message.

Disabling the 'Popular’ tab on the dashboard

In some environments, you may prefer not to display the 'Popular' tab on the dashboard. For example, if your
wiki allows only a small group of people to log in and contribute content or comments, then the tab may not be

relevant to you.

To prevent the tab from appearing, you can disable the relevant plugin module. You need System Administrator
permissions to do this. Go to the Dashboard Macros plugin (See Configuring a Plugin), choose Manage plugin

modules and disable the Popular Tab module.

On this page:

® Sending users to a space home page instead of the dashboard
® Editing the top left-hand section of the dashboard
® Disabling the 'Popular' tab on the dashboard
® Advanced customisations
® Editing the bottom left-hand section of the dashboard
® Editing the top right-hand action bar
* Modifying the global template or layout

Related pages:

® Customising your Personal Dashboard
® Changing the Look and Feel of Confluence

I The information on this page does not apply to Confluence OnDemand.

Advanced customisations

These configurations require knowledge of plugin development and/or the Velocity template language. See our g

uide to the Atlassian Plugin SDK and our introduction to Velocity.

Editing the bottom left-hand section of the dashboard

This section can be updated using Confluence web panels. You can add items to the dashboard by including a

web panel with the key at | . dashboard. | eft:
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<web- panel key="{key}" location="atl.dashboard.|eft">
<resource nane="view' type="velocity"
| ocation="{location}"/>
</ web- panel >

You can remove the existing entities panel by disabling the global-entities-panel plugin from the dashboard
macros plugin.

Editing the top right-hand action bar

You can add more links to the top right navigation bar by adding web items to syst em dashboar d. but t on:

<web-item key="{key}" nane="{nane}" section="system dashboard. button">
<l abel key="{label}"/>
<link/>
<styl ed ass/ >
</web-itenp

Modifying the global template or layout
You can also modify files to add content to the global dashboard.

To make modifications to the dashboard, modify the global template / conf | uence/ decor at or s/ gl obal . vm
d or the layout at Confluence Admin > Layouts > Global Layout.

For example, search the global layout for these macros:

$hel per. render Conf | uenceMacro("{recent!| y-updat ed- dashboar d: dashboar d| sho
wProfilePic=true}")

To modify the bundled plugin macros used in the Confluence dashboard:

1. Modify the at | assi an- bundl ed- pl ugi ns. zi p file located at <Conf | uence
i nstal |l >/ confl uence/ EEB- | NF/ cl asses/ coml at | assi an/ conf |l uence/ set up.

2. Update the conf | uence- dashboar d- macr os- x. x. j ar file, rezip it and then put it back to <Conf | ue
nce install>/confluence/ VEEB-1 NF/ cl asses/ com at| assi an/ conf | uence/ set up. Refer to
How to Edit Files in Confluence JAR Files

3. Delete the JAR from <conf | uence- home>/ bundl ed- pl ugi ns.

4. Restart Confluence.

To customise the space list, you can work with spacel i st.vm
Changing the Site Logo

You can customise the look and feel of your Confluence site by changing the logos.
You can change:

® the site logo
® the default space logo for all spaces
® the space logo for individual spaces.

Screenshot: Location of the Site Logo and Space Logo in Confluence.
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,}'(,Eunfluence Spaces People Calendars Create

Site Logo

Pages
@ Angry FETOS J
Home
Space Lngn 01 Added by Sherif Mansour, last edited by Adrien Rag
M\ Blog This is the home of the Angry Nerds space.

SPACE SHORTCUTS
On this page:

® Changing the site logo
® Changing the default space logo
® Changing a specific space logo

Related pages:

® Changing the Look and Feel of Confluence
® Customising Colour Schemes
® Confluence Administrator's Guide

Changing the site logo
The Site Logo appears in the header and is visible throughout Confluence.
You need to be a Confluence Administrator to change the site logo.

To change the site logo:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose Site Logo in the left-hand panel.

Choose Browse to upload a new logo

Choose Show Logo Only or Show Logo and Title depending on whether you wish the Slte Title to
display in the header

5. Choose Save.

PoDdE

Confluence's Auto Look and Feel will detect the colours in your new logo, and change the site colour scheme to
match.

If you would prefer to use the default colour scheme with your custom logo go to Confluence Admin > Colour
Scheme > Edit and then choose Reset to revert back to the default scheme.

Screenshot: Header showing Site Logo, Site Title and auto look and feel changes to the colour of the header

— Sample Site  Spaces People

Site Logo Site Title
Dasrnouary

Changing the default space logo

The Space Logo appears in the sidebar and as an icon in the Sites Directory. If you are using the
Documentation theme the Space Logo displays beside the Space Title.

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Confluence 5.1 Documentation 159

The default space logo applies to all spaces that do not have a custom space logo applied - see Changing a
Space's Logo.

You need to be a Confluence Administrator to change the default space logo.

To change the default space logo:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Default Space Logo in the left-hand panel.

Choose Logo:ON

Choose Browse to upload a new logo

Choose Upload Logo

Choose Save.

o gk~ wnNE

Screenshot: Confluence spaces showing the default logo, and a space with a customised logo

Spaces Pages Network

Site Spaces Create Space
#® Angry Nerds Default Space Logos W
& Demonstration Space 7
# sample Space Custom Space Logo e

Changing a specific space logo

Space Administrators can change the logo for their space. This overrides the default space logo and any change
s to the default space logo will not appear in these spaces. See example above - 'Sample Space' has a custom

logo.

See Changing a Space's Logo to find out how to change the logo in a specific space.
Customising Colour Schemes
Confluence administrators can configure a new colour scheme for the site. The default colour scheme for the

site will also become the default for all spaces within it. Space administrators can configure a different colour
scheme for spaces. The space colour scheme will override the site-wide colour scheme.

To change the site's colour scheme:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose Colour Scheme in the left-hand panel.

Choose Edit.

Enter standard HTML/CSS2 colour codes, or use the colour-picker I to choose a new colour from the

palette provided.
5. Choose Save. Any changes you make will immediately be reflected across the Confluence site.

A OnN PR
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On this page
® Reset your colour scheme after uploading a site logo
* Notes

Related pages:

® Working with Templates

® Working with Themes

® Changing the Look and Feel of Confluence
® Confluence Administrator's Guide

Some Ul elements below are for specific themes, and colour changes may not take effect for other themes.

Top Bar - the top navigation bar background

Top Bar Text - the text on the top navigation bar

Header Button Background - buttons on the top navigation bar (e.g. Create button)

Header Button Text - the text on buttons on the top navigation bar

Top Bar Menu Selected Background - background colour of top navigation bar menu items when
selected (e.g. spaces)

Top Bar Menu Selected Text - text colour of top navigation bar menu items when selected

Top Bar Menu Item Text - text on top navigation bar drop down menus (e.g. help or cog)

Menu Item Selected Background - highlight colour on top navigation bar drop down menu items

Menu Item Selected Text - text colour on highlighted top navigation bar drop down menu items

Page Menu Selected Background - the background colour of the drop down page menu when selected
Page Menu Item Text - the text of the menu items in the drop down page menu

Heading Text - all heading tags throughout the space

Space Name Text - the text of the current space name located above the page title

Links - all links throughout the space

Borders and Dividers - table borders and dividing lines

Tab Navigation Background - the background colour of the tab navigation

Tab Navigation Text - the text of the tab navigation when highlighted

Tab Navigation Background Highlight - the background colour of the tab navigation when highlighted
Tab Navigation Text Highlight - the text of the tab navigation elements when highlighted

Screenshot: Editing the colour scheme
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Custom Colour Scheme

A custom colour scheme which can be edited.
H B B BEE BEENE B B s

| eat ]

The following colours can be customised for this colour scheme.

Top Bar . #205081 3
Top Bar Text #FFFFFF I
Header Button Background - #3IB7FC4 ]
Header Button Text #FFFFFF =
Top Bar Menu Selected Background . #3IB73AF =i
Top Bar Menu Selected Text #FFFFFF =i
Top Bar Menu ltem Text . #333333 I
Menu ltem Selected Background . #3IBT73AF ]
Menu ltem Selected Text #FFFFFF =
Page Menu Selected Background . #3IB73AF =i
Page Menu ltem Text . #333333 /H
Heading Text . #333333 3
Space Name Text . #0909599 =i
Links [ #38734F i
Borders and Dividers #CCCCCC 3
Tab Navigation Background - #3IBT3AF /H
Tab Mavigation Text #FFFFFF 3
Tab Navigation Background Highlight . #285881 =
Tab Navigation Text Highlight #FFFFFF 3
Reset Save Cancel

Reset your colour scheme after uploading a site logo

When you upload a site logo, Confluence automatically detects the colours in your logo and customises the
colour scheme for you.

You can change the colour scheme as above, or reset your colour scheme back to the default (and still keep
your new site l0ogo).

To reset the colour scheme:
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Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Colour Scheme in the left-hand panel.

Choose Edit.

Choose Reset.

AN pE

Notes

* |f you make a mistake, just choose Reset and then try again.
® Some Ul elements are specific to the default theme and may not take effect for other themes.

Working with Themes

Themes are pre-defined style sets that you can apply to Confluence, to alter the appearance of your site. This is
a way of personalising the 'look and feel' of Confluence. You can apply a theme to your entire Confluence site
and to individual spaces. Choose a specific theme if you want to add new functionality or significantly alter the
appearance of Confluence.

Confluence comes with a selection of themes. In addition, a site administrator can install new themes as
add-ons via the Confluence Administration Console. Provided that the theme is installed on your Confluence
site, any space administrator can apply a theme to a space.

By default when you create a new space, the space will have the Confluence default theme.

To look at the themes installed on your Confluence site:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Choose Themes in the left-hand panel.
3. You will see a list of all installed themes.

Useful add-ons

Before installing an add-on (also called a plugin) into your Confluence site, please check the add-on's
information page to see whether it is supported by Atlassian, by another vendor, or not at all. See our guidelines
on add-on support.

Visit the Atlassian Marketplace to search for additional themes you can add to your site.
Related pages:

® Applying a Theme to a Space

® Applying a Theme to a Site

® Configuring the Documentation Theme

® Creating a Theme (Not applicable to Confluence OnDemand.)
Confluence Administrator's Guide

Applying a Theme to a Site

You can use a theme to personalise the 'look and feel' of Confluence. Some themes simply change the basic
styling, others add new functionality or significantly alter the appearance of Confluence. You can apply a theme
to your entire Confluence site and to individual spaces.

Confluence comes with a selection of themes. In addition, a site administrator can install new themes as plugins
via the Confluence Administration Console. (Not applicable to Confluence OnDemand.)

Provided that the theme is installed into your Confluence site, any space administrator can apply a theme to a
space. By default when you create a new space, the space will have the Confluence default theme.

To apply atheme across the site:
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1. Ensure that the theme you wish to use has been installed as a plugin, if it is not shipped with Confluence.
See Managing Add-ons and Macros. (Not applicable to Confluence OnDemand.)

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Themes in the left-hand panel.

The screen will display all available themes. Select a radio button to choose a theme.
Choose Confirm.

Related pages:

a s~ wbn

® Applying a Theme to a Space

® Configuring the Documentation Theme

® Creating a Theme (Not applicable to Confluence OnDemand.)
® Confluence Administrator's Guide

Screenshot: Applying a theme

Site Theme

Current Theme

The current theme controls the layout and colours of this space.
]
— Default Theme

This is the original Confluence look and feel. Page
&8 content spans the full width of the screen.

Choose New Theme

To change the theme of this space, select one below.

il

0 Documentation Theme

This theme is well suited for structured content, such as
documentation. It features a table of contents (page
tree) on the left, making it easier to see the structure of
a space and move from page to page. You can
customise the left-hand panel, page header and page
footer.

£ Find more themes

Customising the Left Navigation Theme

(D The Left Navigation theme is no longer part of Confluence
This theme is no longer part of Confluence and is not supported from Confluence 3.4 onwards. We
suggest the Documentation theme, as it provides a customisable left-hand navigation panel and
additional configurable features. If you are using an earlier version of Confluence, please refer to the
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documentation for your version. For example, go to the documentation for Confluence 3.3.

Creating a Theme

If you want to create your own theme, you will need to write a Confluence plugin. Please refer to the following
pages in our developer documentation:

® Get started with plugin development.
® Follow the developer's tutorial for writing a Confluence theme.
® Create a theme using the theme plugin module.

Related pages:

® Applying a Theme to a Site

® Applying a Theme to a Space

® Configuring the Documentation Theme
® Confluence Administrator's Guide

| I The information on this page does not apply to Confluence OnDemand.

Customising Site and Space Layouts

You can modify Confluence's look and feel by editing the 'decorator' (layout) files. Modifying these files allows
you to change the look and feel of:

® The Confluence site as a whole, which includes all spaces within the Confluence site.
® An individual space within the Confluence site.

This page tells you how to customise the layout files for your Confluence site as a whole. These customisations:

* Modify the default 'decorator’ files of each space in your site.
® Are reflected in every space unless the space's own equivalent layout files have been customised.

You need System Administrator permissions to perform these customisations.

You can also customise the layout files for a given space. For more information, refer to Customising Space
Layouts. Space layout customisations override the equivalent site customisations.

Note: If you modify the look and feel of Confluence by following these instructions, you will need to update your
customisations when upgrading Confluence. The more dramatic the customisations are, the harder it will be to
reapply your changes when upgrading. Please take this into account before proceeding with your customisation.
For more information on updating your customisations, please refer to Upgrading Customised Site and Space
Layouts.

On this page:

® Editing a site decorator file
® Using Velocity macros
® Advanced customisations

Related pages:

® Velocity Template Overview

® Basic Introduction to Velocity

® Customising your Confluence Site
® Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.
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Confluence is built on top of the open source SiteMesh library, a web-page layout system. Read more on the Sit
eMesh website. To edit the layout of Confluence, you will need to modify these decorator files. A decorator file is
a . vnd file and is written in a simple programming language called Velocity. You can learn more from the Velocit
y User Guide.

Once you are familiar with Velocity, you can edit the decorator files to personalise the appearance of
Confluence.

The decorator files in Confluence are grouped into the following categories:

® Site layouts: These are used to define the controls that surround each page in the site. For example, the
header and the footer.

® Content layouts: These control the appearance of content such as pages and blog posts. They do not
change the way the pages themselves are displayed, but allow you to alter the way the surrounding
comments or attachments are displayed.

® Export layouts: These control the appearance of spaces and pages when they are exported to HTML. If
you are using Confluence to generate a static website, for example, you will need to modify these layouts.

Editing a site decorator file

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Select Layouts under Look and Feel in the left-hand navigation panel.

® Click View Default to view the . v file.

® Click Create Custom to edit the default . vnd file. This will open the . vd file in edit mode.
3. Make changes and click Update.

If something goes wrong: Click Reset Default to revert to the original layouts.

Using Velocity macros

When editing Custom Decorator Templates, there are a number of macros available to define complex or
variable parts of the page such as menus and breadcrumbs. You may insert these macros anywhere in your
templates. More information on Working With Decorator Macros.

Advanced customisations

Overriding Velocity templates

The vel oci t y directory is at the front of Confluence's Velocity template search path. As such, you can override
any of Confluence's Velocity templates by placing an identically named file in the right place. While we don't
recommend you do this unless you know exactly what you're doing, it does give you complete control over the
look of every aspect of Confluence. It also means that you can edit your templates in a text-editor if you wish,
rather than through the web interface.

Caching

Velocity is configured to cache templates in memory. When you edit a page from within Confluence, it knows to
reload that page from disk. If you are editing the pages on disk, you will either have to turn off velocity's caching
temporarily in WEB- | NF/ cl asses/ vel ocity. properti es, or restart the server to make your changes
visible.

Location of Velocity files

You will find the Velocity files in your Confluence installation directory. The primary Velocity files are located in
the <CONFLUENCE- | NSTALLATI ON>\ conf | uence\ decor at or s directory. For example, you will find the
following files in that directory: mai n. vnd, space.vnd, forntaui.vnd, gl obal.vnd, and more.
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Finding the layout via the URL

If the layout has changed so extensively as to not be visible, you can browse to the URL directly:

http://<confluence base
url >/ adm n/ reset decorator. acti on?decor at or Nane=decor at or s/ nai n. vnd

Substitute the base URL and the appropriate . vird file.
Adding a Navigation Sidebar

You can include a left-hand navigation sidebar (table of contents) in your Confluence space. There are two ways
to do this:

®* “= Recommended: Use the Documentation Theme — The Documentation theme provides the left-hand
navigation sidebar that you see in this documentation. Please go to the page that tells you how to conf
igure the Documentation theme.

® Customise the Space Layouts — This is an alternative method (documented below) that is more
complex to set up than the Documentation theme and requires more maintenance with Confluence major
release upgrades.

I The information on this page does not apply to Confluence OnDemand.

Notes to Read before you Start
Please take note of the following points before you use the method documented on this page:

® Reapply customisation whenever you upgrade Confluence. Every time you upgrade Confluence, you
must reapply the layout customisations described on this page. When you upgrade to a new major
Confluence version (such as moving from Confluence 2.9.x to Confluence 2.10.x or from Confluence
3.0.x to Confluence 3.1.x) you will need to reapply the layout customisation. See instructions below.

® Check your wiki permissions. To customise a space layout as described below, you must be a space
administrator in the given space and you must be a system administrator on the Confluence site. See the
overview of permissions and the glossary entries for space administrator and for Confluence administrator
and system administrator.

Customising your Space Layouts to Add a Navigation Sidebar

Screenshot: A left-hand navigation bar resulting from customising the space layouts
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docurnentation in POF. HTML or XML format.

Follow the instructions below to add the navigation sidebar to your Confluence space.

Step 1. Create the TreeNavigation Page

First, you will create a Confluence page containing the paget r ee macro. This is just a normal Confluence page.

The only slight oddity is that it should reside at the root of your space, instead of under the space's home page.

Follow these instructions:

1. Goto a page in the space and choose Pages in the sidebar. For more options, choose Browse and
reorder all pages.
Or, if you are using the Documentation theme, choose Browse > Pages at the top of the screen. You are
now at the 'root' level of your space. The 'root' level contains pages that are added above the space's
home page, not as children of the home page.

2. At the root level of the space, create a page named 'TreeNavigation'.

3. On the page, insert the following text:

{pagetree}

4. Now decide if you want to add extra functionality to your page tree. By default, using the code above, the
page tree will use the home page of the space as its root. You can choose to:

Specify a different root for your page tree.

Add a search box at the top of the tree.

Allow the viewers to expand and collapse the whole tree.
Control other aspects of the display.

For more information, read about the Pagetree macro.

Step 2. Change the Space's Page Layout

Now you will change the space's page layout, to include the above page on the left of every web page displayed.

1. Go to the space and choose Space tools on the sidebar.
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Note: The 'Space tools' option appears only if you are a space administrator for the space or you are a
super user (a member of the conf | uence- adni ni st rat or s group).

2. Make sure the Confluence Default theme is selected from the Themes menu.

3. Click Layout in the Look and Feel section.
Note: The layout option is only displayed if you are a system administrator on the Confluence site.

4. Click Create Custom in the Page Layout section.

5. In the layout, locate the VIEW section, and find this code:

<div class="w ki-content">
$body
</ di v>

6. Replace the above code block with this code:

#if ($action.isPrintableVersion() == fal se)
<styl e>

.spacetree * ul{

paddi ng- | ef t: Opx;

margi n-1eft: Opx;

}

.spacetree * li{

margi n-1eft: 5px;

paddi ng- | ef t: 5px;

}

</styl e>

<t abl e cel | spaci ng="2" cel | paddi ng="5">
<tr>
<td valign="top" align="left" w dth="22% bgcol or="#F9F9F9" cl ass="noprint">
<div class="tabletitle">Tabl e of Contents</div>
<di v cl ass="spacetree">
#i ncl udePage( $hel per. spaceKey "TreeNavi gati on")
</ di v>
</td>
<td valign="top" align="left" w dth="78% class="pagecontent">
<div class="wi ki -content">
$body
</ di v>
</td>
</[tr>
</tabl e>
#el se
<div class="wi ki-content">
$body
</ div>
#end

7. If you want to, you can change the table title in the above code from 'Table of Contents' to something
else. For example, it might say 'Confluence Documentation'.
8. Save the updated layout.

Reapplying the Customisation on Upgrade

When you upgrade to a new major Confluence version (e.g. from Confluence 2.9.x to Confluence 2.10.x or from
Confluence 3.0.x to Confluence 3.1.x), you will need to reapply this customisation.
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Reason:

The new Confluence version may contain updates to the space layouts. Because you have customised the
space layouts, Confluence will not overwrite your customisation. So your space will not get the latest updates
until you set the layout to default and then reapply your changes.

Here's how to do it:

1. First make a copy of your customised code, if you have changed it from the code above:
® Go to Space Admin, click Layout and edit the customised page layout (as created above).
® Copy the section of code that inserts the customised left-hand navigation panel.
® Close the page layout.
2. Click Reset Default next to Page Layout, to set the page layout back to default. This will bring in the new
code for the upgraded version of Confluence.
3. Create a custom layout as described in step 2 above, and reinsert the custom left-hand navigation code.
4. Save the updated layout.
RELATED TOPICS

Configuring the Documentation Theme

Customising Site and Space Layouts

Upgrading Customised Site and Space Layouts

Example Confluence Designs

Adding an All Versions Section to your Navigation Bar

This page gives an example of how you might add an 'All Versions' section to your navigation side bar, as
currently used in the Confluence documentation, Crowd documentation and the other Atlassian product
documentation spaces.

If you are viewing this page online on the Atlassian documentation wiki, you will be able to see the 'All Versions
section at the top left of the navigation sidebar. Below is a screenshot.

A number of people have asked how we do it, so this page gives the answer. For details about creating the
navigation side bar itself, please refer to Adding a Navigation Sidebar.

I The information on this page does not apply to Confluence OnDemand.

Adding the Version Index to the Navigation Sidebar
This is how we added the 'All Versions' section to the sidebar:

® For each product (Confluence, Crowd, Bamboo, etc) there is a page in the Inclusions Library of the
ALLDOC space. The page lists all the versions of that product's documentation, linking to the relevant
spaces. For example, here is the page for Confluence and the page for Crowd.
@ we put the "all versions' page in ALLDOC because the page is used in a number of different spaces,
via the {include} macro. For example, the 'all versions' page may be included:
® |n every documentation space (each version) for the product concerned, such as DOC, CONF29,
CONF28, CROWD, CROWD013, CROWDO012, etc.
® As a panel on the documentation home page, as shown in the 'All Versions' panel of the above
screenshot, as well as in the left-hand navigation bar.
® Any other places where useful.
® In each documentation space, there is a page called 'TreeNavigationVersions' like this one or this one,
which copies in the content of the above 'all versions' page.
® For each documentation space, the space's page layout now includes two pages instead of just one:
® The TreeNavigation' page, as already described on the page above.
® The new 'TreeNavigationVersions' page.
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Here's the relevant section of our page layout as it is currently for the Confluence documentation (DOC) space:

#if ($action.isPrintableVersion() == fal se)
<styl e>

.spacetree * ul{

paddi ng- | ef t : Opx;

margi n-1eft: Opx;

}

.spacetree * |i{

margi n-1eft: 5px;

paddi ng- | ef t: 5px;

}

</styl e>

<tabl e cel | spaci ng="2" cel | paddi ng="5">
<tr>
<td valign="top" align="left" w dth="30% bgcol or="#eeecec" class="noprint">
<div class="tabletitle">All Versions</div>
<di v cl ass="spacetree">
#i ncl udePage( $hel per. spaceKey "TreeNavi gati onVersi ons")
</ di v>
<div class="tabletitle">Confluence 2.10 Docunentati on</div>
<di v cl ass="spacetree">
#i ncl udePage( $hel per. spaceKey "TreeNavi gati on")
</ di v>
</td>
<td valign="top" align="left" w dth="70% class="pagecontent">
<di v class="w ki -content">
$body
</ di v>
</td>
</tr>
</t abl e>
#el se
<div class="wi ki -content">
$body
</ di v>
#end

Adding the Expand/Collapse Functionality to the Version Index
Another question we are asked is how we group the content of the included page under a collapsible control.

We use the Expand macro. The details are on the Expand macro's documentation page.

Related Topics

Adding a Navigation Sidebar
Upgrading Customised Site and Space Layouts

As Confluence evolves, so do the default site and space layouts that drive the rendering of every page. As new
functionality is added or current functionally is changed, the default layouts are modified to support these
changes.

I If you are using custom layouts based on defaults from a previous Confluence version, you run the risk
of breaking functionality, or worse, missing out on great new features!

Take care on each new release of Confluence to reapply your changes to the new default templates.
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To reapply your custom layouts, you need to:

1. Obtain the source of your custom layouts from your current version of Confluence.
2. Reapply your customisations to the new default layouts.

' The information on this page does not apply to Confluence OnDemand.

Step 1. Obtain your Custom Layouts

Ideally, you should keep a record of each customisation you have applied to each of your Confluence site or
space layouts.

If not, you should be able to find your customisations using the following method. This method extracts all site-
and space-level layouts from your Confluence site as a single output. From this output, you should be able to
identify your customisations.
@ This method is handy to use if you have:
®* Many spaces with space layout customisations, or

® Do not have an independent record of your site or space layout customisations.

Custom layouts are stored in the DECORATOR table within your Confluence database. You can SELECT for the
source of the layout using SQL like this:

nysqgl > sel ect SPACEKEY, DECORATORNAME, BODY fr om DECORATOR,;

[ R o m e e ee ek Fom o +
| SPACEKEY | DECORATORNAME | BODY |
Fom e - o Fom - - +
| NULL | decorators/main.vnd | [
[ R Fom e e e e ek Hom o +

1 rowin set (0.03 sec)

This example was tested on MySQL, but should be applicable to all SQL databases.

Step 2. Reapply your Customisations

When you upgrade Confluence to another major release of Confluence, you will need to manually reapply any
customisations you made to any site-wide or space-specific layouts. Unless otherwise stated, you should not
need to reapply customisations after conducting a minor release upgrade of Confluence.

What are 'major' and 'minor' releases? Major release upgrades are ones where the 1st digit of Confluence's
version number or the 1st digit after the 1st decimal place differ after the upgrade, for example, when upgrading
from Confluence 3.0 to 3.1, or 2.8 to 3.0. Minor release upgrades are ones where the 1st digit of Confluence's
version number and the 1st digit after the 1st decimal place remain the same after the upgrade, for example,
when upgrading Confluence 3.0 to 3.0.1.

If you have made Confluence site-wide layout customisations:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Select Layouts in the left-hand navigation panel. The decorators are grouped under Site, Content and E
xport layouts.

3. Ensure you have all your customisations available (preferably in a form which can be copied and pasted).

4. Click Reset Default next to the layout whose customisations need to be reapplied.

5. Click Create Custom next to the same layout and reapply your customisations (by copying and pasting
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them) into the appropriate locations within the new default layout.
6. Click the Save button.
7. Repeat this procedure from step 4 for each layout whose customisations need to be reapplied.

If you have made space-specific layout customisations:

1. Visit any page in the relevant space.

2. Go to the space and choose Space tools on the sidebar.
Note: The 'Space tools' option appears only if you are a space administrator for the space or you are a
super user (a member of the conf | uence- adni ni st rat or s group).

3. Click Layouts in the left-hand navigation panel. The decorators are grouped under Site, Content and Ex
port layouts.

4. Ensure you have all your customisations available (preferably in a form which can be copied and pasted).

5. Click Reset Default next to the layout whose customisations need to be reapplied.

6. Click Create Custom next to the same layout and reapply your customisations (by copying and pasting
them) into the appropriate locations within the new default layout.

7. Click the Save button.

8. Repeat this procedure from step 5 for each layout whose customisations need to be reapplied.

Step 3. Test your Modifications Carefully

Changes may interact unpredictably with future versions of Confluence. When upgrading, you should always test
your custom modifications thoroughly before deploying them on a live site. It's beyond the scope of Atlassian
Support to test and deploy these changes.

Turning Off Caching

Velocity is configured to cache templates in memory. When you edit a page from within Confluence, it knows to
reload that page from disk. If you are editing the pages on disk, you will either have to turn off Velocity's caching
temporarily in WEB- | NF/ cl asses/ vel ocity. properti es, or restart the server to make your changes
visible.

The vel ocity. properti es file is available in the conf | uence- x. x. x. j ar file, where x. x. x is the
Confluence version number. The JAR file is located in the VEB- | NF/ | i b directory. If you wish to make
modification to the files in the JAR, we recommend the following steps:

Stop Confluence.
Make a backup copy of the JAR file.
Un-jar the file
Locate and edit the appropriate file that you wish to modify.
Re-jar the conf | uence- x. x. x. j ar file.
Relocate the JAR file to the appropriate directory.
7. Restart Confluence.
RELATED TOPICS

R

Customising Site and Space Layouts

Working With Decorator Macros

Decorator Macros are Velocity macros which are used to draw complex or variable parts of the page such as
menus and breadcrumbs when editing Custom decorators. Decorator macros can be inserted anywhere in your
templates.

The macro is called by inserting a string of the form: #macroName("argument1" "argument2" "argument3").There
are no commas between the arguments. Unless otherwise noted, these macros take no arguments.
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NOTE: These macros will only work reliably when customising nai n. vind. They may not work in other Velocity
decorators. Decorator macros will not work inside normal confluence pages.

I The information on this page does not apply to Confluence OnDemand.

Macro

#br eadcr unbs()

#i ncl udePage( pageTitle)

#sear chbox()

#gl obal navbar (t ype)

#gl obal navbar ("t abl e")

#gl obal navbar ("text")

#user navbar ()

#hel pi con()

#printabl ei con()

#pagetitl e(cl ass)

Usage

Draws the "You are here" breadcrumbs list, like the
one found above the page name in the default
template.

Includes a confluence page with the specified title. If
you have 2 or more pages with the same title across
multiple spaces, this macro will include the page
belonging to the space you are currently viewing.

Inserts a search box into the page, like the one to the
far right of the breadcrumbs in the default template.

Draws the global navigation bar, as found in the top
right-hand corner of the default template. The
navigation bar can be displayed in two modes:

Displays the navigation bar in its default mode: drawn
as a table of links with coloured backgrounds and
mouse-over effects.

Displays the navigation bar as series of text links
separated by

characters.

Draws the user-specific navigation-bar. This bar
contains the links to the user's profile and history, or
to the login and signup pages if the user is not logged
in.

Draws the "»:J help icon, and link to the Confluence
help page.

On pages where a printable version is available,

draws the = printable page icon, linking to the
printable version of the page. Otherwise, draws
nothing

When you are viewing a page in a Confluence space,
draws the name of the space that page is in.
Otherwise, writes the word "CONFLUENCE".The
"class" argument is the CSS class that the title should
be drawn in. Unless you have customised your
Confluence installation's CSS file, you should call this
with "spacenametitle" as the class: #pagetitl e("s
pacenanetitle")
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#power edby() Writes out the "Powered by Confluence" and
Confluence version-number boilerplate found at the
bottom of the default template.

#bot t onshadow() Draws the fading shadow-effect found at the bottom
of the content area in the default template.

#dashboar dl i nk() Inserts a link to the dashboard page.

RELATED TOPICS

% Enabling HTML macros

#] Enabling the html-include Macro

2] Adding, Editing and Removing User Macros
% Writing User Macros

Custom Decorator Templates

About Decorators

Confluence is built on top of the Open Source SiteMesh library, a web-page layout system that provides a
consistent look and feel across a site. SiteMesh works through "decorators" that define a page's layout and
structure, and into which the specific content of the page is placed. If you are interested, you can read more on t
he SiteMesh website.

What this means for Confluence is that you can customise the look and feel of almost all of your Confluence site
through editing three decorators:

® The "Main" decorator defines the look and feel of most pages on the site

®* The "Popup" decorator defines the look and feel of the popup windows such as the "Insert Link" and
"History" pages.

®* The "Printable" decorator defines the look and feel of the printable versions of pages (available through

the = icon on each page)

You can view and edit these decorators from within Confluence: they are available from the "Layouts" option on
the site's Administration menu. Changes to the decorators will affect all spaces hosted on that Confluence
installation.

The decorator that is used to draw Confluence's administrative pages can not be edited from within Confluence.
This means that if you make some editing mistake that renders the rest of the site unuseable, the administrative
pages should still be available for you to fix the template.

' The information on this page does not apply to Confluence OnDemand.

Browsing the Default Decorators

At any time, you can browse the default decorators that come packaged with Confluence by following the "View
Default” links on the "Site Layouts" page. The template browser also allows you to view the "#parsed" templates
that are included within the template when it is compiled. While you can't edit these included templates, you will
probably have to copy some or all of them into your custom template as you do your customisation.

Editing Custom Decorators: Add a Logo

To edit Confluence decorators, you should have a good knowledge of HTML, and some understanding of the Vel
ocity templating language.
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The first thing you will see when you choose to create a custom "Main" decorator is... there's not much to edit.
By default, most of the content of this decorator is included from other files:

<htm >
<head>
<title>$title - Confluence</title>

#st andar dHeader ()
</ head>
<body onl oad="pl aceFocus()">

<div id="Content">
<tabl e border="0" cel |l paddi ng="0" cel |l spaci ng="0" w dt h="100% >
<tr>
<td w dth="60% rowspan=2
cl ass="1 ogocel | ">#pagetitl e("spacenanetitle")</td>

<td wi dth="40% align="right" valign="top">#gl obal navbar ("tabl e")</td>
</tr>
#if ($setup.isSetupConplete())
<tr>
<td align=right valign="bottoni>
#user navbar ()
#print abl ei con()

#hel pi con()
</td>
</[tr>
#end
</t abl e>

#br eadcr unbsAndSear ch()

<tabl e border="0" cell paddi ng="5" cel |l spaci ng="0" w dt h="100% ><t r ><t d>
<tabl e border="0" cell paddi ng="0" cel|lspacing="0" w dth="100% ><tr>

<td valign="top" class="pagebody">
## The "tool bar-style" page operations
## #if ($page. get Property("page. operations"))
## <table align="right" class="tool bar"><tr><td>
## $page. get Property("page. operations")
## </td></tr></tabl e>

## #end

#i f ($page. get Property("page.surtitle"))
$page. get Property("page.surtitle")

#end

#i f (!$page. get Property("page. no- page- header"))
<di v cl ass="pageheader" >

<span cl ass="pagetitle">$titl e</span>

</ div>

#end

$body

</td>

#parse ("/decorators/includes/conplete_footer.vnd")

We can add our logo, changing the "logocell" table cell:
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<td w dt h="60% rowspan=2 cl ass="1ogocell">

<inmg align="right"

src=http://ww. at | assi an. conl i nages/ atl assi an_| ogo. gi f

wi dt h="203" hei ght =" 60" >#pagetitl e("spacenanetitle")</td>

When you insert this into the right section of the template and hit save, visitors to the site will see the logo at the
top of each page. Note, the administrative pages will be unaffected: you will have to go to the dashboard or to a
space to see the changes you have made.

Macros

Some parts of the page are drawn using Velocity macros, including the navigation bar. The macros you should
know about when editing decorators are described in Working With Decorator Macros.

If Something Goes Terribly Wrong

From the "Site Layouts" page in Confluence's administrative menu, you can delete your custom templates.
When you do this, the default template will be restored, fixing anything that may have been broken.

Alternatively, the custom templates are stored in the DECORATOR table in the database. If you have somehow
managed to render Confluence completely unuseable through editing your templates, delete the relevant entries
from the DECORATOR table.

For Advanced Users

The vel oci ty directory is at the front of Confluence's velocity template search path. As such, you can override
any of Confluence's velocity templates by placing an identically named file in the right place.

While we don't recommend you do this unless you know exactly what you're doing, it does give you complete
control over the look of every aspect of Confluence. It also means that you can edit your templates in a
text-editor if you wish, rather than through the web interface.

There are, however, two important caveats:

1. Velocity is configured to cache templates in memory. When you edit a page from within Confluence, it
knows to reload that page from disk. If you are editing the pages on disk, you will either have to turn off
velocity's caching temporarily in VEB- | NF/ cl asses/ vel oci ty. properti es, or restart the server to
make your changes visible.

2. Because we only officially support the modification of the three global decorator files, other changes may
interact unpredictably with future versions of Confluence. When upgrading, you should always test your
custom maodifications thoroughly before deploying them on a live site.

Customising a Specific Page

If you'd like to change the appearance of a specific page, you can modify the corresponding Velocity template.
Here's how to find out which one:

1. Access the page. Note the name of the action. For example, the "Contact Administrators” page is <baseU
ri >/ adm ni strators. action.

2. Browse to <confluence-install>/confluence/WEB-INF/lib/confluence-x.y.jar. Copy the file.

Unzip or unjar the file using a standard unzipper or the java jar utility.

4. Open xwork.xml. Search the file for the name of the action corresponding to the page you'd like to modify.
You'll see an entry like:

w
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<action nane="adm ni strators"
class="com at | assi an. confl uence. user. acti ons. Adni ni strat orsAction">
<interceptor-ref nanme="defaultStack"/>
<result nanme="success" type="velocity">/adni nistrators.vnx/result>
</ action>

5. The file to look for is the vm or vmd file. In the above example, it's administrators.vmd. Because there is
no context path (just a / before the name of the file), its in the root of the Confluence webapp. For the
stand-alone, that's <confluence-install>/confluence folder.

6. Modify the file.

For details on how to configure the file, check the Velocity Template Overview.

| I The information on this page does not apply to Confluence OnDemand.

RELATED CONTENT
Q Changing the Look and Feel of Confluence

%] Customising Colour Schemes

% Customising Site and Space Layouts

'$] Upgrading Customised Site and Space Layouts
“$] Working With Decorator Macros

:2] Administering Site Templates

2] Customising a Specific Page

Customising the Login Page

This page gets you started on customising the Confluence login page, to add your own logo or custom text. This
will not customise the login process, just what users sees when they log in.

Notes:

® Customisations to the Confluence login page will need to be reapplied when you upgrade Confluence.
Consider this before making drastic changes to the layout, and be sure to keep a list of what you have
changed for your upgrade process later.

® Please test your changes on a test Confluence site first.

Only administrators with access to the server where Confluence is running can modify the Confluence login
page.

Related pages:

® Changing the Site Logo

® Velocity Template Overview

® Customising Site and Space Layouts

® Changing the Look and Feel of Confluence
® Modify Confluence Interface Text

I The information on this page does not apply to Confluence OnDemand.

To change the login page:
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Shut down your Confluence server.

In the Confluence installation directory, find the file conf | uence/ | ogi n. vim

Make a copy of this file as a backup.

Edit the file with a text editor to make the required changes. The content contains a mixture of HTML and
Velocity. See Velocity Template Overview (in our developer documentation).

5. Start Confluence and test your changes.

PP

The same process can be applied to modify most of the templates in the Confluence web application. Be careful
to test your changes before applying them to a live site. The templates contain code that is vital for Confluence
to function, and it is easy to accidentally make a change that prevents use of your site.

Modify Confluence Interface Text

All Confluence Ul text is contained in a single Java properties file. This file can be modified to change the default
text, and also to translate Confluence into other languages than English.

The Ul text file is Conf | uenceAct i onSupport. properti es. From your Confluence install directory:

\ confl uence\ VEB- I NF\ | i b\ conf | uence- x. x. x. j ar

Repl ace "x.x.x" with your Confluence version, for exanple for 4.3.2, it
wi |l be naned "confluence-4.3.2.jar".

Wthin this File, the relevant file to edit is

:\com at | assi an\ conf | uence\ cor e\ Conf | uenceAct i onSupport. properties.

Refer to Editing jar files for reference.

I The information on this page does not apply to Confluence OnDemand.
The file contains parameters with name=val ue pairs, in the format:

par anet er . name=Par anet er val ue

Parameter names are any text before the '=' character and should never be modified. Any text after the '='
character is the parameter value, which can be modified freely and can also contain variables. An example
involving variables is:

popul ar. | abel s=The three nost popular |abels are {0}, {1} and {2}.

For more information on replacing values, check out Translating ConfluenceActionSupport Content. Note that
plugins store their text internally, so you must modify plugin text individually.

Steps For Modification

1. Stop Confluence

2. Under your install directory, open \ conf | uence\ VEB- | NF\ | i b\ conf | uence-x. x. x. jar\com at |
assi an\ confl uence\ cor e\ Conf | uenceAct i onSupport. properties

3. Search for the text you wish to modify, replace it and save the file in <Conf | uence-1Instal | >\ conflu
ence\ VEB- | NF\ cl asses\ coml at | assi an\ conf | uence\ cor e. Please create this folder structure, if
it does not exist already.

@ If you re-bundle the JAR file, rather than re-deploy the class in the VEB- | NF\ cl asses directory,
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make sure to move the backup JAR file out of the /lib directory, or the backup may be deployed
by mistake.

4. Restart Confluence

Common Modifications

® Rename 'Dashboard' by searching for Dashboar d. To change "Dashboard" to "My Portal", change dash
boar d. nane=Dashboar d to dashboar d. nane=My Port al

Common Modifications

Task Search For Notes

Rename 'Dashboard’ Dashboard The dashboar d. nane parameter
has the name. To change
'‘Dashboard' to 'My Portal', change
dashboar d. name=Dashboar d t
o dashboar d. nane=My Port al
and update any other occurrences
of the word 'Dashboard’ in the
instance

Modify login page text login. Thel ogi n. i nstructi ons para
meter has the "Enter your account
details below to login to
Confluence" text

Modify Keyboard Shortcuts

Confluence provides a set of keyboard shortcuts. You could customise the shortcuts by making modifications
inside the Conf | uenceActi onSupport. properti es file.

® To disable a particular shortcut, you can simply just comment out a respective line of code. One may like
to disable the shortcut to one of the navigation links: View, Edit, Attachments, Info . For instance, to
disable shortcut to Attachmentsone would comment out the following line:

#navl i nk. att achnent s. accesskey=a

®* To modify an access key, one could simply just change the letter, bearing in mind the fact that the letter
must be unique.

Customising the eMail Templates

@ Customisations to the Confluence email templates will need to be reapplied when you upgrade
Confluence. Consider this before making drastic changes to the layout, and be sure to keep a list of
what you have changed for your upgrade process later.

Only administrators with access to the server where Confluence is running can modify the Confluence email
templates.

' The information on this page does not apply to Confluence OnDemand.

Process to change the email templates
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1. Shut down your test instance of Confluence.
In the Confluence web application folder, find the file / conf | uence/ WEB- | NF/ | i b/ conf | uence- 2. x

N

.jar.

Make a copy of this file as a backup.

Learn how to edit files within .jar archives.

Within the jar file, find the / t enpl at es/ emai | folder. Find the appropriate file(s) within that folder.

Edit the file with a text editor to make the required changes. The content is mostly HTML, but has some

Velocity template variables in it. See Velocity Template Overview for more information about how these

work.

7. Again using the guide on editing files within .jar archives, either rejar the set of folders or drop the new
files into the identical folder structure in the VWEB- | NF/ cl asses directory.

8. Start Confluence up again and test your changes.

9. Apply the changes to your production Confluence instance.

o ok w

The same process can be applied to modify most of the templates in the Confluence web application. For
velocity files that are not in a jar file, you need not shut down and restart Confluence. Be careful to test your
changes before applying them to a live site. The templates contain code that is vital for Confluence to function,
and it is easy to accidentally make a change that prevents use of your site.

RELATED TOPICS

® Velocity Template Overview

® Customising Site and Space Layouts

® Changing the Look and Feel of Confluence
* Modify Confluence Interface Text

Changing the Default Behaviour and Content in Confluence

Confluence comes with some handy default settings that determine what people see when they first enter the
Confluence site, and the default content that is put into new spaces and other areas of Confluence.

Confluence administrators can change the settings to customise the behaviour and the default content of their
Confluence site:

® Administering Site Templates

® Importing Templates

® Changing the Site Title

® Choosing a Default Language

® Configuring the Administrator Contact Page
® Configuring the Site Home Page

® Configuring the What's New Dialog

® Customising Default Space Content

® Customising the Getting Started Guide on the Dashboard
® Editing the Site Welcome Message
Related pages:

® Changing the Look and Feel of Confluence
® Customising your Confluence Site
® Confluence Administrator's Guide

Administering Site Templates

A template is a predefined page that can be used as a prototype when creating new pages. Templates are
useful for giving pages a common style or format. See Working with Templates.

Administrators can import templates, to make them available to other people using Confluence. See Importing
Templates.
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Confluence also provides 'system templates' which contain default content for the site welcome message (see E
diting the Site Welcome Message) and default space content (see Customising Default Space Content).

Related pages:

® Customising your Confluence Site Not applicable to Confluence OnDemand.
® Confluence Administrator's Guide

Importing Templates

A template is a predefined page that can be used as a prototype when creating new pages. Templates are
useful for giving pages a common style or format.

You can create your own templates within Confluence. See Adding a Template.

In addition, you can download pre-defined templates from the Atlassian Marketplace in the form of a template
bundle. Each template bundle contains one or more templates, created by Atlassian or third parties. Here is a
summary of the steps required:

® Download the template bundle from the Atlassian Marketplace.
® Install the template bundle into your Confluence site.
* Make the templates available by importing them into the site or into an individual space.

You need 'System Administrator' permission to install template bundles into your Confluence site. You need
‘Confluence Administrator' permission to manage the existing template bundles on your Confluence site. See Gl
obal Permissions Overview.

Step 1. Check the template bundles installed on your Confluence site
To see the template bundles that are currently available for import on your Confluence site:

1. Log in to Confluence as a System Administrator or Confluence Administrator.

2. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

3. Choose Import Templates in the left-hand panel. You will see a list of the template bundles installed on
your Confluence site, and the templates included in each bundle.

On this page:

® Step 1. Check the template bundles installed on your Confluence site

® Step 2. (Optional) Download and install additional template bundles from the Atlassian
Marketplace

® Step 3. Import the templates to make them available to users

* Notes

Related pages:

® Creating Content
® Working with Templates
® Confluence Administrator's Guide

Step 2. (Optional) Download and install additional template bundles from the Atlassian Marketplace
Follow the steps below if you want to add more template bundles to your site.

Before installing an add-on (also called a plugin) into your Confluence site, please check the add-on's
information page to see whether it is supported by Atlassian, by another vendor, or not at all. See our guidelines
on add-on support.

To upload more templates:

1. Go to the Atlassian Marketplace and download the template bundle that you need. It will be in the form of
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a JAR file. Save the JAR file somewhere in your file system.
Log in to Confluence as a System Administrator.

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose Manage Add-ons in the left-hand panel.

Choose Upload Add-on.

Browse to find the template bundle that you downloaded, and upload it to Confluence. The template
bundle will appear in the list under 'User-installed Add-ons'.

Step 3. Import the templates to make them available to users

You now have one or more template bundles on your site. The templates are not available until you have
'imported' them.

To import a template:

1.

2.
3.

6.

Log in to Confluence as a System Administrator or Confluence Administrator.

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose Import Templates in the left-hand panel. You will see the template bundles installed on your
Confluence site and the templates included in each bundle.

Note: You can see a preview of the template by choosing the template name.

Select the templates to be imported by ticking the check boxes next to the relevant template names.
Choose the import destination for the templates in the Import To dropdown menu. If you want the
templates to be available to only a specific space, choose the name of the space, otherwise choose Glob
al Templates to make the templates available to all spaces.

Choose Import.

Screenshot: Importing a template

Import Templates

The following template package plugins were found. To import templates, tick the checkboxes
for the desired templates, select where to import the templates to. and click the Import button

Human Resources Templates (8)
Check All Uncheck All

Import To: | Global Templates I~

Spaces
Demonstration Space

CIHOW-TO Guide

[ Induction Tasks

[[] Job Description

[C] Meeting Minutes

[ Recruitment Dashboard
[C] Space Home Page

[ Time Sheet

Wiki Induction

Documentation

Notes
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® Building your own template bundles. You can build a template bundle as an add-on (also called a
'plugin’) and then upload it to your Confluence site. You can then import the templates from your custom
template bundle, as described above. You will need some programming knowledge to develop a template
bundle. See Creating A Template Bundle.

® Duplicate template names. If a template with the same name already exists on import, a duplicate
template of the same name will be created. You will need to check the templates and rename them
manually.

® Removing the template. Removing the add-on that contains a template will not remove the template
from your Confluence site if you have already imported it. You will need to remove the template manually
via the administration console or space administration screen.
Changing the Site Title

The site title appears in your browser's title bar. By default, it is set to 'Confluence'.

To change the title of your Confluence site:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose 'General Configuration' in the left-hand panel.
Choose 'Edit’ at the top of the 'Site Configuration' screen.
Enter a new title for your site in the input field next to 'Site Title'.
Choose 'Save'.
Related pages:

Sl A

® Changing the Site Logo

® Editing the Site Welcome Message
® Customising your Confluence Site
® Confluence Administrator's Guide

Choosing a Default Language

Administrators can define a default language to be applied to all spaces in your Confluence site. Note that
individual users can select a language preference for their session.
Related pages:

® Editing User Settings

® Recognised System Properties
® Configuring Indexing Language
® Installing a Language Pack

I The information on this page does not apply to Confluence OnDemand.

Setting the Default Language

To change the default language for the Confluence site:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Select 'Languages' in the 'Configuration' section of the left-hand panel.

3. The 'Language Configuration' screen will appear. Select the language that you want to use as the
default language for your Confluence site.

Other Settings that Affect the Language

Individual users can choose the language that Confluence will use to display screen text and messages. Note
that the list of supported languages depends on the language packs installed on your Confluence site.

The language used for your session will depend on the settings below, in the following order of priority from
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highest to lowest:

®* The language preference defined in your user profile. Note that you need to be logged in for this setting to
take effect.
®* The language that you choose by clicking an option at the bottom of the Confluence login screen.
Confluence stores this value in a cookie. When the cookie expires, the setting will expire too. Not
applicable to Confluence OnDemand.
® The language set in your browser.
* Note that your Confluence administrator can disable this option by setting a system property. Not
applicable to Confluence OnDemand.
®* The browser sends a header with a prioritised list of languages. Confluence will use the first
supported language in that list.
® The default language for your site, as defined by your Confluence site administrator.

Showing User Interface Key Names for Translation
This feature is useful if you are working on creating translations of the Confluence user interface. After opening

the Confluence dashboard, you can add this text to the end of your Confluence URL:

?i 18ntr ansl at e=on

Then press Enter.

This will cause each element of the user interface to display its special key name. This makes it easier to find
the context for each key within the user interface. You can then search for the key on http://translations.atlassian
.com where you can enter an appropriate translation for your custom language pack.

The key names are displayed with a 'lightning bolt' graphic. For example:

Dashboardstitle.dashboard & Invite Usersseasyuseradd.users.button | &5 Create Spacesdashboard.button.add.space

To turn off the translation view, add this code to the end of the Confluence URL.:

?i 18ntransl at e=of f

Configuring the Administrator Contact Page

The administrator contact page is a form that allows a user of Confluence to send a message to the
administrators of their Confluence site. (In this context, administrators are those users who are members of the '
confluence-administrators' group. See the explanation of site administrators.)

The title of the administrator contact page is 'Contact Site Administrators'. Typically, Confluence users may get
to this page by clicking a link on an error screen such as the '500 error' page.

Customising the Administrator Contact Message

You can customise the message that is presented to the user on the 'Contact Site Administrators' page.

To edit the administrator contact message:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose General Configuration in the left-hand panel.

Choose Edit at the top of the 'Site Configuration' section.

Enter your text in the Custom Contact Administrators Message box. You can enter any text or Conflue

PN pRE
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nce wiki markup .
5. Choose Save.
On this page:
® Customising the Administrator Contact Message
¢ Disabling the Administrator Contact Form
® Configuring Spam Prevention

Related pages:

® Contacting Confluence Administrators
® Configuring Captcha for Spam Prevention

The Default Administrator Contact Message

By default, the 'contact administrators message' looks much like the highlighted area in the screenshot below,
starting with 'Please enter information...".

Screenshot: The default 'Contact Site Administrators' message

Contact Site Administrators

Please enter information about your request for the site administrators. If you are reporting an error
please be sure you include information on what you were doing and the time the problem occurred

To  Confluence Administrators
From | user@email.com
Subject* Administrator Request

Request Details’

To restore the message to its default simply remove the custom message you entered when following the
instructions above, so that the 'Custom Contact Administrators Message' field is empty.

Disabling the Administrator Contact Form

If you prefer to disable the ability for users to send an email message to the site administrators, you can disable
the form portion of this screen. You can only disable the form if you first provide a '‘Custom Contact
Administrators Message' as described above.

To enable or disable the administrator contact form:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose General Configuration in the left-hand panel.

Choose Edit at the top of the 'Site Configuration' section.

Select on or off for the '‘Contact Administrators Form'.

Choose Save.

Sl S

Configuring Spam Prevention

You can configure Confluence to use Captcha to help prevent spam, including the spamming of Confluence
administrators. The administrator contact form is covered by the site-wide Captcha settings as documented in C
onfiguring Captcha for Spam Prevention.

Configuring the Site Home Page

You can configure Confluence to send people to any space home page when they log in or click the site logo,
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rather than to the dashboard.

The spaces available to set as the site home page will depend on the access permissions of the space and the

site.

The site home page must be accessible to the ‘confluence-users' group.
If the site allows anonymous access, the site home page must also be accessible to anonymous users,
that is, people who have not logged in to Confluence.

To configure the site-wide home page:

Pwbde

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose General Configuration in the left-hand panel.

Choose Edit.

Select a space from the Site Homepage dropdown menu.

When users log in or click the site logo, Confluence will go to the home page of the space you choose
here.

Choose Save.

Related pages:

® Editing the Site Welcome Message
® Changing the Site Title

® Customising Default Space Content
® Changing the Site Logo

® Confluence Administrator's Guide

Accessing the dashboard with a site homepage set

If you choose to set a space homepage as your site homepage but would like your users to still be able to
access the Confluence dashboard, you can add a link to the Application Navigator.

To add the Confluence Dashboard to the Application Navigator:

A

5.

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose Application Navigator.

Enter the name for your link, for example, '‘Dashboard'.

Enter the URL for your site dashboard, for example, https://yoursite. conl wi ki/dashboard. ac
tion.

Choose Add.

A link to the dashboard will now appear in the Application Navigator.

X Confluence spaces

Confluence

Dashboard

=¥

N

Configure. ..

rayss

Blog

SPACE SHORTCUTS

Notes
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® The user's personal settings will override the global setting.

® If you allow anonymous access to the dashboard, but not anonymous access to the site home page, then
when logging on to the site, users will be redirected to the original dashboard instead of the site home
page. To avoid this, either make the site home page accessible anonymously, or make the dashboard not
accessible anonymously.

Configuring the What's New Dialog
The 'What's New' dialog pops up automatically when a user logs in for the first time after a major Confluence

upgrade (such as an upgrade to Confluence 4.3). The dialog displays a summary of the new features for the
release, sourced from the Atlassian website (by default).

Confluence administrators can configure the behaviour of the 'What's New' dialog, as follows:

® Change the URL that the 'What's New' dialog retrieves information from.
® Disable the dialog.

On this page:

® Changing the 'What's New' Dialog URL
® Disabling the 'What's New' Dialog

Related pages:

¢ Disabling and Enabling Add-ons
® [ocal Confluence Documentation

I The information on this page does not apply to Confluence OnDemand.

What’s New in Confluence 4.0

dlony |
New Features, Installed and Ready For You to Try! o]
> T
l:::::r more reliable editor. 4link | MTable ~ | dkInsert - Paragraph B I U
r

frna 8 Try asking @ john s
ible Cells SRS VCSETY
aceholders Simpler El John Stevenson
uch more... Edit Sx6 | H John Bru :‘E-SI“ITL

1. Brand New Editor 2. Table & Image Editing 3. @mention Others

Take a Quick Tour of the New Features »
¥ Don't show again (Access from ‘Browse' menu) Close

Screenshot above: An example of the 'What's New' dialog
Changing the 'What's New' Dialog URL

The 'What's New' dialog URL is stored in your Confluence hel p- pat hs. properti es file. This URL is a
concatenation of the hel p. prefi x property with the hel p. whats. new. i frane. | i nk.

Note: The hel p. pr ef i x property also defines the base URL for Confluence help links, i.e. help links in the
Confluence application.
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To change the 'What's New' Dialog URL:

Follow the instructions in the 'Changing the Links for Individual Help Pages' section on Local Confluence
Documentation. You will need to update the 'hel p. prefi x'and 'hel p. what s. new. i f rane. | i nk' properties,
as desired.

For example, you may have installed your Confluence documentation behind a firewall at ht t p: / / www. exanpl
e. conl and created a page htt p: // www. exanpl e. com what snewthat you use for change management. In
this case, you would do the following:

® Sethel p. prefixtohttp://ww. exanpl e. com
® Set hel p. whats. new. i frane. | i nk to what snew

There is an additional property 'hel p. what s. new. ful I . I i nk'. This is only used if the content pointed to by
the updated URL isn't loaded in 10 seconds, in which case a 'timeout' screen is displayed with a link to the full
'What's New' content. For locally-hosted pages you can just set this property to the same value as hel p. what s
.new.iframe.link.

Disabling the 'What's New' Dialog

The 'What's New' dialogue is enabled via a plugin. To disable the 'What's New' dialogue, you need to disable the
'‘Confluence What's New' plugin in Confluence.

To disable the 'Confluence What's New' plugin:

Follow the instructions on Disabling and Enabling Add-ons. Please note, the '‘Confluence What's New' plugin is
a 'System Plugin'. Click 'Show System Plugins' on the Manage Add-ons administration page to display the
system plugins.

Customising Default Space Content

Confluence Administrators can edit the template that is used to create the home page for new sites. This default
content appears on the home page when a new space is created. There is a different template for site spaces
and for personal spaces.

The default content in the template only appears for new spaces (those that are created after you have defined
the content). Changes to the template do not affect existing home pages.

Edit the default space content

To edit the default space content template:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Choose Global Template in the left-hand panel.

3. Choose Edit next to 'Default Space Content' or 'Default Personal Space Content' depending on whether
you want to customise the content for new site space or personal space home pages.

4. Enter the content that you want to appear on the home page for new site spaces. You can add variables,
macros and other content in the same as editing a page template.

5. Choose Save.

The following variables are available to be added to the default space content templates.

® S$spaceKey - inserts the space key into the site space homepage

® $spaceName - inserts the space name into the site space homepage

$userFullName - inserts the user (owner of the personal space) into the personal space homepage

® $userEmail - inserts the email address of the user (owner of the personal space) into the personal space
homepage.

Default space templates differ from ordinary page templates in that they do not present the user with a form to
complete, so variables should be limited to those listed in the Variables menu.
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Some macros, such as the Table of Contents macro, may not display correctly when you preview the template
as they are designed to work on a page. The macros will display correctly on the home page when you create a
new space. For more information on editing a template, including adding macros see - Adding Content to a

Template.
On this page:

® Edit the default space content
®* Reset the original default content

Related pages:

® Working with Spaces
® Working with Templates
® Confluence Administrator's Guide

Reset the original default content

To reset the original default content:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Choose Global Template in the left-hand panel.
3. Choose Reset to default next to '‘Default Space Content' or '‘Default Personal Space Content' depending

on the template you wish to reset.
From this point on, all new space home pages will be created with the original default content.

Screenshot: Global Templates showing the 'Default Space Content' or 'Default Personal Space Content' system

templates.

Templates

Global Templates Add New Global Template

There are no global templates at the moment.

System Templates

et to default

[g0]
%)

Default Space Content (Edited) Edit - R

Default Personal Space Content Edit

Customising the Getting Started Guide on the Dashboard

By default, the Confluence dashboard displays a quick-start guide for administrators under the site welcome
message on the left. This section of the dashboard is visible to Confluence administrators and system
administrators only. It is not configurable via the web interface, but you can update or remove it by editing the

site layout as described below.

You need System Administrator permissions to perform this customisation.

Editing or removing the getting-started section

To customise the getting-started guide on the dashboard:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Choose Layouts in the left-hand panel.
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3. Choose Create custom (or Edit) next to Global Layout.

Note: If the global layout has already been customised, the 'Edit' option will be available. Otherwise, you

will need to create the custom layout now, by choosing 'Create custom'.
4. Find the following code:

#i f ($perm ssi onHel per. i sConfl uenceAdm ni strat or ($renot eUser))
<di v cl ass="dashboard-item wi ki -content">
<h2>$i 18n. get Text (" get st art ed. headi ng") </ h2>
<ol id="dashboard-get-started">
<li class="create-space">
<h3><a

hr ef =" $r eq. cont ext Pat h/ spaces/ creat espace-start.acti on">$i 18n. get Text ("get star
ted. add. space") </ a></ h3>

<p>$i 18n. get Text (" get start ed. add. space. desc") </ p>

</li>
<li class="add-users">
<h3><a

hr ef =" $r eq. cont ext Pat h/ adm n/ user s/ br owseusers. acti on">$i 18n. get Text ("get start
ed. add. users") </ a></ h3>

<p>$i 18n. get Text ("get start ed. add. users. desc") </ p>

</[li>
<li class="user-profile">
<h3><a

href =" $r eq. cont ext Pat h/ user s/ edi t mypr of i | epi cture. acti on">$i 18n. get Text (" get st
arted. choose. profile.picture")</a></h3>

<p>$i 18n. get Text ("get start ed. choose. profile. picture. desc") </ p>
</li>
</ ol >
</ di v>
#end

5. Update the code as required:

® To remove the 'get started' section, delete the entire block of text shown above.

® Alternatively, edit the code to suit your requirements. See Customising Site and Space Layouts for

guidelines.

6. Choose Save.

The default getting-started section

By default, the getting-started guide looks more or less like the screenshot below, starting with the heading 'Get

started'.

To restore the default getting-started guide:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Choose Layouts in the left-hand panel.
3. Choose Reset Default next to Global Layout.

Note: This well reset any other customisations applied to this layout too.
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On this page:

® Editing or removing the getting-started section
® The default getting-started section
®* Notes

Related pages:

® Customising Site and Space Layouts
® Editing the Site Welcome Message

® Configuring the Site Home Page

® Changing the Site Title

® Changing the Site Logo

® Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.

Screenshot: The getting-started guide on the dashboard

Dashboard

Welcome to Confluence

Confluence is where your team collaborates and shares
knowledge — create, share and discuss your files, ideas,
minutes, specs, mockups, diagrams, and projects.

Get started

Create a new space
and start creating content.

Invite your colleagues
o join you in Confluence.

Upload your picture
and edit your profile.

pe| B3 &)

Notes

If you modify the look and feel of Confluence by following these instructions, you will need to update your
customisations when upgrading Confluence. The more dramatic the customisations are, the harder it will be to
reapply your changes when upgrading. Please take this into account before proceeding with your customisation.
For more information on updating your customisations, please refer to Upgrading Customised Site and Space
Layouts.

Editing the Site Welcome Message

The site welcome message appears at the top left of the Confluence dashboard. You can change the default
message by editing the appropriate system template. For example, you may want the welcome message to
display an introduction to your site or a message of the day.
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To edit the site welcome message:

akrwne

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose Global Templates in the left-hand panel.
Choose Edit next to Default Welcome Message.
Type your message into the template editor.
Choose Save.

The default site welcome message

By default, the site welcome message looks more or less like the screenshot below, starting with the heading
'Welcome to Confluence' and ending with '...diagrams, and projects'.

To restore the default site welcome message:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Choose Global Templates in the left-hand panel.

3. Choose Reset to default next to Default Welcome Message.

On this page:

® The default site welcome message

Using the template editor
Including content from another page

Related pages:

Configuring the Site Home Page
Changing the Site Title

Changing the Site Logo
Customising Default Space Content
Confluence Administrator's Guide

Screenshot: Site welcome message at top left of the dashboard

xtunfluence Spaces People Create

Dashboard

Welcome to Confluence

Confluence is where your team collaborates and shares
knowledge — create, share and discuss your files, ideas,
minutes, specs, mockups, diagrams, and projects.

Using the template editor

Enter text into the body of the template, and use the editor toolbar to apply styles, layout and formatting. You can
add links and macros. In general, you can use the Confluence editor in the same way as on a page.

Notes:

® You cannot use template variables in the welcome message template.
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® You cannot attach an image or other file to a template. Instead, attach the file to another page, and insert
it into the body of the template.

For example:
® You can attach an image to a page and then choose Insert > Image to embed the image into the

template.
® You can attach a PDF file to a page and then choose Insert > Other Macros > PDF to embed the
PDF file into the template.

Including content from another page

It may be useful to write your welcome message on a normal Confluence page and include the page into the
welcome message template. Using a normal page means that you can allow other people, who are not
Confluence administrators, to change the welcome message.

To include content from another page:

1. Create a Confluence page as usual and add your welcome message as the page content. Remember to
limit the size of the content, because it must fit nicely onto the dashboard. For this example, let's assume
the title of your page is 'Dashboard Message'. You can put it in any space you like.

2. Add page permissions or space permissions to the 'Dashboard Message' page or space, to suit your
requirements. You may want to restrict the editing of the page to a group of people, or you may want to
allow any employee to edit the page. This will determine who can update the welcome message on the
dashboard.

3. Edit the welcome message template, and add the Include Page macro to display the content from
your 'Dashboard Message' page.

4. Save the welcome message template. The dashboard will display the content of the template
immediately, including the content of your 'Dashboard Message' page. Similarly, if you or anyone else
edits the page, the welcome message on the dashboard will change as soon as the page is saved.

Integrating Confluence with Other Applications

You can integrate Confluence with other applications using Application Links. The Application Links feature
allows you to link Confluence to applications like Atlassian's JIRA. Linking two applications allows you to share
information and access one application's functions from within the other. For example, if you linked your
Confluence server with a JIRA server, you could view JIRA issues in a Confluence page via the JIRA Issues
Macro.

I The information on this page does not apply to Confluence OnDemand.

Getting Started

The Application Links quick start guide provides instructions on how to set up the most common application link
configuration.

Administrator's Guide

The administrator's guide is for administrators who want to configure application links for their applications. The
guide contains information on adding a new application link, configuring the authentication for an application link,
setting up project links and more.

Developer Resources

These resources are for developers who want to develop with the Application Links plugin. Take a look at the De
velopment Hub.
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Related Topics

® Configuring Application Links

® Configuring Workbox Notifications
® |ntegrating JIRA and Confluence
® Registering External Gadgets

Configuring Application Links

An application link is a trust relationship between two applications. Linking two applications allows you to share
information and to access one application's functions from within the other.

I'. The information on this page does not apply to Confluence OnDemand.

Configure Application Links @ 2k Add Application Link
Name Application Application URL Incoming Authentication @ Outgoing Authentication @ Primary Actions
Fi Jooc JRA https:/fjdog.atlassian.com/secure/Dashboard.jspa  Trusted Applications none Configure | Delete | Make Primary
B vour Company JRA JIRA http-/localhost-8080 Trusted Applications Trusted Applications [] Configure | Delete

Screenshot above: Application links for a Confluence server

Notes

® In the above screenshot, the column titled 'Incoming Authentication' is visible in Confluence 3.5.1 and
later. The column does not appear in Confluence 3.5.

Related Topics

® Adding an Application Link

® Configuring Authentication for an Application Link
® Editing an Application Link

® Making an Application Link the Primary Link

® Relocating an Application Link

® Upgrading an Application Link

® Deleting an Application Link

® Configuring Project Links across Applications

Adding an Application Link
This page describes how to add a new application link in Confluence. The process for adding an application link

is different depending on whether the application that you are linking Confluence to, supports Application Links
(i.e. has Application Links installed) or not.

If you are linking Confluence to an application that does not have Application Links, you will need to do
additional configuration in that application. This is because Application Links in Confluence will not be able to
automatically configure authentication in your remote application.

Please read the appropriate set of instructions below:

® Linking to an application that supports Application Links.
® Linking to an application that does not support Application Links.

On this page:
® Adding an Application Link to an Application That Supports Application Links
® Adding an Application Link to an Application That Does Not Support Application Links
®* Notes

I The information on this page does not apply to Confluence OnDemand.
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Adding an Application Link to an Application That Supports Application Links

Before you begin:

® Make sure that the base URL is set correctly in Confluence. See Configuring the Server Base URL for

instructions.

®* Make sure that the base URL is set correctly in the application which you intend to link to. See the

appropriate instructions: JIRA instructions | FishEye/Crucible instructions | Bamboo instructions). This is
required for synchronisation to work correctly.

To link to an application that supports Application Links:

1.

a s~ wDN

Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.
Click 'Add Application Link'. Step 1 of the link wizard will appear.
Enter the server URL of the application that you want to link to (the 'remote application’).
Click the 'Next' button. Step 2 of the link wizard will appear.
Enter the following information:
® 'Also create a link from 'XYZ' back to this server' — Select this option if you want to create a
two-way link between the remote application (which in this case is called 'XYZ") and your
application. If you want to do this, you will need to enter the username and password of an
administrator for the remote application.
@ rlease Note:
®* These credentials are not saved. They are only used at this step of the wizard to
authenticate with the remote application, so that a reciprocal Application Link can be created
in the remote application back to your application.
® [f the the remote application is JIRA or Confluence, these credentials need to be a user
account with the system administrator global permission.
® 'Reciprocal Link URL' — The URL you give here will override the base URL specified in your
remote application's administration console, for the purposes of the application links connection.
Application Links will use this URL to access the remote application.

6. Click the 'Next' button. Step 3 of the link wizard will appear.
7. Enter the information required to configure authentication for your application link:

®* 'The servers have the same set of users and usernames' or 'The servers have either different
sets of users or usernames' — Select one of these options depending on how you manage users
between the two applications.

®* 'These servers fully trust each other' — Select this option if you fully understand and trust the
behaviour of both applications at all times and are sure that each application will maintain the
security of their private key.
For more information about configuring authentication, see Configuring Authentication for an
Application Link.

8. Click the ‘Create’ button to create the application link.
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Screenshots above: Adding an application link to an application that supports Application Links (click to view
full-sized images)

Adding an Application Link to an Application That Does Not Support Application Links

Before you begin:

® Make sure that the base URL is set correctly in Confluence. See Configuring the Server Base URL for

instructions.

®* Make sure that the base URL is set correctly in the application which you intend to link to. See the

appropriate instructions: JIRA instructions | FishEye/Crucible instructions | Bamboo instructions). This is
required for synchronisation to work correctly.

To link to an application that does not support Application Links:

1.

Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

Click 'Add Application Link'. Step 1 of the 'Link to another server' dialogue will be displayed.

Enter the server URL of the application that you want to link to, in the 'Server URL' field. Click the 'Next'
button. Step 2 of the 'Link to another server' dialogue will be displayed.

. Fill out the fields, as follows:

® 'Application Name' — Enter the name by which this remote application will be referred to, in your
application.
® 'Application Type' — Select the type of application that you are linking to: Generic,
FishEye/Crucible, Confluence, Stash, Bamboo, JIRA.
® 'Application URL'— This will be set to the server URL you entered in the previous step and will
not be editable.
Click the 'Create’ button to create the application link. The '‘Configure Application Links' page will be
displayed, listing all of the application links that have currently been set up for your application including
the one you just added.
Configure the desired authentication type (Trusted Applications, OAuth, basic HTTP, none) for your new
application link. See Configuring Authentication for an Application Link.

. In your application that does not support Application Links, configure the same type of authentication that

you configured for your application link's outgoing authentication (in the previous step). For example, if
you configured outgoing Trusted Applications authentication in your Application-Links-enabled
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application, you also need log into your non-Application-Links application and manually configure Trusted
Applications (see the relevant administrator's documentation for the application).
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Screenshots above: Adding an application link to an application that supports Application Links (click to view
full-sized images)

Notes

Related Topics

® Making an Application Link the Primary Link
® Configuring Authentication for an Application Link
® Configuring Project Links across Applications

Configuring Authentication for an Application Link

Configuring authentication for an application link is essentially defining the level of trust between Confluence and
the application that it is linked to.
On this page:

® Choosing Authentication for an Application Link

® Security Implications for each Authentication Type

® About Primary Authentication Types

® About Impersonating and Non-Impersonating Authentication Types

I The information on this page does not apply to Confluence OnDemand.

Choosing Authentication for an Application Link
The level of authentication that you should configure for your application link depends on a number of factors.

®* Do the two applications you are linking trust each other? i.e. are you sure that the code in the
application will behave itself at all times and that the application will maintain the security of its private
key?

®* Do the two applications you are linking share the same user base or not?

®* Do you have administrative access to the application you are linking to?

Common scenarios include:
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® |f the two applications you are linking trust each other and share the same user base, configure two-w
ay authentication using Trusted Applications for both incoming and outgoing authentication. For
example, you may link your internal Confluence server to an internal JIRA server.

® |f the two applications you are linking trust each other but do not share the same user base, configure
two-way authentication using OAuth for both incoming and outgoing authentication. For example, you
may link your internal Confluence server to an external (customer-facing) JIRA server.

® If you do not have administrative rights to the application that you are linking to (e.g. linking to a
public FishEye server), configure a one-way outgoing link authenticated using basic HTTP
authentication or do not configure any authentication for the link. For example, you may link your
external Confluence server to a partner organisation's Confluence server. An unauthenticated link will still
allow the local application to render hyperlinks to the remote application or query anonymously-accessible
APIs.

The flowchart below provides a guide to what authentication you should configure for your application link.
Read the following topics for information on how to configure authentication for an application link:

® Configuring Basic HTTP Authentication for an Application Link

® Configuring OAuth Authentication for an Application Link

® Configuring Trusted Applications Authentication for an Application Link
® |ncoming and Outgoing Authentication

Do you have
Yes dmin rights ta No
both servers?
Outgoing =
Does your local Basic HTTP
Yes app trust the No huthentication orl
remote app? ho authenticatior|
Does the Does the
remote app remote app
trust your local trust your local
app? app?
Yes No Yes
Ne
Do both apps Do both apps Do both apps Two-way Basic
share the same share the same share the same HTTP
r user base? W ’* user base? T ” user base? j authentication
Yes No Yes No Ves No or no
‘ authentication
Two-way
Two-way Incoming = . Incoming = .
OAuth, Trusted| |5, 4h or Basic OAuth or Incoming = Basic HTTP Incoming =
Apps or Basic HTTP T OAuth Basic HTTP
HTTP L rusted Apps authentication: authentication orf h .
thenticati authentication authentication: 1 10T, unauthenticated |2uthentication or
authentication P Outgoing = N unauthenticated,;
Outgoing = Rasic HTTP Outgoing = N
Basic HTTP asic OAuth or Outgaing =
. authentication orf OAuth
puthentication or| unauthenticated Trusted Apps h .
unauthenticated authentication authentication

Flowchart above: Determining what authentication to configure for an Application Link

Security Implications for each Authentication Type

If you configure Trusted Applications authentication for your application (i.e. your servers have the same set
of users and they fully trust each other), please be aware of the following security implications:

® Trusted applications are a potential security risk. When you configure Trusted Applications
authentication, you are allowing one application to access another as any user. This allows all of the
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built-in security measures to be bypassed. Do not configure a trusted application unless you know that all
code in the application you are trusting will behave itself at all times, and you are sure that the application
will maintain the security of its private key.

If you configure OAuth authentication for your application (i.e. your servers have different sets of users and
they fully trust each other), please be aware of the following security implications:

® Adding an OAuth consumer requires the transmission of sensitive data. To prevent ‘'man-in-the-middle'
attacks, it is recommended that you use SSL for your applications while configuring OAuth authentication.

® Do not link to an application using OAuth authentication, unless you trust all code in the application to
behave itself at all times. OAuth consumers are a potential security risk to the applications that they are
linked to.

Set Users and Trust ®

@ The servers have the @ The servers have
same set of users. ifferent sets of users.
t of diff t sets of

@ These servers fully trust each other.
Either server can make remote requests as any user. Read more on the
security implications, particularly if vou have public signup enabled.

@) There is no trusted relationship between these servers.

[ Previous ] [ Create ] Cancel

Screenshot above: Configuring authentication during application link setup

About Primary Authentication Types

You can configure multiple authentication types for each application link. When a feature makes a request using
an Application Link, it will use one of the configured authentication types. If more than one authentication type is
configured, it will by default use the authentication type that is marked as the primary authentication type. The

default authentication type is indicated by the green tick ] next to the authentication type on the list application
link screen.
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You cannot configure which authentication type is the primary authentication type. The primary authentication
type is determined automatically by Application Links and depends on a weight defined by each authentication
type method. However, every feature that uses Application Links can also choose to use a specific
authentication type and might not use the default primary authentication type.

About Impersonating and Non-Impersonating Authentication Types

Applications Links allows you to configure 'impersonating' and 'non-impersonating' authentication types:
®* |mpersonating authentication types make requests on behalf of the user who is currently logged in.
People will see only the information that they have permission to see. This includes OAuth and Trusted
Applications authentication.
®* Non-impersonating authentication types always use a pre-configured user when making a request.
Everyone logged into the system will see the same information. This includes basic HTTP authentication.
Configuring Basic HTTP Authentication for an Application Link

The instructions on this page describe how to configure Basic HTTP authentication for outgoing authentication
and/or incoming authentication for an application link.

Basic HTTP authentication allows Confluence to provide user credentials to a remote application and vice versa.
Once authenticated, one application can access specified functions on the other application on behalf of that
user. For example, if you supply the credentials of a Confluence administrator on your Confluence server to a
remote application, the remote application will be able to access all functions on your Confluence server that the
Confluence administrator can access.

This method of authentication relies on the connection between Confluence and the remote application being
secure. We recommend that you use Trusted Applications authentication or OAuth authentication for your
application link instead, if possible.
On this page:

® Before You Begin

® Configuring Basic HTTP Authentication for Outgoing Authentication

® Configuring Basic HTTP Authentication for Incoming Authentication

®* Notes

I The information on this page does not apply to Confluence OnDemand.

Before You Begin

® The instructions assume that both of the applications that you are linking have the Application Links
plugin installed. If the remote application that you are linking to supports Basic HTTP authentication, but
does not have the Application Links plugin installed, you will need to configure Basic HTTP authentication
from within the remote application (see the relevant administrator's documentation for the application).
This is in addition to configuring the outgoing/incoming authentication for the application link (as described
below).

® You must be a Confluence administrator to configure Basic HTTP authentication for an application link.

Configuring Basic HTTP Authentication for Outgoing Authentication

Configuring outgoing basic http authentication will allow Confluence to trust a remote application (i.e. allow
the remote application to access specified functions in Confluence).

To configure basic http authentication for an outgoing application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.
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Click the 'Configure' link next to the application link that you want to configure authentication for.
Click the 'Outgoing Authentication' tab. The outgoing authentication page will be displayed.
Click the 'Basic Access' tab.

Click the 'Configure' button and enter the credentials (username and password) that the remote
application will use to log into your application .

6. Click the 'Apply' button to save your changes.

a ke

Configuring Basic HTTP Authentication for Incoming Authentication

Configuring incoming basic http authentication will allow the remote application that you are linking to, to trust
Confluence (i.e. allow Confluence to access specified functions on the remote application it is linked to).

To configure basic http authentication for an incoming application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

Click the 'Configure' link next to the application link that you want to configure authentication for.

Click the 'Incoming Authentication' tab. The incoming authentication page will be displayed.

Click the 'Basic Access' tab.

Click the 'Configure' button and enter the credentials (username and password) that the your application
will use to log in to the remote application.

6. Click the 'Apply' button to save your changes.

a ke

Notes

Related Topics

Configuring OAuth Authentication for an Application Link
Configuring Trusted Applications Authentication for an Application Link
Configuring OAuth Authentication for an Application Link

The instructions on this page describe how to configure OAuth for outgoing authentication and/or incoming
authentication for an application link.

OAuth is a protocol that allows a web application to share data/resources with any other OAuth-compliant
external application. These external applications could be another web application (such as a JIRA installation or
an iGoogle home page), a desktop application or a mobile device application, provided that they are accessible
from within your network or available on the Internet.

For example, you could set up an application link between Confluence and an iGoogle page using OAuth
authentication. This would allow you to view data from your Confluence server in a Confluence gadget on the
iGoogle page (see Configuring Confluence Gadgets for Use in Other Applications).

A typical scenario is setting up an application link between two applications which trust each other, do not share
the same set of users but both applications have the Application Links plugin installed. In this case, you would
configure OAuth for both outgoing authentication and incoming authentication. See Configuring Authentication
for an Application Link for other configurations.

(i) Key OAuth Terminology
® Service provider — An application that shares (‘provides’) its resources.
® Consumer — An application that accesses (‘consumes') a service provider's resources.
® User — An individual who has an account with the Service Provider.

For more information about OAuth, see Configuring OAuth as well as the OAuth specification.
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On this page:
® Before You Begin
® Configuring OAuth for Outgoing Authentication
® Configuring OAuth for Incoming Authentication

I The information on this page does not apply to Confluence OnDemand.

Before You Begin

® Adding an OAuth consumer requires the transmission of sensitive data. To prevent ‘man-in-the-middle’

attacks, it is recommended that you use SSL for your applications while configuring OAuth authentication.
Do not link to an application using OAuth authentication, unless you trust all code in the application to
behave itself at all times. OAuth consumers are a potential security risk to the applications that they are
linked to.

The instructions assume that both of the applications that you are linking have the Application Links
plugin installed. If the remote application that you are linking to supports OAuth, but does not have the
Application Links plugin installed, you will need to configure OAuth from within the remote application (see
the relevant administrator's documentation for the application) in addition to configuring the
outgoing/incoming authentication for the application link (as described below).

You must be a Confluence administrator to configure OAuth authentication for an application link.

Configuring OAuth for Outgoing Authentication

Configuring outgoing OAuth authentication will allow Confluence to access data in a remote application on
behalf of a user (i.e. allow Confluence to access specified functions in the remote application).

To configure OAuth authentication for an outgoing application link:

1.

arwDn

Log in as a system administrator and go to the administration page. Click 'Application Links' in the

administration menu. The 'Configure Application Links' page will appear, showing the application links that

have been set up.

Click the 'Configure' link next to the application link that you want to configure OAuth for.

Click the 'Outgoing Authentication' tab. The outgoing authentication page will be displayed.

Click the 'OAuth’ tab.

If you are not currently logged in to the remote application (or you logged in to the remote application

under a variant of the application's hostname, such as the IP address), a login dialogue will display.

® Enter the 'Username' and 'Password’ for the remote server, not your local server, and click the 'Lo

gin' button. The remote server needs to learn the identity of your local server for the OAuth
protocol to work and your admin credentials are used to store your local server's public key on the
remote server. If you are already logged into your remote server, then the appropriate changes can
be made without having to log in again.

Click the 'Enable’ button to enable OAuth authentication for the outgoing link. Your application will be

automatically set up to be the ‘consumer' and the remote application as a 'service provider'.

Configuring OAuth for Incoming Authentication

Configuring incoming OAuth authentication will allow the remote application that you are linking to, to access
data in Confluence.

To configure OAuth authentication for an incoming application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the

administration menu. The 'Configure Application Links' page will appear, showing the application links that
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have been set up.

Click the 'Configure' link next to the application link that you want to configure OAuth for.

Click the 'Incoming Authentication’ tab. The incoming authentication page will be displayed.

Click the 'OAuth' tab.

Click the 'Enable’ button to enable OAuth authentication for the incoming link. The remote application will
be automatically set up to be the 'consumer’ and your local application as a 'service provider'.

Related Topics

ok b

Configuring Basic HTTP Authentication for an Application Link

Configuring Trusted Applications Authentication for an Application Link
Configuring Confluence Gadgets for Use in Other Applications

Configuring Trusted Applications Authentication for an Application Link

The instructions on this page describe how to configure Trusted Applications for outgoing authentication
and/or incoming authentication for an application link.

Trusted Applications authentication allows one application to allow access to specified functions on another
application on behalf of any user, without the user having to log into the second application. For example, if you
configure a JIRA server to trust a Confluence server, every Confluence user will see exactly the same list of
issues when they view the Confluence 'JIRA Issues' macro as they see when they use the JIRA Issue Navigator
as a logged-in JIRA user.

A typical scenario is setting up an application link between two applications which trust each other, have the
same set of users and both have the application links plugin installed. In this case, you would configure Trusted
Applications for both outgoing authentication and incoming authentication. See Configuring Authentication for an
Application Link for other configurations.
On this page:

® Before You Begin

® Configuring Trusted Applications for Outgoing Authentication

® Configuring Trusted Applications for Incoming Authentication

®* Notes

I The information on this page does not apply to Confluence OnDemand.

Before You Begin

® Trusted applications are a potential security risk. When you configure Trusted Applications
authentication, you are allowing one application to access another as any user. This allows all of the
built-in security measures to be bypassed. Do not configure a trusted application unless you know that all
code in the application you are trusting will behave itself at all times, and you are sure that the application
will maintain the security of its private key.

® The instructions below assume that both of the applications that you are linking have the Application
Links plugin installed. If the remote application that you are linking to supports Trusted Applications, but
does not have the Application Links plugin installed, you will need to configure Trusted Applications from
within the remote application (see the relevant administrator's documentation for the application) in
addition to configuring the outgoing/incoming authentication for the application link (as described below).

® You must be a Confluence administrator to configure Trusted Applications authentication for an
application link.

Configuring Trusted Applications for Outgoing Authentication

Configuring outgoing Trusted Applications authentication will allow the remote application to trust
Confluence (i.e. allow Confluence to access specified functions and data on the remote application).
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To configure Trusted Applications authentication for an outgoing application link:

1.

Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

Click the 'Configure' link next to the application link that you want to configure Trusted Applications
authentication for.

Click the 'Outgoing Authentication' tab. The outgoing authentication page will show, with the 'Trusted
Applications' tab displayed.

If you are not currently logged into the remote application (or you logged into the remote application under
a variant of the application's hostname, e.g. the IP address), a login dialogue will display.

® Enter the 'Username' and 'Password’ for the remote server, (not your local server), and click the *
Login' button. You need to enter the credentials for the remote server, as the remote server needs
to be instructed to trust your local server for the Trusted Applications protocol to work. If you are
already logged into your remote server, then the appropriate changes can be made without having
to log in again.

Configure the settings for the Trusted Applications authentication:

® 'IP Patterns' — Enter the IP addresses (IPv4 only) from which the remote application will accept
requests (this effectively is the IP address your local server). You can specify wildcard matches by
using an asterisk (*), e.g. '192. 111. *. *' (note, you cannot use netmasks to specify network
ranges). If you are entering multiple IP addresses, separate them with commas or spaces.

I Please note, if you are setting up Trusted Applications between two applications that both have
the Application Links plugin installed, you can leave this field blank (or explicitly use *. *. * . *).
However, if your remote application does not have the Application Links plugin installed and you
are configuring the IP Patterns in the remote application (not the Application Links plugin), you
must not leave this field blank nor use *. *. *. *_ Failure to configure IP address restrictions in
this scenario is a security vulnerability, allowing an unknown site to log into your site under a user's
login ID.

Consider the following scenarios, if you want to limit access by using this field:

® |f your local application is using a proxy server, you need to add the proxy server's IP
address to this field.

® |f your local application is a clustered instance of Confluence, you need to configure the
remote server to accept requests from each cluster node. If you do not set up each node
appropriately, your Confluence users may not be able to view any information from the
remote server. You can set this up by either specifying each individual IP address for each
node of the cluster (e.g. 172. 16. 0. 10, 172.16.0.11, 172.16. 0. 12), or specifying
the IP address for the clustered Confluence instance using wildcards (e.g. 172. 16. 0. *).

* 'URL Patterns' — Enter the URLSs in the remote application that your local application will be
allowed to access. Each URL corresponds to a particular application function. Enter one URL per
line, as follows:

® If your remote application is JIRA, enter the following URL Patterns: / pl ugi ns/ servl et/
streams,/sr/jira.issuevi ews: searchrequest,/secure/ RunPortlet,/rest,/
rpc/ soap

® If your remote application is Confluence, enter the following URL Patterns: / pl ugi ns/ ser
vl et/ streans,/plugins/servl et/ applinks/whoam

® 'Certificate Timeout (ms)' — Enter the certificate timeout. The default is 10 seconds. The
certificate timeout is used to prevent replay attacks. For example, if a Trusted Applications request
is intercepted and (maliciously) re-sent, the application will be able to check when the request was
first sent. If the second request is sent more than 10 seconds (or whatever the certificate timeout is
set to) after the initial request, it will be rejected. Please note, you should not have to change the
default value of this field for most application links. Note that the certificate timeout relies on the
clocks on both servers being synchronised.
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6.

Click the 'Apply' button to save your changes.

Configuring Trusted Applications for Incoming Authentication

Configuring incoming Trusted Applications authentication will allow Confluence to trust the remote
application that you are linking it to (i.e. allow your 'trusted' remote application to access specified functions and
data on Confluence).

To configure Trusted Applications authentication for an incoming application link:

1.

Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

Click the 'Configure' link next to the application link that you want to configure Trusted Applications
authentication for.

Click the 'Incoming Authentication' tab. The incoming authentication page will show, with the 'Trusted
Applications' tab displayed.

The tab will show whether Trusted Applications is currently enabled or not. Use the 'Modify' or '‘Configur
e' button to configure Trusted Applications. The Trusted Applications configuration settings will be
displayed:

* '|P Patterns' — Enter the IP addresses (IPv4 only) from which our application will accept requests.
You can specify wildcard matches by using an asterisk (*), e.g. '192. 111. *. *' (note, you cannot
use netmasks to specify network ranges). If you are entering multiple IP addresses, separate them
with commas or spaces.

I Please note, if you are setting up Trusted Applications between two applications that both have
the Application Links plugin installed, you can leave this field blank (or explicitly use *. *. * . *),
However, if your remote application does not have the Application Links plugin installed and you
are configuring the IP Patterns in the remote application (not the Application Links plugin), you
must not leave this field blank nor use *. *. *. *_ Failure to configure IP address restrictions in
this scenario is a security vulnerability, allowing an unknown site to log into your site under a user's
login ID.

Consider the following scenarios, if you want to limit access by using this field:

® |f the remote application is using a proxy server, you need to add the proxy server's IP
address to this field.

® |f the remote application is a clustered instance of Confluence, you need to accept requests
from each cluster node. If you do not specify each node's address, Confluence users may
not be able to view any data from your application. You can set this up by either specifying
each individual IP address for each node of the cluster (e.g. 172.16.0.10, 172.16.0.11,
172.16.0.12), or specifying the IP address for your clustered Confluence instance using
wildcards (e.g. 172.16.0.%).

* 'URL Patterns'— Enter the local URLs that the remote application will be allowed to access. Each

URL corresponds to a particular application function. Enter one URL per line, as follows:
® |f your local application is JIRA, enter the following URL Patterns — / pl ugi ns/ servl et/
streans,/sr/jira.issueviews: searchrequest,/secure/ RunPortlet,/rest,/
rpc/ soap
® |f your local application is Confluence, enter the following URL Patterns — / pl ugi ns/ serv
| et/ streans,/plugins/servlet/applinks/whoan

® 'Certificate Timeout (ms)' — Enter the certificate timeout. The default is 10 seconds. The
certificate timeout is used to prevent replay attacks. For example, if a Trusted Applications request
is intercepted and (maliciously) re-sent, the application will be able to check when the request was
first sent. If the second request is sent more than 10 seconds (or whatever the certificate timeout is
set to) after the initial request, it will be rejected. Please note, you should not have to change the
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default value of this field for most application links. Note that the certificate timeout relies on the
clocks on both servers being synchronised.
5. Click the 'Apply' button to save your changes.

Notes

Related Topics

Configuring Basic HTTP Authentication for an Application Link

Configuring OAuth Authentication for an Application Link

Incoming and Outgoing Authentication

When you configure authentication for an application link, you are defining the level of trust between the two

linked servers. When configuring a link from one application to another, you can set up:
®* Incoming authentication (authentication of requests coming from a linked application into this

application).
® Qutgoing authentication (authentication of requests sent from this application to a linked application).

See Configuring Authentication for an Application Link.

| I The information on this page does not apply to Confluence OnDemand.

Editing an Application Link
You can change the details, such as the application name and display URL, for an existing application link.
On this page:

® Editing an Application Link

®* Notes

' The information on this page does not apply to Confluence OnDemand.

Editing an Application Link
To edit an application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the 'Configure' link next to the application link that you want to edit the details for. The application
details for the application link will be displayed.

3. Update the application details as desired. Please note, you cannot update the Application Type nor the
Application URL.

® 'Application Name' — Update this field to change the display name for the application that you are
linking to.

® 'Display URL'— This URL is used when displaying links to the application in the browser. When
creating the application link, you may have used a URL that is not accessible to other users, such
as an internal IP address. If so, you can change the display URL to an address in a domain that is
accessible to other users.

4. Click the 'Update' button to save your changes.
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Configure JAC

Outgoing Authentication

Application Type JIRA
Incoming Authentication o
Application URL  http:iijira.atlassian.com
Thig is the URL used to connect to the application.
Display URL | http://jira.atlassian.com

The display URL is used when rendering links to the application.

Screenshot above: Editing an application link
Notes

Related Topics

Configuring Authentication for an Application Link
Making an Application Link the Primary Link
Relocating an Application Link

Making an Application Link the Primary Link

If you have set up application links to more than one of the same application type, e.g. you have linked your
application to two JIRA servers, then one of the servers will be marked as the 'Primary’ link. This means that any
outgoing requests will be directed to the primary link's application.

For example, if you have set up a Confluence server that is linked to two JIRA servers with two-way
authentication for both links, you can nominate an application link to one of the JIRA servers as the primary link.
Every time Confluence requests JIRA information (e.g. for a JIRA issues macro), it will request it from the
primary link's JIRA server. Note, both JIRA servers can still make requests of the Confluence server (e.g. a
Confluence page gadget on the dashboards of each JIRA instance).
On this page:

® Making an Application Link the Primary Link

®* Notes

I The information on this page does not apply to Confluence OnDemand.

Making an Application Link the Primary Link
To make an application link the primary link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
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administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the 'Make Primary' link next to the application link that you want to make the primary link. A "'
symbol will display in the 'Primary' column next to the application link.
ﬂ The 'Primary' column and 'Make Primary' link will only display if you have set up application links to
more than one of the same application type, e.g. you have linked your application to two JIRA servers.

Notes

Please read Making a Project Link the Primary Link for information on how primary project links also influence
the information shared between servers.

Related Topics

Making a Project Link the Primary Link
Relocating an Application Link

This page describes how to change the location of an application link. You will need to relocate an application
link if the target application has been moved to a new address.

' The information on this page does not apply to Confluence OnDemand.

To relocate an application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. If the remote application for an application link cannot be reached by your application, the 'List
Application Links' page will display a warning message (see 'Relocate Link - Warning Message'
screenshot below).

3. If your remote application has been moved to a different address (rather than just being offline
temporarily), click the ‘Relocate’ link in the warning message (see 'Relocate Link - Updating URL'
screenshot below).

4. Enter the new URL for the remote application of your application link and click 'Relocate’.

5. You will need to confirm the relocation, if the new URL cannot be contacted. Otherwise, the application
link will be updated.

Application ¥our Company JIRA seems to be offine. Click here to Relocate

Configure Application Links @ =k Add Application Link

Name Application Application URL Incoming Authentication @  Qutgoing Authentication @  Primary  Actions
ﬂ JDOG JIRA https://jdog atlassian com/secure/Dashboard jspa  Trusted Applications none Configure | Delete | Make Primary

B vou Company JRA  JIRA http:/ocalhost:8080 Trusted Applications Trusted Applications [~] Configure | Delete

Screenshot above: Relocate link — The warning message

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

208


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand

Confluence 5.1 Documentation

Relocate @

Relocate Application Link "JIRA-BOE™ to a different URL.

server URL | http:/ ferik:5992 /jira

@ Cancel

Screenshot above: Relocate link — Updating the URL

Related Topics

Making an Application Link the Primary Link
Upgrading an Application Link

The instructions on this page describe how to upgrade an existing application link. You may want to upgrade an
application link in either of the two situations below:

® Your Confluence instance has been upgraded from a version that does not include Application Links to a
version that does. For example, you may have configured Trusted Applications or OAuth in a Confluence
3.4 instance (does not include Application Links) and then upgraded to Confluence 3.5 (includes
Application Links).

® Your remote application has been upgraded to a version that includes Application Links. For example,
you had set up an application link in a Confluence 3.5 instance (includes Application Links) to JIRA 4.2
instance (does not include Application Links), and then upgrade to JIRA 4.3 (includes Application Links).

On this page:

® Upgrading an Application Link (Local App Upgraded to Include Application Links)
® Upgrading an Application Link (Remote App Upgraded to Include Application Links)
* Notes

' The information on this page does not apply to Confluence OnDemand.

Upgrading an Application Link (Local App Upgraded to Include Application Links)

When you upgrade from a Confluence version that does not include Application Links to version that does, you
will have the option of converting any Trusted Applications or OAuth links to Application Links. The advantage of
converting your links to Application Links is that link configuration will be simplified in future.

To upgrade an application link when your local application has been upgraded to include Application
Links:

1. After your application upgrade, navigate to the administration console.

2. Click 'Application Links'. The 'Configure Application Links' screen will be displayed with the following
message:
"There are existing Trusted Applications or OAuth relationships that should be upgraded to Application
Links. Click here to upgrade.”

3. Click the 'Click here to upgrade' link. The 'Existing Trust Relationships' screen will be displayed showing
all Trusted Applications and OAuth relationships that can be upgraded to Application Links.

4. Click the 'Upgrade to Application Link' link next to the desired trust relationship. The '‘Upgrade to
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Application Link' wizard will be displayed.
5. Complete the wizard. The process will be similar to adding a new link (described on Adding an Application
Link), except that most fields should be pre-filled.

Configurs Application Links = T S A aTALEL Existing Trusi Relatonahips

Upg
s b pows ol Aqpilcasne: | i -

Step 1 Step 2

Screenshots above: Upgrading an application link for local application

Upgrading an Application Link (Remote App Upgraded to Include Application Links)

When an application link is created between a version of Confluence that supports Application Links, and a
remote legacy application (either a non-Atlassian product, or an older version of an Atlassian product that did not
ship with Application Links), this link is configured to run in "legacy mode". While there is no distinguishable
difference to a user, connection and configuration without Application Links is a little different. For example:

® Setting up OAuth requires manual configuration by the administrator. In OAuth authentication for between
applications that support Application Links, exchange of the consumer keys and public keys is done
automatically.

® The Trusted Applications protocol (Atlassian-specific) will not be available for authentication.

If you upgrade your remote application to a version that does include Application Links, the application link will
continue to work. However, upgrading your link may simplify link configuration and make additional
authentication protocols available (as mentioned above).

To upgrade an application link when your remote application has been upgraded to include Application
Links:

1. After you have upgraded your remote application to a version that includes Application Links, go to the
administration console of your local application. A warning will be displayed, requesting that you upgrade
the link to full Application Links mode.

2. Click 'Upgrade' in the warning message to start the upgrade wizard. Note the following:

® You will be prompted to make your application link a reciprocal link. You will need to provide
administrator credentials for your remote application, if you choose to do so.

* |f you make your application link a reciprocal link, you will also be able to make reciprocal links for
your project links. For example, you may be able to link your JIRA project to a FishEye repository
and also make a link from your FishEye repository back to the JIRA project.
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Application 'REFAPP' been upgraded. Click here to Upgrade the Application Link configuration

Configure Application Links @ =P Add Application Link

Mame  Application Application URL Configured Authentication (2) Actions

*ir REFAPP Reference Application httpiflocalhost:5992/refapp  Basic Access Configure | Delete

Screenshot above: Upgrading an application link for remote application

Link to Reference Application

RefApp - erik REFAPP

-
&

E Create a link back to this server. Provide administrator credentials for
'REFAPP'. These are used once to authenticate you and will not be
saved. Read More.

Usemname | admin

FPassword  seess

. For each existing Charlie link, create an incoming link from the remote
application.
Accessible URL of this application for the reciprocal link

http://erik.sydney.atlassian.com:5990/refapp

[r_ Previous ﬁ f Mext \1 Cancel

Screenshot above: Upgrading an application link wizard
Notes

Related Topics

Adding an Application Link
Configuring Authentication for an Application Link
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Deleting an Application Link

Deleting an application link stops the two applications from sharing information. You will no longer be able to
make requests from one application to the other. This means that certain features may not work, e.g. JIRA
issues macro in Confluence, Confluence Page Gadget in JIRA, etc.

If you have set up application links to multiple servers of the same application type, e.g. you have linked your
application to multiple JIRA servers, deleting the primary link will mean that another of the links will be made the
primary link.

Deleting an application link will also delete all project links set up for that application link.

I The information on this page does not apply to Confluence OnDemand.

To delete an application link:

1. Log in as a system administrator and go to the administration page. Click 'Application Links' in the
administration menu. The 'Configure Application Links' page will appear, showing the application links that
have been set up.

2. Click the 'Delete’ link next to the application link that you want to delete. A confirmation screen will be
displayed.

3. Click the '‘Confirm' button to delete the application link.

RELATED TOPICS

Editing an Application Link
Relocating an Application Link
Configuring Project Links across Applications

Let's assume that you are managing a project or team. You would like to connect your project's Confluence
space with your JIRA project, and link up your team's source repository too.

When you have connected your applications via Application Links, you can also connect the areas of those
applications that contain information relating to your project or team. Using project links (also called entity
links) you can associate one or more projects, spaces and repositories across the linked applications.

To connect all the information relating to the project or team that you are managing, you can link one or more of
the following:

® JIRA projects.
® Confluence spaces.
® FishEye repositories.
® FishEye projects. A FishEye 'project’ is the Crucible project if you have installed FishEye and Crucible,
otherwise it is the paths associated via the 'FishEye Project Content' function in FishEye.
® Crucible projects.
® Bamboo projects.
On this page:
® Uses for Project Links
® Managing Project Links

I The information on this page does not apply to Confluence OnDemand.

Uses for Project Links

The following integration features use project links:
® Activity streams. For example, the project links determine the activity retrieved from JIRA to display in the
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activity stream of a FishEye repository or a Crucible project.
® The JIRA FishEye plugin. For example:
® The link between a JIRA project and a FishEye repository determines the repository searched for a
particular issue key when displaying the FishEye source tab in JIRA.
® The link between a JIRA project and a Crucible project determines the Crucible project scanned for
review activity when displaying the Crucible reviews tab in JIRA.
®* When you create a defect in Crucible, Crucible will know which JIRA project to put it in.
® Third-party plugins may make use of project links to enrich their functionality too.

Managing Project Links

® Adding Project Links between Applications
® Making a Project Link the Primary Link
® Deleting a Project Link

RELATED TOPICS

Adding an Application Link
Adding Project Links between Applications

Let's assume that you are managing a project or team. You would like to connect your project's Confluence
space with your JIRA project, and link up your team's source repository too.

When you have connected your applications via Application Links, you can also connect the areas of those
applications that contain information relating to your project or team. Using project links (also called entity
links) you can associate one or more projects, spaces and repositories across the linked applications.

To connect all the information relating to the project or team that you are managing, you can link one or more of
the following:

* JIRA projects.

® Confluence spaces.

® FishEye repositories.

® FishEye projects. A FishEye 'project’ is the Crucible project if you have installed FishEye and Crucible,
otherwise it is the paths associated via the 'FishEye Project Content' function in FishEye.

® Crucible projects.

® Bamboo projects.

I The information on this page does not apply to Confluence OnDemand.

To link a Confluence space to a project in another application:

1. Go to the space and choose Space tools on the sidebar.
Note: The 'Space tools' option appears only if you are a space administrator for the space or you are a
super user (a member of the conf | uence- admni ni strat or s group).

2. Click 'Application Links' in the left-hand panel.

Choose the Confluence space that you want to link from.

4. The instructions for adding a project link will vary depending on whether the target application has the
Application Links functionality installed:

® If the target application has Application Links:

a. Click 'Add Link'. A dropdown menu will appear listing the applications you have already
linked to.

b. In the dropdown menu, click the application that contains the project you want to link to. For
example, if you want to link to a specific JIRA project, click the JIRA site that contains that
project. If you want to link to a Confluence space, click the Confluence site that contains that
space.

w
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c. Click one of the options on the 'Authorization required' screen:
® 'Authorize' — Click this option if you want to grant your project authorised access to
the target project. The target application will open in a new window, so that you can
log in and authorise access.
® 'Skip —your access is anonymous' — Click this option if you only want to allow
anonymous access to the target project.

d. Inthe 'Name or Key' field, enter the name/key of the project in the remote application that
you want to link to. For example, if you want to link to a JIRA project, enter the project key. If
you want to link to a Confluence space, enter the space key.

e. Click the 'Create’ button to create the project link.

® |f the target application does not have Application Links:

a. Click 'Add Link'. A dropdown menu will display listing the applications you have already
linked to.

b. Inthe dropdown menu, click the application that contains the project you want to link to. For
example, if you want to link to a specific JIRA project, click the JIRA site that contains that
project. If you want to link to a Confluence space, click the Confluence site that contains that
space.

c. Inthe 'Key' field, enter the name/key of the project in the remote application that you want to
link to. For example, if you want to link to a JIRA project, enter the project key. If you want to
link to a Confluence space, enter the space key.

d. (optional) Enter the alias for the project in the 'Alias’ field. This is the display name for the
project in your administration console.

e. Click the 'Create’ button to create the project link.

TeovecE W LT I3 LR + Lk - - -
s P XN authorization required @ En
1] K
e — ([P
P s pis SRR P - : ozt links vl raguire carain access rights to create a link. You can skip this stap
tnr & may limit tha amount of links you can link 1o
Authorze
SHIp - YOUr access |15 anonymoLs
Step 1 Step 2

Screenshots above: Linking to a JIRA project (where the target JIRA server supports Application Links)
RELATED TOPICS

Making a Project Link the Primary Link
Deleting a Project Link
Making a Project Link the Primary Link

If you have set up project links to more than one project in the same application, for example you have linked
your Confluence space to two JIRA projects, then one of the project links will be marked as the primary link. All
outgoing requests will be directed to the primary link.

For example, if you have a Confluence space that is linked to two JIRA projects, you can hominate the link to
one of the JIRA projects as the primary link. Every time Confluence requests JIRA information (for example, in a
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JIRA issues macro) it will request it from the primary link's JIRA project. Note, both JIRA projects can still
request information from the Confluence space (for example, a Confluence page gadget on the dashboards of
each JIRA instance).

I'. The information on this page does not apply to Confluence OnDemand.

To make a project link the primary link:

1. Go to the space and choose Space tools on the sidebar.
Note: The 'Space tools' option appears only if you are a space administrator for the space or you are a
super user (a member of the conf | uence- adni ni st rat or s group).

2. Click '‘Application Links" in the left-hand panel.

3. Click the 'Make Primary' link in the 'Action’ column for the project link that you want to make the primary
link. A @ symbol will display in the 'Primary' column next to the link.
Note: The 'Primary' column and 'Make Primary' link will appear only if you have set up multiple project
links to the same application, for example you have linked a Confluence space to a number of JIRA
projects.

Technical Writing Application Links =P Add Link ¥

You can configure links between this Confluence Space and other applications. The Application Links are initially setup by your Administrator. @

Application Type Name Key Primary Action
[ TS (JIRA) JIRA Project JIRA JRA @ Delete | Edit
B sac (JIRA) JIRA Project JIRA Studio JET Delete | Make Primary | Edit

Screenshot above: Viewing the project links for a Confluence space
RELATED TOPICS

Adding Project Links between Applications
Deleting a Project Link
Deleting a Project Link

Deleting a project link stops the two projects from sharing information.

If you have set up multiple project links to the same application, for example you have linked a Confluence
space to multiple JIRA projects, deleting the primary link will mean that another of the links will be made the
primary link.

I The information on this page does not apply to Confluence OnDemand.

To delete a project link:

1. Go to the space and choose Space tools on the sidebar.
Note: The 'Space tools' option appears only if you are a space administrator for the space or you are a
super user (a member of the conf | uence- adni ni st rat or s group).

2. Click '‘Application Links" in the left-hand panel.

3. Click the 'Delete’ link next to the link that you want to delete.

4. A confirmation screen will appear. Click the 'Confirm' button to delete the link.
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: (&3]
Delete Link TECHWRITING to JRA
You have chosen to delete the link from TECHWRITING to JRA.
Please confirm that you would like to delete this link

Screenshot above: Confirming the deletion of a project link
Related Topics

Adding Project Links between Applications
Making a Project Link the Primary Link

Configuring Workbox Notifications

People can view and manage in-app notifications and tasks in their Confluence workbox. This page tells you
how to enable in-app notifications and configure some related settings.

In addition, people can receive notifications from JIRA and other Confluence servers in their Confluence
workbox. To make this possible, your Confluence server must be linked to the other server(s) via application
links.

Possible configurations:

® Your Confluence server provides in-app notifications and displays them in its own workbox. There are two
sub-configurations here:
® This Confluence server is the only server involved.
® Alternatively, this Confluence server displays its own in-app notifications, and also displays
notifications from JIRA and/or other Confluence servers.
® Your Confluence server sends in-app notifications to another Confluence server. Not applicable to
Confluence OnDemand.
® Your Confluence server does not provide or display in-app notifications.

Notes:

®* Workbox includes notifications and tasks: When you enable in-app notifications, personal tasks are
also enabled in the workbox. When you disable in-app notifications, the workbox no longer appears and
personal tasks are therefore not available on this server.

® Confluence OnDemand can include JIRA notifications: If you have JIRA OnDemand as well as
Confluence OnDemand, you can configure Confluence to display notifications from JIRA OnDemand. You
cannot receive notifications from another Confluence server, nor from an installed JIRA server.
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On this page:
® Which notifications are included?
® Enabling Confluence workbox and in-app notifications
® Configuring the polling intervals
® Including notifications from JIRA
® Stopping JIRA from sending notifications to Confluence
® Including notifications from another Confluence server
® Sending Confluence natifications to another Confluence server
® Disabling workbox and in-app notifications in Confluence

Related pages:

® Managing Notifications in Confluence

® Managing Tasks in Confluence

® Configuring Application Links (Not applicable to Confluence OnDemand.)
® Confluence Administrator's Guide

I Some functionality described on this page is restricted in Confluence OnDemand.

Which notifications are included?

The workbox displays a natification when someone does one of the following in Confluence:
® Shares a page or blog post with you.
® Mentions you in a page, blog post or comment.
® Assigns you a task by mentioning you in a task list.
® Comments on a page or blog post that you are watching.
® |ikes a page or blog post that you are watching.

The workbox does not show notifications triggered because you are watching a space. Only watches on pages
and blog posts are relevant here.

The notification in your workbox appears as 'read' if you have already viewed the page or blog post.
If your Confluence site is linked to JIRA, you will also see the following JIRA natifications in your workbox:

® Comments on issues that you are watching.
® Mentions.
® Shares of issues, filters and searches.

Enabling Confluence workbox and in-app notifications
Confluence workbox and in-app notifications are disabled by default.

To enable workbox and in-app notifications:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Choose In-app Notifications in the left-hand panel.
3. Choose displays in-app notifications (or displays in-app notifications from other servers). The

workbox icon E will appear in the Confluence top menu bar and will be visible to all users.

Screenshot: Simple configuration with Confluence workbox and in-app notifications enabled for this server only

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/CONF51/Managing+Notifications+in+Confluence
https://confluence.atlassian.com/display/CONF51/Managing+Tasks+in+Confluence
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand
https://confluence.atlassian.com/display/CONF51/Emailing+a+Page
https://confluence.atlassian.com/display/CONF51/Using+Mentions
https://confluence.atlassian.com/display/CONF51/Managing+Tasks+in+Confluence#ManagingTasksinConfluence-PageTasks
https://confluence.atlassian.com/display/CONF51/Watching+a+Page+or+Blog+Post
https://confluence.atlassian.com/display/CONF51/Likes+and+Popular+Content

Confluence 5.1 Documentation

This Confluence server:

@ displays in-app notifications

In-app nofifications are digplayed for this Confluence instance.
Active polling interval 30 seconds

Time to wait before checking for ne

Inactive polling interval 300 seconds

Time to wait before checking for ne

' does not provide in-app notifications

w notifications

w notifications

on the page the user is currently viey

when the user isn't focused on a page.

wing.

Save

In-app netifications are disabled on this serv

Configuring the polling intervals

The polling intervals are used by the Confluence server that displays in-app notifications and tasks in its

workbox.

Option

Active polling interval

Inactive polling interval

Including notifications from JIRA

Description

This is the number of seconds that Confluence will
wait before checking (polling) for new natifications
relevant to the page that the user is currently viewing.
This setting applies to the page open in the browser
tab that currently has focus. It does not matter
whether the user has the workbox open or not.

This is the number of seconds that Confluence will
wait before checking (polling) for new notifications
relevant to all pages that are not currently in focus.
These pages may be on the Confluence server that
displays the workbox, or on other Confluence or JIRA
servers that send their notifications to this server.

This setting defines an upper limit. For inactive
pages, Confluence starts with a polling interval equal
to the active polling interval, then gradually increases
the interval between polls until it reaches the limit
defined here.

Confluence workbox can include notifications from your JIRA issue tracker. In Confluence OnDemand, you can

do this if you have JIRA OnDemand too.

To include notifications from JIRA:

1. Connect JIRA and Confluence via application links: (Not applicable to Confluence OnDemand.)

® Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

® Choose Application Links in the left-hand panel.

® Set up the link as described in Adding an Application Link.

® |f your JIRA server is linked to more than one Confluence server, make sure that the primary link

is the Confluence server that will display the in-app notifications in its workbox. See the JIRA guide

to making an application link the primary link.
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2. Choose In-app Notifications in the left-hand panel of the Confluence administration console.
3. Choose displays in-app notifications from other servers.
® Your JIRA server will appear in the list of linked applications below this option.
* People will see JIRA notifications in their workbox, as described in Managing Notifications in
Confluence.

Notes:

* JIRA sends its notifications to the Confluence server that is configured as the primary application link.
® Your JIRA server must be running JIRA 5.2 or later.
® The following plugins must be present and enabled in JIRA. The plugins are shipped with JIRA 5.2 and
later:
® 'Notifications and Tasks — Common Plugin’
® ‘'Notifications and Tasks — JIRA Provider Plugin’
® You do not need to configure JIRA. The plugins are enabled by default in JIRA, and JIRA will
automatically send notifications to Confluence.
® Confluence can display notifications from more than one server.

Screenshot: This Confluence server displays in-app notifications from itself and from JIRA

This Confluence server:

@ displays in-app notifications from other servers
Linked applications send netificatiens to this server. These are:
Application URL
Your Company JIRA http://pyko:2991/jira-client
Medify linked applications
Active polling interval 30 seconds

Time to wait before checking for new notifications on the page the user is currently viewing.

Inactive polling interval 300 seconds

Time to wait before checking for new notifications when the user isn't focused on a page.

' does not provide in-app notifications

In-app netifications are disabled on this server.

Save

Stopping JIRA from sending notifications to Confluence

You may wish to configure Confluence to display its own notifications in its workbox, but prevent notifications
from JIRA from appearing in the workbox, even when JIRA and Confluence are linked via application links.

The JIRA administration interface does not offer a way of disabling notifications sent to Confluence.

To stop JIRA from sending notifications to Confluence: Disable the following plugins in JIRA. (See the Univ
ersal Plugin Manager guide to disabling plugins.)

® 'Notifications and Tasks — Common Plugin’
® 'Notifications and Tasks — JIRA Provider Plugin'

Including notifications from another Confluence server

Confluence workbox can include notifications from another Confluence server. Not applicable to Confluence
OnDemand.

Let's assume that you have two Confluence servers, ConfluenceChatty and ConfluenceQuiet. Let's also assume
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that you want ConfluenceChatty to display a workbox, and to include notifications from ConfluenceQuiet.
To include notifications from other Confluence servers:

1. Connect ConfluenceChatty and ConfluenceQuiet via application links. In ConfluenceChatty:

® Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
® Choose Application Links in the left-hand panel.
® Set up the link as described in Adding an Application Link.
2. Configure the notification settings in ConfluenceChatty:
® Choose In-app Notifications in the left-hand panel of the Confluence administration console.
®* Choose displays in-app notifications from other servers.
3. Configure the notification settings in ConfluenceQuiet:
® Choose In-app Notifications in the left-hand panel of the Confluence administration console.
® Choose sends in-app notifications to another server.
® Select the Confluence server that will display the workbox — in our example, this is ConfluenceChat
ty. (The entry for ConfluenceChatty will appear here only if you have already configured Confluenc
eChatty to display in-app notifications.)

Notes:

® Your Confluence servers must be running Confluence 4.3.3 or later.
Confluence can display notifications from more than one server.

Confluence can send notifications to only one server.

® Only one of the linked Confluence servers can display the in-app notifications.

Screenshot: This Confluence server displays in-app notifications from itself, from JIRA, and from another
Confluence server

This Confluence server:

(=) displays in-app notifications from other servers

Linked applications send notifications to this server. These are:
Application URL
Your Company JIRA http://pyko:2991/jira-client
pyko http://pyko:1991/confluence-client

Meodify linked applications

Active polling interval | 3p seconds
Time to wait before check ng for new notifications on the page the user is currently viewing.
Inactive pelling 300 seconds
interval

Time to wait before checking for new notifications when the user isn't focused on a page.

sends in-app notifications to another server

Notifications from this Confluence server are sent to the specified server.

does not provide in-app notifications

In-app notifications are disabled on this server.

Save

Sending Confluence notifications to another Confluence server

You can configure Confluence to send all notifications to a different Confluence server. In this case, the current
Confluence server will not display the workbox.

To send notifications to another Confluence server: Follow the instructions in our example for ConfluenceQu
iet above.
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Screenshot: This Confluence server sends its in-app notifications to another Confluence server

This Confluence server:
_ displays in-app notifications from other servers

Linked applications send netifications to this server.

(*) sends in-app notifications to another server
Notifications from this Confluence server are sent to the specified server.

Application URL

(e pyko http://pykeo:1991/coenfluence-client

_ does not provide in-app netifications

In-app netifications are disabled on this server.

Save

Disabling workbox and in-app notifications in Confluence
If you choose does not provide in-app notifications:

® The Confluence workbox icon will no longer be visible and people will be unable to access their
workboxes on this server.

® This Confluence server will no longer send notifications to its workbox, and will not send notifications to
any other Confluence server.

Integrating JIRA and Confluence

Please refer to the guide to Installing Confluence and JIRA Together.

JIRA and Confluence are designed to complement each other. Collect your team's thoughts, plans and
knowledge in Confluence, track your issues in JIRA, and let the two applications work together to help you get
your job done.

Below are some ways you can get JIRA and Confluence working together.

Setting Up Trusted Communication between JIRA and Confluence

An administrator can configure JIRA (3.12.0 or later) and Confluence to communicate in a trusted way, so that
Confluence can request information from JIRA on behalf of the currently logged-in user. JIRA will not ask the
user to log in again or to supply a password.

Trusted communication is used when embedding information from one application (for example, a list of JIRA
issues) into another application (for example, a Confluence page).

Read more about trusted communication.

Inserting JIRA issues

You can insert issues from a JIRA site onto your Confluence page using the 'Insert JIRA Issue' dialogue box.
You can also use this dialogue box to create a new issue on the JIRA site. See Inserting JIRA Issues.

Combining Confluence Shortcuts and JIRA Quick Search

In our Confluence site's global configuration (Admi ni strati on > Shorcut Links) we have the following
shortcut defined:

JIRA: http://jira.atlassian.com secure/ Qui ckSearch. jspa?searchString=

Use the above option to create links using Confluence's shortcut notation.
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® Link directly to JIRA issues like this: CONF-1000

® Use JIRA's quick-search functionality to create links to particular groups of issues. The following link will
display a list of all open issues in the Confluence project of type 'Improvement': CONF open
improvements.

On this page:

® Setting Up Trusted Communication between JIRA and Confluence
® Inserting JIRA issues

® Combining Confluence Shortcuts and JIRA Quick Search

® Viewing Confluence Content in JIRA or JIRA Content in Confluence
® Integrating JIRA and Confluence User Management

® Useful Plugins

Related pages:

® Integrating Confluence with Other Applications
® Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.

Screenshot: Configuring shortcuts

Browse Shortcuts

Set up shortcut links to help compose links to your favourite websites with greater ease.
Add Shortcut
Key

Expanded Value

Default Alias
Submit
Current Shortcuts
Key Expanded Value Default Alias  Operations
jira hitp:/fjira.atlassian.com/secure/quicksearch_jspa?searchString= Remove
google hitp:/fwww.google com/search?g= Remove
googlegroups  hitp://groups.google.com/groups?gq= Remove
cache http:/fwww.google com/search?g=cache: Remove
dictionary http:/fwww. dict org/bin/Dict?Database="&Form=Dict18&Strategy="&Query= Remove
imdb hitp:/fus.imdb.com/Title? Remove

Viewing Confluence Content in JIRA or JIRA Content in Confluence

Using Gadgets

You can embed a Confluence activity stream or a Confluence page in JIRA's dashboard. Likewise, JIRA gadgets
can be rendered on a Confluence page. See Adding a Confluence Gadget to a JIRA Dashboard and Gadget
Macro for information on how to set up gadgets.

Using the JIRA Issues macro

For versions earlier than Confluence 3.1 and JIRA 4.0, use the {jiraissues} macros to embed JIRA reports and
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portlets into your Confluence site

Any JIRA search result can be embedded in a Confluence page using the JIRA Issues macro with your choice of
included fields and field ordering, and any JIRA gadgets can be embedded in a Confluence page by Registering
External Gadgets.

Integrating JIRA and Confluence User Management

To save you having to enter users into both JIRA and Confluence, you may benefit from using Atlassian Crowd a
s the user repository for both applications. Alternatively you can configure Confluence to use JIRA's user
database. See Connecting to Crowd or JIRA for User Management.

Useful Plugins

Before installing an add-on (also called a plugin) into your Confluence site, please check the add-on's
information page to see whether it is supported by Atlassian, by another vendor, or not at all. See our guidelines
on add-on support.

The JIRA Linker plugin provides a custom field that helps you find an URL, particularly a Confluence page, so
you can add a page link into a JIRA issue.

Installing Confluence and JIRA Together

This page describes Atlassian's recommendation for installing JIRA and Confluence on the same server. Refer
to Here Be Dragons for instructions on integrating all Atlassian applications.

I Do not deploy multiple Atlassian applications in a single Tomcat container —
Deploying multiple Atlassian applications in a single Tomcat container is not supported. We do not test this
configuration and upgrading any of the applications (even for point releases) is likely to break it. There are also a
number of known issues with this configuration (see this FAQ for more information).

We also do not support deploying multiple Atlassian applications to a single Tomcat container for a number of
practical reasons. Firstly, you must shut down Tomcat to upgrade any application and secondly, if one
application crashes, the other applications running in that Tomcat container will be inaccessible.

Finally, we recommend not deploying any other applications to the same Tomcat container that runs Confluence,
especially if these other applications have large memory requirements or require additional libraries in Tomcat's
I i b subdirectory.

I The information on this page does not apply to Confluence OnDemand.

Recommended Setup - Separate Stand-Alone Installations

Atlassian recommends running JIRA and Confluence in separate stand-alone instances running behind an
Apache Web Server. See the guides for:

® |nstalling Confluence

® Running Confluence behind Apache

® |Installing JIRA

® Integrating JIRA with Apache
Advantages

® Each application can be restarted without affecting the other.

* |f one webapp hangs for any reason (eg. running out of memory), it doesn't affect the other.

® Any problems can be debugged more easily. Logs are separate and product-specific, rather than
everything going to catalina.out. Thread and heap dumps are smaller and more relevant.

® It reduces the likelihood of jar conflicts (eg. jars that must be installed in common/ i b orli b for
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Confluence running off Apache Tomcat version 6 or above), particularly if you later want to install a third
webapp not from Atlassian.

® Apache HTTP Web Server is well suited for running publicly available sites, with extensive modules for
security and efficiency. It also allows for flexibility with URLS (ie http://confluence.atlassian.com, http://conf
luence, and so on).

(D Apache Web Server is recommended and reliable. It is also a third-party product, and therefore not
developed nor supported by Atlassian. See Atlassian Support Offerings for details.

Setting Up Trusted Communication between JIRA and Confluence

An administrator can configure JIRA and Confluence to communicate in a trusted way, so that Confluence can
request information from JIRA on behalf of the currently logged-in user. JIRA will not ask the user to log in again
or to supply a password.

Trusted communication is used when embedding information from one application (for example, a list of JIRA
issues) into another application (for example, a Confluence page).

(1) Potential security risk
Do not configure a trusted application unless you trust all code in that application to behave itself at all
times. Trusted communication uses public/private key cryptography to establish the identity of the
trusted server, so you must also be sure that the trusted application will maintain the security of its
private key. Read the details of the security risks below.

Prerequisites
The following setup is required:

* JIRA 4.2.0 or later.

® Confluence 3.5.0 or later.

® |n order to authenticate successfully against JIRA, the Confluence user must also be registered as a JIRA
user with the same username.

Note: It is highly recommended that your JIRA and Confluence instances share a common user base, rather
than two separate user bases with duplicated usernames. You will receive an error if Confluence passes JIRA a
username which JIRA cannot recognise. Also, with separate user bases you run the risk that the same
username may be used by two different people. The trusted application does not supply the user's password, so
the trusting application will assume the username belongs to the user registered in the trusting application's own
user base.

Tip: Try Atlassian Crowd for a tidy user management solution.
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On this page:

® Prerequisites

®* Why do we need Trusted Communication?
® QOverview

® Configuring JIRA to trust Confluence

® Adding the macro to a Confluence page

® Viewing the Confluence page

® Security Risks

® Troubleshooting

Related pages:

JIRA Issues Macro

® Troubleshooting the JIRA Issues Macro and Trusted Applications
® Connecting to LDAP or JIRA or Other Services via SSL
Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.

Why do we need Trusted Communication?

The JIRA Issues macro allows you to embed a list of JIRA issues into a Confluence page. Prior to Confluence
2.7, if you wanted to display JIRA issues that had restricted viewing, then you needed to store the JIRA user's
credentials (username and password) in the macro code directly on the Confluence page. This was not very
secure.

The reasons we require the user credentials are:

® Your JIRA instance might not be public, and you might not want to allow anonymous access to your
issues.

® You might have security restrictions on some of your issues. You many not want to allow someone to leak
data from your JIRA project by using the JIRA Issues Macro on a Confluence page.

Overview

Here is a summary of the integration points in a trusted communications relationship. Each of the following
points is described in more detail in the sections below.

® A JIRA or Confluence system administrator configures JIRA to trust Confluence.
® A Confluence user adds one of the macros to a Confluence page.
® A Confluence user or anonymous user views the Confluence page.

Configuring JIRA to trust Confluence

Trust only has to be established once between the two applications. Once trust has been established, it is
entirely transparent to the Confluence users.

You can use Application Links to enable trust relationships between two applications. Linking two applications
allows you to share information and access one application's functions from within the other.

You can configure an application link to use Trusted Applications as the authentication mechanism. For
instructions, see Configuring Trusted Applications Authentication for an Application Link.
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Adding the macro to a Confluence page

The Confluence user can add and edit the macros as described on the following page: JIRA Issues macro.

The following options are available for determining the issues which will be retrieved from JIRA and displayed on

the Confluence page:

What you want to do

Display the JIRA issues
which the logged-in user
is authorised to see. And
if the user is not logged
in, display only issues
which allow unrestricted
viewing.

Ensure that Confluence
will display only the JIRA
issues which allow
unrestricted viewing.

Macro parameter

anonynous

URL parameter

Comments

Do not specify any
authentication
parameters. In this case,
the behaviour depends
on the way your
administrator has set up
trusted communication
between JIRA and
Confluence. Here is a
summary of the
behaviour. If trusted
communication is enable
d, the authorisation will
work seamlessly. When a
logged-in user views your
page, they will see only
the JIRA issues they are
allowed to see. And if
they are not logged in,
they will see only the
issues which allow
unrestricted viewing. If
trusted communication is
disabled, the
Confluence page will
show only the JIRA
issues which allow
unrestricted viewing.

Regardless of who the
user is (logged in or not),
the Confluence page will
show only
anonymously-visible
issues. Confluence will
not attempt to set up a
trusted communication
link with JIRA in this
case.
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Use a pre-determined
username and password
to access the JIRA
issues.

&os_user nane=MYNAM
E&0s_passwor d=MyYPA
SSWORD

227

Not recommended.
Prior to Confluence 2.7,
this was the only way of
displaying issues with

restricted viewing. For
Confluence 2.7 and later,
this method will still work.
Confluence will not
attempt to setup a
trusted communication
link with JIRA in this
case.

Viewing the Confluence page

When a user views a Confluence page which contains a JIRA Issues macro, this is what happens:

If the macro markup contains an explicit username and password in the URL parameter, Confluence will
not request trusted communication with JIRA. Confluence will retrieve the JIRA issues which the specified
username is authorised to see. This behaviour is the same as Confluence versions prior to 2.7.

If the macro markup contains the anonynous parameter, Confluence will retrieve only the JIRA issues
which allow unrestricted viewing. Confluence will not attempt to set up a trusted communication link with
JIRA in this case.

If the user is anonymous (not logged in), Confluence will retrieve only the JIRA issues which allow
unrestricted viewing. Confluence will not attempt to set up a trusted communication link with JIRA in this
case.

If the user is logged in, then Confluence attempts trusted communication with JIRA. Confluence sends the
username to JIRA. JIRA returns a set of issues which that username is authorised to access, based on
the JIRA user base and the JIRA groups and permissions. Confluence displays those issues on the page.
If JIRA or Confluence encounters a problem during the trusted communication process, an error message
may appear on the Confluence page above the macro output — see troubleshooting below.

Security Risks

Please take the following considerations into account when setting up trusted communication:

When you configure JIRA to trust an application, you are allowing the application to access JIRA in the
name of a particular user. The trusted application passes JIRA the user's login name, but no other
authentication information. JIRA does not request the user's password. By doing this, you are bypassing
JIRA's authentication mechanism.

Do not configure a trusted application unless you trust all code in that application to behave itself at all
times.

Trusted communication uses public/private key cryptography to establish the identity of the trusted server.
The trusted application needs to maintain the security of its private key. Confluence stores its private key
in the database. So you must be sure that the Confluence database is secure, and also any full
backups of the database.

Ensure that you specify an IP address for your Confluence site when configuring trusted applications in
JIRA. Do not use the wild card *. *. *. * as the IP address. Failure to configure IP address restrictions is
a security vulnerability, allowing an unknown site to log into your JIRA site under a user's login ID.

Be aware of the risks associated with using separate user bases, as explained above. We strongly
recommend a common user base between the trusted and trusting applications.
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* When configuring an application to trust another application, you should use a trusted network or SSL to

protect the sensitive information passed between the applications during the configuration

procedure. This will help to prevent man-in-the-middle attacks.

Troubleshooting

Below are the warning messages which may appear on your Confluence page, above the output of the JIRA

Issues macro.

Warning Message

j avax. net. ssl . SSLH
andshakeExcepti on:
sun. security.valid
ator. Val i dat or Exce
ption: PKIX path
bui I ding fail ed:
sun. security. provi
der. certpat h. SunCe
rt Pat hBui | der Excep
tion: unable to
find valid
certification path
to requested

t ar get

The JI RA server
does not recogni se
your user nane.

| ssues have been
retrieved
anonynousl y.

The JI RA server
does not trust
this Confl uence

i nstance for user
aut henti cati on.

| ssues have been
retrieved
anonynously. You
can set the macro
to al ways use an
anonynous request
by setting the
'‘anonynous'
parameter to
"true'.
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Cause Solution Warning Message Can
be Turned Off?
JIRA is running over SSL  Add JIRA's SSL No
Certificate to the Java
Keystore
The logged-in Add the username to No

Confluence user is not
registered in the JIRA
user base.

Your JIRA instance has
not been configured to
trust your Confluence
instance.

your JIRA user base. Itis
highly recommended th
at your JIRA and
Confluence instances
share a common user
base.

One of the following Yes
solutions:

® Configure JIRA to
trust Confluence.

® Disable trusted
communications for
the JIRA macros in
Confluence.

® Use the anonynous
parameter in all your
JIRA Issues macros.
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The JI RA server
does not support

Your JIRA instance is not
able to handle trusted

One of the following Yes
solutions:

trust requests.

| ssues have been
retrieved
anonynmousl y. You
can set the macro
to al ways use an
anonynous request
by setting the
"anonynous'
parameter to
"true'.

Failed to login
trusted
application:

confl uence: 1415989

communications (i.e. the
JIRA version is earlier
than 3.12.0).

There is a date/time
difference between the
JIRA server and
Confluence server.

® Download the latest

version of JIRA and
then configure JIRA t
o trust Confluence.
Disable trusted
communications for
the JIRA macros in
Confluence.

Use the anonynous
parameter in all your
JIRA Issues macros.

Certificate Too Old -
KnowledgeBase
Entry

2 due to:

com at| assi an. secu
rity.auth.trusteda
pps. CertificateToo
A dExcepti on:
OLD_CERT;
Certificate too

ol d.

Consult Troubleshooting the JIRA Issues Macro and Trusted Applications for further troubleshooting.
Registering External Gadgets

You can register gadgets from external web sites (such as JIRA, iGoogle or Gmail) with your Confluence
installation, so that the gadgets appear in the macro browser and people can add them to Confluence pages via
a gadget macro.

Choose one of the following ways to register the external gadgets on Confluence:

® Subscribe to all of the external application's gadgets: You can add all the gadgets from your JIRA, Ba
mboo, FishEye or Crucible site — or from another Confluence site — to your Confluence gadget directory.
People can then pick and choose the gadgets to add to their Confluence pages.

® Register the external gadgets one by one: If you cannot subscribe to an application's gadgets, you will
need to add the gadgets one by one. This is necessary for applications and websites that do not support
gadget subscription, and for applications where you cannot establish a trusted relationship via Application
Links.

Both methods are described below. First, consider whether you need to set up a trust relationship between
Confluence and the other application.

Setting up a trust relationship with the other application

In addition to registering the external gadgets, we recommend that you set up an OAuth or Trusted Application
relationship between the application that serves the gadget (the service provider) and Confluence (the
consumer). The trust relationship is required for gadgets that access restricted data from the external web
application.
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See how to configure OAuth or Trusted Applications Authentication, using Application Links.

If the external web application provides anonymous access to all the data you need in the gadgets, then you do
not need a trust relationship.

For example, if your gadgets will retrieve data from JIRA and your JIRA server includes projects and issues that
are restricted to logged-in users, then you will need a trust relationship between Confluence and JIRA. If you do
not set up the trust relationship, then the gadgets will show only the information that JIRA makes visible to
anonymous users.

Subscribing to all of the application's gadgets

You can add all the gadgets from your JIRA, Bamboo, FishEye or Crucible site — or from another Confluence
site — to your Confluence gadget directory. People can then pick and choose the gadgets to add to their
Confluence pages.

To subscribe to another site's gadgets:

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

2. Choose External Gadgets in the left-hand panel.

3. Click the Gadget Feeds tab.

4. Enter the base URL of the application you want to subscribe to, in the text box labelled Gadget Feed
URL. For example, htt p: // exanpl e. confjiraorhttp://exanpl e.conf confl uence.

5. Choose Add. Confluence will convert the URL to a gadget feed and place it in the list of 'Added Gadget
Feeds'.

On this page:

® Setting up a trust relationship with the other application
® Subscribing to all of the application's gadgets

® Registering individual gadgets

® Removing access to external gadgets

Related pages:

® Configuring a URL Whitelist for Gadgets
The big list of Atlassian gadgets

Adding JIRA Gadgets to a Confluence Page
Configuring Application Links

I The information on this page does not apply to Confluence OnDemand.

Screenshot: Subscribing to a gadget feed
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External Gadgets

Only add gadgets that you trust! Gadgets can allow unwanted or malicious code onto your web page.
Gadget Specifications  Gadget Feeds = Gadget Whitelist

Add a new Gadget Feed

Gadget Feed URL

Add
Added Gadget Feeds
Gadget Feed URL Actions
https://pug jira.com/restigadgets/1 0/g/feed
hitps://pug_jira.com/rest/gadgets/1.0/g/feed/

Registering individual gadgets

If you cannot subscribe to an application's gadgets, you will need to register the gadgets one by one. This is
necessary for applications and websites that do not support gadget subscription, and for applications where you
cannot establish a trusted relationship via Application Links.

First you will need to obtain that gadget's URL and copy it to your clipboard.

Getting a gadget's URL from an Atlassian application
If your web application is another Atlassian application such as Confluence or JIRA:

A gadget's URL points to the gadget's XML specification file. In general, a gadget's URL looks something like
this:

htt p://exanpl e. conf my- gadget -1 ocati on/ ny- gadget . xni

If the gadget is supplied by a plugin, the URL will have this format:

http://ny-app. ny-server.com port/rest/gadgets/ 1.0/ g/ ny-plugin. key: ny-gadget/ ny- pat
h/ ny- gadget . xn

For example:

http://nyconpany. com jiral/rest/gadgets/ 1.0/ g/ com atl assi an. streans. streans-jira-pl
ugi n: activitystream gadget/ gadget s/ activitystream gadget.xm

To find a gadget's URL in JIRA:

® Go to your dashboard by clicking the Dashboards link at the top left of the screen.
® Click Add Gadget to see the list of gadgets in the directory.
® Find the gadget you want, using one or more of the following tools:
® Use the scroll bar on the right to move up and down the list of gadgets.
® Select a category in the left-hand panel to display only gadgets in that category.
® Start typing a key word for your gadget in the Search textbox. The list of gadgets will change as
you type, showing only gadgets that match your search term.
* Right-click the Gadget URL link for that gadget and copy the gadget's URL into your clipboard.

To find a gadget's URL in Confluence:

® Choose Help > Confluence Gadgets to see the list of available Confluence gadgets.
® Find the gadget you want.
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® Right-click the Gadget URL link for that gadget and copy the gadget's URL into your clipboard.

Getting a gadget's URL from another application

If the gadget comes from a non-Atlassian web application or web site, please consult the relevant documentation
for that application to obtain the gadget's URL.

Registering the gadget for use in Confluence
Now that you have the gadget's URL, you can register it in Confluence, so that people can add it to their pages.

To register the gadget in Confluence:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

Choose External Gadgets in the left-hand panel.

Paste your gadget's URL into the Gadget Specification URL field in the 'Add a new Gadget' section.
Choose Add. Your gadget will be shown in the list of registered gadgets below and it will also become
available in the macro browser.

e

Screenshot: Registering external gadgets one by one

External Gadgets

Only add gadgets that you trust! Gadgets can allow unwanted or malicious code onto your web page.

Gadget Specifications ~ Gadget Feeds  Gadget Whitelist

You can add gadgets from Atlassian applications such as Confluence, JIRA and others. You can also add gadgets from other
websites such as iGoogle. Many public gadgets will work on a Confluence page. Some gadgets may rely on specific OpenSocial
features that will not work properly in Confluence.

If you are adding gadgets from another Atlassian Application you need to either setup the other application to trust Confluence
using Trusted Applications (make sure you add the '/rest' path to the allowed URL paths) or add Confluence as an OAuth
Consumer to the other application.

A gadget's URL looks something like this: hitp:/fexample.com/my-gadget-location/my-gadget xml

Add a new Gadget

Gadget Specification URL

Add
Added Gadgets
Gadget Specification URL Actions
https://pug jira.com/rest/gadgets/1.0/g/com.aflassian.streams.streams-jira-plugin: activitystream-gadget
Igadgets/activitystream-gadget.xml
https://pug jira com/rest/gadgets/1.0/g/com atlassian jira.gadgets created-vs-resolved-issues-chart-gadget

/gadgets/createdvsresolved-gadget xml

Removing access to external gadgets
To remove a single gadget from Confluence, click the Remove button next to the gadget URL.

If you have subscribed to an application's gadgets, you will need to remove the entire subscription. You cannot
unregister a single gadget. Click the Remove button next to the gadget feed URL.

The gadget(s) will no longer be available in the macro browser, and people will not be able to add them using
the Gadget macro. Any pages that already use the gadget will show a broken gadget link.

Configuring a URL Whitelist for Gadgets

For security reasons, you may wish to limit the URLs from which users can get content that is displayed on your
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Confluence site, such as the content displayed in a gadget. A whitelist is a list of URLs whose content you wish
to make available to users of your site.

Adding whitelist URLs for external gadgets

By default, Confluence will block a gadget's access to third-party data sources. When you are using a gadget
that draws content from a third-party data source, you will need to add the URL of that data source to the gadget
whitelist.

To add a URL to the whitelist for gadgets:

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.

1
2. Choose External Gadgets in the left-hand panel.

3.

4. Enter a URL for the Host to Whitelist. For example, http://jira. atl assi an. com You can also

Choose the Gadget Whitelist tab.

enter a URL pattern, as described below.

Choose Add.

On this page:
® Adding whitelist URLSs for external gadgets
® Rules for URL pattern-matching
®* Notes

Related pages:

® Registering External Gadgets
® Configuring a URL Whitelist for Macros
® Confluence Administrator's Guide

' The information on this page does not apply to Confluence OnDemand.

Screenshot: Configuring a URL whitelist for external gadgets

External Gadgets

Only add gadgets that you trust! Gadgets can allow unwanted or malicious code onto your weh page.

Gadget Specifications = Gadget Feeds = Gadget Whitelist

Here you can configure additional hosts that gadgets are allowed to connect to. This is normally not needed.

Gadget Whitelist

Host to Whitelist

Add

Currently configured urls
Host Actions

Mo hosts configured

Rules for URL pattern-matching

Enter one URL or URL pattern per line. You can enter a full URL or use pattern-matching as described below:

® |f the rule starts with an equals sign (=), only the exact URL following the '=" will be allowed.
® If the rule starts with a slash (/) then the whole rule will be treated as a regular expression.
® Otherwise, any asterisk (*) will be treated as a wildcard to match one or more characters.
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Notes

® URLs for which Application Links are configured are automatically whitelisted, so you do not need to add
them to this list.
® When a gadget or subscription is removed from your site, the whitelist entry is not automatically removed.

Managing your Confluence License

The license on your Confluence site entitles you to run Confluence and to have Atlassian support for a specified
period. It also defines the number of users who are entitled to log in to the Confluence site.

Read how to find the details of your existing license, and get a Confluence license if you do not have one
already.

Are too many people authorised to use your site, exceeding the number allowed by the license? Try reducing the
user count, or see the licensing and pricing overview on the Atlassian website if you want to upgrade to a higher
user count.

You may also need to find the support entittlement number (SEN) when dealing with the Atlassian support team.
Related pages:

® Upgrading Beyond Current Licensed Period
® Confluence Installation and Upgrade Guide
® Confluence Administrator's Guide

| I The information on this page does not apply to Confluence OnDemand.

Viewing and Editing License Details

When you upgrade or renew your Confluence license, you will receive a new license key. You will need to
update your Confluence installation with the new license key.

You can access your existing license key, or generate an evaluation license key, at http://my.atlassian.com.

Updating your license details in Confluence
To update your Confluence license:

1. If you do not already have a license key, get your existing license key, or generate an evaluation license
key, at http://my.atlassian.com.
Log in to Confluence as a user with Confluence Administrator or System Administrator permissions.

Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
Choose License Details in the left-hand panel.

Enter your new license details into the License field.

Choose Save.

o gk w N

If you are running a Confluence cluster, you will need to:

® Update each server's Confluence license separately.
® Ensure that the new license has enough nodes to cover all servers that are currently running in your
cluster. To check the number of active servers in your cluster, see the Cluster Administration page.
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On this page:

® Updating your license details in Confluence

® Viewing your license details

® Understanding the user count for your Confluence license

* Downgrading your Confluence license to pay for fewer users

Related pages:

® Reducing the User Count for your Confluence License
® Managing Confluence Users
® Confluence Administrator's Guide

I The information on this page does not apply to Confluence OnDemand.

Screenshot: License details

License Details

This page shows your current licensing information.

You can use the form below to update the license Confluence is running with.
Organisation Atlassian
Date Purchased Jan 25, 2013
License Type Confluence: Evaluation

Licensed Users Unlimited

License Your evaluation expires in 5 days, 7 hours.

Expiration

Support SEN-L21804

Entitlement

Number

Server ID BQMH-JCP3 -JCP3 -JCP3 (Atlassian sales or support may ask you to provide this
D)

License

Save

Viewing your license details
To view the details of your Confluence license:

1. Log in to Confluence as a user with Confluence Administrator or System Administrator permissions.

2. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
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3.

Choose License Details in the left-hand panel.

The 'License Details' screen tells you:

What type of license you have (for example: Commercial, Academic, Community, or Evaluation).
How many users your Confluence site is licensed to support, and how many are currently registered
(‘'signed up currently’). See below for more about the user count.
Choose Refresh to make sure you see the latest count.
How much time remains in your one-year support and upgrades period (for full licenses) or 30-day trial
(for trial licenses).
Your server ID, which:

® is generated when you install Confluence for the first time

® exists for the life of the Confluence installation

® survives an upgrade

® is held in the database

® s not bound to a specific license

® is the same for all servers in a cluster.

Understanding the user count for your Confluence license

The number of registered users allowed on your Confluence site may be limited, depending on your license type.
See the licensing and pricing overview on the Atlassian website. If you have an 'unlimited' license, then the
number of registered users is not significant.

The number of registered users is also called the 'user count' or the number of users 'signed up currently'. It is
determined as follows:

It includes only those users who have the 'can use' global permission for the Confluence site. (See Global
Permissions Overview for more about the 'can use' permission.)

It does not include anonymous users, who may access your Confluence site if you have allowed
anonymous access. (See Setting Up Public Access for more about allowing anonymous access.)

It does not include deactivated users.

Downgrading your Confluence license to pay for fewer users

If you want to downgrade your Confluence license to one which allows fewer users, please make sure first that
your new license covers your current user count.

View your license details as described above.

Check whether the number of users 'signed up currently' is lower than the number allowed by the new
license.

If you currently have more users signed up than the new license allows, please follow these instructions
on reducing the user count.

When the number of users 'signed up currently' is lower than the number allowed by your new license,
you can add the new license key to Confluence as described above.

Getting a Confluence License

Need a Confluence license or license key?

If you do not yet have a license, you can get a free multi-user evaluation license or a 10-user starter
license immediately.

If you already have a Confluence license, you can retrieve your key or generate a new key from the licens
e viewer.

For enterprise, non-profit, open source and educational licenses, see Confluence licensing and pricing.

If you cannot find your key or are having problems, contact sales@atlassian.com.
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Related pages:

® Viewing and Editing License Details
® Reducing the User Count for your Confluence License
® Confluence Administrator's Guide

Reducing the User Count for your Confluence License

This page tells you how to reduce the number of users that count towards your Confluence license. You may
want to reduce your user count in Confluence if you have exceeded your license limit, or if you want to change to
a lower-tier license to reduce costs.

Understanding the user count for your Confluence license

The number of registered users allowed on your Confluence site may be limited, depending on your license type.
See the licensing and pricing overview on the Atlassian website. If you have an 'unlimited' license, then the
number of registered users is not significant.

The number of registered users is also called the 'user count' or the number of users 'signed up currently'. It is
determined as follows:

¢ Iltincludes only those users who have the ‘can use' global permission for the Confluence site. (See Global
Permissions Overview for more about the 'can use' permission.)

® [t does not include anonymous users, who may access your Confluence site if you have allowed
anonymous access. (See Setting Up Public Access for more about allowing anonymous access.)

® [t does not include deactivated users.

On this page:

® Understanding the user count for your Confluence license
® Reducing the user count

Related pages:

® Viewing and Editing License Details
® Managing Confluence Users
® Confluence Administrator's Guide

Reducing the user count

The recommended method for reducing your user count is to remove or deactivate the users. You can remove
users who do not require access to Confluence and have never created content in Confluence. You can
deactivate users who have created content but no longer require access to Confluence. See Deleting or
Deactivating Users.

Alternatively, if you have connected Confluence to an LDAP directory, you may want configure Confluence to
synchronise a subset of users from LDAP rather than all users. This is described in the following knowledge
base article: Changing the Number of Users Synchronized from LDAP to Confluence. This can be a complicated
procedure and we recommend that you do not use this method unless necessary.

Finding Your Confluence Support Entitlement Number (SEN)

There are three ways to find your Support Entitlement Number (SEN):
* Method 1: Check in the Confluence Administration Interface

1. Choose the cog icon E: at top right of the screen, then choose Confluence Admin.
2. Choose License Details in the left-hand panel. The SEN is shown:
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Organisation
Date Purchased
License Type
Licensed Users

License
Expiration

Support
Entitlement
Number

Server D

License

License Details

This page shows your current licensing information.

You can use the form below to update the license Confluence is running with.

Atlassian

Jan 25, 2013
Confluence: Evaluation
Unlimited

Your evaluation expires in 5 days, 7 hours.

SEN-L21804

BQMH-JCP3 -JCP3 -JCP3 (Aflassian sales or support may ask you to provide this
ID)

Save

* Method 2: Log into my.atlassian.com as the Account Holder or Technical Contact
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Your Support Entitlement Number is available in http:/my.atlassian.com:

Home Documentation Support Blogs Plugins Forums

YMY“TI.“SSI“" Buy = Switch User = Email Prefs  Log Out{ NN

Licenses Order Centre My Profile Downloads _
Support Entitlement Number

you've been an Atlassian customer for 3 years now. Thank\,roufor\,roursuppon You can manage your & licenses below.
gstions relatmq to managing your account, licensing or purchasmq please seethe p and lice FAQ or contact a customer service
: 2, To request technical support, please visitour 5 ort Porta

raluation License | Expand A
Name Support Expires  Support
ers: Personal Server Jeremy's Personal Senver 02 Jun 2009
Bsers: Commercial License Atlassian 10 Apr 2011 Request Support
Name : Atlassian (edif) Licensed To:  Atlassian
SEN: ser-D License:
Server ID: EXVSZNEZ-HZHA-VATY)
E Technical Contact: _
Email: This license key is compatible with Confluence 3 or
(Add) @ above. If you are usmg an olderversmn of
— Confluence, you can downgrade cense key.
@iling Contact: (D
Email: Actions: Renew | Upgrade | Download Source | View Developer
:@: License

Histary: 10 Apr2008  Initial Purchase
10 Apr2009 Maintenance Renewal

01 Jun 2009 Converted to Confluence 500 Users:
Commercial License

10 Apr2010 Maintenance Renewal

~ Method 3: Atlassian Invoice

Your Support Entitlement Number (SEN) appears on the third page of your Atlassian invoice.

See Finding Your Support Entitlement Number in the support space for more general information about how
Atlassian Support uses this number.

| I The information on this page does not apply to Confluence OnDemand.

Managing Confluence Data

This page is an overview of recommended techniques for managing the data on your Confluence site. This is of
interest to Confluence administrators — people with System Administrator or Confluence Administrator permissio

ns.

Database Configuration

Site Backup and Restore

Attachment Storage Configuration
Confluence Data Directory Configuration
Configuring Attachment Size
Confluence Data Model

Finding Unused Spaces

Data Import and Export

Related pages:

®* Managing Add-ons and Macros
® Integrating Confluence with Other Applications
® Getting Started as Confluence Administrator

® Confluence Administrator's Guide

Created in 2013 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

239


http://creativecommons.org/licenses/by/2.5/au/
http://my.atlassian.com
https://confluence.atlassian.com/display/Support/Finding+Your+Support+Entitlement+Number
https://confluence.atlassian.com/display/AOD/Restricted+Functions+in+Atlassian+OnDemand
https://confluence.atlassian.com/display/CONF51/Confluence+Glossary#ConfluenceGlossary-systemadministrators
https://confluence.atlassian.com/display/CONF51/Confluence+Glossary#ConfluenceGlossary-confluenceadministrators

Confluence 5.1 Documentation

Database Configuration

This document provides information on connecting Confluence to an external database.

The embedded HSQLDB database for evaluation purposes

The Confluence installation includes an embedded HSQLDB database, supplied for the purpose of evaluating
Confluence.

If you are using the embedded database, the database files are stored in the \ dat abase directory under your C
onfluence Home Directory. See also Important Directories and Files.

Note: The embedded HSQLDB database is not suitable for production Confluence sites.

Production sites should use an external database. See our guide to database configuration. When using the
default HSQLDB database, you run the risk of irrecoverable data loss because HSQLDB is not transaction safe.

® Corruption is occasionally encountered after sudden power loss. It can usually be corrected using the
data recovery procedure documented in our knowledge base.

®* HSQLDB is suitable for evaluation purposes, but the risk can only be eliminated by switching databases.
This is essential when you move from an evaulation to a production site. External databases may also
provide superior speed and scalability.

On this page:
® The embedded HSQLDB database for evaluation purposes
® Selecting an external database
® Database setup
® Optimising database performance
¢ Database troubleshooting
®* Notes

Related pages:

® Database JDBC Drivers

® Supported Platforms

® Embedded HSQLDB Database

®* Managing Confluence Data

® Confluence Administrator's Guide

Selecting an external database

Note: Take time to choose your database wisely. The XML backup built into Confluence is not suited for
migration or backup of large data sets. If you need to migrate later, you will need to use a third party database
migration tool.

Below is more information on selecting and migrating to an external database:

® Migrating to a Different Database
® List Of Supported Databases
¢ Database Troubleshooting

Database setup

Here are the setup instructions for the supported databases:

¢ Database Setup for Oracle
¢ Database Setup For MySQL
® Database Setup for PostgreSQL
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® Database Setup for SQL Server

Optimising database performance
To improve database responsiveness:

® Improving Database Performance
® Database Troubleshooting

Database troubleshooting
For solving database-related problems:

®* Troubleshooting External Database Connections

® Troubleshooting the Embedded HSQLDB Database
® |nterpreting DB2 error codes

¢ Database Troubleshooting

Obtain technical support from Troubleshooting Problems and Requesting Technical Support.

Notes

Issue CONF-12599 requests a more robust strategy for migrating large Confluence sites.
Database Setup For Any External Database

If you are using Confluence in a production environment, data should be stored in an external database. The
embedded database is bundled for evaluation purposes and does not offer full transactional integrity in the event
of sudden power loss.

This document provides instructions for setting up Confluence for use with a production-ready database. It
covers both migration from an evaluation installation of Confluence and installation of an empty database during
initial setup. The following specific database guides have additional information:

® PostgreSQL Guide
* MySQL Guide

® QOracle Guide

® SQL Server

Preparation
Install the following on the Confluence server:

® Database administration tool, for example DBVisualizer
® JDBC database drivers
® The database server (unless accessed remotely)

The instructions refer to two particular directories:

® The <Confl uence Installation Directory>isthe directory where you unpacked the Confluence
download.

® The <Confl uence Hone Directory>is the directory where Confluence stores its data, which you set
by editing the conf | uence-init. properties filein Confl uence Installation Directory/co
nfl uence/ VEB- | NF/ cl asses.

Database Setup
Create the schema and setup permissions:

1. Visit the Database Configuration page to review any known issues and database setup for your database.
2. Create a new schema using the correct database encoding.
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Create a user with full read/write access to the Confluence schema, including the ability to create tables.
If the database only permits users to log in from approved hosts (e.g. | ocal host ), grant database
access permission for the Confluence server.

If the database is hosted remotely to the Confluence server, set up any firewall permissions.

Test the connection by using the database administration tool installed on the Confluence server to log in
to the database.

Migration From an Evaluation Instance of Confluence

Continue here if you are migrating from an evaluation instance with the built-in database. If you are
installing Confluence for the first time, continue below.

Create Backups

To keep any existing Confluence content:

1.

3.

If you are already using an external database, use your database administration tool to create a full
database backup.

Manually create an XML backup of Confluence under 'Administration' -> 'Backup & Restore'. If you
have less than 100MB of attachments, check '‘Backup attachments' when creating the backup. If you
have over 100MB of attachments, you should not check the 'Backup attachments' and instead you should
manually copy the / at t achnment s directory in your Confluence home to a backup location. This
attachments directory will later be copied into the new home directory.

Download the backup file to a backup location.

Database Connection Setup

Set up Confluence's database connection:

1.
2.

© © N

10.

Stop Confluence if it is already running.
The JDBC database drivers for your database must be available to the application server. You can skip
this step if the drivers are already loaded.

a. Copy the database driver JAR file into the | i b directory. In Confluence this directory is / conf | ue

nce/ VEB- | NF/ | i b. Other application servers will use a different path.

b. If the application server does not support dynamic library loading, stop your application server.
Create a new Confluence home directory.
Open the VEEB- | NF/ cl asses/ confl uence-init. properti es file in your Confluence installation and
change the conf | uence. hone property to point to this new Confluence home directory.
Start up Confluence. Refer to the platform-specific installation instructions to learn how. You should be
presented with the Confluence setup wizard. Enter your license information.
Select 'Custom install.
Select a database from the drop down list.
Select Di rect JDBC and then enter the username, password and database driver of the new database.
If you created a Confluence backup earlier and wish to restore it, import it into Confluence now.
Once the wizard is complete, if you did not check the 'Backup attachments', copy the backed up / at t ach
nment s directory into the new Confluence home.

RELATED TOPICS

Troubleshooting External Database Connections
Database Setup for Oracle

This guide covers deploying the Confluence or Confluence WAR distributions with an Oracle database.

This database can only be set up by an Oracle database administrator (DBA)
If you are not a DBA, you should not attempt to set up this database.
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Oracle has a history of being extremely difficult to set up. If you do not have access to an experienced Oracle
DBA in your organisation, you are recommended to select any free, scalable and easy-to-install alternative
rather than proceeding with Oracle. Users evaluating Confluence are recommended to start with an alternative
database and only consider migrating to Oracle after approval from their DBA. Atlassian's technical support for
Oracle setup difficulties will also reflect the high minimum skill requirements for attempting an Oracle setup.

Database Setup Information

This setup guide must be used in conjunction with the list of Known Issues For Oracle. Please review that page
before continuing.

Schema Requirements

Confluence can be deployed to a schema in any Oracle instance.

Database Compatibility

Please refer to Supported Platforms for information about supported database versions. If your version of Oracle
is not supported, please upgrade to a supported version before installing Confluence.

Check your database drivers, to see if you need an update.

® For Oracle 11.1, use the 10.2.0.4 or 11.1.0.7.0 driver (Java 6 ojdbc6.jar).
® For Oracle 11.2, use the 11.2.0.1.0 driver (Java 6 ojdbc6.jar).

Tip: search for the jar filename on the download site.

Check that your version of Oracle does not have any known issues:

Oracle Version Oracle Driver Issue Solution

Any Pre 10g Driver incompatibilities Upgrade to latest 10g
drivers if compatible

You may be also interested in the relevant JIRA documentation to check the compatibility of your Oracle server
and driver.

Deploying Confluence with Oracle

Complete the instructions for installing Confluence, then return to this document instead of proceeding to the
Confluence Setup Guide.

Database Preparation
Tailor these instructions to your particular database version:

1. Perform any necessary database or driver upgrades. Download the latest compatible database drivers.
See the Oracle JDBC driver FAQ.

2. Create a Confluence user and grant the appropriate roles only to the user (connect role is required to
set up a connection, while r esour ce role is required to allow the user to create objects in it's own
schema. Create tabl e, sequence andtri gger are required to configure the schema):
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create user <user> identified by <password>;
grant connect to <user>;

grant resource to <user>;

grant create table to <user>;

grant create sequence to <user>;

grant create trigger to <user>;

3. Add a local "all_objects" view to the user's schema, so that there is no possibility that a table with the
same name as one of the Confluence tables in another schema will cause any conflicts. This is a
workaround for the bug CONF-3613:

create view <user>.all_objects as
sel ect *

fromsys.all _objects

where owner = upper (' <user>');

(D Do not grant the database user the sel ect any t abl e permission, or it can cause problems with
other schemas, as per the same bug CONF-3613.

Determining Your JDBC URL

The JDBC thin driver for Oracle use three different styles of URL:

New Style
jdbc:oracle:thin: @/ [ HOST] [ : PORT] / SERVI CE

Old Style
jdbc:oracl e:thin: @HOST][: PORT]: SI D

tnsnames

jdbc: oracl e: thin: @DESCRI PTI ON=
(SDU=32768)
(enabl e=br oken)
(LOAD_BALANCE=yes)
( FAI LOVER=yes)
( ADDRESS=
( PROTOCOL=TCP)
(HOST=dbser ver 1. exanpl e. com
(PORT=1525))
( ADDRESS=
( PROTOCOL=TCP)
(HOST=dbser ver 2. exanpl e. com
(PORT=1525))
( CONNECT_DATA=
( SERVI CE_NAME=CONFDB) ) )
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' The tnsnames style is required for connecting to an Oracle RAC cluster. This example has been broken
up over multiple lines for clarity, but it should be compacted into a single line. These may need more
analysis than documented below, so you should seek the assistance of an experienced DBA.

If you use the new style URL, then SERVICE can be either an SID or Service Name, but if you use the old style
URL, it can only be the SID.

You should be able to determine the host, port, service name, and/or SID by getting a DBA to run the following
command as the user running oracle (by default "oracle"):

| snrctl status

For reference, here is a sample output:

SNRCTL for Linux: Version 11.2.0.2.0 - Beta on 29-JUN- 2012 15:20:59
Copyright (c) 1991, 2010, Oracle. Al rights reserved.

Connecting to (DESCRI PTI ON=( ADDRESS=( PROTOCOL=I PC) ( KEY=EXTPROC_FOR _XE)))
STATUS of the LI STENER

Alias LI STENER

Ver si on TNSLSNR for Linux: Version 11.2.0.2.0 - Beta
Start Date 06- JUN- 2012 08: 36: 34

Upt i me 23 days 6 hr. 44 min. 25 sec

Trace Level of f

Security ON: Local OS Authentication

SNVP OFF

Def ault Service XE

Li stener Paraneter File
/u01/ app/ oracl e/ product/11. 2. 0/ xe/ net wor k/ adni n/ | i stener. ora
Listener Log File
/u01/ app/ oracl e/ di ag/ t nsl snr/ <HOSTNAME>/ | i st ener/al ert/| og. xm
Li steni ng Endpoi nts Sunmary. ..
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=i pc) ( KEY=EXTPROC_FOR _XE)))
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=<HOSTNAME>) ( PORT=1521)))

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=<HOSTNAME>) ( PORT=8080) ) ( Pr esent at i on=HTTP
) (Sessi on=RAW )
Services Sunmary. ..
Service "PLSExtProc" has 1 instance(s).
I nstance "PLSExt Proc", status UNKNOMN, has 1 handler(s) for this service...
Service "XE' has 1 instance(s).
I nstance "XE", status READY, has 1 handler(s) for this service...
Service "XEXDB" has 1 instance(s).
I nstance "XE", status READY, has 1 handler(s) for this service...
The commrand conpl et ed successfully

1. The host and port is determined by the line containing PROTOCOL=t cp, without Present ati on=HTTP.

2. Under services summary, each service which has an instance with READY status is a connectable
service. The name following Ser vi ce is a service name for connecting to the database name following |
nst ance on the next line.

3. The SID is the name of the database instance, as defined by the $ORACLE_SI D variable when you have
sourced the Oracle environment to your shell.

For example, assuming that you are running Confluence on the same server as the Oracle database, with the
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above Isnrctl status output, you would use one of the following URLS:

jdbc:oracle:thin: @/1 ocal host: 1521/ XE
jdbc: oracl e:thin: @ocal host: 1521: XE

The URL can be used in either a direct JDBC connection or using a Tomcat datasource. If you want to use a
datasource, please follow the instructions of the next two sections Adding a Datasource to Tomcat and Configuri
ng Confluence Datasource Access, or if you'd prefer to just use a direct JDBC URL, skip to Running the
Confluence Setup Wizard.

For further information on Oracle JDBC URLSs, see this page.

Adding a Datasource to Tomcat

1. Open <I NSTALL>/ conf/server. xnl for editing.
2. Locate the section Host -> Cont ext

<Host name="| ocal host" debug="0" appBase="webapps" unpackWARs="tr ue"
aut oDepl oy="f al se" >
<Cont ext path="" docBase="../confluence" debug="0" rel oadabl e="true">
<!-- Logger is deprecated in Tontat 5.5. Logging configuration for
Confluence is specified in confluence/ VEB-| NF/ cl asses/| og4j . properties -->
<Manager pathnane="" />
</ Cont ext >
</ Host >

3. Paste in the Resour ce section provided, before Manager as shown:

<Host nane="|ocal host" debug="0" appBase="webapps" unpackWARs="true"
aut oDepl oy="f al se" >
<Cont ext path="" docBase="../confl uence" debug="0" rel oadabl e="true">
<I-- Logger is deprecated in Tontat 5.5. Logging configuration for
Confluence is specified in confluence/ VEB-1 NF/ cl asses/ | og4j . properties -->

<Resour ce

name="j dbc/ conf | uence"

aut h="Cont ai ner"

type="j avax. sql . Dat aSour ce"

driverCl assNane="or acl e. j dbc. Oracl eDri ver"
url ="j dbc: oracl e: t hi n: @ost nanme: port: sid"
user name="<user name>"

passwor d=" <passwor d>"

connecti onProperties="SetBigStringTryd ob=true"
maxAct i ve=" 25"

max| dl e="5"

maxWai t =" 10000"

/>

<Manager pathnane="" />

</ Cont ext >
</ Host >

4. Change the user nane and passwor d to match the Oracle login.
5. Change ur| to match what you determined in Determining the JDBC URL. For example:
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j dbc: oracl e: thin: @xanpl e. atl assi an. com 1521: conf | uencedb

6. If required, choose different maxActive and maxldle values. These set how many total database
connections will be allowed at one time, and how many will be kept open even when there is no database
activity.

Configuring Confluence Datasource Access
Configure Confluence to use this datasource:

1. Edit the file <I NSTALL>/ conf | uence/ V\EEB- | NF/ web. xni
2. Go to the end of the file and just before </ web- app>, insert the following:

<resource-ref>

<descri pti on>Connecti on Pool </ descri pti on>
<res-ref-name>j dbc/ confl uence</res-ref-nanme>
<res-type>j avax. sql . Dat aSour ce</res-type>

<r es- aut h>Cont ai ner </ r es- aut h>
</resource-ref>

Running the Confluence Setup Wizard
Now Confluence is ready to attempt to connect to Oracle:

1. Download the Oracle JDBC database drivers for your JDK version via the Database JDBC Drivers page.
We recommend using the thin drivers only. Copy the JAR file into <conf | uence i nstal | >/ VEEB- | NF/
I i b. This directory path is potentially <I NSTALL>/ | i b if Confluence is running off Apache Tomcat
version 6 or above.
2. Startup Confluence using <I NSTALL>/ bi n/ st art up. bat or <I NSTALL>/ bi n/ startup. sh
Insert your licence and select External Database.
4. If you are using a Datasource:
a. Select Datasource Connection using your Oracle version.
b. Enterj ava: conp/ env/j dbc/ conf | uence for the name of the datasource.
5. If you are using a Direct JDBC URL:
a. Select Direct JDBC URL using your Oracle version.
b. Enter your JDBC URL to match what you determined in Determining the JDBC URL

w

Confluence should now deploy using the Oracle database specified. Please read this comment on Oracle
database optimisation.

Oracle Configuration Tips

24-hour time format with Oracle 8i

We have received a report from a user that when an Oracle 8i database is configured to use 24-hour time as the
default format, an exception like this may occur:
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005-12-06 13:23:20 Loadi ng root WebApplicati onCont ext

2005-12- 06 13:24: 34 StandardContext[]: Exception sending context initialized event
to listener instance
of class com atl assi an. confl uence. util. Confl uenceCont ext Loader Li st ener

org. springframewor k. beans. f act ory. BeanCr eati onException: Error creating bean with
nane 'user Accessor' defined in class path resource [applicationContext.xm]:

Can't resolve reference to bean 'userAccessorTarget' while setting property
"target’;

nested exception is org.springframework. beans. factory. BeanCreati onExcepti on: Error
creating bean with nanme 'user AccessorTarget' defined in class path

resource [applicationContext.xm]: Can't resolve reference to bean

' spacePer m ssi onManager' while setting property 'spacePerni ssi onManager';

nested exception is org.springframework. beans. factory. BeanCreati onExcepti on: Error
creating bean with name 'spacePerm ssionManager' defined in class path resource
[securityContext.xm]:

Can't resolve reference to bean 'spacePerni ssi onManager Target' while setting
property 'target';

nest ed exception is org.springframework. beans. factory. BeanCreati onExcepti on:

Error creating bean with nane 'spacePerm ssionManager Target' defined in class path
resource [securityContext.xm]: Initialization of bean fail ed;

nested exception is org.springframework.jdbc. Uncat egori zedSQLException: (Hi bernate
operation): encountered SQLException [Cannot create Pool abl eConnecti onFactory];
nested exception is org.apache. commons. dbcp. SQLNest edExcepti on: Cannot create

Pool abl eConnecti onFact ory

or g. apache. conmons. dbcp. SQLNest edExcepti on: Cannot create
Pool abl eConnect i onFact ory, cause:

java. sql . SQLExcepti on: ORA-00604: error occurred at recursive SQ level 1

ORA-12705: invalid or unknown NLS paraneter val ue specified

One symptom of this problem is that Confluence may refuse to start after midday.
The workaround is to go to 'General Configuration' and set the default time format to "HH:mm".
RELATED TOPICS

Known Issues For Oracle
Database Setup for SQL Server

Use this guide in conjunction with the more general Database Setup Guide for Any Database. These instructions
add some reference notes specific to SQL Server.

1. Review the known issues for SQL Server.

2. ldentify which character encoding to use. To do this, check the encoding currently used by your applicatio
n server and Confluence. All three must use compatible encoding. For example, the default SQL Server
encoding of UCS-2 is compatible with UTF-8.

3. Create a new database (as an SQL administrator). If you set your application server and Confluence to
use an encoding incompatible with UCS-2, specify that character encoding for the database.

4. Set the default collation for the database to be 'SQL_Latinl_General CP1_CS_AS' (case sensitive).
You can do this by issuing the following SQL query:
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ALTER DATABASE <dat abase_nane> COLLATE SQ._Latinl_General CP1_CS AS

Note: if you receive an error at this point stating 'The database could not be exclusively locked to perform
the operation', you may need to prevent other connections by setting the mode to single user for the
transaction:

ALTER DATABASE <dat abase_nanme> SET SI NGLE_USER W TH ROLLBACK | MVEDI ATE;
<your ALTER DATABASE query>
ALTER DATABASE <dat abase_name> SET MJLTI _USER;

5. Configure the database to use the isolation level, 'Read Committed with Row Versioning'. You can do this
by issuing the following SQL query:

Determine if READ_COMMITTED_SNAPSHOT is enabled

SELECT i s_read_conm tted_snapshot_on FROM
sys. dat abases WHERE nane= ' Your Dat abase’

Return value:
1 =READ_COMMITTED_SNAPSHOT option is ON. Read operations under the read-committed isolation
level are based on snapshot scans and do not acquire locks.

0 = READ_COMMITTED_SNAPSHOT option is OFF (default). Read operations under the
read-committed isolation level use share locks.

ALTER DATABASE <dat abase_nane>
SET READ_COWMM TTED_SNAPSHOT ON
W TH RCLLBACK | MVEDI ATE;

6. Create a new SQL user account for Confluence (as an SQL administrator). Provide full create, read and
write permissions for the database tables. Note that Confluence must be able to create its own schema.
7. If you are configuring a datasource to connect to your MS SQL server database, install the database
drivers.
The JDBC drivers for this database are bundled with Confluence.

® |f you are using a direct JDBC connection, you do not need to download or install any JDBC
drivers.
® |f you are connecting via a datasource, you must download and install the drivers manually. For
information about driver versions and download links, see Database JDBC Drivers.
® [f you are not sure which connection you are using, it is probably JDBC. A JNDI resource must be
configured manually, as described in each database's docs: PostgreSQL, MySQL, SQL Server or
Oracle
8. If you are configuring a datasource to connect to your MS SQL server database, place the JAR file in <
confluence install>/WVEB-INF/ |ib.Youmay also find this page helpful: http://jtds.sourceforge.net/
fag.html
9. If you are installing a new version of Confluence: Start Confluence and visit the home URL (e.g. http://loca
Ihost:8090) to start the Confluence Setup Wizard. Select a custom installation, and insert the relevant
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connection information.
* When prompted for a driver class name in the database setup step enter:

net.sourceforge.jtds.jdbc. Driver

®* When prompted for the jdbc url, the format to use is:

jdbc:jtds:sql server://<server>: <port >/ <dat abase>

Related pages:

® Database Configuration
® Supported Platforms
® Confluence Administrator's Guide

Configuring a SQL Server Datasource in Apache Tomcat

This page contains instructions on how to set up an SQL Server datasource connection for Confluence or
Confluence EAR/WAR.

On this page:

® 1. Install the Driver

® 2. Shut down Tomcat

® 3. Configure Tomcat

® 4. Configure the Confluence web application
® 5. Configure Confluence

1. Install the Driver

1. Download the latest SQLServer JTDS drivers from http://sourceforge.net/projects/jtds/files/.
2. After unpacking the file you have downloaded, you'll find a file called something like j t ds- 1. 2. 5. j ar (w

hatever is the latest version).
3. Copy this file into the conmon/ | i b directory of your Tomcat installation. Be aware that this directory may

be just | i b for Tomcat version 6 and beyond (i.e. <t ontat -i nstal | >/ | i b rather than <t ontat - i nst

al | >/ conmon/ | i b).

@ Alternatively you can get the driver from / conf | uence/ WEB- | NF/ | i b/ jtds-1. 2. 2. j ar and move it
into the conmon/ | i b directory of your Tomcat installation.

2. Shut down Tomcat

1. Run bi n/ shut down. sh or bi n/ shut down. bat to bring Tomcat down while you are making these

changes.

@ Make a backup of your <CONFLUENCE_HOME>/ conf | uence. cf g. xm file and your <CONFLUENCE |
NSTALL>/ conf/ server. xm file so you can easily revert should their be a problem.

3. Configure Tomcat

1. Firstly, you need to edit <confluence install>/conf/server.xmland find the following lines:
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2. Within the Context tags, directly after the opening <Context.../> line, insert the DataSource Resource tag:

<Cont ext path="" docBase="../confluence" debug="0" rel oadabl e="true">
<!-- Logger is deprecated in Tontat 5.5. Logging configuration for
Confluence is specified in confluence/ VEB-| NF/ cl asses/| og4j . properties -->

<Resour ce nane="j dbc/ confl uence" auth="Contai ner" type="javax.sql.DataSource"
user nane="your Dat abaseUser "
passwor d="your Dat abasePasswor d"
dri ver C assNane="net . sourceforge.jtds.jdbc.Driver"
url ="jdbc:jtds: sql server://|ocal host: 1433/ your Dat abaseNane"
maxAct i ve="20"
max| dl e=" 10"
val i dati onQuery="sel ect 1" />

®* Replace the username and password parameters with the correct values for your database
® In the url parameter, replace the word 'yourDatabaseName' with the name of the database your

confluence data will be stored in.

(¥) Why is the validationQuery element needed?
When a database server reboots, or there is a network failure, all the connections in the connection pool
are broken and this normally requires a Application Server reboot.

However, the Commons DBCP (Database Connection Pool) which is used by the Tomcat application
server can validate connections before issuing them by running a simple SQL query, and if a broken
connection is detected, a new one is created to replace it. To do this, you will need to set the
"validationQuery" option on the database connection pool.

(-:r) If switching from a direct JDBC connection to datasource, you can find the above details in your <CONFL
UENCE_HOVE>/ conf | uence. cf g. xn file.

(i) The configuration properties for Tomcat's standard data source resource factory
(org.apache.tomcat.dbcp.dbcp.BasicDataSourceFactory) are as follows:

driverClassName — Fully qualified Java class name of the JDBC driver to be used.

maxActive — The maximum number of active instances that can be allocated from this pool at the
same time.

maxldle — The maximum number of connections that can sit idle in this pool at the same time.
maxWait — The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.

password — Database password to be passed to our JDBC driver.

url — Connection URL to be passed to our JDBC driver. (For backwards compatibility, the
property driverName is also recognized.)

user — Database username to be passed to our JDBC driver.

validationQuery — SQL query that can be used by the pool to validate connections before they
are returned to the application. If specified, this query MUST be an SQL SELECT statement that
returns at least one row.

4. Configure the Confluence web application
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1. Edit/ confl uence/ VEEB- | NF/ web. xnl in your confluence installation
2. Go to the end of the file and just before </web-app>, insert the following:

<resource-ref>
<descri pti on>Connecti on Pool </ descri pti on>
<res-ref-name>j dbc/ confl uence</res-ref-nanme>
<res-type>j avax. sql . Dat aSour ce</res-type>
<r es- aut h>Cont ai ner </ r es- aut h>
</resource-ref>

5. Configure Confluence

® If you have not yet set up Confluence
1. Follow the steps in the Confluence Setup Guide.
2. In the Database Setup section, choose the "Datasource Connection" option.
3. Setthe JNDI name to j ava: conp/ env/ j dbc/ confl uence
4. Set the Database dialect to SQL Server.

® If you are changing an existing Confluence installation over to using a Tomcat datasource
1. Edit the <confl uence homne>/ confl uence. cfg. xnl file
2. Delete any line that contains a property that begins with hibernate.
3. Insert the following at the start of the <properties> section.

<property nanme="hi bernate. setup">true</property>

<property

nanme="hi ber nat e. di al ect ">net. sf. hi bernate. di al ect. SQ.ServerlInt| D al ect </
property>

<property

nane="hi ber nat e. connecti on. dat asour ce">j ava: conp/ env/ j dbc/ conf |l uence</ pr
operty>

4. Restart Confluence.
RELATED TOPICS

Configuring a MySQL Datasource in Apache Tomcat
Database Setup For MySQL
This page provides instructions for configuring Confluence to use the MySQL database. If you do not already

have a MySQL database driver, you will need to download the MySQL Java connector from MySQL, as
described in the steps below.

Before you start, check that your version of MySQL is supported. See Supported Platforms.

Step 1. Back up your existing Confluence data
This step is required if you have existing Confluence content you wish to transfer.
To back up your Confluence data:

1. Manually create an XML backup 