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Site Administrator?

Download

The Confluence Administrators Guide provides
information to site administrators on how to
manage their Confluence instances.

If you still have a question that hasn't been
answered, write and tell us about it.

Cror B
/

Acobe

You can download the Confluence Admin Guide in
PDF, HTML or XML formats.

Additional Resources

Visit the Configuration Guide for documentation on
configuring databases and application servers.
The User Guide has information on how to use
Confluence as a collaborative tool.

Go to Documentation Home for links to more
resources.
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Cache Statistics

This page last changed on Oct 30, 2006 by ivan@atlassian.com.

Confluence provides stastical information about its internal caches that allows you to track the size and
hit ratio of each cache and tune it if necessary, for better performance. See Performance Tuning for more
information.

To view the cache statistics, go to the 'Administration Console' and click on 'Cache Statistics' in the left
panel. Here, you will find a list of all object cached within Confluence. For example, one of the main one
is the ContentEntityObject

com.atlassian.confluence.core.ContentEntityObject (Alive): flush

ACCESSES
Size Total Hits Not Found Expired Ratio
5000 24827480 11332536 13494944 0 45%

About the generated numbers :

Size: the max number of items in the cache (can be
configured in ehcache. xm )

Accesses, Total: the number of reads from the cache

Accesses, Hits: the number of reads accessing cache and required
content existed

Accesses, Not Found: the number of reads accessing cache and required
content was not-found

Accesses, Expired: the number of items which were evicted from the
cache, due to age or replacement by new entries
(ti meout or expired)

Ratio: the percentage of reads which were hits

For instance to calculate Ratio :

Hits/Total x 100 = Ratio

11332536/ 24827480 = 0.45645131 x 100 = 45%

and to calculate Total :

Total = Hits + Not Found + Expired

24827480 = 11332536 + 13494944 + 0

flush - clears cache
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The upcoming new release of cluster-able Confluence 2.3 will be using distributed cache called
Tangosol Coherence.

Performance Tuning

If you require to tune your application when under high usage, you may like to review this document for
suggestions.

RELATED TOPICS

Cache Statistics

Viewing License Details
Viewing System Information
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Changing time of Daily Backup

This page last changed on Feb 02, 2006 by vidya.

By default, Confluence runs its daily backup at 2.00 AM. You can configure Confluence to perform the
backup at a time that is best suited to you or your organisational needs.

Confluence uses Quartz for scheduling periodic jobs. To change the time of your daily backup, you will
need to edit the Quartz configuration.

To change the time of your daily backup

1. Open the Quartz configuration file schedul i ngSubsyst entCont ext . xm located under
confluence/WEB-INF/classes/
2. Find the following section of the file:

dbean i d="backupTrigger" class="org. springfranework. schedul i ng. quartz. CronTri gger Bean" >
<property nanme="j obDetail">
<ref bean="backupJob"/>
</ property>
<property name="cronExpressi on">
<value>0 0 2 * * ?</val ue>
</ property>
4/ bean>

3. Thestring'0 0 2 * * ?' sets up a Cron Trigger for the job to run at the zeroth second of the
zeroth minute of the 2nd hour, every day of every month, every day of the week.

4. You can set a new time by editing this string. Note that the date and time format in this
configuration file is in this order:
Second minute hour day

) For example, to set the new time to twenty past ten PM, change the string to' 0 20 22 * * 2,

If you wanted to back up only once a week, for example, at midnight on Sundays, you would change the
stringto'0 0 0 ? * SUN .

For complete details on the formatting of the cron string, please see
http://www.opensymphony.com/quartz/api/org/quartz/CronTrigger.html.

RELATED TOPICS
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Confluence Data Directory Configuration

This page last changed on May 22, 2006 by david.soul@atlassian.com.

Here is a link listing important Confluence files.

The home directory defines the location of the directory where Confluence will store it's data, including
attachments, indexes and backups. Administrators can set this location by defining a value for the file
<MY- | NSTALL>/ conf | uence/ WEB- | NF/ cl asses/ confl uence-init. properties. To find what your home
directory is currently set to, open this file and check the conf| uence. hone property. It is unset on new
installations.

Windows Configuration

On Windows, the path

C:\ confl uence\ dat a

will be written as:

confl uence. home=C: / conf | uence/ dat a

Note that all backslashes (\) are written as forward slashes (/).

UNIX/Linux/Mac Configuration

On any UNIX-based system, the property is defined using the normal directory syntax:

confl uence. hone=/ var/ conf | uence/

Symbolic links

If your conf | uence. hone directory contains a symbolic link, you must define the absolute path.

=)
Please note that there can be no symbolic links within the conf | uence. hone directory. If disk
space is an issue, place the entire conf | uence. hone directory on a disk partition where there is

enough space.

The absolute path of generated files (such as exports) is compared with the absolute path of the
conf |l uence. hone directory when constructing URLs. When a sub-directory has a different path,
the URL will be incorrect, and you may receive "Page not found" errors. These measures are in
place to prevent "directory traversal" attacks.

Fixing the Confluence Configuration
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The Confluence configuration file: conf | uence-cf g. xm inside the home directory may contain references
to the original location of your Confluence home. You will need to edit this file to update these references
to also point to the new location. The two properties in this file that need to change are:

e daily. backup. di r if you have not configured your backups to be placed elsewhere already
e hi bernate. connection. url if you are using the embedded HSQL database.
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Content Index Administration

This page last changed on Aug 30, 2006 by mryall.

The Content Index powers Confluence's search functionality and is also used for a number of related
functions such as building email threads in the mail archive. While the index is maintained automatically,
you may need to rebuild it manually under these circumstances:

e If you find that your searching and mail threading are malfunctioning.
e After an upgrade (if a reindex is required after an upgrade, it will be noted in upgrade section of the
release notes).

To manually rebuild the content index,

1. Go to the 'Administration Console' and click on 'Content Indexing' under the heading 'Administration’
in the left panel.
) For reasons of efficiency, content is not immediately added to the index. New and modified
Confluence content is first placed in a queue, and the queue is processed once every minute.

2. Click 'Rebuild Index'.

) Slow reindexing?

Indexing can take a long time to complete, depending on the number of pages, number, type and
size of attachments and the amount of memory allocated to Confluence.

It may help to increase the heap memory allocation of Confluence by following these instructions.

If you are running an older version of Confluence and find that the index rebuild is not
progressing, you may need to shut down Confluence, and restart it with the following Java system
property set: bucket . i ndexi ng. t hr eads. fi xed=1. This will cause the re-indexing to happen in a
single thread and be much more stable (but slower).

RELATED TOPICS

Configuring Indexing Language
Content Index Administration

Working with Macros

!Administration Guide Attachments directory”~adminhome.gif! @4 ¢onfluence Documentation Home
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Important Directories and Files

This page last changed on Aug 31, 2006 by david.soul@atlassian.com.

Application Directory

This is the directory into which the downloaded Confluence application has been unpacked. Confluence
does not modify or store any data in this directory.

Important Files and Directories

e confl uence/ EB- | NF/ cl asses/ confl uence-init.properties : This file tells Confluence where to
find the Confluence Home Directory. This file is modified by the administrator when installing
Confluence.

e confl uence/ VEB- | NF/ cl asses/ osuser. xml : This file is modified when connecting Confluence to an
external user management system such as an LDAP server or JIRA instance in Confluence 2.0 and
earlier.

e confluence/ VEB- I NF/ i b/ : This directory is used when deploying plugins, especially those plugins
that cannot automatically be loaded through the Administration Console.

e confl uence/ EB- | NF/ cl asses/ | og4j . properti es :Confluence's logging configuration file.

e confl uence/ VEB- | NF/ cl asses/ ehcache. xml : This is where you can configure the size of
Confluence's internal caches

e confl uence/ VEB- | NF/ cl asses/ st yl es/ site-css. vm: Confluence's main stylesheet, modify at your
own risk

e conf/server.xm : SSL configuration.

The Temp Directory

The temp directory is configured in the Java runtime and some Confluence components write temporary
files or lockfiles into this directory.

Typically, this directory is / t np on Unix systems, or C: \ Tenp on Windows.

To change the location of this directory, you should start the Java Virtual Machine in which confluence is
running with the argument:

-Djava.io.tnpdir=/path/to/your/own/tenp/directory.

The Confluence Home Directory

This is the directory in which Confluence stores its configuration information, search indexes, custom
decorators and page attachments. Also, if you're using the embedded HSQL database, the database is
also stored in this directory. Administrators can expect the Confluence Home Directory to grow quite
large in a busy site.

The location of this directory is configured by the Confluence administrator during installation (see

Document generated by Confluence on Feb 22, 2007 18:13 Page 27


http://confluence.atlassian.com/display/DOC/Confluence+Installation+Guide
http://confluence.atlassian.com/display/DOC/Confluence+Installation+Guide

confluence-init.properties above).

Important Files and Directories

confl uence. cf g. xml : Confluence's core configuration file; includes the configuration for connecting
to its database.

defaul t-formatting. properties : Some auxiliary configuration data concerning default number
and date formats.

attachnments/ : All file attachments in the Confluence site are stored under this directory. This is
the only place Confluence keeps attachment files.

backups/ : If Confluence is configured to produce daily backups, these are kept in this directory.
Administrators should occasionally delete old or unwanted backups from this directory to prevent it
from growing too large.

confi g/ : Miscellaneous global and per-space configuration files are kept in this directory.

dat abase/ : If Confluence is being run from the embedded HSQL database, the database files will
be kept in this directory.

i ndex/ : The full-text search index is kept in this directory. Removing or modifying files in this
directory may cause search to no longer function. Rebuilding the search index from Confluence's
global administration screen will completely regenerate the contents of this directory.

pl ugi ns/ : Dynamically uploaded plugins are stored in this directory. Administrators can install new
plugins by copying them into this directory and triggering a scan from the plugin management page.
t enp/ : Confluence stores temporary files in this directory, especially during backups and exports. A
daily job within Confluence deletes files that are no longer needed.

t hunbnai | s/ : Stores temporary files for image thumbnails. The contents of this directory can be
safely deleted, as Confluence will regenerate thumbnails as required.

vel oci ty/ : Storage for customised page layouts, globally and per-space.

Database

All other data - page contents, links, archived mail and so on is kept in the database. If you have
configured Confluence to use the embedded HSQL database, the database will store its files under
dat abase/ in the Confluence Home Directory. Otherwise, the database management system you are
connecting to is responsible for where and how your remaining data is being stored.

Li ]

Tip

All of Confluence's persistent data is stored either in the Confluence Home Directory, or the
database. If you have backup copies of both of these, taken at the same time, you will be able to
restore Confluence from them (see Restoring Data from other Backups).

RELATED TOPICS

4% Administrators Guide Home 'AdMinistration Guide Attachments directory”~dochome.gif!
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Manually Backing Up The Site

This page last changed on Feb 02, 2006 by vidya.

Confluence is configured to make a daily backup of your data and store it as a zipped XML file in the
'backups' folder under the Confluence Home Directory. A site administrator can also manually backup the
data from the Administration Console.

To manually backup your site,

1. Go to the 'Administration Console' and click on 'Backup and Restore' in the left panel.

2. Select 'Archive to Backups Folder' to store a copy of the backup in the same folder as Confluence's
daily backups (if you do not archive the backup it will be made available for you to download, and
then deleted from the server after 24 hours).

3. Select 'Backup Attachments' to include attachments in your backup.

4. Click 'Backup'.

) Please note that this process will take a few minutes.
5. Once the backup is completed, you will be prompted to download the zipped backup file.

RELATED TOPICS

Backup FAQ

Changing time of Daily Backup
Configuring Daily Backups
Manually Backing Up The Site
Site Backup and Restore

ﬁ'Administramrs Guide Home @Conﬂucnce Decumentation Home

Document generated by Confluence on Feb 22, 2007 18:13 Page 29



http://confluence.atlassian.com/display/DOC/Configuring+Daily+Backups
http://display/DOC/Backup+FAQ
http://display/DOC/Changing+time+of+Daily+Backup
http://display/DOC/Configuring+Daily+Backups
http://display/DOC/Manually+Backing+Up+The+Site
http://display/CONF20/Site+Backup+and+Restore
http://confluence.atlassian.com/display/DOC/Administrators+Guide
http://confluence.atlassian.com/display/doc

Configuring Daily Backups

This page last changed on Jan 07, 2007 by ivan@atlassian.com.

Confluence backs up your data on a daily basis into a zipped XML file. By default, the backup is
performed at 2.00 am and the backup files are stored in the backups folder under the Confluence Home
Directory.

The default naming convention for the backup files is 'daily-backup-yyyy_MM_dd'. Confluence can write
backups to both local and mapped network drives.
From the Administration Console, you can:

e Enable or disable backups

e Include or exclude attachments in back ups

e Configure a different path to store backup files
Change the naming format used for the files.

To configure your daily backups,

Go to the Administration Console and click 'Daily Backup Administration' under 'Configuration'.

1. Select 'Disable' to disable backups.

2. Select 'Custom' if you want to provide an alternate path to store backup files. Enter the path in the
input field displayed.

3. Select 'Off' beside 'Backup Attachments' to exclude attachments from backups. By default, this is

on'.

4. To use a different naming prefix format, enter the new format in the 'Backup File Prefix' input field.

5. To use a different date format, enter it in in the 'Backup File Date Pattern' input field using the
syntax described in this document.

6. 'Save' your changes.

Below is an example of daily backup being disabled.

Backup Path O Default

(foptfij2ee/domains/atlassian.com/confluence fwebapps/atlassian-confluencefdata/backups)
o Custom | :
@ pisable

Backup Attachments: & gn O Off
Backup File Prefix: ;;j,aj_l'_.‘r—bac]ﬂ]_p—

Backup File Date [
. [vyyy MM dd
Pattern: |——— —

RELATED TOPICS

Backup FAQ
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Changing time of Daily Backup
Configuring Daily Backups
Manually Backing Up The Site
Site Backup and Restore
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User Submitted Backup & Restore Scripts

This page last changed on Oct 26, 2006 by david.soul@atlassian.com.

These scripts are user-submitted and are unsupported by Atlassian technical support. Please use with
caution.

If you would like to submit or update a script, please append it as a comment.

Delete Old Backups - Wscript Script On Windows

This script examines backup filename and deletes them if necessary, it may need to be edited.

"If you want 3 day old files to be deleted then insert 3 next to Date - "your nunber here"
"This script will search out and delete files with this string in them".2005-12-04-" This of
course depends on the nunber you enter.

'You can al ways do a wscript.echo strYesterday or strFileNane to see what the script thinks you
are searching for.

dt mvesterday = Date - 3
strYear = Year (dtmyesterday)
strMnt h = Mont h(dt niYest er day)
If Len(strMonth) = 1 Then
strMonth = "0" & stribnth
End |f
strDay = Day(dtmyest erday)
If Len(strDay) = 1 Then
strDay = "0" & strDay
End |f
strYesterday = strYear & "-" & strMonth & "-" & strDay
strFileName = "C:\test*." & strYesterday &' -*"

Set obj FSO = CreateCbject ("Scripting. Fil eSystenhject")
obj FSO. Del et eFi | e(strFil eNane)

Delete Old Backups - Basic Bash Script For Linux

Old XML backups can be deleted automatically by inserting a nightly or weekly automation script or cron
similar to the following:

I's -t <path to your backup dir>/* | tail +6 | xargs -i rm{}

Delete Old Backups - Advanced Bash Script For Linux

Old XML backups can be deleted automatically by inserting a nightly or weekly automation script or cron
similar to the following. Set the BACKUP_DIR and DAYS_TO_RETAIN variables to appropriate values for
your site. Between runs, more files than DAYS_TO_RETAIN builds up.
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#!/ bi n/ sh

# Script to renmove the ol der Confluence backup fil es.
# Currently we retain at |east the |ast two weeks worth
# of backup files in order to restore if needed.

BACKUP_DI R="/ dat a/ web/ conf | uence/ backups"
DAYS_TO RETAI N=14

find $BACKUP_DI R - maxdepth 1 -type f -ctime +$DAYS_TO RETAIN -del ete

Manual Database & Home Backup - Bash Script For Linux

This backs up a mySQL database and the Confluence home directory.

#!/ bi n/ bash
CNFL=/ var/ conf | uence
CNFL_BACKUP=/ backup/ cnf | Backup/ "~ dat e +%/%a- %4A0NE

rm-rf $CNFL/tenp/*
mkdi r $CNFL_BACKUP

nysql dunp -uroot -p<password> confl uence|gzip > $CNFL_BACKUP/ conf | uence. nysql . dat a. gz
tar -cjvf $CNFL_BACKUP/ data. bzi p $CNFL > $CNFL_BACKUP/ horedi r. st at us

Related Topics

e Site Backup and Restore
e Backup FAQ
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Moving Confluence Between Servers

This page last changed on Oct 17, 2006 by david.soul@atlassian.com.

Adminstrators may need to move a Confluence instance from one server to another for upgrades or
downtime.

', Avoid upgrades while transferring

If you are planning to switch databases, application servers or Confluence versions, perform the
transfer and test that it is successful separately to any other changes.

Transferring Confluence Standalone To Another Server Using The
Same Operating System

If you are using Confluence Standalone and the operating systems on both servers are the same, then
the home and install folders can be copied straight into an identical external database and user
management setup.

1. On the original server, create zips of the Confleunce install and home directories. Copy the zips to
the new server.

2. On the new server, unzip the install and home directories. Windows users should avoid unzipping
with the Windows built-in extractor, instead use Winzip or the free 7Zip. If you are changing the
location of the home directory, open the Confluence install\confluence\WEB-INF\classes directory
and edit confluence-init.properties by changing the line starting with 'confluence.home=".

3. This next step is dependent on your database:

e For users of the internal database, the content is stored inside the home directory. You should
consider switching to an external database after the transfer is successful.

e For databases stored on another server, change the user account or datasource permissions so
that the new server has the same network access permissions as the original. Then confirm
from the new server that the hostname can be resolved and is listening for database
connections on the expected port.

e For external databases stored locally:

. On the original server, create a manual database backup.

. Copy the database backup to the new server.

. On the new server, install or upgrade the database version to match the original server.

. Import the database backup.

. Add a database user account with the same username and password as the original.

. Provide the user with the full access to the imported mdatabase.

. Use a database administration tool to confirm that the user can login from the localhost.

4. If you are using internal user management, skip this step. For users who have JIRA or LDAP
integration, provide the new server with network or local access to the same hosts as the original.

5. If you configured Confluence as a Windows service, repeat those instructions.

aOmmoONw>X

All Other Transfers

Create a backup and import into the new server.
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1. Create a backup from Confluence by going to 'Administration' -> 'Backup & Restore', checking the
'Backup Attachments' and selecting 'Backup’.

2. Identify the current version of Confluence your are using, displayed at the bottom of each
Confluence page.

3. Download the same version as you are currently using to the new server, which may be the current
Confluence release, or an older version.

4. Using the same version, follow the Upgrading Confluence guide.
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Rebuilding the Ancestor Table

This page last changed on Nov 12, 2006 by ivan@atlassian.com.

In Confluence, the ancestor table controls the breadcrumb navigation at the top of each Confluence page.
Occassionally, the ancestor table will become out of sync. When this happens, you can rebuild the table
to restore everything to normal.

Simply access this URL:
Unknown macro: {codefrag}

http://yoursite/admin/permissions/rebuild ancestor table.action

Dashboard = Administration = Page Level Permissions

(x)Page Level Permissions

bbbt [ ekl Angsisior Tablks |
O General Configuration

O Daily Backup Admin

O Manage Referrers

O Flugins

RELATED TOPICS
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Restoring a Site

This page last changed on Oct 17, 2006 by ivan@atlassian.com.

CAUTION: Restoring a backup of an entire confluence site (consisting of multiple spaces) will:

e Wipe out all confluence content in the database. Ensure that your database is backed up.
e Log you out after the restore process. Make sure you know your login details in the data being

restored.
There are two ways to restore a site from a backup file:

1. Restore a site from the Confluence Setup Wizard: This restores the data into a new instance of

Confluence.
2. Restore a site from the Administration Console: This restores data into the current instance of

Confluence.

@ If your daily backup zips cannot be restored for whatever reason, but you have both a database
backup and backups of your confluence home directory, then it is still possible to restore from

these backups.

" You can not restore a particular space only from the entire site backup when the backup contains
more then one space.

RELATED TOPICS

Confluence

Manually Backing Up The Site

Restoring a Site

Restoring a Space

Restoring Data from the Administration Console
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Restoring a Space

This page last changed on Feb 20, 2007 by rosie@atlassian.com.

Confluence will only allow you to restore a space if a space by that name does not already exist on the
site. If you already have a space with the identical name, you will need to delete (or rename) the existing

space before restoring the new one.

! Before you begin

The Confluence instance from which the space was exported must be running the same 'major’
version as the Confluence instance to which the space will be restored. For example, if you export
a space from a Confluence 2.3.3 instance, you can restore it into a 2.3.1 instance but not into a

2.2.10 instance (because 2.2 and 2.3 are different 'major' versions).

To restore a space,

Go to the 'Administration Console' and click on 'Backup and Restore' in the left panel.
You can restore data in one of two ways:

1. Upload a zipped backup to Confluence
e Browse for the backup file.
e Uncheck 'Build Index' if you want to create the index at a later stage.
e Click 'Upload and Restore'.

2. Restore a backup from the filesystem
e Select the backup file from the form field displayed. If you do not see your backup file, make

you sure that it has been copied into the
/opt/java/src/confluence/deployments/conf.atlassian.com/home/restore directory.

e Click 'Restore'.

RELATED TOPICS

Confluence
Manually Backing Up The Site
Restoring a Site

Restoring a Space
Restoring Data from the Administration Console

@Adminif,tramrs Guide Home @Conﬂucnce Documentation Home

Document generated by Confluence on Feb 22, 2007 18:13 Page 38


http://confluence.atlassian.com/display/CONF20/Confluence+to+XML
http://spaces/viewspacesummary.action?key=DOC
http://display/DOC/Manually+Backing+Up+The+Site
http://display/DOC/Restoring+a+Site
http://display/DOC/Restoring+a+Space
http://display/DOC/Restoring+Data+from+the+Administration+Console
http://confluence.atlassian.com/display/DOC/Administrators+Guide
http://confluence.atlassian.com/display/doc

Restoring Data from other Backups

This page last changed on Jan 10, 2007 by david.soul@atlassian.com.

Typically, Confluence data is restored from the Administration Console or from the Confluence Setup
Wizard.

If you are experiencing problems restoring from an zipped XML backup file, it is still possible to restore
provided you have:

1. a backup of your home directory
2. a backup of your database (if you're using an external database)

Instructions for this method of restoring differ depending on whether you are using the embedded
database or an external database (like Oracle, MS SQL Server, MySQL or Postgres).

Embedded Database
If you are running against the embedded database, the database is located inside the dat abase folder of
your Confluence Home Directory. Hence, all you need to do is:

1. retrieve the most recent backup of your home directory
2. unpack the Confluence distribution and point the confl uence-init. properti es file to this directory

External Database
If you're using an external database, you need to:

1. prepare backups of your home directory and database (preferably backups that are dated the
same). That is, make sure the home directory is accessible on the filesystem and the database
available to be connected to.

2. if this database happens to have a different name, or is on a different server, you need to modify
the jdbc url in the confl uence. cf g. xm file inside the Confluence Home Directory. The value of this
property is specified as hi ber nat e. connecti on. url .

3. unpack the Confluence distribution and point the conf | uence-init. properti es file to the home
directory.

RELATED TOPICS

Migrate to an External Database
@Administramrs Guide Home @Conﬂucnce Documentation Home
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Restoring Data from the Administration Console

This page last changed on Feb 02, 2006 by vidya.

Use this option if you want to restore data into your current instance of Confluence. If you want to
restore data into a new instance, follow the instructions here.

CAUTION:
Restoring a backup of an entire confluence site (consisting of multiple spaces) will:

e Wipe out all confluence content in the database. Ensure that you your database is backed up.
e Log you out after the restore process. Make sure you know your login details in the data being
restored.

To restore data from backup,

Go to the 'Administration Console' and click on 'Backup and Restore' in the left panel.

You can restore data in one of two ways:

1. Upload a zipped backup to Confluence
e Browse for the backup file.
e Uncheck 'Build Index' if you want to create the index at a later stage.
e Click 'Upload and Restore'.

2. Restore a backup from the filesystem

e Select the backup file from the form field displayed. If you do not see your backup file, make

you sure that it has been copied into the
/opt/java/src/confluence/deployments/conf.atlassian.com/home/restore directory.
e Click 'Restore'.

RELATED TOPICS

Confluence
Manually Backing Up The Site
Restoring a Site

Restoring a Space
Restoring Data from the Administration Console
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Retrieve file attachments from a backup

This page last changed on Jan 02, 2007 by ivan@atlassian.com.

File attachments on pages can be retrieved from a backup without needing to import the the backup into
Confluence. This is useful for recovering attachments that have been deleted by users.

Both daily and manual backups allow this, as long as the 'Include attachments' property was set. Users
wanting to restore pages, spaces or sites should check out the Administrators Guide instead.

Before following the instructions for recovering attachments, please review how backups store file and
page information.

How Backups Store File and Page Information

The backup zip file contains entities.xml, an XML file containing the Confluence content, and a directory
for storing attachments.

Backup Zip File Structure

Page attachments are stored under the attachments directory by page and attachment id. Here is an
example listing:

Listing for test-2006033012_00_00.zip
\ at t achnent s\ 98\ 10001

\ att achnment s\ 98\ 10002

\'att achrment s\ 99\ 10001

entities.xm

Inside the attachment directory, each numbered directory inside is one page, and the numbered file

inside is one attachment. The directory number is the page id, and the file number is the attachment id.
For example, the file \attachments\98\10001 is an attachment with page id 98 and attachment id 10001.
You can read entities.xml to link those numbers to the original filename. Entities.xml also links each page
id to the page title.

Entities.xml Attachment Object

Inside the entities.xml is an Attachment object written in XML. In this example, the page id is 98, the
attachment id is 10001 and the filename is myimportantfile.doc. The rest of the XML can be ignored:

<obj ect class="Attachnment" package="com atl| assi an. confl uence. pages" >
<id nane="id">98</id>
<property nanme="fil eName" ><![ CDATA[ nyi nportantfile.doc]]></property>

.<.p.roperty nanme="content" cl ass="Page" package="com atl assi an. confl uence. pages" ><i d
name="i d">10001</i d>
</ property>

</ 6bj ect >
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Entities.xml Page Object

This XML describes a page. In this example, the page id is 98 and the title is Editing Your Files. The rest
of the XML can be ignored:

<obj ect cl ass="Page" package="com atl assi an. confl uence. pages" >
<id nane="id">98</id>
<property nanme="title"><![ CDATA[ Editi ng Your Files]]></property>

</ 6bj ect >

Instructions for Recovering Attachments

Each file must be individually renamed and re-uploaded back into Confluence by following the instructions
below. Choose one of the three methods:

Choice A - Recover Attachments By Filename

Best if you know each filename you need to restore, especially if you want just a few files:

1. Unzip the backup directory and open entities.xml.

2. Search entities.xml for the filename and find the attachment object with that filename. Locate its
page and attachment id.

3. Using the page and attachment id from entities.xml, go to the attachments directory and open that
directory with that page id. Locate the file with the attachment id.

4. Rename the file to the original filename and test it.

Repeat for each file.

6. To import each file back into Confluence, upload to the original page by attaching the file from
within Confluence.

(6]

Choice B - Restore Files By Page

Best if you only want to restore attachments for certain pages:

1. Unzip the backup directory and open entities.xml.

Search entities.xml for the page title and find the page object with that title. Locate its page id.

3. Go to the attachments directory and open that directory with that page id. Each of the files in the
directory is an attachment that must be renamed.

4. Search entities.xml for attachment objects with that page id. Every attachment object for the page

will have an attachment id and filename.

Rename the file with that attachment id to the original filename and test it.

Repeat for each page.

7. To import each file back into Confluence, upload to the original page by attaching the file from
within Confluence.

N

o w

Choice C - Restore All Files
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Best if you have a small backup but want to restore many or all the attachments inside:

1. Unzip the backup directory and open entities.xml.

2. Go to the attachments directory and open any directory. The directory name is a page id. Each of
the files in the directory is an attachment that must be renamed.

3. Search entities.xml for attachment objects with that page id. When one is found, locate the
attachment id and filename.

4. Rename the file with that attachment id to the original filename and test it.

5. Find the next attachment id and rename it. Repeat for each file in the directory.

6. Once all files in the current directory are renamed to their original filenames, search entities.xml for
the page id, eg directory name. Find the page object with that page id and locate its page title.

7. Rename the directory to the page title and move on to the next directory. Repeat for each
un-renamed directory in the attachments directory.

8. To import each file back into Confluence, upload to the original page by attaching the file from
within Confluence.

To obtain detailed information about lost attachments, location, name and type of the
attachments, you may use the findattachments script
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Troubleshooting failed XML site backups

This page last changed on Dec 18, 2006 by tcheah.

Seeing an error when creating or importing a backup?

Problem Solution
Exception while creating backup Follow instructions below
Exception while importing backup Follow Troubleshooting XML site backups that fail

on restore instead

Resolve Errors With Creating An XML Backup

The errors may be caused by a slightly corrupt database. If you're seeing errors such as 'Couldn't backup
database data' in your logs, this guide will help you correct the error on your own. We strongly
recommend that you backup your database and your Confluence home directory beforehand, so that you
can restore your site from those if required. If you are unfamiliar with SQL, we suggest you contact your
database administrator for assistance.

To Identify And Correct The Problem

To work out where the data corruption or problems are, increase the status information reported during
backup, then edit the invalid database entry:

1. Stop Confluence.

2. If you have an external database, use a database administration tool to create a manual database
backup.

3. Backup your Confluence home directory. You will be able to restore your whole site using this and
the database backup.

4. Open the my_confl uence_i nstall/confl uence/ VEB- | NF/ cl asses/ | og4j . properti es and add this
to the bottom and save:

Ilog4j . | ogger. com at| assi an. conf |l uence. i nport export. i npl. XM.Dat abi nder =DEBUG, consol e
llog4j . additivity.com atl assi an. conf | uence. i nportexport.inpl.XMDat abi nder =f al se

5. Find your Confluence output logs. On standalone, this is the /logs directory under your Confluence
install. Move or delete all existing Confluence logs to makes it easier to find the relevant logging
output.

6. Restart Confluence and login.

7. Begin a backup so that the error reoccurs.

8. You must now check your log files to find out what object could not be converted into XML format.
Open ny_confl uence_i nstal | /1 ogs/ cat al i na. out . Scroll to the bottom of the file.

9. Do a search for 'ObjectNotFoundException'. You should see an error similar to this:

01 2005-08-24 00: 00: 33, 743 DEBUG [ DOCPRI V2: conf | uence. i nportexport.inpl.XM.Dat abi nder] Witing
obj ect: com atl assi an. confl uence. core. ContentPermi ssion with ID: 5 to 02 XM.

03 2005-08-24 00: 00: 33, 743 DEBUG [ DOCPRI V2: conf | uence. i nport export.inpl.XM.Dat abi nder] Witing
property: type

04 2005-08-24 00: 00: 33, 743 DEBUG [ DOCPRI V2: conf | uence. i nport export.inpl. XM.Dat abi nder] Witing
property: group

05 2005-08-24 00: 00: 33, 743 DEBUG [ DOCPRI V2: conf | uence. i nport export.inpl. XM.Dat abi nder] Witing
property: expiry
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06 2005-08-24 00: 00: 33, 743 DEBUG [ DOCPRI V2: conf | uence. i nportexport.inpl.XM.Dat abi nder] Witing
property: content

07 [ DOCPRI V2: ERROR] Lazylnitializer - Exception initializing proxy

<net. sf. hi ber nat e. Cbj ect Not FoundException: No row with the given identifier exists: 2535,

08 of cl ass:

com at | assi an. conf | uence. core. Cont ent Enti t yCbj ect >net . sf. hi ber nat e. Obj ect Not FoundExcept i on:

09 No row with the given identifier exists: 2535, of class:

com at | assi an. conf | uence. core. Cont ent Enti t yQbj ect

10 at

net . sf. hi ber nat e. Obj ect Not FoundExcepti on. t hrow f Nul | ( Obj ect Not FoundExcepti on. j ava: 24)

11 at net.sf.hibernate.inpl. Sessionlnpl.inmediatelLoad(Sessi onl npl.java: 1946)

12 at net.sf.hibernate.proxy. Lazylnitializer.initialize(Lazylnitializer.java:53)

13 at

net . sf. hi bernate. proxy. Lazylnitializer.initializeWapExceptions(Lazylnitializer.java: 60)

14 at net.sf.hibernate. proxy.Lazylnitializer.getlnplenmentation(Lazylnitializer.java:164)
15 at net.sf.hibernate. proxy. CGIBLazylnitializer.intercept(CGIBLazylnitializer.java: 108)
16 at

com at | assi an. conf | uence. core. Cont ent Ent i t yObj ect $$Enhancer ByCGALl B$$cc2f 5557. hashCode( <gener at ed>)
17 at java.util.HashMap. hash(HashMap. j ava: 261)

18 at java.util.HashMap. cont ai nsKey(HashMap. j ava: 339)

19 at

com at | assi an. conf | uence. i nportexport.inpl.XM.Dat abi nder. t oGeneri cXM_( XM_Dat abi nder. j ava: 155)

10. Open a DBA tool such as DbVisualizer and connect to your database instance. Scan the table names
in the schema. You will have to modify a row in one of these tables.

11. To work out which table, open cat al i na. out , check the first line of the exception. This says there
was an error writing the Cont ent Per mi ssi on object with id 5 into XML. This translates as the row
with primary key 5 in the CONTENTLOCK table needs fixing. To work out what table an object maps
to in the database, here's a rough guide:

e Pages, blogposts, comments --> CONTENT table
e attachments --> ATTACHMENTS table

12. Now you must find the primary key of the incorrect row in this table. In this case, you can check the
first line and see that the row has a primary key of 5.

13. Each property is written to a column, so the last property that was being written has the incorrect
value. The row being written to when the exception was thrown was CONTENT (line 5) with a value of
2535 (line 6). Now you know the column and value. This value 2535 is the id of an entry that no
longer exists.

14. Using a database administrative tool, login ot the Confluence database. Locate the row in the
relevant table and correct the entry. Check other rows in the table for the default column value,
which may be null, 0 or blank. Overwrite the invalid row value with the default.

15. Restart Confluence.

16. Attempt the backup again. If the backup fails and you are stuck, please lodge a support request
with your latest logs.

To Help Prevent This Issue From Reoccuring

1. If you are using the embedded database, be aware that it is bundled for evaluation purposes and
does not offer full transactional integrity in the event of sudden power loss, which is why an external
database is recommended for production use. You should migrate to an external database.

2. If you are using an older version of Confluence than the latest, you should consider upgrading at
this point.

RELATED TOPICS

@Administramrs Guide Home @Conﬂucnco Decumentation Home

Document generated by Confluence on Feb 22, 2007 18:13 Page 45


http://www.support.atlassian.com
http://confluence.atlassian.com/display/DOC/Database+Setup+For+Any+External+Database
http://www.atlassian.com/software/confluence/ConfluenceDownloadCenter.jspa
http://confluence.atlassian.com/display/DOC/Upgrading+Confluence
http://confluence.atlassian.com/display/DOC/Administrators+Guide
http://confluence.atlassian.com/display/doc

Viewing License Details

This page last changed on Mar 21, 2006 by mryall.

The license details page will tell you how many users your Confluence instance is licensed to support (and
how many are currently registered), and how much time remains in your one-year support and upgrades
period (for full licenses) or 30-day trial (for trial licenses).

To view the details of your Confluence license,

1. Go to the 'Administration Console' and click on 'License Details' under the heading 'Administration in
the left panel.

2. To update your license, enter it in the form field displayed and 'Save'.

The number of licensed users only includes users who have use Confluence permission. Deactivated users
are not included.

RELATED TOPICS

Cache Statistics
Viewing License Details
Viewing System Information
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Viewing System Information

This page last changed on Feb 14, 2007 by ivan@atlassian.com.

The System Information screen provides information about Confluence's configuration, and the
environment in which Confluence has been deployed. Your system configuration information is helpful to
us when diagnosing errors you may face using Confluence. If you file a support request or bug report, the
more detail you can provide about your installation and environment the faster we will be able to help.

To view your system information, go to the 'Administration Console' and click on 'System Configuration'.

& The handy Memory Graph helps you keep track of Confluence's memory usage.

RELATED TOPICS

Cache Statistics

Viewing License Details
Viewing System Information
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Where Is My ConfluenceHome Directory?

This page last changed on Mar 04, 2004 by vidya.

Often in the documentation, you'll see a reference to the "ConfluenceHome" directory. This is the
directory in which Confluence stores its configuration information, search indexes, custom decorators and
page attachments. Also, if you're using the embedded HSQL database, the database is also stored in this
directory.

When Confluence first starts up, it reads a file called confl uence-i nit. properties, which is located
inside the conf | uence/ VEB- | NF/ cl asses directory under where you unpacked the distribution. This file
contains a single line telling Confluence where the ConfluenceHome directory is. If you ever forget where
you put your home directory, check confl uence-init. properties.
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Administration Guide Attachments Directory

This page last changed on Jan 31, 2006 by vidya.

This page contains the attachments for the Administrators Guide.
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Cluster Administration page

This page last changed on Feb 21, 2007 by rosie@atlassian.com.

Overview

Any copy of Confluence which uses a clustered license has a Cluster Administration Page which includes
information about the active cluster.

1. Click 'Administration’, available at the top-right of every Confluence page.
2. Click 'Cluster Configuration' in the left-hand menu, in the section called 'Clustering'.

Availability

To access this functionality, you must:

e be a Confluence site administrator (i.e. have global Administrate Confluence permission)
e be using Confluence 2.3 or later
e be using a clustered Confluence license.

Screenshot
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Cluster Troubleshooting

This page last changed on Feb 21, 2007 by rosie@atlassian.com.

Symptoms

Below is a list of potential problems with a Confluence cluster, and their likely solutions. The solutions are
listed below.

Problem Likely solutions
Cluster panic errors at startup Add multicast route, Check firewall
Error in log: The interface is not suitable Change multicast interface, Add multicast route

for multicast conmunication

Multicast being sent, but not received (detectable = Check firewall, Check intermediate routers,

with tcpdump) Increase multicast TTL
Any issue not covered here Contact support

Which multicast address?

The multicast address and port used by Confluence can be found on the Cluster Administration page, or
in confl uence. cf g. xm in the Confluence home directory.

Debugging tools

Listed below are some debugging tools that help determine what the status of the multicast traffic is:

Tool Information provided

netstat -gn Lists multicast groups. Does not work on Mac OS

X.
netstat -rn Lists system routing table.
tcpdunp -i interface Captures network traffic on the given interface.

Most useful on an interface that only receives
cluster traffic.

Add multicast route

Multicast networking requirements vary across operating systems. Some operating systems require little
configuration, while some require the multicast address to be explicitly added to a network interface

before Confluence can use it.

Usually, adding a route for all multicast traffic to use the correct interface will fix multicast traffic. The
example below is for a Ubuntu Linux system:

Document generated by Confluence on Feb 22, 2007 18:13 Page 52


http://confluence.atlassian.com/display/DOC/Cluster+Administration+page

route add -net 224.0.0.0 netmask 240.0.0.0 dev ethO

To support multiple applications using multicast on different interfaces, you may need to specify a route
specific to the Confluence multicast address.

Check firewall

Ensure your firewall allows UDP traffic on the multicast address and port used by Confluence.

Change multicast interface

Confluence might have selected the incorrect interface for multicast traffic, which means it cannot
connect to other nodes in the cluster. To override the interface used for multicast traffic after initial
setup, edit confl uence. cf g. xm in the Confluence home directory and add a property (or change the
existing one) to select your desired network interface. For example to tell Confluence to use et hl:

<property nanme="confl uence. cl uster.interface">ethl</property>

Increase multicast TTL

The multicast time-to-live (TTL) specifies how many hops a multicast packet should be allowed to travel
before it is discarded by a router. It should be set to the number of routers in between your clustered
nodes: 0 if both are on the same machine, 1 if on two different machines linked by a switch or cable, 2 if
on two different machines with one intermediate router, and so on.

Create a file in the Confluence home directory called t angosol - coher ence- overri de. xml . Add the
following to it, setting the TTL value appropriately (1 is the default):

<?xm version='1.0"?>
<coherence>
<cl uster-config>
<mul ticast-|istener>
<time-to-live system property='tangosol.coherence.ttl"'>1</tinme-to-live>
</multicast-listener>
</cl uster-config>
</ coher ence>

Alternatively, simply start Confluence with the system property: - Dt angosol . coherence. ttl =1. Again, 1
is the default value, and you should change it to something appropriate to your network topology.

Check intermediate routers

Advanced switches and routers have the ability to understand multicast traffic, and route it appropriately.
Unfortunately sometimes this functionality doesn't work correctly with the multicast management
information (IGMP) published by the operating system running Confluence.
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If multicast traffic is problematic, try disabling advanced multicast features on switches and routers in
between the clustered nodes. These features can prevent multicast traffic being transmitted by certain
operating systems.

For best results, use the simplest network topology possible for the cluster traffic between the nodes. For
two nodes, that means a single network cable. For larger numbers, try using a single high-quality switch.

Advanced Tangosol configuration

If the solution to your problem involves changes to the Tangosol configuration, these changes should not
be made to the Confluence configuration in conf |l uence/ VEB- | NF/ cl asses/ . Instead, to ensure your
configuration survives upgrades, make your changes via:

e Tangosol system properties
e creating a t angosol - coherence-override. xn file in the Confluence home directory.

Examples of making these changes are shown in the increasing the TTL section.

Didn't find a solution? Contact Atlassian support

We have dedicated staff on hand to support your installation of Confluence. Please follow the instructions
for raising a support request and mention that you're having trouble setting up your Confluence cluster.
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Configuring Confluence

This page last changed on Feb 02, 2006 by vidya.

e Optional Settings
° Attachment Storage Configuration
° Enabling CamelCase Linking
° Enabling Remote APIs
° Enabling Rich Text Editing Option
° Enabling Threaded Comments
° Enabling Trackback
° Making Rich Text Editing default
° WebDAV Configuration
e Other Settings
° Configuring Attachment Size
° Configuring Character Encoding
° Configuring HTTP Timeout Settings
° Configuring Indexing Language
° Configuring Jira Issues Icon mappings
° Configuring Number Formats
° Configuring Shortcut Links
° Configuring Time and Date Formats
° Number of Ancestors to Show in Breadcrumbs
° Thumbnail Settings
¢ Site Configuration
° Configuring the Server Base URL
° Configuring the Site Homepage
° Editing the Global Logo
° Editing the Site Title
° Editing the Site Welcome Message
° View Space Goes to Browse Space

ﬁﬂdmihistramrs Guide Home ﬁ'l:n-nﬂuencc Documentation Home
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Optional Settings

This page last changed on Jan 31, 2006 by vidya.

e Attachment Storage Configuration
e Enabling CamelCase Linking

e Enabling Remote APIs

e Enabling Rich Text Editing Option
e Enabling Threaded Comments

e Enabling Trackback
e Making Rich Text Editing default

o WebDAV Configuration
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Attachment Storage Configuration

This page last changed on Mar 20, 2006 by jeremy@atlassian.com.

Confluence 2.2 introduces the ability to store Attachments in one of three places.

Local filesystem

In the past, Confluence has stored Attachments in the att achnent s directory within the configured
Confluence home folder. This remains the default in version 2.2.

Database

Confluence 2.2 gives administrators the option to store attachments in the database that Confluence is
configured to use.

There are a number of reasons why, as an administrator, you may want to choose this storage system:

e Ease of backup
e Avoid issues with certain characters in attachment filenames

', While storing Attachments in the database can offer some advantages, please be aware that the
amount of space used by the database will increase, because of the greater storage requirements
of Confluence

WebDAV

Confluence also allows administrators to set a WebDAV repository as the location for Attachment storage.

Migration between Attachment storage systems

An improvement introduced in Confluence 2.2 is the ability to "migrate" between different Attachment
storage systems. All existing Attachments will be moved over to the new Attachment storage system.

When the migration occurs, all other users will be locked out of the Confluence instance. This is to
prevent modification of Attachments while the migration process occurs. Access will be restored
as soon as the migration is complete.

To perform a migration, perform the following steps:

1. View the 'Administration Console'
2. Click on 'Attachment Storage'. The current configuration will be displayed.
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Attachment Storage
Attachments Storage: WebDAV:

WebDav Server URL: http://localhost:3080/=lide/files
User Name: confluence

3. Click on the 'Edit' button to modify the configuration. Select the storage system you desire.

Attachment Storage

Attachments Storage: () Locally in Confluence home directory

%1 1n Confluence's configured database
© Remaotely on a WebDav server

WebDav Server URL: | |http://localhost:83080/=lide/files
User Name: |confluence

Password:

[ Sawe ][ Cancel I

4. Click on the 'Save' button to save the changes.

5. A screen will appear, asking you to confirm your changes. Clicking 'Migrate' will take you to a screen
that displays the progress of the migration.

WARNING:

Changing your attachment storage location from the current setting will result in amigration occurring. This may take time
(depending on the amount of attachments).

During the migration process, users will not be able to access the system.

Migration Notes:

Prior to migration, all records in the Attachment data database table will be removed.

Are you sure you want to perform this migration?

[ migrate | [ Cancel |
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Enabling CamelCase Linking

This page last changed on Feb 02, 2006 by vidya.

CamelCase linking is a form of markup used in many wikis where words capitalized and compounded
together without spaces 'LikeThis', are used to create links.

By default, CamelCasing is not enabled in Confluence. To use CamelCasing, a site administrator will need
to enable this option from the 'Administration Console'.

To enable CamelCasing,

1. From the 'Administration Console' click on 'General Configuration' in the left panel.
2. This will display the 'Options and Settings' screen. Click 'Edit'.

3. Select 'On' beside 'Camelcasing’'.

4. Click 'Save'.

RELATED TOPICS

Attachment Storage Configuration
Enabling CamelCase Linking
Enabling Remote APIs

Enabling Rich Text Editing Option
Enabling Threaded Comments
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Enabling Remote APIs

This page last changed on Feb 02, 2006 by vidya.

Confluence provides XML-RPC and SOAP remote APIs. A site administrator will need to enable the APIs
from the Administration Console before you can access Confluence remotely.

To enable the Remote API,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen.

Select 'On' beside 'Remote API'.

'Save' your changes.
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RELATED TOPICS
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Enabling Rich Text Editing Option

This page last changed on Feb 02, 2006 by vidya.

With Confluence 2.0 and later versions, users have the option of using the Rich Text editor to create
pages. By default, this is set to 'On'. If desired, a site administrator can disable 'Rich Text Editing' from

the Administration Console.

To disable Rich Text editing,

Go to the Administration Console, click on 'General Configuration' in the left panel.
In the 'Options and Settings' screen, click 'Edit'.

Select 'Off' beside 'Rich Text Editing'.

Click 'Save'.
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Enabling Threaded Comments

This page last changed on Feb 02, 2006 by vidya.

Comments on pages or news items are displayed in one of two views:

e Threaded: Shows the comments in a hierarchy of responses. Each subsequent reply to a comment is
indented to indicate the relationships between the comments.

e Flat: Displays all the comments in one single list and does not indicate the relationships between
comments.

By default, comments are displayed in Flat mode.

To enable or disable the 'threaded view',

Go to the 'Administration Console', click on 'General Configuration' in the left panel.
In the 'Options and Settings' screen, click 'Edit'.

Select "On'beside 'Threaded Comments'.

Click 'Save'.
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Enabling Trackback

This page last changed on Jan 28, 2007 by dave@atlassian.com.

When Trackback is enabled, any time you link to an external webpage that supports Trackback
Autodiscovery, Confluence will send a trackback ping to that page to inform it that it has been linked to.

Confluence pages also support Trackback Autodiscovery and when Trackback is enabled, can receive
trackback pings sent by other sites.

To enable trackback,

1. Go to the 'Administration Console', click on 'General Configuration' in the left panel.
2. In the 'Options and Settings' screen, click 'Edit’'.
3. Select "On' beside 'Trackback' and click 'Save'.

RELATED TOPICS
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Making Rich Text Editing default

This page last changed on Feb 02, 2006 by vidya.

A site administrator can configure whether the default mode of editing on the site is 'Rich Text' or 'Wiki
Markup'.

Users will still be able to configure their individual preferences from the 'Edit' tab of a page.

To Make Rich Text Editing Default,

1. From the 'Administration Console' click on 'General Configuration' in the left panel.

2. Click 'Edit' at the bottom of the 'Options and Settings' screen.

3. Select 'On' beside 'Users see rich text editor by default'. Select 'Off' to make 'Wiki Markup' editing
default.

4. Click 'Save'.

RELATED TOPICS

Enabling Rich Text Editing Option
Making Rich Text Editing default
Rich Text Editor Overview
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WebDAV Configuration

This page last changed on Sep 24, 2006 by ivan@atlassian.com.

You can configure Confluence to store attachments in an external WebDAV server. This provides users
with an existing WebDAYV infrastructure with an alternative way of accessing attachments, and of
attaching files to Confluence pages.

) If you have existing attachments on your file system, these will no longer be accessible once you
switch over to WebDAV.

To store attachments remotely on a WebDav server,

1. From the 'Administration Console' under 'Attachment Storage' click on 'WebDav Configuration' in the
left panel.

This will display the current storage location for attachments. Click 'Edit".

Select the radio button '‘Remotely on a WebDav server'.

Enter the 'WebDav Server URL' where you want to store your attachments.

Enter your username and password and click 'Save'.

u b~ wWN
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Other Settings

This page last changed on Jan 31, 2006 by vidya.

e Configuring Attachment Size

e Configuring Character Encoding

e Configuring HTTP Timeout Settings

e Configuring Indexing Language

e Configuring Jira Issues Icon mappings

e Configuring Number Formats

e Configuring Shortcut Links

e Configuring Time and Date Formats

e Number of Ancestors to Show in Breadcrumbs

e Thumbnail Settings
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Configuring Attachment Size

This page last changed on Jul 24, 2006 by ivan@atlassian.com.

Confluence gives you the option of limiting the maximum size of a single file attachment. Site
administrators should keep in mind that the amount of disk space used by Confluence is directly
proportional to the number and size of attachments put into the system.

To configure the maximum size of an attachment,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen.

Beside 'Attachment Maximum Size', enter the maximum size. The default is 10 mb.
'Save' your changes.
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Configuring Character Encoding

This page last changed on Feb 02, 2006 by vidya.

Confluence uses UTF-8 character encoding to deliver its pages.

. While it is possible to change the character encoding, unless you are certain of what you are doing, we
recommend that you leave this as it is.

To change the character encoding,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen.

Beside 'Encoding', enter the new character encoding of your choice.

'Save' your changes.
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RELATED LINKS

Joel Spolsky: The Absolute Minimum Every Software Developer Absolutely, Positively Must Know About
Unicode and Character Sets (No Excuses!)
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Configuring HTTP Timeout Settings

This page last changed on Aug 07, 2006 by tom@atlassian.com.

This feature is available in 2.2.8 and later versions of Confluence

When macros such as the RSS macro, the Calendar macro or the Repository Client Plugin make HTTP
requests to servers which are down, a long timeout value is used. You can set this timeout value through
a system parameter to avoid this.

If you are using Tomcat, you can add this to the catalina.bat/sh file:

JAVA OPTS=-Dhttp.ti meout =ti nel nSecondsHer e
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Configuring Indexing Language

This page last changed on Jul 24, 2006 by ivan@atlassian.com.

Changing the Indexing Language setting may improve the accuracy of Confluence search results if the
majority of the content of your site is in some language other than English. Since Confluence v. 2.2.5, the
content indexing support is provided in German, Russian, Chinese, CJK, French, Brazilian, Czech and

Greek besides English (default).

To configure a different indexing language,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' on the right hands side of the 'Formatting and International Settings' section.
There is a drop-down list of 'Indexing Language' currently supported in Confluence.
'Save' your changes.
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Configuring Jira Issues Icon mappings

This page last changed on Feb 02, 2006 by vidya.

If you are using the {jiraissues} macro to retrieve information from a JIRA server, you will have to tell
Confluence where to find the icons for any custom statuses or issue types you have configured in JIRA.

#) Confluence is configured by default with all JIRA's standard issue type and status icons. You will
only need to change these settings if you have customised additional statuses or issue types for
JIRA or have changed JIRA's default icons.

To configure custom icons,

1. Go to the 'Administration Console' and click on 'Jira Issue Icon Mappings' in the left panel.

2. For each icon you wish to configure, enter the name of the issue type or status into the Jira entity
field, and the filename of its icon into the filename field.
) Ensure that the icon with that filename is located in the /i mages/ i cons directory of the JIRA
server.

3. You may edit existing icon mappings by clicking on the r enove link by an existing mapping, then
re-adding it with a new icon filename.
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Configuring Number Formats

This page last changed on Feb 02, 2006 by vidya.

To change the number formats,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
2. Click 'Edit' at the bottom of the 'Options and Settings' screen.
e There are two number format settings:
° Long Number Format
° Decimal Number Format
Change the formats using the guidelines in this document.
4. 'Save' your changes.

w
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Configuring Shortcut Links

This page last changed on Jan 03, 2007 by mryall.

Shortcut links provide a quick way of linking to resources frequently referenced from Confluence. When
you create a shortcut link, you are assigning a key to a url so that when a user edits Confluence
documents they can type the key instead of the complete url.

Here is an example:

Most Google searches look like this: htt p://ww. googl e. conl sear ch?g=. If you create a shortcut for this
search with the key 'google', every time a user needs to use
http: //ww. googl e. conl sear ch?q=sear cht er ns, they can just type [ sear cht er ns @oogl e] instead.

Here is a screenshot showing the shortcuts currently defined on http://confluence.atlassian.com:

Key Expanded ¥alue Default Alias Operations
cache http:Afwww gqoogle.comyfsearch?g=cache: Rermove
imdh http:Afus.imdb.com/Title? Rermove
jira http:/fjira.atlassian.comy/secure/QuickSearch.jsparsearchstring= JIRA Issue s Rermove
googlegroups | http:/fgroups.google.comy/groupsfg= Ferove
google http:/fwww google.comfsearchrg= Rerove
dictionary http: Afwww dict.arg/bin/Dict?Database=*&Form=Dictl&Strategy="*2Query= Rerove

Shortcut links are added and maintained by site administrators from the Administration Console.

To create a shortcut link,

1. Go to the 'Administration Console' and click on 'Shortcut Links' in the left panel.

2. Enter a 'Key' for your shortcut. This is the shortcut name a user will use to reference the url.

3. Enter the 'Expanded Value'. This is the url for the link. You can use '%s' in the URL to specify where
the user's input is inserted. If there is no '%s' in the URL, the user's input will be put at the end.

4. (Optional. Available in Confluence version 2.3 and later.) Enter a 'Default Alias'. This is the text of
the link which will be displayed on the page where the shortcut is used, with the user's text being
substituted for '%s'.

5. Click 'Save'.

Using Shortcut Links

Simply specify in the link what should go on the end of the shortcut URL, followed by an at-sign and the
key of the shortcut. Shortcut names are case-insensitive. So, for example, using the keys shown in the
above screenshot:

To link to... Type this Resulting URL Demonstration
a JIRA issue [CONF-1000@JIRA] http://jira.atlassian.com/s€&NEAQA@BSearch.jspa?searchString-
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a Google search [Atlassian http://www.google.com/<eilddsaenAtlassian+Confluence
Confluence@Google] Confluence@Google

Shortcut links can have titles just like any other link:

To link to... Type this Resulting URL Demonstration
Internet Movie [Fight http://us.imdb.com/Title s tEIIB/GRD
Database Club|tt0137523@IMDB]
Google Cache [Cached http://www.google.com/se@ached=taaienagew.atlassian.com

Homepage|www.atlassiar.com@cache]

Deleting Shortcut Links

Once you create a shortcut link, it is listed under 'Shortcut Links' in the 'Administration Console'. Click
'Remove' to delete the shortcut.
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Configuring Time and Date Formats

This page last changed on Feb 02, 2006 by vidya.

Confluence allows you to localise the formats used to display dates and times within the web interface.
The settings use the syntax of Java's SimpleDateFormat class (described below).

To change the time and date formats,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
2. Click 'Edit' at the bottom of the 'Options and Settings' screen.
e There are three time and date format settings:
° Time Format : displaying only the time of day (for example, when each news item is
posted)
° Date Time Format : displaying both the date and the time of day (for example, in
historical versions of pages)
° Date Format : displaying only the date (for example, the creation and most recent
modification dates of pages)
3. Change the formats using the guidelines in this document.
4. 'Save' your changes.

RELATED LINKS

e Java 1.4.2 SimpleDateFormat API
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Number of Ancestors to Show in Breadcrumbs

This page last changed on Feb 02, 2006 by vidya.

Whenever there are three or more page links to be displayed in the breadcrumbs, Confluence will use an
ellipsis like this '..." and display only the topmost and lowermost page links. Clicking on the ellipsis will
display the page links in between.

) Note that the Dashboard and space homepage links are always displayed at the start of the
breadcrumbs, and are not counted as ancestors for the purpose of this setting.

Screenshot: Breadcrumbs

Cashboard = Confluence 2.0 User Guide = ... = Miewing e Information = Miewing History of a Page

You can configure how many immediate ancestors you want displayed in the breadcrumbs when you go
to the page.

To configure the number of ancestors to show in the breadcrumbs,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.

Click 'Edit' at the bottom of the 'Options and Settings' screen.

3. Beside 'Number of Ancestors to show in Breadcrumbs', enter a number. For example, if you enter 2,
two immediate ancestors for the page will be displayed following the dots.

4. 'Save' your changes.

N
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Thumbnail Settings

This page last changed on Feb 02, 2006 by vidya.

The thumbnail settings allow you to define the height and width of images when they are displayed as
thumbnails.

To configure thumbnail settings,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen.
3. Under the heading 'Thumbnail Settings', enter a value in pixels for:
e Maximum Height: 200 pixels by default.
e Maximum Width: 200 pixels by default.
4. 'Save' your changes.

N
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Gallery Macro
Thumbnail Macro
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Site Configuration

This page last changed on Jan 31, 2006 by vidya.

e Configuring the Server Base URL
e Configuring the Site Homepage

e Editing the Global Logo

e Editing the Site Title

e Editing the Site Welcome Message
e View Space Goes to Browse Space
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Configuring the Server Base URL

This page last changed on Jan 31, 2006 by vidya.

The Server Base URL is the url via which users access Confluence. The base url must be set to the same
URL by which browsers will be viewing your Confluence site.

Confluence will autodetect the base url during setup, but you may need to set it manually if your site's
URL changes, or if you set up Confluence from a different URL to the one that will be used to access it
publicly.

To configure the Server Base Url,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen.

Beside 'Server Base URL', enter the new url.

'Save' your changes.
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@ Warning

If you configure a different base url, or if visitors use some other URL to access Confluence, it is
possible that you may encounter errors while viewing some pages.
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Configuring the Site Homepage

This page last changed on Feb 02, 2006 by vidya.

You can configure Confluence to direct users to any of the space homepages on the site when they login,
rather than to the Dashboard.

To configure the site-wide homepage,

1. Go to the 'Administration Console' and click 'General Configuration' in the left panel.

2. Click 'Edit' at the bottom of the 'Options and Settings' screen.

3. Select the space you want to set as homepage from the 'Set Homepage' drop-down menu .
) Ensure that the 'View Space Goes to Browse Space' setting is set to 'OFF' if you want users to be
sent to the space homepage and not the summary page

) The spaces available to be set as your homepage will depend on the access permissions of the space
and the site.

e If your site allows anonymous access, the site homepage must also be anonymously accessible.
e If your site does not allow anonymous access, the site homepage must be accessible to the
'confluence-users' group.

Screenshot : Configuring the site homepage
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RELATED TOPICS
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Configuring the Site Homepage
Editing the Global Logo

Editing the Site Title

Editing the Site Welcome Message
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Editing the Global Logo

This page last changed on Feb 02, 2006 by vidya.

By default, the global logo appears beside the page title on all pages in the site. You can disable the logo
or replace it with one of your own.

To edit the global logo,

1. From the 'Administration Console' click on 'Global logo' under the heading 'Look and Feel' in the left
panel.

2. In the screen displayed, select 'Off' to disable logo.

3. To upload a new logo, click 'Browse' to select a new image and click 'Upload Logo'.

RELATED TOPICS

Configuring the Server Base URL
Configuring the Site Homepage

Editing the Global Logo
Editing the Site Title
Editing the Site Welcome Message
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Editing the Site Title

This page last changed on Feb 02, 2006 by vidya.

The site title appears in your browser's title bar. By default, it is set to 'Confluence’.

To change the title of your Confluence instance,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
2. Click 'Edit' at the bottom of the 'Options and Settings' screen.
3. Enter a new title for your site in the input field beside 'Site Title' and 'Save'.

RELATED TOPICS

Configuring the Server Base URL
Configuring the Site Homepage
Editing the Global Logo

Editing the Site Title

Editing the Site Welcome Message
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Editing the Site Welcome Message

This page last changed on Feb 02, 2006 by vidya.

The site welcome message appears on the Dashboard. It can be used to provide users with an
introduction of the site, or as a "message of the day".

To edit the site welcome message,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen..
3. In the text-entry box beside 'Site Welcome Message' enter your text using regular Confluence

markup.
4. 'Save' your changes.

N

RELATED TOPICS

Configuring the Server Base URL
Configuring the Site Homepage
Editing the Global Logo

Editing the Site Title

Editing the Site Welcome Message
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View Space Goes to Browse Space

This page last changed on Feb 02, 2006 by vidya.

By default, when you click on a space link, you are taken to the space's homepage. If you wish, you can

configure Confluence to redirect all space links on the site to the 'Browse Space' view of the space
instead.

To direct the space link to the 'browse space' view,

1. Go to the 'Administration Console' click on 'General Configuration' in the left panel.
2. Click 'Edit' at the bottom of the 'Options and Settings' screen. .
3. Select 'ON' beside 'View Space goes to Browse Space' and click 'Save'.

RELATED TOPICS

Configuring the Server Base URL
Configuring the Site Homepage
Editing the Global Logo

Editing the Site Title

Editing the Site Welcome Message
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Configuring Encoding

This page last changed on Jun 25, 2006 by mryall.

Confluence allows the configuration of which character encoding is used to deliver pages.

', While different character encodings are supported, we strongly recommend that UTF-8 is used.
Confluence is heavily tested on UTF-8, and users are likely to have less problems with this
encoding that others.

To avoid problems with character encoding, make sure the encoding used across the different
components of your system are the same:

e Configuring Database Character Encoding
e Application Server URL encoding
e Confluence Character Encoding

If you are having problems with the character encoding in Confluence, please see the Troubleshooting
Character Encodings page.
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Troubleshooting Character Encodings

This page last changed on Jun 25, 2006 by david.soul@atlassian.com.

Often users may have problems with certain characters in a Confluence instance. Symptoms may include:

e Non-ASCII characters appearing as question marks (?)
e Page links with non-ASCII characters not working
Single characters being displayed as two characters
Garbled text appearing

In most cases, it is due to a mis-configuration in one of the components that Confluence uses.

Follow these steps to diagnose the problem:

1. Run the encoding test

Confluence includes an encoding test that can reveal problems with your configuration.

To perform the test, view the / admi n/ encodi ngt est . acti on page on your Confluence instance. You will
be required to copy and paste a line of text and submit a form. The test will take the text and pass it
through Confluence, the application server and the database, and return the results.

If the text displayed in the encoding test is different to what was entered, then there are
problems with your character encoding settings.

A successful test looks like the following:
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The encoding test has now been run. Below, yvou can compare the raw text delivered from Caonfl
a round-trip through the database. 4ll the test results should appear identical.

Ifitérnationalizaetion Thiz image is how all of the test results below should appear.
this page, and all of yvour System Information.

Test 1: Raw text

This is the test string generated in Confluence

IfitérndatiGnalizeetion

Test 2: Form submission

Thizs 1= the test string pasted by you into the web form and submitted back to Confluence

Ifntérnationalizeetion

Test 3: Database round-trip (select as LOWER)

This is the string from Test 2 after being stored in the database and then retrieved
itérnationalizeetion

Expected result (converting Java string to lowercaze)

intérnationalizaetion

Test 4: Database round-trip (select as UPPER)

This is the string from Test 2 after being stored in the database and then retrieved

INTERNATIONALIZZATIGN

Expected result (converting Java string to uppercase)

INTERNATIONALIZATIGN

', MySQL 3.x

MySQL 3.x is known to have some problems with the upper- and lower-casing of some characters,
and may fail the last two tests. For more information, see MySQL 3.x Character Encoding
Problems.

2. Ensure the same encoding is used across all components

As mentioned in the Configuring Encoding document, the same character encoding should be used across
the database, application server and web application (Confluence).

¢ To change the character encoding used in Confluence, see Configuring Character Encoding.

e To change the character encoding used in the application server, please ensure you set the
Application Server URL encoding and view your application server's documentation on any other
settings required to enable your encoding.

e To change the character encoding used in the database, see Configuring Database Character
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Encoding.

3. Requesting support

If there are still problems with character encoding after following the above steps, create a support
request, and our support staff will aid in solving your problem.

Entering in the following details will help us to identify your problem:

Attach screenshots of the problem

Attach the results of the encoding test (above)

Select which application server (and version) you are using

Select which database (and version) you are using

Copy the contents of the System Information page into the 'Description’ field
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"€" Euro character

This page last changed on Sep 17, 2006 by cmiller.

The € (euro) symbol is a three byte character, with byte values in file (UTF-8) of OxE2, 0x82, OxAC.

Sometimes, if the character encoding is not set consistently among all participating entities of the
system, Confluence, server and the database, one may experience strange behaviour.

I write a page with a Euro sign in it (€). All is well, the Euro sign shows up in the wiki markup
text-box, and the preview, and the display of the saved page.
One day later, the Euro sign has changed into a question mark upside down!

What is going on? Why does the Euro sign mysteriously change? How do I prevent it?

Interestingly enough the character encoding test passes with no problems, demonstrating that
Confluence and the connected Database both recognise the € symbol.

There are two potential reasons for this behaviour:
Database and Confluence is using utf-8 encoding. The connection is not.

When data transferred to it via the connection which does not use utf-8 encoding gets encoded
incorrectly. Hence, updating the connection encoding may resolve this problem from now on, yet it
probably would not affect already existing data.

Database is not using utf-8. Confluence and your connection are.

If your Database encoding is not set to UTF-8, yet is using some other encoding such as latin1, it could
be one of the potential reasons why you lose the "€" characters at some stage. It could be occurring due
to caching. When Confluence saves data to the database, it may also keep a local cached copy. If the
database encoding is set incorrectly, the Euro character may not be correctly recorded in the database,
but Confluence will continue to use its cached copy of that data (which is encoded correctly). The
encoding error will only be noticed when the cache expires, and the incorrectly encoded data is fetched
from the database.

For instance the latinl encoding would store and display all 2-byte UTF8 characters correctly except for
the euro character which is replaced by '?' before being stored. As Confluence's encoding was set to
UTF-8, the 2-byte UTF-8 characters were stored in latinl database assuming that they were two latinl
different characters, instead of one utf8 character. Nevertheless, this is not the case for 3-byte utf8
characters, such as the Euro symbol.

Please ensure that you set the character encoding to UTF-8 for all the entities of your system as advised
in this guide.
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MySQL 3.x Character Encoding Problems

This page last changed on Mar 21, 2006 by jeremy@atlassian.com.

MySQL 3.x is known to have some problems upper- and lower-casing certain (non-ASCII) characters.

Diagnosing the problem

1. Follow the instructions for Troubleshooting Character Encodings.

2. If the upper- and lower-cased strings displayed on the Encoding Test are different, then your

database is probably affected.

An example (faulty) output of the Encoding Test is shown below:

The encoding test has now been run. Below, you can compare the raw text delivered from Cc
round-trip through the database. All the test results shoulc appear identical.

Ifitérnatiénalizaetion Thi=z image 1= how all of the test results below should appei
this page, and all of your System Information.

Test 1: Raw text

This is the test string generated in Confluence

Iiitérnatidnalizeetion

Test 2: Form submission

This i the test string pasted by wvou into the web form and submitted back to Confluence
Intérnationalizeetien

Test 3: Database round-trip (select as LOWER)

Thi= is the string from Test 2 after being stored in the datzbasze and then retrieved
ifitérnationalizaetion

Expected result (converting Java string to lowercase)

ifitérnationalizaetion

Test 4: Database round-trip (select as UPPER)

This 1= the string from Test 2 after being stored in the datebase and then retrieved

EATERNATIONALIZETIoN
Expected result (converting Java string to uppercase)
{NTERNATIONALIZZETION

Solution
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Upgrade to a newer version of MySQL. (4.1 is confirmed to work.)

Document generated by Confluence on Feb 22, 2007 18:13 Page 93



Configuring Mail

This page last changed on Feb 02, 2006 by vidya.

e Configuring a Server for Outgoing Mail
e Enabling the 'Mail Page' plugin
e The Mail Queue
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Configuring a Server for Outgoing Mail

This page last changed on Feb 22, 2007 by rosie@atlassian.com.
Configuring your Confluence server to send outgoing mail allows Confluence users to:

e receive Daily Reports
e send a page via email

To configure Confluence Standalone to send outgoing mail,

1. Go to the 'Administration Console' and click 'Mail Servers' under 'Configuration' in the left panel.
This will list all currently configured SMTP servers.
2. Click 'Add New SMTP Server' (or edit an existing server)
e Name: By default, this is set to 'SMTP Server'.
e From: Enter the email id that will be displayed in the 'from' field for email messages originating
from this server.
e Subject Prefix: Enter a subject prefix, if required.
3. Configuring the Host Address, Username and Password.
e Manually enter your 'Host Address', 'Username' and 'Password' details in the form fields
displayed (recommended).
OR
e Specify the 'INDI' location of a mail session configured in your application server in the form

field displayed.

RELATED TOPICS

Configuring a Server for Outgoing Mail
Enabling the 'Mail Page' plugin

The Mail Queue
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Enabling the 'Mail Page' plugin

This page last changed on Feb 22, 2007 by rosie@atlassian.com.

The 'Mail Page' plugin allows anyone with the 'View' space permission to email a Confluence page.

) Confluence versions 2.4 and later come with the 'Mail Page' plugin preinstalled.

By default, the 'Mail Page' plugin is disabled. This is because, when someone email a Confluence page,
they can select from a list of all Confluence users and groups (note, however, that email addresses are

not visible). If you have enabled anonymous access or self-signup to your Confluence public
modesystem, visitors could potentially send nuisance 'mail page' emails to your Confluence users/groups.

To enable the 'Mail Page' plugin,

1. Go to the 'Administration Console' and click 'Plugins' (under 'Configuration' in the left panel).

2. This will list all plugins that are currently installed in your Confluence system. Click 'Mail Page
Plugin'.

3. This will display the 'Mail Page Plugin' details. To enable the 'Mail Page' plugin, click 'Enable plugin'.

4. Ensure that both of the following are enabled:

¢ 'Mail Page Link' — displays the 'E-mail' link next to the 'Copy' link on the 'Page Info' screen (see
'E-mailing a page')

¢ 'mailpageactions' — enables the e-mail operation to be performed.

RELATED TOPICS

Configuring a Server for Outgoing Mail
Enabling the 'Mail Page' plugin
The Mail Queue
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The Mail Queue

This page last changed on Feb 02, 2006 by vidya.

Email messages waiting to be sent out are queued in a 'Mail Queue' and periodically flushed from
Confluence once a minute. A site administrator can also manually flush emails from the mail queue.

If there is an error sending messages, the failed emails are sent to an 'Error Queue' from which you can
either try to resend them or delete them.

To view the mail queue,

1. Go to the 'Administration Console' and click on 'Mail Queue' in the left panel. This will display the

emails currently in the queue.
2. Click 'Flush Mail Queue' to send all emails immediately.
3. Click 'Error Queue' to view failed email messages. You can try to 'Resend' the messages, which will

flush the mails back to the 'Mail Queue' or 'Delete' them from here.

RELATED TOPICS

Configuring a Server for Outgoing Mail
Enabling the 'Mail Page' plugin
The Mail Queue

RELATED TOPICS
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Confluence and JIRA

This page last changed on Feb 01, 2006 by vidya.

e How to add Confluence to a JIRA standalone install

e Integrating JIRA and Confluence
e Override properties in JIRA to Confluence Bridge
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How to add Confluence to a JIRA standalone install

This page last changed on Feb 12, 2007 by sleberrigaud.

This document will assist you in adding Confluence to your existing JIRA standalone install.

Li ]

This document is a guideline on how to add Confluence to a JIRA standalone install. It assumes
that the files mentioned in this document are shipped with Jira.

If you are not running the standalone version of Jira, the steps you will have to take might differ
from these instructions.

Step 0 - Consider alternatives

Before embarking on this process, consider whether you could not rather run JIRA and Confluence in
separate Tomcat instances running behind an Apache frontend server (see guides for Confluence and
JIRA). There are some benefits to keeping them separate:

e Each app can be restarted without affecting the other.

¢ If one webapp hangs for any reason (eg. running out of memory), it doesn't affect the other.

¢ Any problems can be debugged more easily. Logs are separate and product-specific, rather than
everything going to catalina.out. Thread and heap dumps are smaller and more relevant.

o It reduces the likelihood of jar conflicts (eg. jars that must be installed in common/lib), particularly
if you later want to install a third webapp not from Atlassian.

Offsetting this is the extra complexity of having to run Apache.

If you wish to proceed, please follow these instructions:

Step 1 - Download and extract WAR

1. Download the Confluence WAR file

2. Extract the downloaded zip file. It should extract to a folder called confluence-<version>. Inside this
folder you'll find a folder called "confluence". Make a note of the absolute path to this directory (as
you will need to use it later). Note: Do not copy the confluence folder to the webapps folder inside
tomcat - this may cause Confluence to be deployed more than once.

Step 2 - Configure confluence-init.properties

1. Open confl uence/ VEB- | NF/ cl asses/ confl uence-init. properties in a text editor
2. Set the confl uence. hone property to a directory of your choosing. This is the directory that will
contain all of Confluence's configuration, backup and attachment files.

Step 3 - Edit tomcat context descriptors
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If you are deploying to JIRA version 3.3 or higher:

Create a file called confluence.xml in your JIRA standalone's conf/Catalina/localhost directory (if you

have set up a different hostname for your JIRA tomcat instance, please specify that instead of
localhost)

2. Open confluence.xml and add these lines:

<

Cont ext pat h="/confl uence" docBase="c:/applications/confluence-2.1.3/confl uence" debug="0"
el oadabl e="true"> <Logger cl assNanme="org. apache. catal i na.| ogger. Fi | eLogger"
drefi x="atl assi an-confl uence." suffix=".10g" tinmestanp="true"/> </ Context>

3. For docBase specify the value you noted down earlier. /1, This is the full path to the confluence

folder in your confluence-<version> installation folder, not the confluence home folder. It should
look like: c:/<path to confluence installation>/confluence-<version>/confluence.

Otherwise (for older versions of JIRA):

1. Open conf/server. xm in a text editor

2. Find the block that begins: <Context path="" docBase="../atlassian-jira" debug="0"
reloadable="true"> and ends with </Context> block.

3. After the </ Cont ext >, append the following:

Cont ext pat h="/confl uence" docBase="c:/applications/confluence-2.1.3/confluence" debug="0"
el oadabl e="true"> <Logger cl assNanme="org. apache. catal i na. | ogger. Fil eLogger"
drefi x="atl assi an-confl uence." suffix=".10g" tinmestanp="true"/> </ Cont ext>

4. For docBase specify the value you noted down earlier. /t, This is the full path to the confluence
folder in your confluence-<version> installation folder, not the confluence home folder. It should
look like: c:/<path to confluence installation>/confluence-<version>/confluence.
Remove the commons-logging-1.0.4.jar file from the confluence\WEB-INF\lib directory

Do not delete the existing Jira <Context> block. Insert the code above after the Jira <Context> block.

Step 4 - Modify your setenv.sh/bat (ONLY IF YOU ARE RUNNING A SUN MICROSYSTEMS
VM)

1. Open JIRA's bin/setenv.sh/bat (.sh on unix, .bat on windows) in a text editor.
2. Find the line that says: "... JAVA_OPTS=... " and add - XX: MaxPer nSi ze=128mto its end.

The Java Virtual Machine sets aside a portion of memory as the "permanent space", for objects that it
never expects to have to garbage-collect. Because JIRA and Confluence are both quite large applications,

it is possible that this permanent space will be filled up. Increasing the application heap size will not help,
because the permanent generation size is a separate setting.

This flag is only supported on JVM's created by Sun Microsystems. If you include this flag while
running another vendors JVM (such as JRocket, or IBM's JVM) they will not start.

Step 5 - Restart the Server
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1. Shut down, and then restart the standalone server

2. Confluence should now be accessible on the same server as your existing JIRA standalone, under
the conf | uence directory.
For example, if your JIRA is running at http://jira.example.org:8080/, Confluence will be running on
http://jira.example.org:8080/confluencereuse

', When setting up the Confluence database do not reuse the JIRA database. Create a new database for
Confluence.

Troubleshooting

When I try to send a test mail from Confluence, I get j avax. mai | . NoSuchProvi der Excepti on: sntp

In some circumstances, Confluence will be unable to send email after being deployed in the same
application-server as JIRA. If, when you try to send a test mail from the administration tool, you get the
error: "javax.mail.NoSuchProviderException: smtp", please follow these instructions to fix it.

I have installed JIRA and Confluence in some other application server than Tomcat

These instructions only apply to the standalone Tomcat version of JIRA. Other application servers have
not been tested in this configuration, and users have specifically reported difficulties deploying the two
applications together in Orion Server and JBoss. We hope to resolve these issues soon.

Confluence is slow, and dumps enormous amounts of information to its logfiles

If you are seeing a large amount of DEBUG logging output, then ensure that you have removed the
commons-logging-1.0.4.jar file from the confluence\WEB-INF\lib directory
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Integrating JIRA and Confluence

This page last changed on Jan 16, 2007 by jeff.

*, If you are looking for a technical guide to the process, see How to add Confluence to a JIRA
standalone install

JIRA and Confluence were designed to complement each other. We've all seen projects where people try
to store all their knowledge in the issue tracker, and we've seen projects where people have suffered
trying to track issues in a knowledge management tool. We say: collect your team's thoughts, plans and
knowledge in Confluence, track your issues in JIRA, and let the two applications work together to help
you get your job done.

Here are four ways you can get JIRA and Confluence working together: use Confluence shortcuts to make
easy links to JIRA issues, use trackback for two-way linking between Confluence and JIRA, use macros to
include JIRA reports in Confluence pages, and integrate your JIRA and Confluence user management.

Combine Confluence Shortcuts and JIRA Quick Search

The simplest ideas can often be the most useful. In our Confluence site's global configuration -
Adni ni stration > Shorcut Links, we have the following shortcut defined:

JIRA: http://jira.atlassi an.coni secure/ Qi ckSearch.jspa?searchStri ng=

Dashboard > Administration > Browse Shortcuts {33t
IXBrowse ShortCUtS Welcome Ivan Benko | History | Preferences | Administration | Log Out 'JE

LarniigEaiin
Shurdeut links con halp you cornpose links to yonr fvouriie websites with greier cuse, They du it by storing thes portion of dhes UL Shist docsnt chinniges.

O General Configuration For cacarnpele:, roust gougls chass ok likee tha fullowing:
O Daily Backup Admin

O Manage Referrers | Witpaed P guogles.conn fsciarehig. -

O Plugins

O Languages
O Shorteut Links | [menrchicrmsocoogle]

0O Global Templates

[0 Mail Servers Which is cguivialeni o linking t:
O User Macros

O JIRA Issues Icon Mappings
O Attachment Storage

O Spam Prevention Sl S o,
O FPDF Lanquage Support

T link fu 1 guugle seurch, you Gin simply scs

| g/ S guoglocormfsearch g sasarehiierme

Key:

Vapak sanesd Lol Expanded Value

O Themes

O Coleur Scheme

O Lavouts B Sl Bl Shpeeabisne

O Glebal Logo

O Custom HTML viachie higpesd Pananae oo lecornfscarehihgs ciaches Remove

karlewsun b st baleorgfiranky’ Remove

Aalininidratinn irtulh hidpesdHusdrmelbacom/S il Remove

0O Backup & Restore Jiris higpedfiivisilssion.cormn/seenrc/OuickSearchojspasoarchBiring: Remove

0 Content Indexing Tovaluperblog Biipoeblosgs.atlssioncony/ i Remove
- s * AN EH Hugsa ks n.co iy e /!

O Mail Queue Al o PrATs s- i

O Cache Statistics guuglgronges bigpesdfegronpss.guaglacormforoupety Remove

O SnipSnap Import
O License Details
O Gliffy Plugin License dictiuniry
O system Information

O site Statistics

fuli higpes S Pannae ol corn/scarchtg Remove

bigpes /e Jict.org AN EDRGE Kb b s sFhlormne RGBTy FROuCry: Bemove

This way, it's simple to create links using Confluence's shortcut notation. Link directly to JIRA issues:
CONF-1000, or use JIRA's intuitive quick-search functionality to create links to particular groups of issue:
CONF open improvements will link to a list of all open issues in the Confluence project of type
"Improvement"” (try it and see!)
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Use Trackback for easy two-way linking

Activate Trackback in JIRA and Confluence, and if someone makes a link from one application to the
other, the link will automatically lead both ways: create a link from a JIRA issue to an example in a
Confluence page, and the Confluence page will automatically know to link back to the JIRA issue, and vice
versa. This is the perfect way to keep discussion connected to an issue.

e Document your user stories or use-cases in Confluence, and see at a glance which issues affect each
use-case.

e If a JIRA issue requires more discussion or thought than can be conveniently held in comments, link
them to a Confluence page.

(Note: as of Confluence 1.0 and JIRA 2.6, there is no mechanism for trackback to log in to JIRA or
Confluence, so the use of trackback is limited to pages that are visible to anonymous visitors. In a
protected Intranet environment, you may wish to open up Anonymous access to JIRA and Confluence to
allow trackback to take place. Future revisions of the applications will give you the opportunity to allow
Confluence to "log in" to JIRA and vice versa, avoiding this limitation)

Use the {jiraissues} macro to embed JIRA reports into your
Confluence site

Any JIRA search-result can be embedded in a Confluence page using the {jiraissues} macro with your
choice of included fields and field ordering. This way you can incorporate information from JIRA into the
normal flow of your knowledge management. Combined with other macros like {junitreport}, {rss} and
{html-include} and the FatCow suite, you can create dashboards in Confluence consolidating information
from across your project, with Confluence and JIRA at the centre.

Link to Confluence pages from JIRA issues

While it is possible to simply paste links to Confluence pages into text fields of an issue (e.g.
descriptions), the JIRA Linker Plugin provides a custom field that helps you find the correct page.

Integrate JIRA and Confluence user-management

To save you having to enter users into both JIRA and Confluence, you can configure Confluence to use
JIRA's user database (this requires that you are using JIRA with an external database, it will not work if
you are using JIRA with an embedded HSQL database)

And much more coming...

When you buy a license for JIRA or Confluence, you are automatically entitled to a year of updates. We
listen to our customers needs, and having our products complement and work well with each other is
very important to us. So if there is any way you think Confluence and JIRA could be made to work better,
suggest it in our discussion space, and it may very well end up in a future version.
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Override properties in JIRA to Confluence Bridge

This page last changed on May 10, 2005 by vidya.

Overriding properties used in the JIRA and Confluence Bridge

If, for some reason, you need to override the name of a column or a table used in Confluence's bridge to
JIRA, you may do so in osuser.xml (see below).

This is most likely something you would consider doing if columns names were failing because your
database is case sensitive.

<provi der class="bucket. user.providers. Cachi ngCredenti al sProvi der">
<property

nanme="chai n. cl assnanme" >com at | assi an. confl uence. user. provi ders.jira.JiraldbcCredenti al sProvi der </

<property nane="chai n. dat asour ce">j ava: conp/ env/ j dbc/ Ji r aDS</ pr operty>
</ provi der >
<provi der class="bucket. user. provi ders. Cachi ngAccessProvi der" >

<property

name="chai n. cl assnanme" >com at | assi an. conf | uence. user. provi ders.jira.Ji raJdbcAccessProvi der </ prope

<property nanme="chai n. dat asour ce">j ava: conp/ env/j dbc/ Ji r aDS</ pr operty>
</ provi der >
<provider class="bucket. user.providers. Cachi ngProfileProvider">

<property

nanme="chai n. cl assnanme" >com at | assi an. conf |l uence. user. provi ders.jira.JiraJdbcProfil eProvi der</prop

<property nane="chai n. dat asour ce">j ava: conp/ env/ j dbc/ Ji r aDS</ pr operty>
<property
nanme="chai n. confi guration. provi der. cl ass">bucket . user. Bucket H ber nat eConfi gProvi der </ property>
</ provider>

br operty>

ty>

brty>

Simply add the <property name="chain.PROPERTY_NAME_HERE">NEW_VALUE</property> element, to
override a property (see below) with a new value.

Name Value Pairs for JiralJdbcAccessProvider, JiraldbcProfileProvider and JiraldbcCredentialsProvider

Property Default value
userTable userbase
userName userName
userPassword password_hash
groupTable groupbase
groupName groupname
membershipTable membershipbase
membershipUserName user_name
membershipGroupName group_name
userld id
membershipld userld

Document generated by Confluence on Feb 22, 2007 18:13 Page 105



Confluence Security

This page last changed on Oct 03, 2005 by vidya.

e Confluence Community Security Advisory 2006-01-19
e Confluence Security Advisory 2005-02-09
e Confluence Security Advisory 2005-12-05
e Confluence Security Advisory 2006-01-20

e Confluence Security Advisory 2006-01-23
e Confluence Security Advisory 2006-06-14

e Java Policy Security with Confluence — If you would like to secure the confluence webapp to make
sure plugins (or other code executed) cannot access unwanted system resources, the following will
restrict file system access.

e NoFollow Support
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Confluence Community Security Advisory 2006-01-19

This page last changed on Jan 20, 2006 by jeremy@atlassian.com.

=)
This security advisory is not endorsed by Atlassian - this is a public service advisory from a
member of the confluence community. Please remember to backup any modified files, and use
these instructions at your own risk. While this information is based on Confluence v2.1.2, it may

have uses with older affected versions of Confluence.

The official security advisory is located at Confluence Security Advisory 2006-01-20

Problem

There is a possibility of XSS exploitation of the Full Name user profile field when displayed.

Solution

The problem was unescaped outputting of the fullname - wrapping the output in
$generalUtil.htmlEncode() resolve it. The vast majority of the problem can be resolved by changing
/ confl uence/tenpl at e/ i ncl udes/ macr os. vmin the distribution on the following lines:

e 180
e 186
e 200
e 340
e 893

I have attached the modified macros.vm file here which you can copy into your distribution.

Scope

There are other places which are still affected which Atlassian have been made aware of, a complete
resolution should be provided by Atlassian in their own offical advisory.

I hope this helps some of you!
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Confluence Security Advisory 2005-02-09

This page last changed on Feb 08, 2005 by jnolen.

A flaw has been found in Confluence by which attackers can bypass Confluence security and change
content on the site. Atlassian STRONGLY recommends that all Confluence customers apply the fix
described below immediately, or upgrade to Confluence 1.3.3

Vulnerability

By crafting custom URLs, any person with the ability to browse Confluence can modify content on the
site, bypassing security settings. This vulnerability does not allow users to view content they would not
normally be able to view, or escalate their privileges in other ways.

This flaw affects all versions of Confluence prior to 1.3.3, including the 1.4-DR development releases.

Fix

This vulnerability is fixed in Confluence 1.3.3 and later. Customers who do not wish to migrate to 1.3.3
can fix this bug using the procedure below:

1. Edit the file confluence/WEB-INF/classes/xwork.xml
2. Find the following section near the top of the file (around line 34):

di nt ercept or - st ack nanme="def aul t St ack" >
<interceptor-ref name="profiling">

<param nane="| ocat i on" >Bef ore def aul t St ack</ par an>
</interceptor-ref>
<interceptor-ref nane="transaction"/>
<interceptor-ref nane="authentication"/>
<interceptor-ref nane="request Paranet er Hack"/ >
<interceptor-ref nane="eventnotifier"/>
<interceptor-ref nane="autow re"/>
<i nterceptor-ref name="parans"/>
<interceptor-ref nane="servlet"/>
<interceptor-ref nane="pageAware"/>
<i nterceptor-ref name="perni ssions"/>
<interceptor-ref nane="profiling">

<param nanme="| ocati on">After defaultStack</paranr
</interceptor-ref>
4/ i nterceptor-stack>

3. Locate the "autowire" and "params" entries:

di nterceptor-ref nane="eventnotifier"/>

-|- > <interceptor-ref nane="autow re"/> <--
-l- > <interceptor-ref nanme="parans"/> <--
<interceptor-ref nane="servlet"/>

4. Swap the two lines around. The whole stack should now look like this:

4i nt er cept or - st ack nane="def aul t St ack" >
<interceptor-ref nane="profiling">
<par am name="1 ocat i on" >Bef ore defaul t St ack</ par an>
</interceptor-ref>
<interceptor-ref nane="transaction"/>
<interceptor-ref nane="authentication"/>
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nterceptor-ref
nt erceptor-ref
nterceptor-ref
nt er cept or - r ef
nt erceptor-ref
nterceptor-ref
nt er cept or - r ef
nt erceptor-ref

<par am name="
</interceptor-ref>
4/ i nterceptor-stack>

nane="r equest Par anet er Hack"/ >
nanme="eventnotifier"/>
nane="parans"/ >

nanme="autowire"/ >

name="servl et"/>

nane="pageAwar e"/ >
nanme="per m ssi ons"/ >
name="profiling">

| ocati on">After defaultStack</paranr

5. Restart Confluence.
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Confluence Security Advisory 2005-12-05

This page last changed on Dec 04, 2005 by cmiller.

A flaw has been found in Confluence by which attackers to inject malicious HTML code into Confluence.
Atlassian STRONGLY recommends that all Confluence customers apply the fix described below
immediately, or upgrade to Confluence 2.0.2

Vulnerability

By entering HTML code into the Confluence search input fields, attackers can cause arbitrary scripting
code to be executed by the user's browser in the security context of the Confluence instance.

This flaw affects all versions of Confluence between 1.4-DR releases and 2.0.1.

(Atlassian was not informed of the problem before it was published by third-party security researchers.

You can read the third-party security advisory here: http://secunia.com/advisories/17833/. The
vulnerability was originally reported here.)

Fix

This vulnerability is fixed in Confluence 2.0.2 and later. Customers who do not wish to migrate to 2.0.2
can fix this bug using the procedure below:

1. Edit the confluence/decorators/components/searchresults.vmd
2. Replace the following reference (around line 48):

daction. get Text ("search.result", [$start, $end, S$total, $queryString])

with

daction. get Text ("search.result", [$start, $end, $total, $general Util.escapeXm ($queryString)]).

3. Edit the confluence/search/searchsite-results.vm.
4. Replace the following reference (around line 11):

Searched for <b>$action. searchQuery. queryString</b>

with

Searched for <b>$general Util.escapeXm ($action. searchQuery. queryString) </ b>

5. Restart Confluence.

Alternatively, you can download the patched source files from CONF-4825. If you are patching a 2.0.x
installation, then use the files with the .2.0 suffix. If you are patching a 1.4.x installation, then use the
files with the .1.4 suffix.
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Confluence Security Advisory 2006-01-20

This page last changed on Jan 20, 2006 by jeremy@atlassian.com.

A flaw has been found in Confluence by which attackers to inject malicious HTML code into Confluence.
Atlassian STRONGLY recommends that all Confluence customers apply the fix described below
immediately, or upgrade to Confluence 2.1.3.

Vulnerability

By entering HTML/JavaScript code into the full name of a user's profile, attackers can cause arbitrary
scripting code to be executed by the user's browser in the security context of the Confluence instance.

This flaw affects all versions of Confluence between 1.4-DR releases and 2.1.2.

This issue was initally reported by Ricardo Sueiras and a fix was quickly documented by Dan Hardiker at

the Confluence Community Security Advisory 2006-01-19 page. Our thanks to them for bringing this to
our attention.

There is an issue in JIRA at CONF-5233.

Fix

This vulnerability is fixed in Confluence 2.1.3 and later. Customers who do not wish to migrate to 2.1.3
can fix this bug using the procedure below:

Steps to fix:

1. Copy macros.vm to your confluence/template/includes folder
2. Restart Confluence

Note: If you are using version 1.4.4, please download and copy this file instead. You will need to rename
it back to macros. vm

If you are not using any of the above versions, you will need to replace wrap calls to display full names of
users in $generalUtil.htmlEncode(). Alternatively, send us an email. We do however encourage you to use
the latest stable point release regardless of the version you are using.
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Confluence Security Advisory 2006-01-23

This page last changed on Jan 20, 2006 by jeremy@atlassian.com.

A flaw has been found in Confluence by which the unrestricted content of a space can be revealed in
search results.

Vulnerability

By entering in a space key and blank query string into the Search macro, pages from the specified space
will be displayed, without filtering on page and space permissions. This can allow unpermitted users to
view the excerpts of pages they don't have access to.

This flaw is confirmed to affect all releases from 1.4 to 2.1.2.

More information is available at CONF-5189.

Fix

This vulnerability is fixed in Confluence 2.1.3 and later. We strongly suggest that customers upgrade to
this release to fix the vulnerability.

Customers who are using 1.4.x and do not wish to upgrade can download a patched class from
CONF-5198.

Document generated by Confluence on Feb 22, 2007 18:13 Page 112


http://jira.atlassian.com/browse/CONF-5198
http://jira.atlassian.com/browse/CONF-5198

Confluence Security Advisory 2006-06-14

This page last changed on Jun 14, 2006 by cmiller.

Vulnerability

By crafting a custom HTTP request, an attacker can delete or modify global permissions settings on a
Confluence site.

This flaw affects all Confluence versions between 1.4 and 2.2.2. 2.2.3 and later are not vulnerable.

Fix

This issue has been fixed in Confluence 2.2.3. Patches are also available for all versions of Confluence
betwen 1.4 and 2.2.2. For more information, please see this issue report.

Atlassian STRONGLY recommends that all customers either upgrade to Confluence 2.2.3, or apply the
patch.
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Java Policy Security with Confluence

This page last changed on Jan 14, 2007 by dhardiker@adaptavist.com.

If you would like to secure the confluence webapp to make sure plugins (or other code executed) cannot
access unwanted system resources, the following will restrict file system access.

Create the following .java.policy file and place it somewhere:

grant {
perm ssi
per m ssi
per m ssi
perm ssi
per m ssi
per m ssi
perm ssi
per m ssi
per m ssi
perm ssi
per m ssi
perm ssi
per m ssi
per m ssi
perm ssi
per m ssi
per m ssi
perm ssi

on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on

j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
j ava.
ognl .

util.PropertyPernission "*", "read,wite";

net . Socket Permi ssion "*:-", "connect, accept, | isten";

io.FilePerm ssion "/tangosol - coherence-override.xm ", "read";
i0.Fil|lePerm ssion "/tangosol - coherence-override-prod. xm ", "read";
io.FilePermssion "/path/to/confluenceWebapp/-","read, wite";
io.FilePerm ssion "/path/to/confluence. hone", "read, wite, del ete";
io.FilePermssion "/path/to/confluence. home/-","read, wite, del ete";
io.FilePerm ssion "/path/to/resin/lib/-","read";
io.FilePermssion "/tmp", "read";

io.FilePermssion "/tmp/*", "read,wite,del ete";

io.FilePerm ssion "quartz.properties", "read";

util .l ogging. Loggi ngPerm ssion "control";

awt . AWPer m ssion "*"

I ang. refl ect. Refl ect Perm ssi on "suppressAccessChecks";
i0.Serializabl ePerm ssion "*";

| ang. Runt i nePerm ssion "*";

net . Net Perm ssion "*";

Qgnl | nvokePer mi ssion "*";

Make sure the following are java options are defined:

-D ava. security. manager -Dj ava.security.policy=/path/to/.java.policy

Of course you might be able to get away with less - please edit with any improvements you have!
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NoFollow Support

This page last changed on May 23, 2005 by vidya.

NoFollow support is a new feature in the release of Confluence 1.4.

Nofollow Support

As part of the effort to combat the spamming of wikis and blogs (Confluence being both), Google came
up with some markup which instructs search-engines not to follow links. By removing the main benefit of
wiki-spamming it's hoped that the practice will stop being cost-effective and eventually die out.

By default, all URLs inserted in a page (or in comments) will be given the nofollow tag. Inter-page links
(i.e. Documentation Home) or shortcut links (i.e. CONF-2622@JIRA) will not be tagged.

The site administrator can turn the feature off in General Configuration.

Hide External Links From Search Engines: ON
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Design and Layout

This page last changed on Jan 31, 2006 by vidya.

e Custom Decorator Templates

e Customising Look and Feel Overview
© Customising Colour Schemes
° Customising Layouts

° Global Templates
° Working with decorator macros

e Themes Configuration
° Applying a Theme
° Creating a Theme
- Adding a theme icon
° Deploying the theme as a plugin
° Including Cascading Stylesheets in Themes
° Modifying Look and Feel (for themes)

- Configuring the theme plugin
° Themes Overview
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Custom Decorator Templates

This page last changed on Mar 28, 2006 by mryall

About Decorators

Confluence is built on top of the Open Source SiteMesh library, a web-page layout system that provides a
consistent look and feel across a site. SiteMesh works through "decorators" that define a page's layout
and structure, and into which the specific content of the page is placed. If you are interested, you can
read more on the SiteMesh website.

What this means for Confluence is that you can customise the look and feel of almost all of your
Confluence site through editing three decorators:

e The "Main" decorator defines the look and feel of most pages on the site

e The "Popup" decorator defines the look and feel of the popup windows such as the "Insert Link" and
"History" pages.

e The "Printable" decorator defines the look and feel of the printable versions of pages (available
through the Cannot resolve external resource into attachment. icon on each page)

You can view and edit these decorators from within Confluence: they are available from the "Site
Decorators" section of the site Administration menu. Changes to the decorators will affect all spaces
hosted on that Confluence installation.

The decorator that is used to draw Confluence's administrative pages can not be edited from within
Confluence. This means that if you make some editing mistake that renders the rest of the site
unuseable, the administrative pages should still be available for you to fix the template.

Browsing the Default Decorators

At any time, you can browse the default decorators that come packaged with Confluence by following the
"View Default" links. The template browser also allows you to view the "#parsed" templates that are
included within the template when it is compiled. While you can't edit these included templates, you will
probably have to copy some or all of them into your custom template as you do your customisation.

Editing Custom Decorators: Add a Logo

To edit Confluence decorators, you should have a good knowledge of HTML, and some understanding of
the Velocity templating language.

The first thing you will see when you choose to create a custom "Main" decorator is... there's not much to
edit. By default, most of the content of this decorator is included from other files:

<htm >
<head>
<title>$title - Confluence</title>
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#st andar dHeader ()
</ head>
<body onl oad="pl aceFocus()">

<di v id="Content">
<tabl e border="0" cel | paddi ng="0" cel |l spaci ng="0" wi dt h="100% >
<tr>
<td w dt h="60% rowspan=2 class="I|ogocel | ">#pagetitle("spacenanetitle")</td>

<td wi dth="40% align="right" valign="top">#gl obal navbar ("tabl e")</td>
</tr>
#if ($setup.isSetupConplete())
<tr>
<td align=right valign="bottont>
#user navbar ()
#print abl ei con()

#hel pi con()
</td>
</tr>
#end
</t abl e>

#br eadcr umbsAndSear ch()

<tabl e border="0" cel |l paddi ng="5" cell spaci ng="0" wi dt h="100% ><tr ><t d>
<t abl e border="0" cell paddi ng="0" cel | spaci ng="0" w dt h="100% ><tr >

<td valign="top" cl ass="pagebody">
## The "tool bar-styl e" page operations
## #if ($page. get Property("page. operations"))
## <table align="right" class="tool bar"><tr><td>
## $page. get Property("page. operations")
## </td></tr></tabl e>

## #end

#i f ($page. get Property("page.surtitle"))
$page. get Property("page.surtitle")

#end

#i f (!3$page. get Property("page. no- page- header"))
<di v cl ass="pageheader">

<span cl ass="pagetitle">$titl e</span>

</ div>

#end

$body

</td>

#parse ("/decorators/includes/conmplete_footer.vnd")

We can add our logo, changing the "logocell" table cell:

<td w dt h="60% rowspan=2 cl ass="1ogocel | ">

<img align="right"
src=http://ww. at| assi an. coni i mages/ at | assi an_| ogo. gi f

wi dt h="203" hei ght =" 60" >#pagetitle("spacenanetitle")</td>

When you insert this into the right section of the template and hit save, visitors to the site will see the
logo at the top of each page. Note, the administrative pages will be unaffected: you will have to go to the
dashboard or to a space to see the changes you have made.

Macros

Some parts of the page are drawn using Velocity macros, including the navigation bar. The macros you
should know about when editing decorators are described in Decorator Macros
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If Something Goes Terribly Wrong

From the "Site Decorators" page in Confluence's administrative menu, you can delete your custom
templates. When you do this, the default template will be restored, fixing anything that may have been
broken.

Alternatively, the custom templates are stored inside the conf| uence. hone directory you defined in
confl uence-init.properties when installing Confluence. If you have somehow managed to render
Confluence completely unuseable through editing your templates, simply delete the

conf |l uence. hone/ vel oci ty directory, and restart Confluence. The default templates will be restored.

WARNING: Only delete the vel oci ty directory! Changing anything else inside your conf | uence. hone is
dangerous, and you could lose important data!

For Advanced Users

The vel oci ty directory is at the front of Confluence's velocity template search path. As such, you can
override any of Confluence's velocity templates by placing an identically named file in the right place.

While we don't recommend you do this unless you know exactly what you're doing, it does give you
complete control over the look of every aspect of Confluence. It also means that you can edit your
templates in a text-editor if you wish, rather than through the web interface.

There are, however, two important caveats:

1. Velocity is configured to cache templates in memory. When you edit a page from within Confluence,
it knows to reload that page from disk. If you are editing the pages on disk, you will either have to
turn off velocity's caching temporarily in WEB- | NF/ cl asses/ vel oci ty. properti es, or restart the
server to make your changes visible.

2. Because we only officially support the modification of the three global decorator files, other changes
may interact unpredictably with future versions of Confluence. When upgrading, you should always
test your custom modifications thoroughly before deploying them on a live site.
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Customising Look and Feel Overview

This page last changed on Feb 02, 2006 by vidya.

You can customise the 'look and feel' of Confluence at both the global and space levels.

Any changes you make to the 'look and feel' of the site at the global level will be applied as the default
'look and feel' for all the spaces in the site.

An individual space can be configured to have its own 'look and feel' through the space administration
screens.

Here's how you can customise the look and feel of your site:

e Colour Scheme : Change the colour scheme of the user interface.

e |ayouts : Edit how the controls are laid out in the site. This does not change the actual page layouts
but the way the sorrounding controls appear in the page.

e Themes : Use themes for advanced layout customisation.

RELATED TOPICS

Customising Colour Schemes
Customising Layouts
Customising Look and Feel Overview

Global Templates
Working with decorator macros
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Customising Colour Schemes

This page last changed on Feb 02, 2006 by vidya.

A site administrator can configure a new colour scheme for the site dynamically from the Administration
Console.

The default colour scheme for the site will also become the default for all spaces within it. However, it is
possible for space administrators to configure a different colour scheme for spaces from the space
administration screens.

To change the site's colour scheme,

1. Go to the 'Administration Console' and click 'Colour schemes' in the left panel.
This will bring up a new screen. See Screenshot below.

2. Click 'Edit colour scheme'. Enter standard HTML/CSS2 colour codes, or use the colour-picker I@I to
choose a new colour from the palette provided. Any changes you make will immediately be reflected
across the Confluence installation.

The colour scheme applies to the following UI elements:

e Top Bar - the bar across the top of the page that contains the breadcrumbs.

e Space Name Text - the text of the current space name located above the page title.
e Heading Text - all heading tags throughout the space.

e Links - all links throughout the space.

e Borders and Dividers - table borders and dividing lines.

¢ Menu Bar Background - background of top navigational buttons

e Menu Bar Text - text that appears on the menu bar

e Menu Bar Background Highlight - background colour of menu bar when highlighted.
e Menu Bar Text Highlight - menu bar text when highlighted

Screenshot : Editing a site's colour scheme
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<defanlt>

[:::] Ldefanlt>

[ Reset Default Colour Scheme

| [ Edit Calour Scheme |

& Handy Hint

If you mess things up, just click the 'Reset Default Colour Scheme' button and then try again.

RELATED TOPICS

Customising Colour Schemes
Customising Layouts

Customising Look and Feel Overview

Global Templates
Working with decorator macros
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Customising Layouts

This page last changed on Feb 02, 2006 by vidya.

You can customise the layout of your Confluence instance by editing the "decorators" that define the look
and feel of the site.

Confluence is built on top of the Open Source SiteMesh library, a web-page layout system. Read more on
the SiteMesh website. To edit the layout of Confluence, you will need to modify these decorator files. A
decorator file is a vmd file and is written in a very simple programming language called Velocity. Learn
more about Velocity. Once you become familiar with Velocity, you can edit the decorator files to
personalise the appearance of Confluence.

You can customise the layouts for the entire site or for an individual space.
) You need to be a site administrator to edit site decorator files.
The decorator files are grouped into:

Site layouts : These are used to define the controls that surround each page in the site. For example, the
header and the footer.

Content layouts : These control the appearance of content such as pages and news items: they don't
change the way the pages themselves are displayed, but allow you to alter the way the surrounding
comments or attachments are displayed.

Export Layouts: These control the appearance of spaces and pages when they are exported to HTML. If
you are using Confluence to generate a static website, for example, you will need to modify these
layouts.

To edit a site decorator file,

1. Go to the 'Administration Console' and click on 'Layouts' under 'Look and Feel' in the left navigation
panel. The decorators are grouped under Site, Content and Group layouts.
¢ Click 'View Default' to view the vmd file.
¢ Click 'Create Custom' to edit the default vmd file. This will open up the vmd file in edit mode.
2. Make changes and click 'Update’.

) If something goes wrong : Click 'Reset Default' to revert to the original layouts.

Alternatively, the custom templates are stored inside the conf | uence. hone directory you defined in
confl uence-init.properties when installing Confluence. If you have somehow managed to render
Confluence completely unuseable through editing your templates, simply delete the

conf | uence. hone/ vel oci ty directory, and restart Confluence. The default templates will be restored.

CAUTION: Only delete the vel oci ty directory! Changing anything else inside your conf | uence. hone is
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dangerous, and you could lose important data!

Using Velocity Macros

When editing Custom Decorator Templates, there are a number of macros available to define complex or
variable parts of the page such as menus and breadcrumbs. You may insert these macros anywhere in
your templates. More information on Working with Decorator Macros.

For Advanced Users

The vel oci ty directory is at the front of Confluence's velocity template search path. As such, you can
override any of Confluence's velocity templates by placing an identically named file in the right place.
While we don't recommend you do this unless you know exactly what you're doing, it does give you
complete control over the look of every aspect of Confluence. It also means that you can edit your
templates in a text-editor if you wish, rather than through the web interface.

@ WARNING

1. Velocity is configured to cache templates in memory. When you edit a page from within
Confluence, it knows to reload that page from disk. If you are editing the pages on disk, you
will either have to turn off velocity's caching temporarily in
WEB- | NF/ cl asses/ vel oci ty. properties, or restart the server to make your changes
visible.

2. Because we only officially support the modification of the three global decorator files, other
changes may interact unpredictably with future versions of Confluence. When upgrading, you
should always test your custom modifications thoroughly before deploying them on a live
site.

RELATED TOPICS

Customising Colour Schemes
Customising Layouts
Customising Look and Feel Overview

Global Templates
Working with decorator macros
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Global Templates

This page last changed on Jan 31, 2006 by vidya.

A template is a pre-defined page that can be used as a prototype when creating new pages. Templates
are useful for giving pages a common style or format.

Global Templates are defined by site administrators and are available in every space across the site.

Templates are written in regular Confluence markup, using special markup to define form fields that need
to be filled in.

To add a global template,

1. Go to the Administration Console, click on 'Global templates' in the left navigation panel.

Click 'Add new global template'.

3. Enter a name for your template in the 'Name' text field and an optional description in the
'Description' text field.

4. Using regular Confluence markup and form field markup (if you are using forms), enter content in
the text-entry box as you would in any other Confluence page.

5. Preview and click 'Add'.

N

Screenshot: A template

Step 2: Fill in template variables

Choose valuss for the variables in this termplabs, These valuses will be autormatically insertad into the template for you in the sorrect locations.

This is & template about (Thirg)
M A [Hame)
Phone Mumber [PheneHumber)
Date of Birth (Ce )
| <= Back | [ Insert Varisbles |

RELATED TOPICS

Creating a Page using a Template
Form Field Markup for Templates
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Working with decorator macros

This page last changed on Dec 11, 2006 by cmiller.

Decorator Macros are Velocity macros which are used to draw complex or variable parts of the page such
as menus and breadcrumbs when editing Custom decorators. Decorator macros can be inserted
anywhere in your templates.

The macro is called by inserting a string of the form: #macroName("argumentl" "argument2"
"argument3").There are no commas between the arguments. Unless otherwise noted, these macros take
no arguments.

NOTE: These macros will only work reliably when customising nai n. vimd. They may not work in other
Velocity decorators. Decorator macros will not work inside normal confluence pages.

Macro Usage
#br eadcr unmbs() Draws the "You are here" breadcrumbs list, like
the one found above the page name in the default
template.
#i ncl udePage( pageTitl e) Includes a confluence page with the specified title.

If you have 2 or more pages with the same title
across multiple spaces, this macro will include the
page belonging to the space you are currently

viewing.

#sear chbox() Inserts a search box into the page, like the one to
the far right of the breadcrumbs in the default
template.

#gl obal navbar (t ype) Draws the global navigation bar, as found in the

top right-hand corner of the default template. The
navigation bar can be displayed in two modes:

#gl obal navbar ("t abl e") Displays the navigation bar in its default mode:
drawn as a table of links with coloured
backgrounds and mouse-over effects.

#gl obal navbar ("t ext") Displays the navigation bar as series of text links
separated by | characters.

#user navbar () Draws the user-specific navigation-bar. This bar
contains the links to the user's profile and history,
or to the login and signup pages if the user is not

logged in.

#hel pi con() Draws the Cannot resolve external resource into
attachment. help icon, and link to the Confluence
help page.

#printabl ei con() On pages where a printable version is available,

draws the Cannot resolve external resource into
attachment. printable page icon, linking to the
printable version of the page. Otherwise, draws
nothing
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When you are viewing a page in a Confluence
space, draws the name of the space that page is
in. Otherwise, writes the word "CONFLUENCE".The
"class" argument is the CSS class that the title
should be drawn in. Unless you have customised
your Confluence installation's CSS file, you should
call this with "spacenametitle" as the class:
#pagetitl e("spacenanetitle")

#pagetitle(cl ass)

Writes out the "Powered by Confluence" and

#power edby()

Confluence version-number boilerplate found at
the bottom of the default template.

#bot t onshadow() Draws the fading shadow-effect found at the
bottom of the content area in the default
template.

#dashboardl i nk() Inserts a link to the dashboard page.

RELATED TOPICS

Editing and Removing macros
Enabling HTML macros

Enabling the html-include Macro
User Macros

Writing Macros
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Themes Configuration

This page last changed on Jan 31, 2006 by vidya.

e Applying a Theme
e Creating a Theme
° Adding a theme icon
e Deploying the theme as a plugin

e Including Cascading Stylesheets in Themes
e Modifying Look and Feel (for themes)

° Configuring the theme plugin
e Themes Overview
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Applying a Theme

This page last changed on Jan 17, 2007 by rosie@atlassian.com.

Themes can can be applied across the site or to individual spaces.

Themes are installed as plugins and added via the administration console by a site administrator. Once
installed, themes become available to be applied across a site or to individual spaces. Any theme applied
at the global level will become the default theme for all spaces in the site.

To apply a theme across the site,

1. Ensure that the theme plugin you wish to apply has been installed.

2. Go to the 'Administration Console' and click on 'Themes' under 'Look and Feel' in the left navigation
panel.

If there are any themes installed, they will be listed here.

4. Select a theme and click 'Confirm'.

w

RELATED TOPICS

Adding a theme icon

Applying a Theme

Creating a Theme

Including Cascading Stylesheets in Themes
Themes Overview
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Creating a Theme

This page last changed on Mar 30, 2006 by jens@atlassian.com.

There are three steps involved involved in creating a theme:

e Modifying the look and feel of Confluence: Work with the different components that define the look
and feel of Confluence and modify them to suit your theme:
° Layout
° Colour Scheme (optional)
° Stylesheet (optional)
e Configuring the atlassian-plugin.xml file: Edit the central configuration file for the theme plugin to
reference the new files defining your theme.
e Adding a theme icon: Add a preview icon for your theme.
e Deploying the theme as a plugin : Bundle the files into a jar file and deploy the theme as a plugin
into Confluence.

Unsure what a theme is?

RELATED TOPICS

Adding a theme icon
Applying a Theme
Creating a Theme

Including Cascading Stylesheets in Themes
Themes Overview
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Adding a theme icon

This page last changed on Mar 30, 2006 by jens@atlassian.com.

A theme icon can be packed with a theme to give the user a little preview on how the theme will change
the layout of Confluence. If you do not specify a custom icon for your theme, a default icon will be shown
in the preview.

Defining the theme icon in the atlassian-plugin.xml

To include an icon in the theme, you will need to reference it as a Downloadable Plugin Resource from
within the theme module.

Here is an example where an icon called my-theme-icon.gif is being used in the Dinosaur Theme:

<t heme key="di nosaurs" nanme="Di nosaur Thene"

cl ass="com at | assi an. conf | uence. t henes. Basi cThene" >
<descri ption>A nice theme for the kids</description>
<col our - scheme key="com exanpl e. t henes. di nosaur: eart h-col ours"/>
<l ayout key="com exanpl e. t henes. di nosaur: mai n"/>
<l ayout key="com exanpl e. t henmes. di nosaur: nmail -tenpl ate"/>
<resource nane="t henei con. gi f" type="downl oad"

| ocati on="conl exanpl e/t henes/ di nosaur/ ny-thene-i con.gi f">

<property key="content-type" val ue="image/gif"/>

</resource>

</t henme>

The resource parameter takes three arguments:

e Name: The name of the icon (/% has to be themeicon.gif).
e Type: The type of resource-in this instance, 'download'.
¢ Location: The location of the file represented in the jar archive you will use to bundle your theme.

The icon will automaticly appear on the themes screen in the space and global administration and will be
displayed next to the text and description of the theme.

Creating your own theme icon

In order to keep the look and feel of the icons consistent, we recommend to base the icon style on icons
shipped with the Confluence themes. A good starting point when creating new icons is to use the default
theme icon or the left navigation theme icon:
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Deploying the theme as a plugin

This page last changed on Jan 17, 2007 by rosie@atlassian.com.

In order to deploy your custom Confluence theme, you will have to have Ant installed. To learn how to
install and use Ant, please follow the instructions on the projects website.

To deploy the theme, execute the following command from within the theme directory in your Confluence
installation:

ant build -Dtheme=<speci f ynaneof t heme>

For example to build a theme with the name dinosaur, you will have to type:

ant buil d - Dt hene=di nosaur

You will find the build jar of the dinosaur theme in the confluence/themes/dinosaur/dist directory.

Installing the theme

To install the theme you can simply drop the previously created .jar file into the
confl uence/ VEB- | NF/ | i b directory in your Confluence installation as described under Installing and
Configuring Plugins.

As a second option, you can also call the following ant command instead of the one found above to install
the theme and copy the jar automatically in the appropriate directory.

ant install -Dthene=<specifynaneofthene>

Read more about plugins

To change the time and date formats,

1. Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
2. Click 'Edit' at the bottom of the 'Options and Settings' screen.
e There are three time and date format settings:

° Time Format : determines the time format for when each news item is posted
° Date Time Format : determines date and time format for historical versions of pages.
° Date Format : determines date and time format for all new and modified content.

Change the formats using the guidelines in this document.

4. 'Save' your changes.

w
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Including Cascading Stylesheets in Themes

This page last changed on Nov 01, 2006 by mryall.

Confluence allows you to integrate your own stylesheets within the theme plugin so you can have greater
control over the appearance of your site.

Step One: Defining the stylesheet in the atlassian-plugin.xml

To make a stylesheet available to a decorator, you will need to reference it as a resource from within the
central configuration file - at| assi an- pl ugi n. xm .

Here is an example where a stylesheet is being used to define the 'leftnavigation' theme:

<l ayout key="main" name="Mai n Decorator"

cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or "
overrides="/decorators/ min.vnd">

<resource type="vel ocity" nane="decorator"

| ocati on="t enpl ates/ | ef t navi gati on/ nai n. vnd"/ >

<resource type="styl esheet" name="|eftnav.css"

| ocati on="t enpl at es/ | ef t navi gati on/ | ef t nav-css. vni' >

</ resource>

</l ayout >

The resource parameter takes three arguments:

e Type: The type of resource-in this instance, 'stylesheet'.
e Name: The name of the stylesheet.
e Location: The location of the file represented in the jar archive you will use to bundle your theme.

Step Two: Using the stylesheet in the decorator

To reference the stylesheet in the decorator, you will need to use the #pluginStylesheet velocity macro.

For example, here's how you reference the leftnav.css file defined in the layout entry above:

#pl ugi nSt yl esheet ("com at | assi an. confl uence. t henmes. | ef t navi gati on: mai n* "Il ef t nav. css")

The macro takes two arguments:

e completePluginKey: The complete plugin key which is constructed from the pluginkey and the layout
key like this: {pluginKey}:{layoutKey}
In the above example, com at | assi an. confl uence. t henes. | ef t navi gati on is the key of the
plugin, and mai n is the key of the layout.

¢ stylesheetName: the name of the stylesheet

If you place your stylesheet after the #st andar dHeader macro in the decorator, the contents of your
custom stylesheet will override those in Confluence's default stylesheet.
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If your stylesheet needs to reference the colour scheme, you need to use the space stylesheet macro
instead:

#pl ugi nSpaceSt yl esheet ("com at | assi an. conf |l uence. t henes. | ef t navi gati on: mai n" "I ef t nav. css"
$spacekKey)

You can then use colour scheme references in your stylesheet, similar to Confluence's stylesheets, and
they will be replaced with the appropriate global or space-specific colour scheme:

.navl temOver {
col or: $action. navSel ect edText Col or;
}

RELATED TOPICS

Adding a theme icon (Confluence)

Applying a Theme (Confluence)
Creating a Theme (Confluence)
Including Cascading Stylesheets in Themes (Confluence)

Themes Overview (Confluence)
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Modifying Look and Feel (for themes)

This page last changed on Feb 01, 2007 by dchui.

Here's how you can define a new look and feel for Confluence in your theme:

1. Layout : Edit Confluence's layout by modifying the decorator files that are used to define it.
e Working with Decorators
e Velocity Template Overview
e Configuring the atlassian.plugin.xml file to reference the decorators
2. Colour schemes : Configure a new colour scheme for your theme. Optional
e Configuring a new colour scheme
e Configuring the atlassian.plugin.xml file to include the new colour scheme
3. Stylesheet : Include a stylesheet to define your theme. Optional

) Note that for every component you edit, you will need to configure the at | assi an- pl ugi n. xm which
is the central configuration file for the plugin to override the default files with the new files you've
created.

Layout: Working with decorators

What are decorators?

Confluence is built on top of the Open Source SiteMesh library, a web-page layout system. To edit the
layout of Confluence, you will need to modify these decorator files. A decorator file is a vmd file and is
written in a very simple programming language called Velocity. Learn more about Velocity.

Confluence comes bundled with a set of decorator or VMD files that you can customize. Broadly these are
categorised into Site, Content and Export decorators. These are further grouped into categories called
contexts and under each context has various modes (ways of viewing the context).

To make editing easier, layout for similar screens (example: view and edit page screens) is configured
through the same VMD file. So, if you want to customize how the Confluence View Page Screen or Edit
Page Screen looks, you can make both of these changes inside one decorator file: page.vmd.

Decorator Context Mode Comment

page.vmd page 'view', 'edit’,
'edit-preview’,
'view-information', and
'view-attachments'

blogpost.vmd blogpost (news) 'view', 'edit’, We prefer to use 'news'
'edit-preview’, and as an end-user term; all
‘remove' templates and classes

use 'blogpost’ to
indicate RSS related
content

mail.vmd mail 'view', 'view-thread' and
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space.vmd space-pages,
space-mails,
space-blogposts,
space-templates,
space-operations,
space-administration

global.vmd global

main.vmd n/a (header and footer

formatting)

'remove’

CONTEXT:
"space-pages". MODES:
"list-alphabetically",
"list-recently-updated"”,
"list-content-tree",
"create-page".
CONTEXT: "space-mail".
MODES:
"view-mail-archive".
CONTEXT:
"space-blogposts".
MODES:
"view-blogposts",
"create-blogpost".
CONTEXT:
"space-templates".
MODES:
"view-templates".
CONTEXT:
"space-operations".
MODES:
"view-space-operations".
CONTEXT:
"space-administration".
MODES:

space.vmd handles a
wide range of options,
this context is accessed
by clicking on 'browse
space' in the default
theme of Confluence
(tabbed theme)

"view-space-administration",

"list-permission-pages".

'dashboard’,

'view-profile',
'edit-profile’,
'‘change-password-profile',
'edit-notifications-profile'

main.vmd is used to
control the header and
footer of each page, not
the page specific
presentation logic

For example, if you wanted to remove the 'Attachments' tab on the view page screen, you would make
this layout change in the page.vmd file - where the 'view' mode is handled (as shown below).

#*

Di spl ay page based on node:
"attachnents.

See the individual
node par aneter.

*H#
## VI EW
#if ($npde == "view')
<make | ayout nodifications here>
#el sei f ...

currently 'view,

‘edit',

‘previewedit'

, 'info' and

page tenpl ates (vi ewpage.vm editpage.vm etc.) for the setting of the
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Step One: Copying the decorators

The easiest way to begin configuring a new layout is by copying the default decorator files and editing
them to suit your theme.

1. Go to the 'Administration Console' and click on Layouts in the left panel. This will display options to
view and edit the default decorators.

2. Copy the files that you intend to modify and place them in a directory structure that makes sense to
you. See example below.

Step Two: Creating a directory structure for the decorators:

You should place your decorators in a directory hierarchy which makes sense to you. We recommend that
you place the atlassian-plugin.xml file at the top level of the directory structure, and then place the
decorators in directories which make a meaningful division of what they do.

Here is an example:

at | assi an- pl ugi n. xm

com at | assi an/ conf | uence/ t henes/ nyt hene/

com at | assi an/ conf | uence/t hemes/ nyt hene/ gl obal . vnd
cont at | assi an/ conf | uence/ t hemes/ nyt hene/ space. vimd
cont at | assi an/ conf | uence/ t hemes/ nyt henme/ mai | . vnd
com at | assi an/ conf | uence/ t hemes/ nyt hene/ bl ogpost . vnd
cont at | assi an/ conf | uence/ t hemes/ nyt hene/ mai n. vnd
comt at | assi an/ conf | uence/ t hemes/ nyt hene/ page. vnd

Step Three: Editing the decorators

To edit the decorators, you will require knowledge of a very simple programming language called
Velocity. Learn more about Velocity.

Decorator Macros

When editing the decorators, you will need to use Decorator Macros to draw complex or variable parts of
the page such as menus and breadcrumbs. See DOCPRIV2:Working with Decorator Macros

Theme Helper Object

When editing decorator files you will also come across a variable called $helper - this is the theme helper
object.

The following table summarises what this object can do:

Behaviour Explanation

$helper.domainName displays the base URL of your Confluence instance
on your page. This is useful for constructing links
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to your own Confluence pages.

$helper.spaceKey returns the current space key or null if in a global
context.
$helper.spaceName returns the name of the current space

$helper.renderConfluenceMacro("{create-space-buttaehters a call to a Confluence Macro for the
velocity context

$helper.getText("key.key1l") looks up a key in a properties file matching

key. keyl=A pi ece of text

and returns the matching value ("A piece of text")

$helper.action returns the XWork action which processed the
request for the current page.

If you are on a page or space screen you also have access to the actual page and space object by using
$hel per . page and $hel per. space respectively.

If you want to deliver more into what other methods are available in this object, please see our API's for
ThemeHelper.

Step Four: Configuring the central configuration file to reference the new decorators

How to do this is explained in Configuring the theme plugin

Working with colour schemes for themes

Configuring the colour scheme

The easiest way to configure a colour scheme is to do it dynamically from the Administration Console (as
you would normally when you want to change the site's colour scheme online), and then express it as an
xml file. This method makes it possible for you to experiment with different colours and test them out
before including the colour scheme in your theme.

1. Go to the 'Administration Console' and click on 'Colour scheme' in the left panel.
2. Use the colour picker to define the colours for the following UI elements:

e Top Bar - the bar across the top of the page that contains the breadcrumbs.

e Space Name Text - the text of the current space name located above the page title.
e Heading Text - all heading tags throughout the space.

e Links - all links throughout the space.

e Borders and Dividers - table borders and dividing lines.

e Menu Bar Background - background of top navigational buttons

e Menu Bar Text - text that appears on the menu bar
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e Menu Bar Background Highlight - background colour of menu bar when highlighted.
e Menu Bar Text Highlight - menu bar text when highlighted

More information on customising colour schemes

Expressing the colour scheme as XML

Once, you have decided on the colours for the different UI elements, you will need to configure the
atlassian.plugin.xml to include the new colour scheme. How to do this is explained in detail in Configuring

the theme plugin.

RELATED TOPICS

Adding a theme icon
Applying a Theme
Creating a Theme

Including Cascading Stylesheets in Themes
Themes Overview
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Configuring the theme plugin

This page last changed on Sep 28, 2006 by tom@atlassian.com.

Each plugin is described in its own atlassian-plugin.xml file, which specifies attributes of the plugin,
including a description of each module it contains. Once you have modified the different components to
define a new look and feel for your theme, you will need to configure this file so Confluence knows where
to look when overriding the default files.

The easiest way to begin is by copying the atlassian-plugin.xml from one of the default themes bundled
with confluence and modifying it for your theme.

The structure of an atlassian-plugin.xml file is fairly self-explanatory. In the code segment below you will
find a full example of an atlassian-plugin.xml:

<at | assi an- pl ugi n key="com at| assi an. conf| uence. t henes. t abl ess" nanme="Pl ai n Thene">
<pl ugi n-i nf o>
<descri ption>This thene denpbnstrates a plain | ook and feel for Confluence. It is useful
as a building block for your own thenes. </description>
<versi on>1. 0</ versi on>
<vendor nanme="Atl assian Software Systens Pty Ltd" url="http://ww. atl assi an.conm "/ >
</ pl ugi n-i nf o>

<t henme key="t abl ess" nane="Tabl ess Thenme"
cl ass="com at| assi an. conf | uence. t henes. Basi cThene" >

<descri pti on>pl ai n Confl uence thene. </description>
<l ayout key="com atl assi an. conf | uence. t henes. t abl ess: mai n"/ >
<l ayout key="com atl assi an. confl uence. t henes. t abl ess: gl obal "/ >
<l ayout key="com atl assi an. conf| uence. t henes. t abl ess: space"/>
<l ayout key="com atl assi an. conf | uence. t henes. t abl ess: page"/ >
<l ayout key="com atl assi an. confl uence. t henes. t abl ess: bl ogpost "/ >
<l ayout key="com atl assi an. confl uence. thenes.tabl ess: mail"/>
<col our-schene key="com at| assi an. confl uence. t henes. t abl ess: eart h-col ours"/>

</t heme>

<l ayout key="mai n" nane="Mai n Decorator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or"
overrides="/decorators/ main.vnd">
<resource type="vel ocity" nanme="decorator"
| ocati on="coni at | assi an/ conf | uence/t henes/t abl ess/ mai n. vind"/ >
</l ayout >

<l ayout key="gl obal" nane="d obal Decorator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or "
overrides="/decorators/global .vnd">
<resource type="vel ocity" nane="decorator"
| ocati on="coni at| assi an/ conf | uence/ t henes/ t abl ess/ gl obal . vmd"/ >
</l ayout >

<l ayout key="space" nane="Space Decor ator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or"
overrides="/decorat or s/ space. vnd" >
<resource type="vel ocity" nanme="decorator"
| ocati on="coni at | assi an/ conf | uence/ t henes/ t abl ess/ space. vird"/ >
</l ayout >

<l ayout key="page" nanme="Page Decorator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or "
overrides="/decorat or s/ page. vnd" >
<resource type="vel ocity" nane="decorator"
| ocati on="coni at | assi an/ conf | uence/ t henes/ t abl ess/ page. vnd"/ >
</l ayout >

<l ayout key="bl ogpost" nane="Bl ogpost Decorator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or"
overrides="/decor at or s/ bl ogpost . vmd" >
<resource type="vel ocity" name="decorator"
| ocati on="coni at| assi an/ conf | uence/ t henes/ t abl ess/ bl ogpost . vmd"/ >
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</l ayout >

<l ayout key="mail" nanme="Mail Decorator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or "
overrides="/decorators/ mail.vnd">
<resource type="vel ocity" nane="decorator"
| ocati on="coni at | assi an/ conf | uence/ t henes/ t abl ess/ mai | . vnd"/ >
</l ayout >

<col our-schene key="earth-col ours" nanme="Brown and Red Earth Col ours"
cl ass="com at | assi an. conf | uence. t henes. BaseCol our Schene" >
<col our key="topbar" val ue="#440000"/>
<col our key="spacenane" val ue="#999999"/ >
<col our key="headi ngtext" val ue="#663300"/>
<col our key="link" val ue="#663300"/>
<col our key="border" val ue="#440000"/>
<col our key="navbg" val ue="#663300"/>
<col our key="navtext" value="#ffffff"/>
<col our key="navsel ect edbg" val ue="#440000"/>
<col our key="navsel ectedtext" value="#ffffff"/>
</ col our - schenme>

</ atl assi an- pl ugi n>

Modifying the {{atlassian-plugin.xml} }file

We will configure this file section by section

Plugin information

<at | assi an-pl ugi n key="com at | assi an. conf |l uence. t henes. t abl ess" nanme="Pl ai n Thene" >
<pl ugi n-i nf o>
<description>This thenme denonstrates a plain | ook and feel for Confluence. It is usefu
as a building block for your own thenes. </description>
<ver si on>1. 0</ ver si on>
<vendor nane="Atl assian Software Systens Pty Ltd" url="http://ww. atl assi an. conf"/>
</ pl ugi n-i nf o>

plugin key : Specify a key that uniquely identifies the plugin, eg. com.example.themes.dinosaur

name : Give the plugin a name.

description : Provide a short description of the plugin.

vendor : Replace the text with your information.

Theme information

<t hene key="di nosaurs" nanme="Di nosaur Thene"
cl ass="com at | assi an. conf | uence. t henes. Basi cThene" >
<descri pti on>A nice theme for the kids</description>
<col our - schene key="com exanpl e. t henes. di nosaur: eart h-col ours"/ >
<l ayout key="com exanpl e. t henes. di nosaur: mai n"/>
<l ayout key="com exanpl e.thenes. di nosaur: nmail -tenpl ate"/>
</t hene>
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theme key : Specify a key that uniquely identifies the theme.

class : The class of a theme must implement com at | assi an. conf |l uence. t henes. Thene. The
com at | assi an. conf | uence. t henmes. Basi cThene class provided with Confluence gathers together all the
resources listed within the module definition into a theme.

name : Give the theme a name. Make sure that you replace all instances of the theme name with this
name.

description : Provide a short description of your theme

colour-scheme key : A theme can contain an optional col our - schene element that defines which
colour-scheme module this theme will use. If you are using a new colour scheme, enter its key.

layout key : A theme can contain any number of | ayout elements that define which layouts should be
applied in this theme. Refer to these modules by their module complete key as shown above.

Referencing the decorators

You will need to add a layout entity as shown below for each of the decorators you are using. See
working with decorators

<l ayout key="page" nane="Page Decorator"
cl ass="com at | assi an. conf | uence. t henes. Vel oci t yDecor at or"
overrides="/decor at or s/ page. vnd" >
<resource type="vel ocity" nanme="decorator"
| ocati on="coni at | assi an/ conf | uence/ t hemes/ t abl ess/ page. vid"/ >
</ | ayout >

class : The class which each decorator, or layout, is mapped to must implement
com at | assi an. confl uence. t henmes. Vel oci t yDecor at or .

overrides : The layout entry must provide an overri des attribute which defines which decorator within
Confluence is being overrridden by the theme.

Location : Specify the location of the new decorator file, so Confluence know where to look when
overriding the default decorator.

) It is possible for a theme to use modules that aren't in the same plugin as the theme. Just keep in
mind that your theme will be messed up if the plugin that the theme depends on is removed.

Including the colour scheme

Colour schemes can be pre-configured for your theme dynamically from the Administration Console. See
configuring colour schemes

To transport them within a theme however, they need to be expressed in the at | assi an- pl ugi n. xm file
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as shown above.

<col our -schenme key="earth-col ours" nane="Brown and Red Earth Col ours"
cl ass="com at | assi an. conf | uence. t henes. BaseCol our Schene" >
<col our key="topbar" val ue="#440000"/>
<col our key="spacenane" val ue="#999999"/ >
<col our key="headi ngtext" val ue="#663300"/>
<col our key="link" val ue="#663300"/>
<col our key="border" val ue="#440000"/>
<col our key="navbg" val ue="#663300"/>
<col our key="navtext" value="#ffffff"/>
<col our key="navsel ect edbg" val ue="#440000"/>
<col our key="navsel ectedtext" value="#ffffff"/>
</ col our - schenme>

colour-scheme key : Specify a key that uniquely identifies the colour scheme.

name : Give a name to the colour scheme.

class : The class of the colour scheme must implement

com at | assi an. conf |l uence. t henes. Col our Schene. The

com at | assi an. conf | uence. t henes. BaseCol our Schene class provided with Confluence sets the colours
based on the module's configuration.

colour key: For each UI element, you will need to add its name and value.

see configuring colour scheme
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Themes Overview

This page last changed on Feb 02, 2006 by vidya.

Themes are pre-defined styles that can be applied to alter the appearance of your site.

Use themes when you want to add new functionalities or to change the appearance of Confluence. For

example, you will need to use themes to apply a left-navigation scheme instead of the default

top-navigation scheme.

Themes are installed as plugins and added via the Administration Console by a site administrator. Once

installed, themes can be applied across the site or to individual spaces.

What do you want to do?

Apply a theme
Create a new theme

Include cascading stylesheets in a theme

RELATED TOPICS

Adding a theme icon
Applying a Theme
Creating a Theme

Including Cascading Stylesheets in Themes
Themes Overview
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Download the Admin Guide

This page last changed on Feb 21, 2007 by rosie@atlassian.com.

Download

| | Name Size Creator | Date | Comment |
DOC-2007020870066 Mbt7.zip Rosie Jameson Feb 21, 2007 Confluence 2.3 Edit |
Admin Guide Remove
(HTML)
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Importing Data

This page last changed on Jan 31, 2006 by vidya.

e Snip Snap Import
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Snip Snap Import

This page last changed on Feb 02, 2006 by vidya.

The snipsnap importer allows you to import a Snip Snap XML backup file into a space in Confluence.

) Currently, attachments are not imported, and Confluence does not recognise duplicate users.

To import a SnipSnap backup file,

1. Go to the Administration Console and click on 'Snip Snap Import' in the left panel.

2. Enter the location of the backup file in the input field displayed. You can also 'browse' and locate the
file.

3. Select a space to import the content into and click 'Save'.
ﬂl You cannot import content into multiple spaces.

RELATED TOPICS

Confluence File Uploader
Perl XML-RPC client

Snip Snap Import
Wiki Importer

ﬁ'ﬂdministramrs Guide Home @Canﬂuence Documentation Home
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Macros

This page last changed on Jan 31, 2006 by vidya.

e FEditing and Removing macros

e Enabling HTML macros

e Guide to Confluence Macros

[}

[}

o
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Editing and Removing macros

This page last changed on Feb 02, 2006 by vidya.

To edit or remove a user macro,

1. Go to the 'Administration Console' and click on 'User Macros' in the left panel. This will list the
currently configured user macros with options to 'Edit' or 'Remove' each macro.

¢ Click 'Edit'. This will display the edit screen for the macro. Make changes in the 'template' input

field and click 'Save'.
ﬂ Templates are in HTML, not wiki markup.

e Click 'Remove' to delete the macro.

RELATED TOPICS

Editing and Removing macros
Enabling HTML macros

Enabling the html-include Macro
User Macros

Writing Macros
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Enabling HTML macros

This page last changed on Aug 07, 2006 by tom@atlassian.com.

The {html} macro allows you to use HTML code within a Confluence page.
The {html-include} macro allows you to include the contents of an HTML file in a Confluence page.

CAUTION: Including unknown HTML inside a webpage is dangerous. Because HTML can contain active
scripting components, it would be possible for a malicious attacker to present a user of your site with
script that their web browser would believe came from you. Such code could be used, for example, to
steal a user's authentication cookie and give the attacker their Confluence login password.

By default, the html macros are disabled. You should only turn on these macros if you trust all your users

not to attempt to exploit them.

To enable the HTML macros,

1. Go to the 'Administration Console' and click 'Plugins' in the left panel. This will display the installed
plugins active for this Confluence installation.
2. Click' '"HTML macros', then click 'Enable Plugin'

RELATED TOPICS

Editing and Removing macros
Enabling HTML macros

Enabling the html-include Macro
User Macros

Writing Macros

ﬁﬂdministramrs Guide Home @Conﬂucnce Documentation Home
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Guide to Confluence Macros

This page last changed on Oct 20, 2005 by vidya.

Macros allow you to perform programmatic functions within a page, and can be used for generating more
complex content structures.

Generally speaking, a macro is simply a command wrapped inside curly braces {...}. To learn how to
write your own macro, or use macros written by other people, read the Confluence Plugin Guide.

Macros currently available in Confluence include:

e Attachments Macro — Show a list of attachments belonging to the current page.

e Blog Posts Macro — Lists the most recent blog entries in the space.

e Children Display Macro — Displays the children and descendants of the current page.

e Code Block Macro — Allows you to display code in your document with the appropriate syntax
highlighting.

e Color Text Macro — Change the color of a block of text.

e Create Space Button Macro — Renders a create space button linked to the create space page.

e Dynamic Tasklist Macro — Displays a dynamic task list which can be modified in View mode.

e Flowchart Macro — Allows display of flowcharts or other diagrams composed of shapes joined by
lines.

e Gallery Macro — Forms a thumbnail gallery of all images attached to a page

¢ Global Reports Macro — Renders a list of links to global reports within a table

e IM Presence Macro — Show a graphic indication of when someone is online

¢ Include Page Macro — Inserts the contents of the specified page into the current one.

¢ JIRA Issues Macro — Display a list of JIRA issues in a page.

e JIRA Portlet Macro — Display a JIRA dashboard portlet in Confluence

¢ JUnit Report Macro — Display a summary of JUnit test results

e Layout Macros — Allows display content in multiple columns.

¢ Noformat Macro — Displays a block of text in monospace font

e Recently Updated Content Macro — Include a list of which Confluence content has changed recently

e RSS Feed Macro — Displays the contents of an RSS feed.

e Search Macro — Search Confluence, and include the results in the page

e Space Details Macro — Include the summary of a Confluence space in the page

e Spacegraph Macro — Displays a chart of the pages in a space and their connections.

e Spaces List Macro — Displays a list of all spaces visible to the user

e Userlister Macro — Display a list of Confluence users, from an optional group

¢ Welcome Message Macro — Include the Confluence site welcome message.
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Attachments Macro

This page last changed on May 14, 2006 by tom@atlassian.com.

Attachments Macro

Usage: {attachments:patterns=pattern,
...|old=true/false|sortBy=name/size/date|upload=true/false}
the patterns, old and sortBy arguments are alll
optional

Description: Show a list of attachments belonging to the
current page.
Optionally filter attachments by name, optionally
include old attachments, optionally allow uploads
of new attachments.

Example:
{attachnments: patterns=. *j pg,.*gi f| ol d=true| sort By=dat e}

Input: patterns An optional comma separated list of
regular expressions, any of which must match a
complete file name for it to included in the output
of the macro. Note that the patterns are regular
expressions, so to match a file suffix of 'jpg', use
-*jpg, not *.jpg.
old An optional true/false value which determines
whether to show old versions of attachments.
False by default.

Output: A list of attachments belonging to the current
page.

Bundled with Confluence?: Yes
Here's a detailed tutorial on regular expressions, but often you just need to know that '.' matches any

character and "' matches zero or more occurences of the preceding character. So '." in a regular
expression matches anything (including nothing).

The regular expression pattern 'a.jpg' will match 'a123.jpg’, 'axxxxxxxxjpg' or 'ajpg'. The regular
expression '.*handout.' would match 'Biology handout number one.doc', 'Chemistry handout2.txt' or
'handout'.
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Blog Posts Macro

This page last changed on Feb 10, 2006 by gfraser.

Blog Posts Macro

Usage:
{bl og- post s: 1}

Description: Lists the most recent blog entries in the space.

Example: || Eriday, March 5, 2004

RC6 release and new docs
Last changed May 23, 2006 02:04 by David Soul

Confluence 1.0 RC6 was released today. You can
read the full details of what's new in the release
notes online, or download it here®.

There are also some new documents online which
will be of use to different users:

e How to delegate user management in
Confluence 1.0 to JIRA

e Frequently Asked Questions (updated)

e Configuring a MySQL Datasource in Apache
Tomcat (a recommended change for anyone
using Confluence with MySQL)

e Where Is My ConfluenceHome Directory?

e Redirect users straight to space home page
after successful login

We hope you enjoy Confluence, and welcome your
feedback on this new release!

Posted at 05 Mar @ 2:48 AM by /|, Mike
Cannon-Brookes | [ 0 comments | Edit

Arguments: 1: The number of posts to display
content:

Output: A listing of blog posts the number of which
determined by input

Bundled with Confluence?: yes
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Children Display Macro

This page last changed on Nov 22, 2005 by tom@atlassian.com.

Displays the children and descendants of the current page.

Usage:

{children?}

OR

{children:page=a_page_title}

OR

{children:all=true}

OR

{children:depth=a_depth}

OR
{children:depth=_a_depth_|style=heading_style}
OR

{children:_sort=<mode> |reverse=<true or false>}

parameter Required Default
page no the current page
depth no none
style no none
excerpt no false
sort no title
reverse no false

Description

Specify which page to
display children for

Specify the depth of
descendents to display

One of "h1", "h2" ....
"h6" - displays children
in a contents view

Display the child pages'
excerpts (if they exist)

The 'sort' attribute is
an optional attribute
that allows you to
configure how the
children are sorted.
Specify 'creation' to sort
by content creation
date, 'title' to sort
alphabetically on title
and 'modified' to sort of
last modification date.

Use the reverse
attribute to optionally
reverse the sorting.

If the page parameter is '/', then the macro will list all the current space's "top level" pages -

those without parents. If the page parameter is a space key followed by a

colon (e.g {children:page=DOC:?}), then the top level pages of that space will be listed.
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Example 1:
{children:all=true}
gives:

e Child Page 1
° Grandchild Page
e Child Page 2

Example 2:

A depth of 1 will only display the first generation descendents of the current page. That is it will only
display the direct children of the current page.

{children:depth=1}
gives:

e Child Page 1
e Child Page 2

Example 3:

A style of "h3" will display the page's direct children as level 3 headings, with their children as lists below
the headings. Very useful for quickly generating a contents page

{children:all=true|style=h3}

gives

Child Page 1

e Grandchild Page

Child Page 2
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Child Page 1

This page last changed on Jan 19, 2004 by dave@atlassian.com.
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Grandchild Page

This page last changed on Mar 18, 2004 by mike@atlassian.com.

This is the grandchild page!
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Child Page 2

This page last changed on Jan 19, 2004 by dave@atlassian.com.
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Code Block Macro

This page last changed on Jan 24, 2005 by cmiller.

Allows you to display code in your document with the appropriate syntax highlighting.

Usage:

{code:language} ... code ... {code}
OR

{code} ... java code ... {code}

Parameter Required

language no

Example 1: Java
{code}
public String getFoo()

{

return foo;

b
{code}

gives:

Java

Description

Specify the
programming language.
Currently supported:
Java, XML and SQL.

public String getFoo()
{

}

return foo;

Example 2: XML

{code: XML}

<test>

<another tag="attribute"/>
</test>

{code}

gives:

<t est>
<anot her tag="attribute"/>
</test>
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Color Text Macro

This page last changed on Jan 24, 2005 by cmiller.

Change the color of a block of text.

Usage:
{color:mycolor} ... text ... {color}

Parameter Required

mycolor yes

Example:
{color:red}red{color}
{color:orange}orange{color}
{color:yellow}yellow{color}
{color:green}green{color}
{color:blue}blue{color}
{color:purple}purple{color}
{color:violet}violet{color}

{color:003366}#003366{color}

gives:

red
orange
yellow
green
blue
purple
violet

#003366
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Default

none

Description

color of text. You can
use names for common
colors or use the hex
code for a more specific
color
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Create Space Button Macro

This page last changed on Jan 24, 2005 by cmiller.

Create Space Button

Usage: {create-space-button: size=large | width=32 |
height=32%}

Description: Renders a create space button linked to the create
space page.

Example: {create-space-button}

Input: size=small (size of 'small' uses a smaller graphic,

whereas size of 'large' uses a larger one) \
height=x (pixel height in pixels) \ width=y (width

in pixels)

Output: a create space icon linked to the create space
page

Bundled with Confluence?: Yes

Since: 1.4 DR2
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Dynamic Tasklist Macro

This page last changed on Jan 03, 2007 by david.soul@atlassian.com.

Usage:

Description:

Example:

Input:

Output:

Bundled with Confluence?:

Install Instructions

{dynamictasklist:tasklist name}
Displays a dynamic task list which can be modified

in View mode.

{dynami ct askl i st : Shoppi ng}

optional task list name, defaults to no visible
name.

A task list on the page.

Yes

Users must upgrade to JDK 1.5 before installing the plugin.

This plugin must be installed using ant, it cannot be uploaded. If you are having problems, ensure that

you have installed it using the command ant -Di i brary=dynami ct askl i st

i nstall and that there is no

dynamictasklist.jar or plugins-dynamictasklist.jar file in your <confluence home>/plugins directory, and
only a plugins-dynamictasklist.jar, not a dynamictasklist.jar in your WEB-INF/lib directory.

JDK Upgrade Problem

If you are using JDK 1.4 or earlier, tasklist content created while must be manually transferred into a new
list when you upgrade your JDK. New users can avoid this by upgrading to JDK 1.5 before installing the

plugin.

Example Tasklist Screenshot:

Here is a screenshot of what the dynamic tasklist looks like:

Tasks: thingsToDo Y
@ (tom) Apples (del)

@ (tom) Bananas (del)

£3 Mangos (del)

Add Task: (add’

Live Example
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Below is a live example of the dynamic task list in operation. Play with it! Add new tasks, complete or
uncomplete tasks, grab the handles on the right hand side to reorder your tasks.

| Tasks: To Do :

o @ () Ikjlkilkj (del)

e @ () khk (del)

e & () oaocaoaoa (del)
e & (O [a] (del)

o @ () k(del

e @ () test5 (del)

« & () oppopopo (del)
e & () boo ya (del)

e [ was (del)

e [ atest (del)

e & () compra roupas (del)
e [ zuztuzu (del)

Add Task:
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Flowchart Macro

This page last changed on Dec 12, 2005 by tom@atlassian.com.

Flowchart Macro

Usage: {flowchart}

Description: Allows display of flowcharts or other diagrams
composed of shapes joined by lines.

Example:
{flowchart}
A->B
{flowchart}
Input: none
Output: An image of the diagram.
Bundled with Confluence?: Yes

This macro is shipped with Confluence as source, to use it you need to build the 'graphviz' plugin. To do
this, you need to install ant and run the command:

ant -Dlibrary=graphviz install

from the plugins directory.

This macro requires that GraphViz is installed. You should perform the default installation for your
operating system. If installing on Windows, restart your computer after the installation.

Make sure that your PATH includes the directory containing the graphviz 'dot' executable, and that
Confluence has been restarted so that it 'sees' the new PATH.

On Windows, you set the path in the Control Panel, under System Properties, Advanced, Environment
Variables. Choose the system variable 'Path' and make sure that C:\Program Files\ATT\Graphviz\bin is
included (assuming you installed Graphviz in the default location).

After setting this you will need to restart Confluence so that Confluence sees the new PATH value.

On Linux or Unix, make sure that the user who runs Confluence has a PATH which includes the directory
that 'dot' has been installed into.

For details on composing diagrams, see the GraphViz Documentation.

FAQ
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Question:

I get the following errors, how can I fix it?

flowchart: No useable executable name defined in graphviz.properties
graphviz: No useable executable name defined in graphviz.properties
spacegraph: No useable executable name defined in graphviz.properties

Answer:

If you haven't restarted Confluence since you installed graphviz, do that first.

Make sure that your PATH includes the directory containing the graphviz 'dot' executable, and that
Confluence has been restarted so that it 'sees' the new PATH.

On windows, you set the path in the Control Panel, under System Properties, Advanced, Environment
Variables. Choose the system variable 'Path' and make sure that C:\Program Files\ATT\Graphviz\bin is
included (assuming you installed Graphviz in the default location).

After setting this you will need to restart Confluence so that Confluence sees the new PATH value.

On Linux or Unix, make sure that the user who runs Confluence has a PATH which includes the directory
that 'dot' has been installed into.

From Confluence 1.5DR2 onwards you can use URL="..." attributes and the macro will generate
an image map. You can use Confluence links, so URL="[ SonePage] " will link to the page
SomePage.
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Gallery Macro

This page last changed on Oct 15, 2006 by ivan@atlassian.com.

Gallery Macro

Usage:
{gallery:colums=3\|title=Exanple Title}
{gal l ery}
Description: Forms a thumbnail gallery of all images attached
to a page
Example:
{gallery:colums=3\|titl e=Exanple Title}
{gal l ery}
Input: optional: columns=<int n> |title=<title string>
Output: a thumbnail gallery with the number of columns
specified (default 4) and a heading for the title
parameter
Bundled with Confluence?: yes

Note - if you encounter the following error message:

System does not support thumbnails: no JDK image support

Ensure that you have following system property available for your JVM:

JAVA OPTS=-Dj ava. awt . headl ess=true

Also see CONF-1737

=

Please note that gallery-ext.jar is available at CONF-6620
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Global Reports Macro

This page last changed on Jan 24, 2005 by cmiller.

Global Reports Macro

Usage: {global-reports: width=x}

Description: Renders a list of links to global reports within a
table of width x (defaults to 99%).

Example: {global-reports} (arguments are optional)

Input: width=x

Output: A table of links leading to global reports

Bundled with Confluence?: Yes

Since 1.4 DR2
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IM Presence Macro

This page last changed on May 18, 2005 by daniel@atlassian.com.

The IM presence macros allow you to show a graphic indication when someone is online.

The supported systems are

1. Yahoo!
2. AIM
3. ICQ

Yahoo! Presence Macro

Usage:

Description:

Example:

Input:

Output:

Bundled with Confluence?:

Since:

AIM Presence Macro

Usage:

Description:

Example:

Input:

Output:

Bundled with Confluence?:

Since:

ICQ Presence Macro
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{yahoo:yahoolD}

Show a graphic indication of when someone is
online

{yahoo: nyYahool d}

yahoolD: is required and should be a valid Yahoo!
account ID.

An image indicating the online status of the
specified user. eg: [&)onine Mow| or [Einet enfine |

Yes

1.4

{aim:screenname}

Show a graphic indication of when someone is
online

{ai m nyScr eenNane}

screenname: is required and should be a valid AIM
screen name.

An image indicating the online status of the

specified user. eg: or

Yes

1.4
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Usage: {icq:icgnumber?}

Description: Show a graphic indication of when someone is
online

Example:
{icq: 12345678}

Input: icqnumber: is required and should be a valid ICQ
UIN.

Output: An image indicating the online status of the
specified user. eg: m or h

Bundled with Confluence?: Yes

Since: 1.4
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Include Page Macro

This page last changed on Feb 12, 2007 by mryall

Summary

Inserts the contents of the specified page into the current one.

Usage

{i ncl ude: Sorme page}

{i ncl ude: spaceKey=KEY| pageTi t | e=Anot her page}

Parameters
Parameter Required Default Description

(default) yes, if no pageTitle none Name of a page in the
parameter current space to include

pageTitle yes, if no default none Name of a page to
parameter include

spaceKey no current space Key for space which has

the page
Notes

Users without permission to view the included page will see an error that the page could not be found.

A page cannot include itself or a page that includes itself. An error message will be displayed if this
occurs.
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JIRA Issues Macro

This page last changed on Jan 04, 2007 by david.soul@atlassian.com.

You can embed a JIRA issue into your Confluence page. This page covers parameters available when

calling the macro.

Usage:
Description:
Input:
Output:

Bundled with Confluence?:

{jiraissues:url=jira_rss_url|columns=columns}
Display a list of JIRA issues in a page.
See parameters table below.

Nice looking list of issues in a Confluence page

/]

Setup Notes

1. HTTPS

The JIRA issues macro can access a JIRA instance running under SSL as long as the Confluence server is

set to accept the JIRA SSL certificate.

2. JIRA 3.7 Link Format Change

As a result of RSS feed improvements, the JIRA Issues Macro differs between JIRA 3.6 and 3.7.

This is not an issue for users running the latest versions of Confluence and JIRA. However, users using
Confluence versions older than 2.2.10 to access JIRA 3.7 must upgrade Confluence or patch the JIRA

issues macro to handle the 3.7 format.

Confluence JIRA
2.2.10, 2.3 Any version (V]

Older than 2.2.10 3.7 (%]

Older than 2.2.10 Older than 3.7 (V]

Using The JIRA Issues Macro

See the User Guide entry.

Document generated by Confluence on Feb 22, 2007 18:13

OK

Action Required
None

Stop Confluence, open
your Confluence install
directory and remove

the file
\VEB-INR\l'ib\jira3.jar.
Download the JIRA 3.7
version and rename it
tojira3d.jar

None
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JIRA Issue Parameters

The following parameters can be embedded in the macro call.

Parameter Required Default Description

url yes none The URL of the XML
view of your selected
issues in Jira Issue
Navigator.

columns no none a semi-colon delimited
list of jira column
names. Valid columns
are key, summary,
type, created, updated,
due, assignee, reporter,
priority, status and
resolution

count no false true will output the
number of issues in
JIRA, linking the count
to the JIRA instance

cache no on 'off' will refresh the
jiraissues cache, forcing
a reload on the page
before the display

baseurl no the header link to the
issue navigator will use
this base url (used
when Confluence
connects to Jira with a
different URL to normal
users)

tempMax no 20 limits the number of
results you get back.
This is the case even
when count is set to
true.

Example

This macro call requests a filter results from the Atlassian public JIRA instance:

{jiraissues:url=http://jira.atl assi an. com secure/ | ssueNavi gat or.j spa?vi ew=r ss&pi d=104708&f i xf or =10

pb50&sorter/

The filter results are embedded in the page as:
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Atlassian JIRA (3 issues)

T Key | Summary
@ CONF-497 Search includes old versions of
pages
@ CONF-496 Problem with rename
E‘| CONF-495 Problem with incoming links

Troubleshooting

For problems relating to the JIRA Issues Macro, click on your query below for the solution.

Issues Appear Out Of Date
Using cache with this macro it can be that you have stale data in you table. You can force a refresh of the
table by clicking the Refresh button in the top-right hand corner of the table.

Cannot Access Issues When JIRA Uses HTTPS
Check out Troubleshooting HTTPS or SSL-related Problems.

'Error Rendering Macro' or No Issues Are Displayed or Not All Issues Are Displayed

You must append a JIRA username and password to your JIRA issues filter URL. That JIRA user must also

have permission to view the all issues returned by the filter, otherwise they will be omitted. Please

append the os_username and os_password as described below so that

jiraissues:url=http://host.com secure/lssueNavigator.jspa?. .. becomes
jiraissues:url=http://host.conlsecure/lssueNavigator.jspa?...&0s_user nane=MYUSERNAME&OS _passwor d=MYF
where MYUSERNAME and MYPASSWORD are a JIRA login.

'Error rendering macro: java.io.IOException: Could not download'
You may need to configure Confluence to acknowledge your proxy server before it is able to download the
feed.

'Error rendering macro: java.io.IOException: Error on line -1: Premature end of file'

Did you select an existing JIRA filter? If you did, your issues filter URL will end with

...112345/ Sear chRequest - 12345. xml where 12345 is any humber. You should retry using a new and
unsaved filter.

Issue icons are not displayed
Check that you are using the correct macro version for JIRA.
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JIRA 3.7 Link Format Change

This page last changed on Jan 10, 2007 by sleberrigaud.

As a result of RSS feed improvements, the JIRA Issues Macro differs between JIRA 3.6 and 3.7.

This is not an issue for users running the latest versions of Confluence and JIRA. However, users using
Confluence versions older than 2.2.10 to access JIRA 3.7 must upgrade Confluence or patch the JIRA

issues macro to handle the 3.7 format.

Confluence JIRA
2.2.10, 2.3 Any version
Older than 2.2.10 3.7
Older than 2.2.10 Older than 3.7

Document generated by Confluence on Feb 22, 2007 18:13

Action Required
None

Stop Confluence, open
your Confluence install
directory and remove

the file
\VEB-INR\lib\jira3.jar.
Download the JIRA 3.7
version and rename it
tojira3d.jar

None
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JIRA Portlet Macro

This page last changed on May 11, 2005 by mike@atlassian.com.

Jira Portlet Macro

Usage:
Description:

Input:

Output:

Bundled with Confluence?:

Example

jiraportlet:url=
Display a JIRA dashboard portlet in Confluence

url=

http://jira.atl assi an. com secure/ RunPortlet.jd
portl et Key=com at | assi an. jira. plugin.system pg
descri pti on=St at s: %20Conf | uence%20( Ver si ons) &{
statistictype=fixfor&t enplate=/portlets/dashbg

Nice looking portlet in a Confluence page

yes

Statistics: Confluence (Fix For Versions (non-archived))

1 2.2
i 2.2.2
3§ 2.3-DR2
i 23
i 23.1

4y Buffy

Unscheduled

15

| 1%

27

| 1%

34

| 1%

2578

| 97%

How to find the URL for a JIRA Portlet
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http://jira.atlassian.com/browse/CONF
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=11631&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=11980&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=12240&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=11730&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=12552&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=12664&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=12551&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=11970&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=11150&pid=10470&resolution=-1
http://jira.atlassian.com/secure/IssueNavigator.jspa?reset=true&fixfor=-1&pid=10470&resolution=-1

Confluence needs a URL in order to retrieve JIRA portlets.

't If your JIRA instance requires you to log in, you must add
&0s_user nane=user nane&os_passwor d=passwor d to the end of the URL (substituting a valid JIRA
username and password) so that Confluence can log in to retrieve the portlet. This is a temporary
measure until we get Confluence and JIRA cross-authentication working more effectively.

1. Add the portlet you wish to include in Confluence to your JIRA dashboard (Once you have copied the
portlet's URL into Confluence, you will be able to remove from your JIRA dashboard)
2. Configure your dashboard

Atlassian JIRA

Confluence Stats Configure: OM JOFF  Manage Portal

3. Locate the portlet's direct link in the top-left corner

Project Statistics

[ Move to page: lﬂ (=5 ] qu';'” ﬁ

(Fix For Versions (non-archived))

Statistics: Confluerm

@133 44 EE 6%

3 14-DR3 24 W 3%

3 1.4-DR4 100 1%

% Hunter 35 4%

Unscheduled 665 I BER

4. Right-click on the link to copy it to your clipboard, and paste it into the {jiraportlet} macro

PoedSREE  Open Link in New Window P

Open Link in New Tah

(Note, the command for copying a link to the clipboard may differ in your browser)
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JUnit Report Macro

This page last changed on Jul 06, 2005 by tom@atlassian.com.

Display a summary of JUnit test results from a directory accessible from the Confluence server.

When generating reports, set ant formatter to "xml".

Usage:
{junitreport:directory=file:///*directory*/\}
OR

{junitreport:url=http://*host*/*path*\}

parameter Required Default Description
directory no none URI of a directory
containing your test
result files.
url no none URI of a particular test

result XML file.

reportdetail no 'fixture' Detail for report. Can be
‘all', 'fixture', 'summary’
or 'failuresonly’.

debug no false Show the content of
failures, as well as their
message.
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Layout Macros

This page last changed on Jul 12, 2006 by mryall.

Layout Macros

Usage:

Description:

Example:

Input:
Output:

Bundled with Confluence?:

{section} {column:width=30% }content{column}
{column:width=70%3}content{column} {section}

Allows display content in multiple columns.

{section}

{col um: wi dt h=30% Sone stuff goes
her e{ col um}

{col um: wi dt h=70% Sonme nore stuff goes
her e{ col um}

{section}

Any wiki content within columns
A column display of that content.

Yes

Layout macros allow you to define a {section} of the page that is divided into multiple {column}'s.

You must always define {column}s inside a {section}, or the macro will not work.

Optional parameters for the {section} macro:

e border - use {section:border=true} to draw the columns with borders around them. The default is

no border.

Option parameters for the {column} macro:

e width - use the width parameter to determine how wide each column should be. By default, the
columns are automatically resized to fit their contents.

Example:

{section}
{col um: wi dt h=30%
This is some _WKi
{col um}

Mar kup_

{col um: wi dt h=70%
This is sonme nore wi ki
{col um}
{section}

*mar kup*

Produces:
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This is some Wiki Markup This is some more wiki markup

And the same with {secti on: border=true}

This is some Wiki Markup This is some more wiki markup
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Noformat Macro

This page last changed on Jan 24, 2005 by cmiller.

Displays a block of text in monospace font.

Usage:

{noformat} ... text ... {noformat}

Example:

{noformat}
Hello World!
Hello Mike!

{noformat}

gives:

Hell o Worl d!
Hello M ke!
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Recently Updated Content Macro

This page last changed on Jun 14, 2005 by jens@atlassian.com.

Recently Updated Content Macro

Usage: {recently-updated: spaces=foo1,foo2 |
width=50% }

Description: Include a list of which Confluence content has
changed recently Content will be listed from the
current space or for each space defined in a
comma separated list (space = X, y). The list will
be rendered in a table with width matching the
width argument (width=z) or defaulting to 99%

Example: {recently-updated} (arguments are optional)

Input: spaces= X, y | width=z

Output: a table of width z, listing recently updated content
for spaces x and y

Bundled with Confluence?: yes

Since 1.4 DR2
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RSS Feed Macro

This page last changed on Nov 17, 2005 by jens@atlassian.com.

Displays the contents of an RSS feed. RSS is an Internet standard for syndicating news, and is used by
many news sites and weblogs.

Please note that updates are only retrieved after at least an hour has elapsed since the last update.

Usage:
{rss:url=my_rss_url}

Parameter Required Default Description
my_rss_url yes none the url to the RSS feed
max no none Maximum entries to be

displayed
showTitlesOnly no false Show only the title of
the enrty
Example:

{rss:url=http://feeds.feedburner.com/AtlassianDeveloperBlog}

gives:

Atlassian Developer Blog (rss_2.0)
Auto-linking interesting text in support cases
A lot of technical support work is basically pattern-matching, and memorizing. You see a stacktrace,
remember vaguely having seen it before, and hunt around until you find the earlier case. Here is a typical
example, with MySQL breaking with a...
Six Days in a Leaky Boat
"It's a fine line between pleasure and pain", so sang the Divinyls. I can't quite remember what the song
was about, but they were probably singing about Ajax. A plethora of libraries in the last year has meant
it's never...
US Davylight Savings changes in 2007
In 2007, the US has planned a change to it's daylight savings time schedule. This may cause problems
with Java applications (such as JIRA and Confluence) that rely on dates and times. The effect of this will
be that times...
Bamboo Saves JIRA a Headache
Last Friday a code check-in was made that made JIRA functional tests fail only in Standard and
Professional editions. If it was not for Bamboo, we would not have picked that up until midnight on Friday
(for a while we...
Bamboo 1.0 Released
The Bamboo team is proud to announce the launch of Bamboo 1.0, Atlassian's Continuous Integration
and Build Telemetry Server. After much blood, sweat and beers tears, 1.0 is out the door! You can take it
for a spin from our...
Integrating Crowd with Apache and Subversion
Internally we have started migrating most of our applications to use Crowd as a central location for
authentication and authorization information along with single sign-on (SS0O). One of the applications that
had been escaping us was getting Subversion integrated --...
Portlets and Confluence
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http://feeds.feedburner.com/~r/AtlassianDeveloperBlog/~3/91800697/portlets_and_confluence.html

Recently, I was charged with the task of creating a portlet that would interact with Confluence. The idea
was to see how difficult it is, to make a Proof of Concept (ideally, something useful), and to generate a
bunch of...

Using XMLTask for Maven and Ant

I just thought I should share this great little gem I stumbled across last week when I was faced with this
Crowd Issue. After a few quick searches on Google I came across this great little Ant library, XMLTask.
After...

Do your math homework in Confluence

Me, I pretty much hated math in high school. But apparently lots of other people really like it. In fact,
they like math so much that they want to put it in Confluence. Formulae, equations, diagrams, you name
it. This...

Introducing Wikipatterns.com

The biggest challenge you face after first deciding to use a wiki is getting all of your coworkers to use it
too. Some organisations have been extremely effective at getting mass participation on their wikis,
others not so much. How...

Preventing Concurrent Operations

Some operations you don't want to run concurrently for various reasons. Here's a simple technique for
preventing them.

New Plugin Library Homepages

With as many plugins as we have these days, the plugin library homepages were starting to get a little
out of hand. So I decided to simplify things a little bit and simultaneously highlight some of our most
valuable plugins....

WebDAV in Confluence

Confluence can now function as a full WebDAV server.

Recommended upgrade to the Plugin Repository Client

Just a quick note to let everyone know that we've released a small upgrade (1.3.1) to the Plugin
Repository Client. The new version recognizes the Atlassian-bundled plugins and does not attempt to
uninstall them. (Confluence doesn't allow it, and attempting...

Code Signing the JIRA installer

So we started work on the JIRA installer for Windows this week. Amongst the heap of tasks involved in
this activity, there was one little task labeled 'Get code-signing certificate to stop windows warning about
security of unknown publisher' with...
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Search Macro

This page last changed on Sep 10, 2005 by cmiller.

Search Confluence, and include the results in the page. The search macro behaves identically to
Confluence's built-in site search.

Usage:

{search:my_query}

OR
{search:my_query|maxLimit=maxLimit}

Parameter Required Default Description

query yes none search query (what you
enter in the search box)

maxLimit no none sets the maximum
number of search
results to return

type no all except mail sets the kind of content
to search

spaceKey no none Limit the search to the
contents of a particular
space

Available types:

type parameter Will search:
all all content, including mail
page only pages
blogpost only news
mail only mail
attachment only attachments
comment only comments
userinfo only user profiles
spacedesc only space descriptions

Supplying no type will result in the search returning results from all content except mail.

Example:
{search:confluence|maxLimit=5}

gives:

Found 10101 search result(s) for confluence (Display limit: 5)
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Confluence Community (Space Description)

space is for discussing ideas, new features and suggestions for Confluence. null
Sep 26, 2005

Labels: confluence

Confluence 2 User Guide (Space Description)
User Guide for Confluence version 2

Jan 02, 2007

Labels: confluence,

Offline Confluence Editor (Atlassian Developer Network)

Offline Confluence Editor High Name Offline Confluence Editor Author(s) Priority High Description See also
CONFEXT:TimTam

Nov 29, 2006

Labels: confluence

Confluence (Space Description)
Dec 14, 2005
Labels: confluence, restoring-data

Confluencer (Confluence Extension)

Name Confluencer Version 0.1 beta 4 Product Versions Author(s) Jinwoo Min Homepage
http://sf.net/projects/confluencer Price $0 License not yet JavaDocs none IssueTracking none Download
JAR none Download Source none ...

Oct 02, 2006

Labels: plugin, soap, xmlrpc, remote api, delphi ... 4 more labels.
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Space Details Macro

This page last changed on Sep 04, 2006 by ivan@atlassian.com.

Space Details Macro

Usage: {space-details: width=x}

Description: Include the summary of a Confluence space in the
page. Renders space details within a table with
width specified by width argument or defaulting to

99%.
Example: {space-details} (width argument is optional)
Input: width = x
Output: a table holding the current's space's details
Bundled with Confluence?: Yes
Since 1.4 DR2

You may also be interested in Spaces List Macro
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Spacegraph Macro

This page last changed on Aug 07, 2005 by tom@atlassian.com.

Spacegraph Macro

Usage: {spacegraph:space key}

Description: Displays a chart of the pages in a space and their
connections.

Example:
{spacegr aph: ds}
Input: optional space key, defaults to space of current
page.
Output: A chart of the space.
Bundled with Confluence?: Yes

This macro requires that GraphViz is installed. You should perform the default installation for your
operating system. See the Flowchart Macro for Graphviz configuration information.

For details on composing diagrams, see the GraphViz Documentation.

This macro is shipped with Confluence as source, to use it you need to build the 'graphviz' plugin. To do
this, you need to install ant and run the command:

ant -Dlibrary=graphviz install

from the pl ugi ns directory.
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Spaces List Macro

This page last changed on Sep 04, 2006 by ivan@atlassian.com.

spaces-list Macro

Usage: {spaces-list:width=<width_variable>}

Description: Displays a list of all spaces visible to the user, with
linked icons leading to various space content
functionality, within a table. The width parameter
expresses the specifies the table on the page.

Example:
{spaces-1ist:w dt h=40%
Input: width
Output: a list of spaces
Bundled with Confluence?: yes
Since: 1.4 DR2

You may also be interested in Space Details Macro
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Userlister Macro

This page last changed on Jun 21, 2005 by cmiller.

Userlister Macro

The Userlister macro has been updated for the Confluence 1.4 release to provide a greater range of
flexibility. For convenience, the 1.3 Userlister usage documentation is provided below.

Usage:

Description:

Example:

Input:

Output:
Bundled with Confluence?:

Since:

Examples:

o {userlister} List all users

{userlister:groups=group,...|online=true/false}

Display a list of Confluence users, from an optional
set of groups

{userlister:groups=confl uence-users|online=try

groups: is an optional comma separated list of
group names

online: is an optional true/false value to filter the
users based upon there online status

Displays a table of user names and emails
Yes

1.4

o {userlister:groups=confluence-users} List all users in group conf | uence- users

o {userlister:groups=projectl,project2} List all users in group proj ect 1 or proj ect 2

o {userlister:online=true} List all users currently online (may not be 100% accurate)

o {userlister:groups=confluence-users|online=true} List all currently online users in group

confl uence-users

1.3 Userlister Macro usage documentation

Usage:

Description:

Example:

Input:

Output:
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{userlister:group-name}

Display a list of Confluence users, from an optional
group

{userlister:confluence-users}

a group-name is optional and will restrict the user
list to members of that group

Displays a table of user names and emails
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Bundled with Confluence?: Yes

Since: 1.3
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Welcome Message Macro

This page last changed on Jan 24, 2005 by cmiller.

welcome-message Macro

Usage: {welcome-message}

Description: Include the Confluence site welcome message. The
site welcome message may be configured in the
Adminstation -> General Configuration section.

Example:

{wel cone- nessage}
Input:
Output: The site welcome message
Bundled with Confluence?: Yes
Since: 1.4 DR2

Document generated by Confluence on Feb 22, 2007 18:13 Page 193



Performance Tuning

This page last changed on Jan 25, 2007 by donna@atlassian.com.

Like any server application, Confluence may require some tuning as it is put under heavier use. We do
our best to make sure Confluence performs well under a wide variety of circumstances, but there's no
single configuration that is best for everyone's environment and usage patterns.

If you are having problems with the performance of Confluence and need our help resolving them, you
should read this document: Requesting Performance Support

Built-in Profiler

You can identify the cause of page delays using Confluence's built-in profiler according to Troubleshooting
Slow Performance Using Page Request Profiling.

Choice of Database

The embedded database that is provided with Confluence is meant only to be used for evaluation, or for
low-volume Confluence sites. Once your site grows, you will almost certainly need to switch to an
external relational database management system. Beyond this, we do not recommend any particular
RDBMS over another. We recommend using what you are familiar with, because your ability to maintain
the database will probably make far more difference to what you get out of it than the choice of database
itself.

Antivirus Software

Antivirus Software can greatly decrease the performance of Confluence. Antivirus Software that
intercepts all access to the hard disk is particularly detrimental, and may even cause errors with
Confluence. If possible configure your software to ignore the Confluence home directory, or at least its
index directory.

Database Indexes

If Confluence is running slowly, the most likely cause is that there is some kind of bottleneck in the
database.

If you have the luxury of access to a DBA, it would be worthwhile having her tune the database
specifically to the demands that your particular Confluence installation is placing on it. If you do not have
a DBA, you may want to consult the database indexing advice that we have been gathering from
customer reports and our own experience running and developing Confluence. The instructions on that
page are for Oracle, but most of the indexes can be applied to (and will help with) any database.

(These database indexes are now created automatically when Confluence is installed, but existing
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installations upgrading to a more recent version may still need to add them manually)

Cache Tuning

To reduce the load on the database, and speed up many operations, Confluence keeps its own cache of
data. Tuning the size of this cache may speed up Confluence (if the caches are too small), or reduce
memory (if the caches are too big). Future versions of Confluence will allow you to tune the size of this
cache from within the web application, but for now it is entirely configured from the file

confl uence/ VEB- | NF/ cl asses/ ehcache. xni .

There is also cache status page provided with Confluence. It is not linked from anywhere in the interface,
but administrative users can access it at the url

http://your.confluence.install.exanple.conm adni n/ cachestatistics. action. This page will show
you the size of each cache, and its hit ratio.

Important Caches

e com atl assi an. confl uence. core. Cont ent Enti t yObj ect should be set to at least 20-30% of the
number of content entity objects (pages, comments, emails, news items) in your system.

e com at | assi an. confl uence. core. Cont ent Enti t yObj ect . bodyCont ent s should be set to at least
20% of the number of content entity objects (pages, comments, emails, news items) in your
system.

e com atl assi an. confl uence. security. Perm ssi onCheckDi spat cher.isPermtted() should be set
to at least the number of concurrent users you expect to access Confluence at the same time

e com atl assi an. confl uence. user . Def aul t User Accessor . deact i vat edUser s must be set to at
least the number of users with USE_CONFLUENCE permission (don't worry, it only takes up a few
bytes per user)

e com at | assi an. confl uence. security. SpacePer mi ssi on should be set to the number of space
permissions in your deployment (a good rule of thumb is 20 times the number of spaces)

The following are more specific performance problems that can be resolved from tuning the cache.

"Edit Page" screen takes a long time to load

If you're installation of Confluence is suffering from this problem, it may be due to a insufficient
SpacePermissions cache size. To address this problem, first determine the number of space permission
objects in your Confluence instance. You can do this by running this query against your database:

> sel ect count(*) from SPACEPERM SSI ONS

Now locate the cache entry for SpacePermissions in your ehcache. xni file. It looks like this:

<cache name="com at | assi an. conf| uence. security. SpacePer ni ssi on" maxEl ement sl nMenor y="10000"
eternal ="fal se" tineTol dl eSeconds="3600" ti meToLi veSeconds="0" overf| owloDi sk="fal se" />

Adjust the maxElementsInMemory property to the number of space permissions you have (in the
example above, I've used 10000). Also, just as important, you need to adjust the timeToLiveSeconds
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property to 0.

Note: 10K of space permissions consumes approximately 8MB of memory. Please ensure there is enough
memory allocated to your instance to cater for this.

Use a web server

For high-load environments, performance can be improved by using a web server such as Apache in front
of the application server. There is a configuration guide to running Confluence behind Apache.

When configuring your new web server, make sure you configure sufficient threads/processes to handle
the load. This applies to both the web server and the application server connector, which are typically
configured separately. If possible, you should enable connection pooling in your web server connections
to the application server.
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Configuring a Large Confluence Installation

This page last changed on Jan 24, 2007 by noam@atlassian.com.

Deploying any application to several thousand users requires care and planning, expecially if those users
are going to be relying on the application to get their work done.

General Advice

Staged Rollout

Do not try to deploy Confluence immediately to your whole organisation. Instead, roll it out department
by department, or project by project.

How Confluence will scale given a particular software and hardware configuration depends very much on
how Confluence is likely to be used in your organisation. Launching Confluence to everybody at once may
seem like a neat idea, but it also means that any problems you might experience scaling the system up
to your entire organisation will hit you all at once, annoy everyone and possibly hurt adoption.

Rolling Confluence out gradually will give you the chance to tune it as you go, resulting in a much more
painless experience. There will also be organisational advantages: you can identify those teams or
projects who are most likely to be successful 'early adopters', and those teams can experiment with how
best a wiki might suit your organisation, and pass on their 'best wiki practices' as usage of Confluence
expands.

Configuring your Application Server, Web Server and Database

Because Confluence can be deployed in so many server combinations, we do not currently have guides on
the best tuning parameters for each individual server. We will be happy to provide support, however. If
you have any tuning parameters that you find particularly useful for Confluence instances, feel free to
share them with other Confluence users in the Confluence Community space.

Things to Keep an Eye On

Memory Usage

The Java virtual machine is configured with a "maximum heap size" that limits the amount of memory it
will consume. If Confluence fills up this maximum heap size it will run out of memory, and start behaving
unpredictably. You can keep track of Confluence's memory usage from the System Information screen of
the administration console:
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Java VM Memory Statistics

Total Memory 313 MB
Free Memory 140 MB
Used Memory 173 MB

Memory Graph N 45 % Free

This example shows that, at the time of writing, confluence.atlassian.com is using 173MB of an allocated
313MB of heap. (The JVM was configured with a maximum heap size of 450MB, but this information is not
available in the graph. The 313MB figure shows that the full 450MB of heap has not yet been needed)

Database Connection Pool

Confluence will need a database connection for each simultaneous user connection to the server. It is also
a good idea to have 5-10 connections spare for Confluence internal processes such as backups,
re-indexing or daily notification jobs.

Running out of pooled connections will cause the server to slow down as more users are waiting for a
connection to be freed before starting their own request, and will eventually cause visible system errors
as Confluence times out waiting for a database connection.

If you are using Confluence's internal connection pool, you can increase the number of available
connections by modifying the hi ber nat e. c3p0. nax_si ze property in

{confl uence_hone}/ confl uence- cf g. xnl , and restarting Confluence. Make sure you have also
configured your database to be able to support that many simultaneous connections.

Cache Sizes

The Performance Tuning page includes some useful rules of thumb for configuring the sizes of
Confluence's internal caches.
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Confluence Performance Enhancement

This page last changed on Oct 24, 2005 by jnolen.

One of our current tasks is improving Confluence's performance, in time and space. This page lists some
of the things we've done to speed up Confluence, and to reduce its memory footprint.

e Creating Memory Leaks with Spring
e Filtering Regular Expression Application
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Creating Memory Leaks with Spring

This page last changed on Oct 24, 2005 by jnolen.

I've spent the last few days looking at Confluence's memory footprint.

The biggest win so far (besides turning off all the caches @) has been in Spring. Confluence uses

dependency injection everywhere, both for its services and to initialise short lived objects like xwork
actions. It seems that Spring doesn't directly cater for the latter use, and is very easy to misuse if you
aren't careful.

Spring keeps track of dependencies between the beans it manages, so if you inject bean A into bean B,
Spring will record the fact. Spring will call B.setA(A) of course, to perform the injection. Then it adds the
name of B to the list of beans which depend on A, so that during shutdown it can remove B before A.

Confluence autowires beans using the Def aul t Li st abl eBeanFact ory. aut owi r eBeanPr operti es()
method. This assumes that the bean is a singleton, and registers it. It also doesn't check whether the
bean it is registering is already a dependent of the bean being injected. So the linked list of dependencies
grows with every page view. Five hundred views go it up to almost 10MB!

Spring does allow non-singleton beans, and it understands that they shouldn't be registered as
dependents, but DefaultListableBeanFactory doesn't provide a way of autowiring a non-singleton bean.

I created a new factory to do the job:

private static class BucketListabl eBeanFactory extends Def aul tLi st abl eBeanFact ory
publ i c Bucket Li st abl eBeanFact ory( Appl i cati onCont ext context)

super (cont ext);

public voi d aut owi reNonSi ngl et onBeanProperti es(Obj ect existingBean, int autow rehMde,
bool ean dependencyCheck)
t hrows BeansException

if (autow reMbde != AUTON RE_BY_NAME && aut owi reMbde != AUTOWN RE_BY_TYPE)

throw new ||| egal Argument Excepti on("Just constants AUTOW RE_BY_NAME and
AUTOW RE_BY_TYPE al | oved") ;

}
Root BeanDef i ni ti on bd = new Root BeanDefi ni ti on(exi sti ngBean. getd ass(),
aut owi r eMbde, dependencyCheck) ;
bd. set Si ngl et on(fal se);
popul at eBean( exi sti ngBean. get Cl ass() . get Nane(), bd, new
BeanW apper | npl (exi sti ngBean));
}

}

That's just a copy of aut owi r eBeanPr operti es(), with the addition of a call to set Si ngl eton().

Confluence's calisthenics and orthodontia is under way. Soon we'll be running light without overbyte!
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Filtering Regular Expression Application

This page last changed on Oct 24, 2005 by jnolen.

Confluence uses (mostly) regular expressions to convert wiki style markup into html. These are simple to
write, fairly simple to compose (that is, you can add another regular expression which gets applied on top
of the ones you already have), and most importantly, are forgiving.

It wouldn't be too hard to write a grammar expressing the markup language, but when a user enters
markup which the system doesn't understand, you need to fail softly — not throwing away any input, and
not presenting the user with an error message. The mechanics of the markup process must be invisible to
the user.

Regular expressions can be expensive to apply - for instance, when viewing a 100 line page in
Confluence 1.4, 17% of the CPU time used during the request is used in
java. util.regex. Matcher.replaceAl ().

A typical regular expression is

"(MNNS)---(\\s| )"

which finds

and replaces it with an emdash,
&#8212;
which renders as — .

It's simple to see when this regular expression certainly doesn't apply to some wiki text — when that text
doesn't include

You can do an analagous test for each of our many regular expressions, just look for a constant part of
the regex. Of course, the existence of the constant part is a necessary, not a sufficient condition to know
that the regex will match, but it works well enough to be worthwhile.

A simple

wi ki Text.indexOf (constantPart) > 0

check before each application of a regular expression reduces that 17% to 9%, on a page of 100 lines
which has bold and italic markup on every other line.

It's interesting that r epl aceAl | () doesn't try that itself. Presumably its optimised for the case when the
string you give it does match the expression, which is probably the most common situation.

A very simple but worthwhile saving. The only situation we need to worry about is if many of the lines in
our pages have many types of markup on them, because then we not only pay for the repl aceAl | (), but
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also pay for the i ndexOf .
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How Adaptavist Runs Confluence

This page last changed on Sep 19, 2006 by brendan.patterson@gmail.com.

Key information about performance tuning and how Adapatavist runs many instances of Confluence. This
was posted to the mailing list but not captured in the forums so I wanted to copy it here:

Confluence Performance Recommendations from Adaptavist

Hi,

> 1) Opterons - for better or worse, we're solely an Intel shop at this point (i.e. I'll get some resistance
going down the AMD path). It seems like the latest Woodcrest Xeons have caught up with the Opterons
performance-wise (although AMD was smacking around Intel for a while before that). Have you the
Woodcrest Xeons at all? (I'm guessing at this point you're probably just interested in pursuing an Opteron
path but figured I'd ask.)

We found the Opterons are perfect for running multithreaded apps - especially when running lots of
Confluence / JIRA installs on a server in their own Resin containers. In addition, the Opterons use a less
electrical power than their Intel counterparts which reduces our energy bills - for that reason we've not
tried the Woodcrest chip yet. The chassis used for Opteron chips is also more established than the
Woodcrest counterpart and is thus cheaper at the moment and has more options. Any dual-core will likely
give better results, but you'll obviously need your OS and other software on the server to be set-up to
take advantage of them.

> 2) Resin vs. Tomcat - would you mind guessing at performance numbers from what you've seen? In a
ton of Googling, it seems like people are saying that Tomcat was slow back with 4.x but got much faster
with 5.x and even more with 5.5.x. See the comments in the first link.

Resin, properly configured, is still faster @ In addition, it uses a lot less RAM (important when you have

50 web apps in their own containers). We spent a lot of time super-fine-tuning Resin (about 4 months if
memory serves - huge thanks to Caucho and the chaps at BeJUG) to run Confluence very nicely indeed. I
can't vouch for it's speed with regards to other apps. We've found Resin to be highly stable (when
correctly configured) and it deals very well with that elusive Confluence memory leak (something you
notice on a site like JavaPolis1 with over 17,600 registered users). It's garbage collection, again when
properly tuned, was better than Tomcat and we found many tasks easier to automate with Resin as
compared to Tomcat.

Admittedly, a lot of the reasons that we chose Resin for are geared to an environment where we're
running up to 50 Confluences on a single server, each in their own web app. That's quite a different
scenario to what you are doing where you maybe have one or two Confluences on a server. Although,
having said that, we use the same set-up for our dedicated hosting (we're hosting some real BIG
Confluence installs as you'll know if you followed the discussion about the import routine we've been
working on) and it works great in that environment too.

We use the commercial version of Resin2 - it's much better than the OS version as it has fewer bugs,
runs more smoothly and has some real nice features (read: absolutely critically essential for the sanity of
our staff thus reducing our monthly bills for padded cells and therapy) for the type of environment we use
it in. We also really liked Caucho's licensing of resin3: $500 per physical server with 2 cores (additional
cores @ $500/core which is very reasonable) regardless of the number of Resin containers on that server.

It should be noted that some of the stats you provided links to were done on Windows running Cygwin -
hardly an ideal server environment The second link (with all the graphs that people like me

understand) was far more representative. We run on SuSE Linux 10 EMT64 (or something like that -
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whatever the latest version of their 64-bit OS is) so there's no Windows bloat getting in the way of the
web apps, etc.

> 3) Memory. I think I'll go for DDR667 and see if I can bump Confluence up to 2 GB. Is there ever a
point where you can allocate too much RAM? (i.e. java and/or Confluence just don't handle tracking that
many cached objects well)

I think we're up to 16GB in most of our servers now. Confluence does enjoy more RAM (although
containers such as Resin bring the overall RAM consumption down a fair bit - very noticeable on servers
with 50 containers/apps). More RAM means more space to cache and longer gaps between forced GC.
RAM allocation is also vital when it comes to the nightly backup (or "the dreadded backup hour" as we
refer to it) - you can imagine the CPU and RAM spikes caused by 50 large Confluence installations all
deciding to backup at the same time (roll on Confluence 2.3!)...

Should you have too much memory, you can always run a Quake server on there :0)

FYI: We also separate our database out on to a separate server.

Best Regards,

Guy

1 http://www.javapolis.com - at last year's conference the Belgian's were somewhat annoyed at the term
"SOA" which is an obscenity over there. They were also less than happy about the spoons in sexual
positions plastered all over Antwerp (and several thousand Javapolians wearing the conference t-shirts).
So this year Stephan and the crew have decided to push the boundaries to hitherto unimaginable levels -
anyone who's seen the promo video will know exactly what I mean (and no, not the white painted bloke
next to the urinal - the video goes waaaay beyond that - how they got James Gosling to... well, you'll
have to wait and see)

2 http://www.caucho.com/resin-3.0/features/overview.xtp

3 http://www.caucho.com/sales/sales.xtp

Dan will probably be along in the morning to correct any mistakes I've made @
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Memory usage and requirements

This page last changed on Sep 18, 2006 by david.soul@atlassian.com.

Managing Confluence's performance and memory usage really depends on what resources are available -
Confluence will run faster if you give it lots of memory for its caches, but it should still be able to run
quite well in low-memory environments, with the right tuning. Below are some tips on getting the most
out of your Confluence site:

Increasing the amount of memory available to Confluence

See JIRA:Increasing JIRA memory for details on how to increase the memory available to web application
servers typically used to run Confluence.

Embedded Database

The embedded HSQL database that comes with Confluence essentially holds all your data in memory
while the Confluence server is running. If you are running out of memory, you should consider migrating
Confluence to some external RDBMS.

Caching

By default, Confluence keeps large in-memory caches of data to improve its responsiveness and the user
experience. The trade off is an increase in memory requirements to support the cache. The default size of
these caches will be reduced significantly in Confluence 1.5 (although this means that administrators of
larger Confluence sites may need to configure the size of their caches to improve performance).

To customise confluences cache to meet your needs, see cache tuning.
To increase the amount of memory available to confluence, see allocating more memory to tomcat.

Mail error queue

Confluence keeps a copy of all emails that it failed to send within an internal error queue. In the event of
intermittent failures such as network connectivity issues, the emails in this queue can be manually resent
when the problem is fixed. Under certain circumstances, the mail queue can fill up with large objects.
Since Confluence 1.4.1 the queue is regularly flushed, but if you get a lot of mail errors, you might get a
spike in memory usage.

Attachments

The indexing of large attachments requires that the attachment be loaded into memory. In the case of
large attachments, this can cause a temporary strain on the systems resources, and may result in
indexing failing because the attachment could not be fully loaded into memory.

System backup / resort
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The Confluence backup and resort process scales linearly with the size of data. This can have a significant
impact on large Confluence instances where the amount of data exceeds the amount of available
memory. If you are experiencing OutOfMemoryErrors during either a backup or restore, you with either
need to move to per space backups or increase the memory allocated to Confluence. This is addressed in
the upcoming Confluence 2.0.

If you are attempting to restore a backup and encountering the OutOfMemoryError, how much memory
will you need to make it work? A good rule of thumb is to have a look at the size of the entities.xml file in
your backup. This file contains all of the data Confluence will be loading, so at least that much is
required. Add another 64-128Mb to ensure that Confluence has enough memory to load and function and
that should be enough.

This problem has been resolved in Confluence post 1.4.x. To increase the amount of memory available to
confluecne, see allocating more memory to tomcat.

Known issues that we do not have control over.

There are also some memory issues we don't have any control over. For example,

e There's a memory leak in the Oracle 10g JDBC drivers. Not much we can do about that.
e one customer found a rather nasty memory leak that appeared to originate inside Tomcat 5, but
only using the IBM JDK on PowerPC.

If you're having problems that appear to be a memory leak, file an issue on http://support.atlassian.com.
Our memory profiler of choice is YourKit, so if you can get a memory dump from that tool showing a leak

Confluence is taking long periods of time to respond to some actions

A common cause of random pauses in Confluence is the jvm running garbage collection. To determine if
this is what is happening, enable verbose garbage collection and look at how long java is taking to free
up memory. If the random pauses match when java is running its garbage collection, garbage collection
is the cause of the pause.

Verbose garbage collection will generate log statements that indicate when java is collecting garbage,
how long it takes, and how much memory has been freed. You can enable verbose garbage collection by
specifying the -verbose:gc jvm option. To have the garbage collection logs written to a file, use

-Xloggc: <filename>

What can you do to minimise the time taken to handle the garbage collection? See

http://java.sun.com/docs/hotspot/gcl.4.2/ for details on tuning the jvm to minimize the impact that

garbage collection has on the running application.
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java.util.zip.ZipFile.open causes OutOfMemoryError for large zip files

This page last changed on Nov 29, 2006 by ivan@atlassian.com.

Problem

For large backup zip files (bigger than 1GB) OutOfMemoryErrors can occur during restore, even though
the maximum heap size is way above this value.

The error will look something like this:

Cause:

javax. servl et. Servl et Exception: Servlet execution threw an exception

at

or g. apache. cat al i na. core. Appl i cationFilterChain.internal DoFilter(ApplicationFilterChain.java: 275)
caused by: java.l ang. Qut O Menor yError

at java.util.zip.ZpFile.open(Native Mthod)

However, when looking at the system information you will find that there is still a lot of memory available
on the heap.

Menory | nformation:
Total Menory: 2480 MB
Free Menory: 2385 MB
Used Menory: 95 MB

Solution

The problem seems to be a bug in Java. The method java.util.zip.ZipFile.open does not actually use the
allocated memory of the heap, it maps the entire zip file into virtual memory outside the heap. If you run
into this problem, you should try to reduce your heap size to about 600MB and try the restore again. This
seems to accord with the experience of other developers:

if you set a small value for max heap size, it works
correctly, but if you specify too large a value, then
OutOfMemoryErrors occur.

There is no obvious relationship between the max heap size,
the size of the zip file, and the computer's available

memory. With a max heap size less than about 600 MB, errors
never occur. Large than that, and they occur. A 1.2 GB zip

file always opens correctly, but a 1.4 GB one never does (if
the max heap size is larger than 600 MB). I have tested

this on computers with both 256 MB of RAM and 2 GB of RAM,
and the behavior is nearly identical.

Related topics
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Allocating more memory
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Requesting Performance Support

This page last changed on Jan 07, 2007 by ivan@atlassian.com.

If you are having performance issues with Confluence, and the advice on Performance Tuning has not
helped, you can always ask us for help. Performance issues can be hard to diagnose, however, and we
often spend a lot of time going back and forth looking for more information about what may be causing
Confluence to be slow for you. The best way to get a speedy resolution to your issue is to provide this
information up front.

Please gather all of the information listed below and include it in your support request, even if you think
you have a good idea what's causing the problem. That way we don't have to ask for it later.

System Information

Confluence Server

e Take a screenshot of Confluence's Admi ni stration # System | nf ormati on (or save the page as
HTML)

e Take a screenshot of Confluence's Admi ni stration # Cache Statistics (or save the page as
HTML)

e Find out the exact hardware Confluence is running on

(o]

(o]

o

How many CPUs? What make and model? What MHz?

How much memory is installed on the machine?

How much memory is assigned to Confluence's JVM? (i.e. what are the -Xmx and -Xms
settings for the JVM?)

What other applications are being hosted on the same box?

Confluence Content

e How many users are registered in Confluence?

e How many spaces are there in your Confluence server?

e Approximately how many pages? (Connect to your database and perform 'sel ect count(*) from
content where prevver is null and contenttype = 'PAGE ")

The Database

What is the exact version number of Confluence's database server?
What is the exact version number of the JDBC drivers being used to access it? (For some databases,

the full filename of the driver JAR file will suffice)

Is the database being hosted on the same server as Confluence?
If it is on a different server, what is the network latency between Confluence and the database?

User Management

e Are you using external user management or authentication? (i.e. JIRA or LDAP user delegation, or
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single sign-on)
e If you are using external JIRA user management, what is the latency between Confluence and JIRA's
database server?
e If you are using LDAP user management:
° What version of which LDAP server are you using?
° What is the latency between Confluence and the LDAP server?

Diagnostics

Observed Problems

e Which pages are slow to load?
° If it is a specific wiki page, attach the wiki source-code for that page
¢ Are they always slow to load, or is the slowness intermittent?

Profiling and Logs

e Enable Confluence's built-in profiling for long enough to demonstrate the performance problem
using Troubleshooting Slow Performance Using Page Reguest Profiling.
° If a single page is reliably slow, you should make several requests to that page
° If the performance problem is intermittent, or is just a general slowness, leave profiling
enabled for thirty minutes to an hour to get a good sample of profiling times
¢ Find Confluence's standard output logs (which will include the profiling data above)

CPU Load

e If you are experiencing high CPU load, please install the YourKit profile and attach two profiler
dumps taken during a CPU spike. If the CPU spikes are long enough, please take the profiles 30-60
seconds apart.

Next Step

Open a ticket on http://support.atlassian.com and attach all the data you have collected. This should give
us the information we need to track down the source of your performance problems and suggest a
solution. Please follow the progress of your enquiry on the support ticket you have created.

Document generated by Confluence on Feb 22, 2007 18:13 Page 210


http://confluence.atlassian.com/display/DOC/Troubleshooting+Slow+Performance+Using+Page+Request+Profiling
http://confluence.atlassian.com/display/DOC/Profiling+using+the+YourKit+Plugin
http://support.atlassian.com

Troubleshooting Slow Performance Using Page Request Profiling

This page last changed on Jan 24, 2007 by ivan@atlassian.com.

If Confluence is responding slowly, an internal timing trace of the slow page request can help to identify
the cause of the delay.

Profiling An Activity

You will need access to the Confluence server to view a profile.

1. Locate Confluence's standard screen output, or stdout, on the Confluence server. Users running
Confluence as a Windows service may have this logged to the /| ogs/ st dout . | og file under the
Confluence install directory, while users running Confluence using st art up. bat under Windows
have stdout written to the command prompt window.

Enable profiling using ?pr of i | e=on

2. Enable profiling by accessing any page in your Confluence instance. Modify the URL by appending
?profil e=on to the end of the URL for static pages, or &pr of i | e=on if the URL is dynamic and
already has parameters. For example, if your Dashboard link is

http://1 ocal host: 8080/ dashboar d. acti on

You would manually add ?pr of i | e=on to the end of the URL and visit

http://1 ocal host: 8080/ dashboar d. acti on?profi | e=on

Profiles for every page hit, for all users, will now be logged to stdout until Confluence is restarted.
Note that each time a user visits a link, a single profile is printed.

w

Confirm that profiles are being printed to stdout.

4. Perform the activity that is resulting in unusually slow response time and copy the profile for that
action. The relevant profiles are for links that took a long time to respond. If a single page is slow,
only that profile is necessary. If Confluence is generally or intermittently slow, copy all profiles
logged during the slowdown until a reasonable sample has been collected.

5. If you were instructed to profile your instance by Atlassian technical support, attach all relevant
profiles to your support ticket.

6. Turn profiling off again by appending ?pr of i | e=of f to the end of the URL for static pages, or

&profil e=of f if the URL is dynamic and already has parameters. For example, if your Dashboard

link is

http://1 ocal host: 8080/ dashboar d. acti on

You would add ?profil e=of f to the end of the URL and visit

http://1 ocal host: 8080/ dashboard. acti on?profi | e=of f

7. Confirm that profiles are no longer being printed to stdout

Example Profile
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The first few lines of a normal profile for accessing a page called Confluence Overview.

[ 344ms] - /displ ay/ ds/ Confl uence+QOvervi ew
[313ms] - SiteMesh: parsePage: http://I|ocal host: 8080/ di spl ay/ ds/ Conf |l uence+Qver vi ew
[313nm8] - XWlInterceptor: Before defaultStack: /pages/vi ewage.action
(Vi ewPageAct i on. execute())
[OnmB] - SpaceAwar el nterceptor.intercept()
[16nms] - PageAwarel nterceptor.intercept()
[Oms] - AOP: PageManager. get Page()
[16nms] - AOP: Perm ssi onManager. hasPer mi ssi on()
[OnB] - AOP: SpacePerni ssi onManager. hasPerm ssion()
[16ns8] - AOP: SpacePerni ssi onManager . hasPer m ssi on()
[Oms] - AOP: SpacePer m ssi onManager. hasPerm ssi on()
[Oms] - AOP: SpacePerm ssi onManager . hasPer m ssi on()
[281n8] - XWlInterceptor: After defaultStack: /pages/vi ewpage.action
(Vi ewPageAct i on. execute())
[281nms] - XWlInterceptor: After validatingStack: /pages/vi ewpage. action
(Vi ewPageAct i on. execute())
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Profiling using the YourKit Plugin

This page last changed on Sep 13, 2006 by mryall.

Introduction

There is a plugin for Confluence 2.2 and later which allows easy profiling using the YourKit profiler. No
license is required to generate a profile dump, but you will need at least an evaluation license to analyse
the results.

JIRA also has a plugin to profile JIRA's CPU and memory usage with YourKit.

Configuring YourKit in your JVM

Download YourKit for your platform, and follow the installation instructions.

Your JVM will need to be configured to use the profiler. For the Sun 1.5 JVM on Linux, this is done with
the agent | i b parameter and by including the installation directory in the LD_LI BRARY_PATH environment
variable, as shown below:

export LD _LI BRARY_PATH=$LD_L| BRARY_PATH: / pat h/ t o/ your Ki t Agent
java -agentlib:yjpagent

For configuration for other JVMs and platforms, see the YourKit documentation which is bundled with the
installation.

Installing the YourKit plugin

Download the plugin and upload it into Confluence through the Administration, Plugins page.

A new menu option will appear under the 'Administration' heading. Click it and you should see the option
to take a memory dump.

Administration

O Backup & Restore
O Content Indexing

O Mail Queue

O Cache Statistics

O SnipSnap Import

O License Details

O System Information
O Site Statistics

O Global Activity

O ¥YourKit Profiling
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This profiler dump will be saved to a local temp directory, and the path shown once it is complete.

Why would I do this?

Analysing a profiler dump enables Atlassian Support (or you, if you are interested) to see exactly what is
happening in your application: what classes are using the memory, what is using CPU and so on. This can
help us debug tricky performance problems which would otherwise be impossible to analyse remotely.

Plugin source code

The source code for this Confluence plugin is available from Subversion and browseable in Fisheye. To
rebuild the JAR attached to this page, you need to run maven j ar, and then extract the YourKit controller
dependency (yj p-control |l er-api-redist-5.5.3.1.jar) and include that in the 'mashed' JAR too.
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Recognised System Properties

This page last changed on Oct 24, 2006 by cmiller.

Confluence has a small number of obscure configuration and debugging settings that can be enabled
through Java system properties. System properties are usually set by passing the - D flag to the Java

virtual machine in which Confluence is running.

Property Possible Values Module...
confl uence. home  Any filesystem Confluence and
path atlassian-config
confl uence. devnodet r ue Confluence
at | assi an. f or ceSchenatpdat e atlassian-config
confl uence. i gnor e. debeg. | oggi ng Confluence
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Effect

If this system
property is set,
Confluence will
ignore the
contents of the

confluence-init.properties

file, and use this
property as the
setting for the
Confluence Home
directory.

Enables additional
debugging options
that may be of use
to Confluence
developers. Do not
enable this flag on
a production
system.

By default,
Confluence will
only run its
database schema
update when it
detects that it has
been upgraded.
This flag will force
Confluence to
perform the
schema update on
system startup.

Confluence will
normally log a
severe error
message if it
detects that
DEBUG level
logging is enabled
(as DEBUG logging
generally causes a
significant
degradation in
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confl uence. i 18n. r et baebundl| es

at |l assi an. di sabl e. taches

Confluence

atlassian-plugins,

system
performance).
Setting this
property will
suppress the error
message.

Setting this
property will cause
Confluence to
reload its i18n
resource bundles
every time an
internationalised

string is looked up.

This can be useful
when testing
translations, but
will make
Confluence run
insanely slowly.

Setting this

atlassian-cache-servigroperty will
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disable conditional
get and expires:
headers on some
web resources.
This will
significantly slow
down the user
experience, but is
useful in
deviopment if you
are frequently
changing static
resources and
don't want to
continually flush
your browser
cache.
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Security

This page last changed on Jan 31, 2006 by vidya.

e Adding SSL for Secure Logins and Page Security
e Anonymous Access to Remote API
e Enabling or Disabling Public Signup
e Hiding External Links From Search Engines
e Managing External Referrers
° Excluding external referrers
° Hiding external referrers
e Shared Mode

e User Email Visibility
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Adding SSL for Secure Logins and Page Security

This page last changed on Feb 21, 2007 by dave@atlassian.com.

This document describes how to configure Confluence to use a HTTPS encrypted secure socket layer for
user logins and page data.

Unencrypted confidential data within Confluence may be intercepted by an attacker. To secure user
logins, you can enable access via HTTPS (HTTP over SSL), and require its use for pages where passwords
are sent. In some cases where issue data is sensitive, all pages can be set to be accessed over HTTPS.

Enabling SSL access is different for each application server, but specifying which pages to require
protection for is generic. This document is specific to Tomcat, the default application server shipped with
Confluence.

Adding Secure User Logins

Adding HTTPS requires a valid SSL certificate. If you have a Certificate prepared, skip to the 'Modify the
<I NSTALL>/ conf/server. xm File' section.

Creating A New SSL Certificate

On Windows, perform the following at the command prompt:

"% AVA _HOVE% bi n\ keyt ool " -genkey -alias tontat -keyalg RSA

Or on other platforms, perform the following at the command prompt:

$JAVA _HOMWE/ bi n/ keyt ool -genkey -alias tontat -keyalg RSA

Some questions will be asked, including a password for the certificate (the default is 'changeit'). Please
note down what you choose, as it will be used in the next step.

Modify the <I NSTALL>/ conf/server.xnm File

In the confluence directory, open the conf/server.xml file and insert one of the following just after the
closing </ Engi ne> tag:

1. For users of Confluence 2.2 or later:
Open conf/server. xm , uncomment the lines:

4Connect or port="8443" maxHt t pHeader Si ze="8192"

maxThr eads=" 150" m nSpar eThr eads="25" nmaxSpar eThr eads="75"
enabl eLookups="f al se" di sabl eUpl oadTi neout ="t rue"

accept Count =" 100" schenme="htt ps" secure="true"

client Auth="fal se" ssl Protocol ="TLS"
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URI Encodi ng="UTF- 8" keyst or ePass="<MY_CERTI FI CATE_PASSWORD>" />

Or for users of Confluence 2.1.x or earlier, add or uncomment the following lines:

4Connect or cl assNane="or g. apache. coyot e. t ontat 4. Coyot eConnect or" port="8443" m nProcessors="5"

nmaxProcessor s=" 75"

enabl eLookups="true" accept Count ="100" debug="0" scheme="https" secure="true"

useURI Val i dati onHack="f al se" di sabl eUpl oadTi meout ="true" URI Encodi ng="UTF-8">
<Factory cl assNane="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact ory"

dl i ent Auth="fal se" protocol ="TLS" keyst or ePass="<MY_CERTI| FI CATE_PASSWORD>" />

</ Connect or >

2. Change <MY_CERTI FI CATE_PASSWORD> to the password you entered for the certificate when you
generated it.

If you have a Certificate Prepared

If you just created your new Certificate or your existing one is in the default location, skip to the 'Testing
SSL' section. By default, Tomcat will look for the certificates in C:\ Docunment s and

Set ti ngs\ \ #CURRENT_USER#\ . keyst or e on Windows or ~/ . keyst or e on Unix. If your Certificate is not in
this location, you will need to update your <I NSTALL>/ conf/ server. xnl file as outlined below, so that
Tomcat can find it. Advanced users who require an official CA-issued key pair for their Certificate can find
instructions in the Tomcat documentation.

1. For users of Confluence 2.2 or later:
Open conf/server. xm , add the keyst or eFi | e=" <MY_CERTI FI CATE_LOCATI ON>" parameter to the

Connector tag as shown below:

4Connect or port="8443" maxHt t pHeader Si ze="8192"

maxThr eads="150" m nSpar eThr eads="25" naxSpar eThr eads="75"
enabl eLookups="f al se" di sabl eUpl oadTi neout ="t rue"

accept Count =" 100" schene="htt ps" secure="true"

client Aut h="fal se" ssl Protocol ="TLS"

URI Encodi ng="UTF- 8" keyst or ePass="<My_CERTI FI CATE_PASSWORD>"
Keyst or eFi | e="<MY_CERTI FI CATE_LOCATI ON>" [/ >

Or for users of Confluence 2.1.x or earlier, change the <Fact or y> tag to following:

q4Fact ory cl assName="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact ory" cli ent Aut h="f al se"
drot ocol ="TLS" keyst or eFi | e="<MY_CERTI FI CATE_LOCATI ON>"
KHeyst or ePass="<MY_CERTI FI CATE_PASSVWORD>" />

2. Change <My_CERTI FI CATE_LOCATI ON> to the path of the Certificate.

Testing SSL

Restart Tomcat and access your instance on htt ps: // <MY_BASE_URL>: 8443/

For more detailed information on setting up SSL with Tomcat (including additional configuration options),
have a look at Tomcat 4 SSL Howto or Tomcat 5.5 SSL Howto.

Although HTTPS is now activated and available, the old HTTP URLs (http://localhost:8080) are still
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available. In most situations one wants these URLs to continue working, but for some to redirect to their
HTTPS equivalent.

To configure which URL's you want secured, edit the conf | uence/ VEB- | NF/ web. xmi file and add to the
end the following declaration:

<security-constraint>
<web-r esour ce-col | ecti on>
<web-r esour ce- name>Logi n and Restricted Space URLs</web-resource- nane>
<url -pattern>/1ogin.action</url-pattern>
</ web-r esour ce-col | ecti on>
<user - dat a- constrai nt >
<transport - guar ant ee>CONFI DENTI AL</ t r ansport - guar ant ee>
</ user - dat a- const r ai nt >
</security-constraint>

Note that the example above specifies a url - pat t er n for the login URL /login.action. This means that
whenever a user tries to access the unprotected version of the login page, they will be redirected
automatically to the secured version of it.

If you want to protect individual spaces, there isn't a complete way of doing this at the moment. You can
add a pattern like this:

<security-constraint>
<web-resource-col | ecti on>
<web-resour ce- name>Logi n and Restricted Space URLs</web-resource-nanme>
<url -pattern>/1ogin.action</url-pattern>
<url - pattern>/display/ SALARI ES/ *</ url - pattern>
</ web-resource-col | ecti on>
<user - dat a- constrai nt >
<transport - guar ant ee>CONFI DENTI AL</ t r ansport - guar ant ee>
</ user - dat a- const r ai nt >
</security-constraint>

This will redirect all URL's for page views in the SALARIES space. This does not however, protect pages
that are accessed via a URL like / pages/ vi ewpage. act i on?pagel d=123. Confluence generates these
types of URL's for pages that have non-ASCII characters in the title. Hence this is not a complete
solution.

If you want to protect all pages and spaces, use:

<security-constraint>
<web-resource-col | ecti on>
<web-resour ce- nanme>Restri ct ed URLs</web-resource- name>
<url -pattern>*.action</url-pattern>
</ web-resource-col |l ecti on>
<user - dat a- constrai nt >
<transport - guar ant ee>CONFI DENTI AL</ t r ansport - guar ant ee>
</ user - dat a- const r ai nt >
</security-constraint>

Once this change is made, restart Confluence and access http://localhost:8080. You should be redirected
to https://localhost:8443/login.action.

There does not seem to be an easy way to make subsequent pages revert to HTTP after logging in
via HTTPS - see JRA-7250
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Note for users of Confluence versions prior to 2.2

You are required to configure a Realm, even though the security-constraint above does not access it. Add

this realm tag inside the Engine tag:

<Engi ne ...
<Real m cl assNane="or g. apache. cat al i na. real m MenoryReal ni' />

</ Engi ﬁe>

i You can protect other paths as necessary, but be aware that if attachments are protected, they

will not be downloadable from Internet Explorer (see this issue).
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Anonymous Access to Remote API

This page last changed on Feb 02, 2006 by vidya.

Sites may wish to disable anonymous access to the remote API to make it harder for malicious users to
write 'bots' that perform bulk changes to the site. If you wish to enable the Remote APIs but do not want
anonymous users to access Confluence remotely, you can disable anonymous access from the
Administration Console.

To disable anonymous access to Remote APIs,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
Click 'Edit' at the bottom of the 'Options and Settings' screen.

Select 'Off' beside '"Anonymous Access to API'.

'Save' your changes.
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Enabling or Disabling Public Signup

This page last changed on Feb 02, 2006 by vidya.

Enabling 'Public Signup' allows users to sign themselves up to the site.

If you want to restrict your site to a particular set of users, you may want to disable 'Public Signup'. In
this instance, site administrators can add new users from the Administration Console.

To enable or disable 'Public Signup’,

From the 'Administration Console' click on 'General Configuration' in the left panel.
This will display the 'Options and Settings' screen. Click 'Edit'.

Beside 'Public Signup', select 'On' to enable Public Signup. Select 'Off' to disable it.
Click 'Save'.
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Hiding External Links From Search Engines

This page last changed on Feb 02, 2006 by vidya.

Hiding external links from search engines helps to discourage spammers from posting links on your site.
If you turn this option on, any urls inserted in pages and comments will be given the "nofollow" attribute,
which prevents search engines from following them.

) Shortcut links and links to other pages within Confluence are not affected.

To hide external links from search engines,

Go to the 'Administration Console' and click on 'General Configuration' in the left panel.
This will display the 'Options and Settings' screen. Click 'Edit".

Select 'On' beside 'Hide External Links From Search Engines'.

'‘Save' your changes.
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Managing External Referrers

This page last changed on Feb 02, 2006 by vidya.

An external referrer is any site that links to your Confluence instance.

By default, external referrers for a page are listed under 'Incoming Links' under the 'Info' tab of the page.

Here's how you can manage your external referrers:

1. Hide all external referrers : By default, Confluence lists all external referrers under the 'Info' tab of a
page. If you turn this option on, external referrers will not be listed here.

2. Specify which external referrers to exclude : You can decide which referrers you want to exclude from
being displayed on your site.

RELATED TOPICS
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Excluding external referrers

This page last changed on Feb 02, 2006 by vidya.

Excluding external referrers prevents them from being displayed anywhere on your site.
There are two instances where you may want to do this:
1. If you are running a Confluence installation that is open to public:

In a site that is open to public, one unfortunate problem is that malicious sites can "spam" a page's
incoming links statistics. This is usually done to get the site's URL to appear in the sidebar. By adding
these sites to the 'excluded referrers' list, you can prevent them from being listed on your site.

2. If Confluence is installed on a server with multiple domain names or IP addresses:

Confluence will consider any url originating from the domain name where Confluence is installed as an
internal link. However, if Confluence is installed on a server with multiple domain names or IP addresses,
you will need to add the other domain name prefixes to this list to let Confluence know that any links
from these domains should not be considered external links.

) You need to be a site administrator and know the url of the site to add it to the excluded referrers list.

To add a url to the excluded referrers list,

1. Go to the Administration Console and click on 'Manage External Referrers' in the left panel.

2. Add the URL to the 'Excluded External Referrer Prefixes' section. You must include 'http://' at the
front of the URL.
) You can add more than one url by separating each new url with a new line.

Once saved, all incoming links URLs that match the blocked list will no longer be recorded. Referrer URLs
are blocked if they start with any of the URLs in the exclusion list. So http://evilspamsite.blogspot.com
will also match http://evilspamsite.blogspot.com/nastypage.html
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Hiding external referrers

This page last changed on Jan 31, 2006 by vidya.

By default, Confluence lists all external referrers under the 'Info' tab of a page. You can configure
Confluence to hide referrers from this view.

To hide external referrers,

1. Go to the 'Administration Console' and click on 'Manage External Referrers' in the left panel.
2. Click 'Off' beside 'External Referrers'
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Shared Mode

This page last changed on Nov 01, 2006 by jens@atlassian.com.

When Confluence is run in a shared environment, certain changes to Confluence features have to be
applied in order to guarantee privacy. To account for this, we've added a new setting in the general
configuration called Shared Mode.

When should shared mode be used?

The shared mode setting should be used when Confluence is run in a shared environment where distinct
groups and users share the same instance. To ensure that one party can not bring down the whole
system, certain features will be disabled in a shared environment. Also to guarantee the privacy of
independent groups, search and security behaviour is different in Shared Mode.

What is affected?

Feature Behaviour
Search Searching for users is currently disabled in shared
mode
User/Group Picker Only groups the current users is a member of, and

their users will be displayed in the picker

Mail The mail feature is currently disabled in shared
mode

People Directory The people directory will be disabled in shared
mode
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User Email Visibility

This page last changed on Feb 02, 2006 by vidya.

Confluence provides three options for email address privacy which can be configured by a site
administrator from the Administration Console:

e Public: email addresses are displayed publicly.

e Masked: email addresses are still displayed publicly, but masked in such a way to make it harder for
spam-bots to harvest them.

e Private: only site administrators can see the email addresses.

) Anyone in the confluence-admininistrators group will still be listed (with their email address) on the
administrators page, although their addresses will be masked.

To configure user email visibility,

From the 'Administration Console' click on 'General Configuration' in the left panel.
This will display the 'Options and Settings' screen. Click 'Edit'.

Beside 'User email visibility', select one of the options: 'Public’', 'Masked', or 'Private'.
'Save' your changes.
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RELATED TOPICS

Adding SSL for Secure Logins and Page Security
Anonymous Access to Remote API

Enabling or Disabling Public Signup

Excluding external referrers

Hiding External Links From Search Engines

@Administramrs Guide Home @Conﬂucnce Decumentation Home

Document generated by Confluence on Feb 22, 2007 18:13 Page 229



http://display/DOC/Adding+SSL+for+Secure+Logins+and+Page+Security
http://display/DOC/Anonymous+Access+to+Remote+API
http://display/DOC/Enabling+or+Disabling+Public+Signup
http://display/DOC/Excluding+external+referrers
http://display/DOC/Hiding+External+Links+From+Search+Engines
http://confluence.atlassian.com/display/DOC/Administrators+Guide
http://confluence.atlassian.com/display/doc

Spam Prevention (Captcha)

This page last changed on Jan 02, 2007 by rosie@atlassian.com.

Captcha Configuration

If your Confluence site is open to the public you may find that automated spam is being added, in the
form of comments or new pages.

You can configure Confluence to deter automated spam by asking users to prove that they are human
before they are allowed to:

¢ Sign up for an account
e Add a comment

e Create a page

e Edit a page

Captcha is the technical term for a test that can distinguish a human being from an automated agent
such as a web spider or robot. When Captcha is enabled, users are required to read some text from an
image (example on the right) and type it into the form.

When it is on, users will need to recognise a distorted picture of a word, and must type the word into a
text field. This is easy for humans to do, but very difficult for computers.

You can choose which users don't have to complete Captchas. You can exempt signed-in users (they will
have completed a Captcha when they signed up), or members of particular groups.

You can also customise the Captcha image (see Advanced Configuration below).
To enable captchas for Confluence,

You need to be a space administrator to enable captcha.

1. Click on the 'Administration' link in the top right corner of the screen.

Choose Spam Configuration' from the Configuration menu on the left.

3. Click on 'Change Space Logo' in the left panel under the heading 'Look and Feel'. This will bring up a
new screen.

4. Turn on captchas by clicking the 'ON' link.

N
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To disable captcha for certain groups,

By default captchas will not be shown to registered users. Only anonymous users will have to perform the
captcha test when creating comments or editing pages.

If you don't trust all registered users, captchas can also be disabled for only a certain group/groups of
users.

1. Select the 'Members of Group' and click the 'Save' button.

2. Use the 'Group Picker' in the Groups menu and click the 'Add' button to add a single or multiple
groups to the list.

3. To remove a group from the list, click the 'Remove Symbol' behind the group name.

Take me back to Confluence 2.0 Home

Advanced Configuration

You can also control which type of image is presented to your users. This requires editing the
applicationContext.xml file which you can find in the confluence/WEB-INF/classes directory under your
Confluence installation.

The section of this file which configures Captchas looks like this:

<!-- Inage capture service -->
<I-- this is a very easy captcha generator. If you want difficult captures, uncomrent the
Def aul t G npyEngi ne bel ow,

or use an engine class fromhttp://jcaptcha. sourceforge. net -->
<bean i d="capt chaEngi ne" cl ass="com at| assi an. confl uence. security. Confl uenceCapt chaEngi ne"
aut owi r e="byNane"/ >
<!I'--bean id="capt chaEngi ne" cl ass="com oct 0. capt cha. engi ne. i nage. gi npy. Def aul t G npyEngi ne"
aut owi r e="byNane" - - >
<bean i d="capt chaManager" cl ass="com at| assi an. confl uence. security. Def aul t Capt chaManager "
aut owi r e="byNane"/ >

You can replace the 'captchaEngine' class with any text-based engine from jcaptcha.
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User Management

This page last changed on Jan 31, 2006 by vidya.

e Confluence User Management
° Adding a Group
° Adding a New User
° Adding or Removing a User from a Group
° Changing Usernames
° Editing User Details
° Global Groups Overview
° Global Permissions Overview
° Migrating to new User Management
° Removing a Group
° Removing a User
© Setting up Anonymous Access
° Viewing members of a group
e Integrating with Crowd
e JIRA User Management
° Delegate user management to use JIRA logins
- Revert from JIRA to internal user management
° JIRA User Management FAQ
e LDAP User Management
° Activating External User Management
° Add LDAP Integration For User Authentication Only
Add LDAP Integration With Group Management
- Automatically Adding LDAP users to the confluence-users Group
- Customising atlassian-user.xml
° atlassian-user.xml reference
Changes in osuser.xml from 1.0.3a to 1.1.x
Confluence Caching OSUser Provider
° Importing LDAP Users
° |LDAP FAQ
Troubleshooting the "Not Permitted" Screen under LDAP Integration
- Cannot login with Confluence admin account
¢ Migrating users from Confluence to JIRA — There is currently no way to delegate user management
from JIRA to Confluence. So, if you are in a situation where your users are defined in Confluence
and would like to take advantage of Confluence's ability to use JIRA user management, you will
need to transfer all of your existing Confluence users into JIRA. You can do this manually, or if you
have a large number of users, you can use the attached XML-RPC script.
e Requesting External User Management Support
e Understanding User Management in Confluence
e User Management Frequently Asked Questions

o
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Confluence User Management
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e Adding a Group
e Adding a New User

e Adding or Removing a User from a Group
e Changing Usernames

e Editing User Details

e Global Groups Overview

e Global Permissions Overview

e Migrating to new User Management

e Removing a Group

e Removing a User

e Setting up Anonymous Access
e Viewing members of a group

Document generated by Confluence on Feb 22, 2007 18:13 Page 233


http://confluence.atlassian.com/display/DOC/Adding+a+Group
http://confluence.atlassian.com/display/DOC/Adding+a+New+User
http://confluence.atlassian.com/display/DOC/Adding+or+Removing+a+User+from+a+Group
http://confluence.atlassian.com/display/DOC/Changing+Usernames
http://confluence.atlassian.com/display/DOC/Editing+User+Details
http://confluence.atlassian.com/display/DOC/Global+Groups+Overview
http://confluence.atlassian.com/display/DOC/Global+Permissions+Overview
http://confluence.atlassian.com/display/DOC/Migrating+to+new+User+Management
http://confluence.atlassian.com/display/DOC/Removing+a+Group
http://confluence.atlassian.com/display/DOC/Removing+a+User
http://confluence.atlassian.com/display/DOC/Setting+up+Anonymous+Access
http://confluence.atlassian.com/display/DOC/Viewing+members+of+a+group

Adding a Group

This page last changed on Feb 02, 2006 by vidya.

To add a new group,

1. Go to the 'Administration Console' and click on 'Manage Groups' in the left panel.
2. Enter a name for your group in the 'Add Group' input field and click 'Save'.

You are now ready to start adding users to the group.
RELATED TOPICS

Adding or Removing a User from a Group
Global Groups Overview

Removing a Group

Viewing members of a group
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Adding a New User

This page last changed on Aug 22, 2006 by noam@atlassian.com.

There are two ways a new user can be added to Confluence:

Public Signup: Enabling public signup from the Administration Console allows users to sign themselves up
to the site.

By Site Administrators : If you want to restrict your site to a select group of users, you may want to
disable 'Public Signup'. In this instance, site administrators can add new users from the Administration
Console.

To add a new user to Confluence from the Administration Console,

Go to the 'Administration Console' and click on 'Manage Users' in the left panel.

Click on the link 'Add new user' listed at the top of the page.

In the form displayed, enter the user's details: username, password, name and email id.
Click 'Create' to add the user.
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Adding or Removing a User from a Group

This page last changed on Dec 05, 2006 by meiyan.chan@atlassian.com.

To add or remove a user from a group,

1. Go to the 'Administration Console' and click on 'Manage Users' in the left panel.
All members of the Confluence-Users group are listed in alphabetical order (first name). To find a
user, you can either browse through the pages; or do a search on the user's mail id or the group to
which they belong.
2. Click on the user link. This will display the user's current details and links to edit them.
3. Click 'Edit Groups'. This will display two lists of groups:
e 'Not a member of groups': All groups to which the user doesn't belong. To add the user to a
group, select a group and click 'Join'. Hold Ctrl and click to select more than one group.
e 'Member of groups': All groups to which the user belongs. Select a group and click 'Leave' to
remove the user from the group.

=

You cannot use the Edit Groups option to add or remove users from external groups, as
Confluence access to LDAP and JIRA groups is read only.
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Changing Usernames

This page last changed on Oct 27, 2006 by ivan@atlassian.com.

i Important

It is not currently possible to change a user's username through the user interface. This page
describes modifications that you can do if you have direct access to the database.

We recommend you perform a backup before you proceed with any changes below.

Both these solutions only work if you are using the built-in Confluence user management.

It is not currently possible to update a user's username through the Confluence user interface. There is a
Jira issue where you can vote for this feature: CONF-4063.

The methods below involve directly modifying the database, they should not be performed without doing
a backup first. Usernames are used as the unique identifiers for all actions of a user throughout the
system. Therefore, you must update all the tables that use this to reference the user.

This information has been adapted from the forum thread.

Solution 1: Update the database directly

Assuming you have a mapping table called user ni gr ati on that contains columns for old and new names,
the following SQL will work for Confluence.

updat e attachnents
set creator = newusernanme fromusermigration u
where creator = u.ol dusernane;

update attachnents
set |astnodifier = newusernanme fromusermnigration u
where | astnodifier = u.ol dusernane;

updat e content
set |astnodifier = newusernane fromusernigration u
where | astnodifier = u.ol dusernane;

updat e content
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e content
set username = newusernane from usermnigration u
wher e usernanme = u. ol duser naneg;

updat e extrnl nks
set creator = newusernanme fromusermigration u
where creator = u.ol dusernane;

updat e extrnl nks
set lastnodifier = newsernane fromusermgration u
where | astnodifier = u.ol dusernane;

updat e |inks
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set |astnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernane;

updat e |inks
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e notifications
set |astnodifier = newusernane fromusermnigration u
where | astnodifier = u.ol dusernane;

update notifications
set creator = newusernanme fromusermigration u
where creator = u.ol dusernane;

updat e paget enpl at es
set lastnodifier = newsernane fromusermgration u
where | astnodifier = u.ol dusernane;

updat e paget enpl at es
set creator = newusernanme fromusermnigration u
where creator = u.ol dusernang;

updat e spaces
set creator = newusernane from usermgration u
where creator = u.ol dusernane;

updat e spaces
set |astnodifier = newusernane fromusernigration u
where | astnodifier = u.ol dusernane;

updat e spaceper ni ssi ons
set pernusernane = newusernanme fromuserm gration u
wher e pernusername = u. ol duser nane;

updat e spaceperm ssi ons
set creator = newusernane from usermgration u
where creator = u.ol dusernane;

updat e spaceper i ssi ons
set |astnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernamne;

updat e contentl ock
set creator = newusernanme from usermigration u
where creator = u.ol dusernang;

updat e content!l ock
set |astnodifier = newusernane fromusermgration u
where | astnodifier = u.ol dusernane;

updat e enmil tenpl at es
set creator = newusernane fromusermgration u
where creator = u.ol dusernane;

updat e enuil tenpl at es
set |astnodifier = newusernane fromusermnigration u
where | astnodifier = u.ol dusernane;

updat e enmil t enpl at es
set username = newusernane fromusermgration u
wher e username = u. ol duser naneg;

updat e os_user
set usernane = newusernane from userm grati on u
wher e username = u. ol duser naneg;

updat e trackbackl i nks
set creator = newusernanme fromusermnigration u
where creator = u.ol dusernang;

updat e trackbackl i nks
set |astnodifier = newusernanme fromusermgration u
where | astnodifier = u.ol dusernane;
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Solution 2: Dump database to SQL, update then reimport

If your database supports it (e.g. MySQL), perform the following steps.
Assuming existing confluence user 'olduser' exists.

1. Create new user 'newuser' via Confluence.

2. Backup confluence database to SQL file (may not be supported - consult your database
documentation).

3. Find all occurences of 'olduser' and replace with 'newuser' via favourite text editor, EXCEPT FOR THE
SINGLE INSTANCE WITHIN THE OS_USER TABLE.

4. Restore SQL file to Confluence database.

Log in as 'newuser'. All content previously associated with 'olduser' should now belong to 'newuser'. Thus,
you can now safely remove 'olduser' via Confluence.

The reason to not search and replace in the os_user table

Potential corruption of database

Say that a page is marked as having been created for 'userA'. Now you rename that user in os_user
table to 'userB'. When you view the page information for the page created by 'userA' it will still be
marked as having been created by a user that no longer exists.
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Editing User Details

This page last changed on Feb 09, 2006 by mryall.

To update a user's details,

1. Go to the 'Administration Console' and click on the link 'Manage Users' in the left panel.
2. Locate the user by doing a search on the user's mail id or the groups to which they belong.
3. Click on the user link. This will display the user's current details and links to edit them.

View Profile : View the user's profile.

Edit Groups : Add or remove this user from a group.

Edit Details : Edit the user's name and email address. Changing a user's username is not
supported through the application, see Changing Usernames for other solutions.

Set Password : Edit the user's password details.

Deactivate : It is not possible to 'remove' a user if the user is responsible for content on the
site because Confluence will need the user information to maintain history of pages. In this
instance, you can deactivate the user so that they can no longer log in to Confluence.

Remove : You can remove a user permanently if the user has not added or edited any content
on the site.

', Deactivating users

This functionality was removed in Confluence 2.1.x. See Removing a User for more information.

Screenshot : User Details

User: testfooz@atlassian.com
Full Mame: test foo 2

Email: testfooz@atlassian.com

Groups: O confluence-users

¥iew Profile | Edit Groups | Edit Details | Set Password | Deactivate | Remove
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Global Groups Overview

This page last changed on Feb 02, 2006 by vidya.

There are two special default groups in Confluence:

1. Confluence-Administrators: This is a 'super-group' of users who can access the 'Administration
Console' from which site-wide administration is performed.
A user from this group has permission to do anything in the site regardless of any other setting.

2. Confluence-Users: This is a default group of all new users. Permissions you assign to this group will
be assigned to all new signed-up users of Confluence.

Other user-groups : A site administrator can also group users together into user-groups for more
convenient administration. Once created, user-groups become available at the space and page levels to
allow for flexible permissioning. A user in one of these groups will automatically be granted all
permissions granted to the group.

Anonymous-Users : Confluence treats all users who do not log in when they access Confluence as being
'Anonymous'. Enabling anonymous 'Use permission' allows non-registered users to browse pages and
spaces in Confluence.
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Global Permissions Overview

This page last changed on Oct 05, 2006 by nicholas@atlassian.com.

Permissions determine what actions a user is allowed to perform within Confluence.

Global permissions control which users can :

e Can Use: This is the most basic permission that allows users to access the site.

e Attach Files to User Profile This allows the user to upload files to be stored in their user profile.

e Personal Space This permission alows the user to create a personal space.

e Create Space: This permission allows users to create new spaces within a Confluence site. When a
space is created, the creator automatically has the 'Administrate Space' permission for that space
and can perform space-wide administrative functions.

e Administrate Confluence: This permission allows users to access the Administration Console that
controls site-wide administrative functions.

Global Permissions are granted in the Global Permissions section of the Administration Console. In order
to assign these permissions, a user must already have the global 'Administrate Confluence' permission.

Site administrators can assign global permissions to user-groups, individual users, and to anonymous
users. Further permissioning is granted from the space administration Screens.

Note about 'Administrate Confluence' permission

Granting a user 'Administrate Confluence' permission will not automatically grant her access to all spaces
in the site. It will only grant the user access to the Administration menu.

Automatically being an administrator of all spaces is only available to the special
"confluence-administrators" group (internally called the superuser group). There is an outstanding
enhancement request to replace the superuser group with something better.

Be aware, however, that users will 'administrate’' permission must still be trusted. They have access to
modify users and groups in Confluence, so can always add themselves to the 'confluence-administrators'
group and become a superuser.
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Migrating to new User Management

This page last changed on Nov 07, 2006 by ivan@atlassian.com.

In order to support advanced forms of User Management, Confluence now uses new user management
which can store users through hibernate instead of delegating the user management to OSuser.

By default Confluence still delegates User Management to OSuser. However, you may wish to migrate
your users away from OSuser, either in preparation to use external user management, or because you
are having problems with OSuser, such as CONF-5218.

', These migration instructions are only valid since version 2.2 of Confluence.

Step 1 - Upgrade Confluence

Please check that you are running the |atest version of Confluence. If not, we strongly recommend that
you consider upgrading Confluence according to this guide. Confirm that you have upgraded successfully
before trying to add LDAP to the new version.

Step 2 - Confluence user migration

1. You will need to find out your Confluence base URL. To check this from Confluence, go to
Adni ni stration > General Configuration > Base Url. Record this for later in the process.
2. Make a backup of your:
e database
¢ Confluence home directory
¢ confluence/WEB-INF/classes/atlassian-user.xml (only if you have made changes)

*, If you do not create a backup, you cannot rollback to the old version if the migration is
unsuccessful.

3. Download hibernate osuser atlassian-user.xml and rename to at | assi an- user. xm . Then copy this
file to your conf | uence/ WEB- | NF/ cl asses directory (you can overwrite the one that's there).

4. Restart Confluence.

5. Login as an Administrator, copy the address
htt p: / / <BASEURL>/ <cont ext pat h>/ adm n/ osuser 2at | user. j sp and paste it into your browser's
address bar. Edit the <BASEURL> to your actual base URL and <contextpath> to your context path
(usually 'confluence') and follow the link.

6. Click the link Begin migration. You will know the migration has been successful if you see this

reported:
M grating users ... Users mgrated successfully!
M grating propertyset data ... Propertyset data mgrated successfully!
M grating groups ... Goups mgrated successful | y\!

If you encounter errors, please create a support ticket at http://support.atlassian.com and attach
your application server logs.

7. Stop Confluence.
8. Start up Confluence and check that you can login using the admin account you first set up when
running through the Confluence Setup Wizard. If not, re-examine your steps and repeat from there.
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9. Download hibernate cache_atlassian-user.xml, rename it to at | assi an- user. xm then copy to your
<I NSTALL>/ conf | uence/ VEEB- | NF/ cl asses directory. It should overwrite the previous

atl assi an-user. xm .
10. Restart Confluence. Check that your users can still log in.
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Removing a Group

This page last changed on Jan 31, 2006 by vidya.

To remove a group,

1. Go to the 'Administration Console' and click on 'Manage Groups' in the left panel. A list of all existing
groups is displayed along with links to remove them.

2. Click 'Remove' beside the group you want to remove. You will need to confirm your action before
the group is deleted.
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Removing a User

This page last changed on Feb 08, 2006 by mryall.

) It is not possible to 'remove' a user if the user is responsible for content on the site because
Confluence will need the user information to maintain a history of pages. If you wish to prevent a user
from accessing Confluence, you can 'deactivate' a user the that they can no longer log in to Confluence.

You can however, 'remove' a user if the user has not added or edited any content on the site.

To deactivate or remove a user,

1. Go to the 'Administration Console' and click on '‘Manage Users' in the left panel.
All members of the Confluence-Users group are listed in alphabetical order (first name). To find a
user, you can either browse through the pages, or do a search on the user's mail id or the group to
which they belong.
2. Click on the user link. This will display the user's current details and links to edit them.
¢ Click 'Deactivate’ if the user is responsible for any content on the site. Deactivating will prevent
them from logging in to the site. (Only prior to 2.1, see below.)
¢ Click 'Remove' if the user is not responsible for any content on the site.

', Note on deactivating users

This functionality was removed in Confluence 2.1.x in line with the incorporation of the new Polis
library. This was done for performance reasons and we are still in the process of coming up with a
more performant solution.

In the meantime, to deactivate a user, you will need to remove him/her from all groups that have
currently been assigned global "Use Confluence" permission. If you have assigned "Use
Confluence" permission to the specific user, you will also need to remove this. See Global
Permissions Overview for how to do the latter.

Screenshot: Adding and removing users

Mot a member of groups: Member of groups:

atlassian-developers L confluence-users
atlassian-parners

atlassian-staft

atlassian-training

bhp-consulting

bnpp-boys

case-studies

citigroup-users w a

Join == << Leave
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Setting up Anonymous Access

This page last changed on Aug 22, 2006 by noam@atlassian.com.

You can enable public access to your site by granting the 'Use Confluence' permission to 'Anonymous’
users from the Administration Console.

This user category has been created for convenient administration of users who have not logged into the
site. Permissions assigned to this group apply to all anonymous users of the site.

To enable public access to your site,

1. Go to the 'Administration Console' and click 'Global Permissions' in the left panel.
2. Click 'Edit Permissions'.
3. Under 'Anonymous Access' check 'Can Use' Confluence.

) Once you grant this permission, further permissions can be granted from the space administration
screens to control the viewing and editing privileges of anonymous users. See Space Permissions
Overview.
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Viewing members of a group

This page last changed on Feb 02, 2006 by vidya.

To view the members of a group,

1. Go to the 'Administration Console' and click on 'Manage Groups' in the left panel. This will list all the
existing groups on the site along with the number of users in each group (displayed within
parenthesis).

2. Click on the number within the paranthesis to display all the users in the group.
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Integrating with Crowd

This page last changed on Feb 21, 2007 by justen.stepka@atlassian.com.

Atlassian's Crowd identity management system can be integrated with Confluence. Please see Integrating
Crowd with Confluence.
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JIRA User Management

This page last changed on Jan 31, 2006 by vidya.

e Delegate user management to use JIRA logins
° Revert from JIRA to internal user management
e JIRA User Management FAQ
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Delegate user management to use JIRA logins

This page last changed on Feb 01, 2007 by dchui.

If you already have a significant user base set up inside JIRA, it makes sense to connect Confluence up to
it so user management is centralised and not duplicated. This document outlines how to delegate
Confluence's user authentication and group management to JIRA so that you can use your JIRA users to
login to Confluence.

Read Before Proceeding

1. The examples used in this document are based on Tomcat Application Server and the MySQL
database, but the same concepts (but not the verbatim examples) can be applied to other
application servers or databases.

2. Always install Confluence with a new database. Do not attempt to use the existing Jira database,
with either JDBC or data source. Do not add any spaces or content once Confluence installation is
complete. Users in Confluence will no longer be valid once you switch over to using your JIRA users

3. If JIRA is using LDAP for authentication, you should not use JIRA for Confluence user management.
Use Add LDAP Integration With Group Management instead

4. If you have existing users or groups in Confluence, these users will not be available once you switch
to using JIRA's user management. Any existing content will no longer be associated with valid users

5. If you run into a problem, check the Troubleshooting section

Technical Overview

In the configuration described below, Confluence will use JIRA's database for its user and group
information. The Confluence application will have two database connections:

1. A connection to the primary database, set up during Confluence installation. This database stores all
the normal Confluence data: spaces, pages, comments, etc.

2. A read-only data source connection to JIRA's database, set up after Confluence is installed.
Confluence reads information about users and groups from this database.

The reason this works is because both JIRA and Confluence use the same user management library,
OSUser. The OSUser database schema is the same in JIRA and Confluence, so Confluence can easily read
from JIRA's tables to get the user and group information.

Step One: Installing Confluence

Skip this step if you have installed Confluence already and completed the setup wizard.

1. If you are running JIRA standalone please follow these instructions for installing Confluence.

2. If you have JIRA deployed under your own tomcat server, please follow these instructions.

3. Ensure that Confluence is running and has been set up, that is, you have completed the setup wizard
and verified that you can create pages.
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4. Shutdown Confluence.

Step Two: Setting up datasource to JIRA's database

To enable Confluence to delegate all user authentication attempts and group membership queries to
JIRA, it needs to made of aware of JIRA's database (and hence the user tables in JIRA's database).

In Tomcat this is achieved by specifying JIRA's database as a resource. You will need to declare it inside
the <context> descriptor you set up in Step One.

LiJ

If there is an existing block of <Resource> in the <context> descriptor, please do not replace it.
Rather, just add the following <Resource> block inside the <context> descriptor.

If you are running Confluence WAR/EAR version separate to Jira, or under Jira standalone 3.3 and
later, your Confluence context will be in the confluence.xml file.

If you are running Confluence standalone separate to Jira, or Confluence WAR/EAR version under
an older version of Jira, your Confluence context will be in the server.xml file. You should never
have a Confluence context in both.

If you are running Confluence stand-alone (or Confluence inside a JIRA stand-alone) and aren't sure
which version of Tomcat you are using, check your log files. You'll see *INFO: Starting Servlet Engine:
Apache Tomcat/5.5.nn* if you are using Tomcat 5.5.

i)

The DataSource configuration below is using MySQL as an example. You will need to modify these
settings according to the database that you are using.

e Tomcat 4.x and Tomcat 5.0.x: Sample context descriptor

4Cont ext pat h="/confl uence" docBase="C:/prograns/confl uence" swal | owQut put="true">
<Resour ce nanme="j dbc/JirabDS" aut h="Contai ner" type="javax.sql.DataSource"/>
<Resour cePar ans nanme="j dbc/ Ji r aDS" >
<par anet er >
<name>user name</ name>
<val ue>your _db_user nane</ val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>your _db_passwor d</ val ue>
</ par anet er >
<par anet er >
<nane>dri ver Cl assNane</ nane>
<val ue>com nysql . j dbc. Dri ver </ val ue>
</ par anet er >
<par anet er >
<nane>ur | </ nanme>
<val ue>j dbc: nysql : // your. domai n. coni j i ra_dat abase_nane?aut oReconnect =t r ue</ val ue>
</ par anet er >
<par anet er >
<nane>f act or y</ nane>
<val ue>or g. apache. conmons. dbcp. Basi cDat aSour ceFact or y</ val ue>
</ par anet er >
</ Resour cePar ans>
4/ Cont ext >
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g

Cont ext pat h="/confl uence" docBase="C:/ prograns/confl uence" swal | owQut put="true">
<Resource name="j dbc/JiraDS" aut h="Container" type="javax.sql.DataSource"
user name="your _db_user nane"
passwor d="your _db_passwor d"
driverd assNanme="com nysql . j dbc. Driver"
url ="j dbc: mysql : //your. domai n. com j i ra_dat abase_nane?aut oReconnect =true"/ >
/ Cont ext >

Ste

p Three: Installing the JDBC driver

Ensure that your JDBC driver is on the classpath of your application server. In this example, a jar for the
mysql driver should be in the /common/lib folder.

1.
2.

Ste

1.

Download the mysql driver from here.
Copy the jar file into the /common/lib folder

p Four: Modify osuser.xml

Please perform this step after you have completed the Confluence setup wizard.

Find the osuser.xml file in the /confluence/WEB-INF/classes folder and open in a text editor.
Comment out the following block of code:

1

1

1

provi der cl ass="bucket. user. provi ders. Cachi ngCredenti al sProvi der" >

<property
ame="chai n. cl assnane" >com opensynphony. user. provi der. hi ber nat e. Hi ber nat eCr edent i al sProvi der </ pro
<property
ane="chai n. confi guration. provi der. cl ass" >bucket . user. Bucket H ber nat eConfi gProvi der </ property>
</ provi der >
<provider class="bucket. user.providers. Cachi ngAccessProvi der">
<property
ame="chai n. cl assnane" >com opensynphony. user. provi der. hi ber nat e. Hi ber nat eAccessProvi der </ property
<property
ame="chai n. confi gurati on. provi der. cl ass" >bucket user. Bucket Hi ber nat eConf i gProvi der </ pr operty>
</ provi der >
<provider class="bucket. user. providers. Cachi ngProfileProvider">
<property
ame="chai n. cl assnane" >com opensynphony. user. provi der. hi ber nat e. Hi ber nat eProfi | eProvi der </ propert
<property

anme="chai n. confi guration. provi der. cl ass" >bucket . user. Bucket H ber nat eConfi gProvi der </ property>
</ provi der >

berty>

2.

Uncomment this block:

g

It

n

provi der cl ass="bucket. user. provi ders. Cachi ngCredenti al sProvi der" >
<property
ame="chai n. cl assnane" >com at | assi an. confl uence. user. provi ders.jira.JiraldbcCredenti al sProvi der </
<property nane="chai n. dat asour ce">j ava: conp/ env/ j dbc/ Ji r aDS</ pr oper ty>
</ provi der >
<provi der class="bucket. user.provi ders. Cachi ngAccessProvi der" >
<property
ane="chai n. cl assnane" >com at | assi an. conf | uence. user. provi ders.jira.Ji ralJdbcAccessProvi der </ prope
<property name="chai n. dat asour ce">j ava: conp/ env/j dbc/ Ji r aDS</ pr operty>
</ provi der >
<provider class="bucket. user. providers. Cachi ngProfileProvider">

br oper t y>

ty>
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<property
rame="chai n. cl assnanme" >com at | assi an. conf |l uence. user. provi ders.jira.JiraJdbcProfil eProvi der</propprty>
<property nanme="chai n. dat asour ce">j ava: conp/ env/j dbc/ Ji r aDS</ pr operty>

<property

rame="chai n. confi gurati on. provi der. cl ass">bucket . user. Bucket H ber nat eConfi gProvi der </ property>
</ provi der >

In this example, JiraDS is the name of the JIRA datasource you are sharing with Confluence. If you
have changed the name in step 2 of this documentation, you will need change all occurences of the
value here too.

You can also download the already configured file here.

Step Five: Creating Confluence Groups in JIRA

1. Add confl uence-users and confl uence- adm ni strators groups in JIRA
2. Add yourself to both these groups.
e To give your existing JIRA users access to Confluence, you have two options.
e Manually edit the groups of these users inside JIRA and give them membership to one or both
of these confluence groups OR
e Startup Confluence. Log in using your JIRA account, and go to Administration and then Global
Permissions. Now add USE permission to your desired JIRA groups.

1. In order to use Confluence, users must be a member of the conf | uence- users group (or have
confluence USE permission).

Step Six: Activating External User Management

Since user management is now conducted in JIRA and outside of Confluence, you will need to switch
external user management on.

NOTE: Activating external user management will remove user and group management options from
Confluence. Your users will also no longer be able to edit their full name or email address inside
Confluence (if they want to, they would have to do so in JIRA). To do this:

Log into Confluence using your JIRA account.

Go to the Administration Console and click General Configuration in the left panel
Click 'Edit' at the bottom of the 'Options and Settings' screen.

Select 'ON' beside 'External User Management'.

A WNBRH

For answers relating to JIRA User Management, click on any query below.

Troubleshooting

Confluence login page loads with 'NullPointerException' system error
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If the page loads with 'System error' with cause 'java.lang.NullPointerException at
com.atlassian.user.impl.osuser.OSUUserManager.getOpensymphonyUser(OSUUserManager.java:85)' and
output logs shows 'user.provider.jdbc.BaseJDBCProvider] init Could not look up DataSource using JNDI
location' error, either the Resource for the DataSource is not being loaded by the application server, or it
is being loaded but the resource names do not match. Check the names first, so if
'/confluence/WEB-INF/classes/osuser.xml' specifies a datasource named 'java:comp/env/jdbc/JiraDS', the
datasource specified in server.xml or confluence.xml must be 'jdbc/JiraDS'.

Confluence login page loads with 'HTTP Status 404' and output log shows
'java.lang.ClassNotFoundException' for driver, eg 'com.mysql.jdbc.Driver'

Missing the database driver library. On standalone or Apache Tomcat, download the database jar to the
common\lib directory.

Confluence login page loads but login fails with 'Username and password are incorrect' and output log
shows 'Access denied for user'

Caused by an incorrect database URL or login in the datasource.

Confluence login page loads but login fails with 'Username and password are incorrect' and output log
shows 'Cannot create JDBC driver'

If your log outputs an error with "FATAL [user.provider.jdbc.JDBCCredentialsProvider] Could not list
users. org.apache.commons.dbcp.SQLNestedException: Cannot create JDBC driver of class " for connect
URL 'null', you are using the incorrect Tomcat format for specifying the Datasource resource. You should
check your Tomcat version and use the alternative format.

I cannot get my JIRA integration to work, where can I get technical support?

See Requesting External User Management Support for information on logging a support request.

RELATED TOPICS

Delegate user management to use JIRA logins
Migrating users from Confluence to JIRA
Revert from JIRA to internal user management
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Revert from JIRA to internal user management

This page last changed on Oct 25, 2006 by david.soul@atlassian.com.

Administrators can revert a Confluence instance that uses JIRA for user management back to internal
user management. With few users, it is easier to manually recreate the JIRA users and groups in
Confluence. For more users, migrate JIRA users and groups into the Confluence database instead.

Option A - Manually Recreate Users In Confluence

This option is too time consuming for hundreds or thousands of users. After completing the reversion,
links to users who created or updated Confluence content may go to error screens.

To manually recreate the users, you must first have an instance of Confluence with internal user
management and your data.

¢ If you have made limited customisations to Confluence and migrating would be desirable - follow the
upgrade guide and import your data to a new installation.

¢ Alternatively, if you have made extensive customisations or do not wish to migrate - go to
delegating user management to JIRA and remove your JIRA user management by undoing the
instructions in revese order. These steps are specific to your instance so cannot be covered here.

Then manually create JIRA's groups and users in Confluence. If you have assigned permissions in
Confluence to a group which exists in JIRA, you must create a group in Confluence with the same name.
If a user who exists in JIRA has created content or has had permissions assigned to them, you must also
create that user in Confluence.

Option B - Transfer JIRA Users & Groups To Confluence

This option manually migrates JIRA users into the Confluence database, but requires knowledge of SQL.

*,  Users not using mySQL

Users of hon-mySQL databases must be experienced enough to modify the SQL to work in their
database as examples are provided for mySQL only. If you adapt the SQL to another database,
please consider posting the SQL you used to the comments.

*. Users of Confluence 2.0 or older

Pre-Confluence 2.0 users may need to modify the instructions to your older schema, or upgrade
Confluence. For example, on Confluence 2.1.5 and older, SQL references to the property table
must be updated to be called OS_PROPERTYENTRY in all upper-case.

Stage One - Create Backups
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Creating backups is the only way to restore your data if something goes wrong.

ua b WN =

From Confluence, create a full XML backup including attachments.

Stop Confluence.

Take a backup copy of the Confluence home and install directories.

Repeat the above steps for JIRA.

From your mySQL admin tool, create a database backup for the JIRA and Confluence databases.

Stage Two - Replace Confluence User Management

Replace the Confluence user and group permissions with JIRA by transferring table content. The SQL
provided is specific to mySQL and must be modifed for other databases. For each SQL statement, do a
find and replace on the JIRA and Confluence table names to your table names. In the examples, they are

call

1

ed confluence224 and jira364.

. Login to a DBA tool that can execute SQL on your DB.

2. Erase user and group content from the Confluence DB:

del ete from confl uence224. os_propertyentry where entity_nanme=' CSUser _user';
del ete from confl uence224. os_user _group

del ete from confl uence224. os_group;

del ete from confl uence224. os_user

Copy JIRA's groupbase table into Confluence's os_group table:

ilnsert into confluence224.0s_group (id, groupnane)
del ect *
flrom j i ra364. gr oupbase;

Copy JIRA's userbase table into Confluence's os_user table:

ilnsert into confluence224.o0s_user (id, usernane, passwd)
del ect *
flrom j i ra364. user base

Copy JIRA's membershipbase table into Confluence's os_user_group table.

ilnsert into confluence224. os_user_group (group_id, user_id)

del ect distinct groupbase.id as "group_id", userbase.id as "user_id"

flrom jira364. groupbase, jira364. menbershi pbase, jira364.userbase

Vher e menber shi pbase. user _nane = userbase. usernane and nenber shi pbase. group_nane =
droupbase. gr oupnane

6. Merge relevant content from JIRA's propertyentry and propertystring tables into Confluence's

os_propertyentry table. Some versions of SQL use "0" instead of "false" for boolean values.

ilnsert into confluence224.0s_propertyentry (entity_name, entity_id, entity_key, key_type
Hool ean_val , double_val, string_val, text_val, long_val, int_val, date_val)

del ect ' OSUser _user', propertyentry.entity id, propertyentry.property_key, 5, false, O,
dropertystring. propertyvalue, '', 0, 0, nul

flrom jira364. propertyentry, jira364.propertystring

1here propertyentry.entity_name=' OSUser' and propertyentry.id=propertystring.id

Stage Three - Revert To Local Management
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¢ If you have made limited customisations to Confluence and migrating would be desirable - Install a
new instance of Confluence using the upgrade guide and use Method 1 to import your updated
database.

e Alternatively, if you have made extensive customisations or do not wish to migrate - go to
Delegating User Management to JIRA and remove your JIRA user management by undoing the
instructions in revese order. These steps are specific to your instance so cannot be covered here.

Done! Note that the original administrator may not display their groups correctly, however their groups
are still present.
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JIRA User Management FAQ

This page last changed on Jan 14, 2007 by david.soul@atlassian.com.

For answers relating to JIRA User Management, click on any query below.

Troubleshooting

Confluence login page loads with 'NullPointerException' system error

If the page loads with 'System error' with cause 'java.lang.NullPointerException at
com.atlassian.user.impl.osuser.OSUUserManager.getOpensymphonyUser(OSUUserManager.java:85)' and
output logs shows 'user.provider.jdbc.BaseJDBCProvider] init Could not look up DataSource using JNDI
location' error, either the Resource for the DataSource is not being loaded by the application server, or it
is being loaded but the resource names do not match. Check the names first, so if
'/confluence/WEB-INF/classes/osuser.xml' specifies a datasource named 'java:comp/env/jdbc/JiraDS’, the
datasource specified in server.xml or confluence.xml must be 'jdbc/JiraDS".

Confluence login page loads with 'HTTP Status 404' and output log shows
'java.lang.ClassNotFoundException' for driver, eg 'com.mysql.jdbc.Driver'

Missing the database driver library. On standalone or Apache Tomcat, download the database jar to the
common\lib directory.

Confluence login page loads but login fails with 'Username and password are incorrect' and output log
shows 'Access denied for user'

Caused by an incorrect database URL or login in the datasource.

Confluence login page loads but login fails with 'Username and password are incorrect' and output log
shows 'Cannot create JDBC driver'

If your log outputs an error with "FATAL [user.provider.jdbc.JDBCCredentialsProvider] Could not list
users. org.apache.commons.dbcp.SQLNestedException: Cannot create JDBC driver of class " for connect
URL 'null', you are using the incorrect Tomcat format for specifying the Datasource resource. You should
check your Tomcat version and use the alternative format.

I cannot get my JIRA integration to work, where can I get technical support?

See Requesting External User Management Support for information on logging a support request.
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LDAP User Management

This page last changed on Jan 14, 2007 by david.soul@atlassian.com.

Grouping page for external user management documentation (including LDAP, ActiveDirectory, etc). What
resource do you need?

e Overview of external user management
e Help with troubleshooting external user management
e Guide to adding LDAP integration with group management

e LDAP FAQ

Check the listing of children pages below for other useful resources.
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Activating External User Management

This page last changed on Aug 06, 2006 by tom@atlassian.com.

If your user management is being handled outside of Confluence by JIRA you will need to turn on the
external management option from the Administration Console.

If your user management is being done with LDAP, you must not turn on external user management,
although users and groups which exist in your LDAP repository cannot be modified.

Activating an external user management sytem will remove all user and group management options from
Confluence. The assignment of permissions to groups and users is still carried out within Confluence, but
the creation of groups and users is not.

This will also disable users from signing up to the site, as well as editing their name, email and password
particulars from within Confluence.

To activate an external user management system,

Go to the 'Administration Console', click on 'General Configuration' in the left panel.
In the 'Security and Privacy' screen, click 'Edit'.

Select 'On' beside 'External User Management'.

Click 'Save'.

A WN PR

RELATED TOPICS

Activating External User Management

Add LDAP Integration For User Authentication Only
Changes in osuser.xml from 1.0.3a to 1.1.x
Confluence Caching OSUser Provider

Importing LDAP Users
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Add LDAP Integration For User Authentication Only

This page last changed on Jan 22, 2007 by david.soul@atlassian.com.

Description

There are two kinds of Confluence/LDAP integration available:

User Internal Users Internal Groups LDAP Users LDAP Groups
Authentication
LDAP Without V) V] o (2]
Groups
LDAP With Groups & V] /] v

This guide covers LDAP without groups, where if a username exists in both Confluence and LDAP, they
use their LDAP password to login. You still maintain users from Confluence and use internal Confluence
groups for group permissions.

Alternatively, you may use LDAP with Groups to have users and groups automatically updated from
LDAP, and use LDAP groups for group permissions.

Applies For

¢ Enabling LDAP for the first time
¢ Upgrading existing LDAP without enabling group management

Important Points

¢ Only the password lookup is done against LDAP and only if the Confluence username coincides with
the LDAP username. Users and user profiles are still managed in Confluence. See technical
explanation below.

e Confluence account must be created for each LDAP user, as they do not automatically have access.
For an LDAP user to access Confluence, a site administrator will still need to create an account for
them. The password in this Confluence account will be ignored as the LDAP password will override it.

e User management in Confluence 2.0 and earlier is handled by OSUser. OSUser is configured through
the osuser.xml file located in conf |l uence/ VEEB- | NF/ cl asses.

Instructions

CAUTION: Make sure that when you first set up Confluence, you make no changes to the default

osuser.xml. Once Confluence is up and running, you can then apply the changes described here to enable
LDAP integration.
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Step One: Open the osuser.xml file located in your home directory under
WEB-INF/classes

In the osuser.xml file, the CredentialsProviders are responsible for authenticating passwords. The default
CachingCredentialsProvider looks in the Confluence database. To enable LDAP aunthentication, you will
need to add a LDAPCredentialsProvider, so that LDAP users can also be authenticated:

Here's what the default osuser.xml contains:

<provider cl
<property
nanme="chai n.
<property
nanme="chai n.
</ provi der >
<provider cl
<property
nanme="chai n.
<property
nanme="chai n.
</ provi der >
<provider cl
<property
name="chai n.
<property
nanme="chai n.
</ provi der >

ass="bucket . user. provi ders. Cachi ngCredenti al sProvi der" >

cl assnane" >com opensynphony. user . provi der. hi ber nat e. Hi ber nat eCr edenti al sProvi der</pro
configuration. provider.cl ass">bucket . user. Bucket Hi ber nat eConfi gPr ovi der </ property>
ass="bucket . user. provi ders. Cachi ngAccessProvi der" >

cl assnane" >com opensynphony. user . provi der. hi ber nat e. Hi ber nat eAccessProvi der </ property
configuration. provider. cl ass">bucket . user. Bucket H ber nat eConfi gProvi der </ property>
ass="bucket . user. provi ders. Cachi ngProfi | eProvi der">

cl assnane" >com opensynphony. user. provi der. hi ber nat e. Hi ber nat eProf i | eProvi der </ propert

configuration. provider.cl ass">bucket. user. Bucket H ber nat eConfi gProvi der </ property>

berty>

\'4

y >

Step Two: Edit the osuser.xml file as shown below:

For Confluence version 2.1 and later:

<provi der cl

ass="com at | assi an. conf| uence. user. Conf | uenceLDAPCr edent i al sProvi der" >

<property nanme="java.nami ng.factory.initial">comsun.jndi.|dap.LdapC xFactory</ property>
<property nanme="java. nam ng. provider.url ">l dap://| ocal host: 389</ property>

<property nanme="sear chBase">dc=at | assi an, dc=conx/ pr operty>

<property nanme="ui dSear chNane" >cn</ property>

<I--

<property nane="j ava. nami ng. security. princi pal "“>cn=Manager, dc=at | assi an, dc=conx/ pr operty>
<property nane="j ava.namni ng.security.credential s">secret</property>
<property nanme="excl usi ve-access">true</ property>

-->
</ provi der >

<provider cl
<property
name="chai n.
<property
name="chai n.
</ provi der >
<provider cl
<property
nanme="chai n.
<property
name="chai n.
</ provi der >
<provider cl
<property
nanme="chai n.
<property
name="chai n.
</ provi der >

ass="bucket . user. provi ders. Cachi ngCr edent i al sProvi der" >

cl assnane" >com opensynphony. user . provi der. hi ber nat e. Hi ber nat eCr edenti al sProvi der </ pro
configuration. provider.class">bucket. user. Bucket Hi ber nat eConfi gProvi der </ property>
ass="bucket . user. provi ders. Cachi ngAccessProvi der " >

cl assnane" >com opensynphony. user . provi der. hi ber nat e. Hi ber nat eAccessProvi der </ property
configuration. provider.class">bucket. user. Bucket Hi ber nat eConfi gProvi der </ property>
ass="bucket . user. provi ders. Cachi ngProfil eProvi der">

cl assnane" >com opensynphony. user. provi der. hi ber nat e. Hi ber nat eProf i | eProvi der </ propert

configuration. provider.class">bucket. user. Bucket H ber nat eConfi gProvi der </ property>

berty>
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For older verisons of Confluence

<provi der class="com opensynphony. user. provider.|dap. LDAPCredenti al sProvi der" >

<property nanme="java.naming.factory.initial">comsun.jndi.|dap.LdapC xFact ory</ property>
<property nanme="j ava.namni ng. provider.url ">l dap://| ocal host: 389</ property>

<property name="sear chBase">dc=at | assi an, dc=conx/ property>

<property nanme="ui dSear chNane" >cn</ pr operty>

<l--

<property name="java. nam ng. security.princi pal ">cn=Manager, dc=at | assi an, dc=conx/ pr operty>
<property nane="j ava. nami ng. security.credential s">secret</property>

<property nanme="excl usi ve-access">true</ property>

Ep—

</ provi der >

<provi der class="bucket. user.providers. Cachi ngCredenti al sProvi der">
<property

name="chai n. cl assnanme" >com opensynphony. user. provi der. hi ber nat e. Hi ber nat eCr edent i al sProvi der </ property>
<property

nanme="chai n. confi guration. provi der. cl ass">bucket . user. Bucket H ber nat eConfi gProvi der </ property>
</ provi der >

<provider class="bucket. user. providers. Cachi ngAccessProvi der">

<property

nanme="chai n. cl assnanme" >com opensynphony. user. provi der. hi ber nat e. H ber nat eAccessProvi der </ propertyp
<property

name="chai n. confi guration. provi der. cl ass">bucket . user. Bucket H ber nat eConfi gProvi der </ property>
</ provi der >

<provider class="bucket. user. providers. Cachi ngProfileProvider">

<property

nanme="chai n. cl assnanme" >com opensynphony. user. provi der. hi ber nat e. H ber nat ePr of i | eProvi der </ property>
<property

nanme="chai n. confi gurati on. provi der. cl ass" >bucket . user. Bucket H ber nat eConf i gPr ovi der </ property>
</ provi der >

¢ Update the following properties to suit your LDAP server:
© url (currently set to Idap://localhost:389)
° searchBase (currently set to dc=atlassian,dc=com)
° uidSearchName (currently set to cn)
o If your LDAP server is not configured to allow anonymous lookups, you need to:
° remove comment tags
° enter the username; including searchBase (currently set to cn=Manager,dc=atlassian,dc=com)
° enter password (currently set to secret)

) The Credentials (password) checking is a separate operation from user-profile lookups. The profile can
be loaded from the Confluence database, but the password is looked up from LDAP. Furthermore,
multiple credentials providers can be specified (here, LDAP and OSUser), and if one fails, the other will be
used. This allows non-LDAP users to log in with their Confluence password.

RELATED TOPICS

Activating External User Management
Add LDAP Integration For User Authentication Only

Changes in osuser.xml from 1.0.3a to 1.1.x
Confluence Caching OSUser Provider
Importing LDAP Users
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Add LDAP Integration With Group Management

This page last changed on Jan 28, 2007 by dchui.

Confluence can delegate user authentication to LDAP and use LDAP group memberships to set the user's
Confluence access permissions. This guide is covers:

e Enabling LDAP for the first time
e Upgrading existing LDAP to support group management

Once the LDAP is enabled and LDAP users are using Confluence, you cannot revert back to local user
management without those users being disabled. However, you can create new local users while using
LDAP integration

Who is this guide for?

To decide if this is the correct document for you, please answer these 3 questions:

1. Do you want use keep using internal Confluence groups but have LDAP passwords for logins? If so,
follow Adding LDAP Integration Authentication Only instead.

2. Are you using Atlassian-User LDAP on Confluence 2.1.x? If so, follow the 2.1.x LDAP Upgrade
Instructions instead.

3. Are you using a version of Confluence older than 2.1? If you are using 2.0.x, follow OSUser LDAP
integration instead. If it is older thant 2.0, you must upgrade Confluence.

Step 1 - Upgrade Confluence

Please check that you are running the latest version of Confluence. If not, we strongly recommend that
you consider upgrading Confluence according to this guide. Confirm that you have upgraded successfully
before trying to add LDAP to the new version.

Step 2 - Check your LDAP server

Confirm this information about your LDAP server.

1. Check your server LDAP version. Supported versions are v2 and v3. Supported LDAP servers include
OpenLDAP, Microsoft Active Directory, Novell eDirectory, and any server that uses Java JNDI-LDAP
mapping.

2. Your LDAP or Active Directory server must support static groups. This means that the user DN's
must be stored against a membership attribute inside an LDAP groups. An example of a static
groups is shown below:

Dn: CN=Sal es and Marketing, CN=User s, DC=ad, DC=at | assi an, DC=com

obj ectd ass: top; group;

cn: Sales and Marketi ng;

di stingui shedNarme: CN=Sal es and Marketing, CN=User s, DC=ad, DC=at | assi an, DC=com
nanme: Sal es and Marketi ng;

;ré'nber: CN=John Smit h, CN=User s, DC=ad, DC=at | assi an, DC=com
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menber: CN=Sal ly Smith, CN=User s, DC=ad, DC=at | assi an, DC=com

The membership attribute in this case is member, but this is not required. Note that the full DN's of
John and Sally Smith are listed.

3. You must not have LDAP groups called 'confluence-users' or 'confluence-administrators'.
4. You must have at least one existing Confluence administrator who's username does not exist in the

LDAP server.

Step 3 - Confluence user migration

The new Atlassian-User-LDAP-Integration depends on a new user managment component and requires
you to migrate your current users even in the case of new installs. The following steps will guide you:

[y

You will need to find out your Confluence base URL. To check this from Confluence, go to
Admini stration > General Configuration > Base Url. Record this for later in the process.
You must create backups in order to rollback to the old version if the migration is unsuccessful.
Make a backup of your:

e database

e Confluence home directory

e confluence/WEB-INF/classes/atlassian-user.xml (only if you have made changes)
Download hibernate osuser atlassian-user.xml and rename to at | assi an- user. xm and copy to
your conf | uence/ WEB- | NF/ ¢l asses directory (you can overwrite the one that's there)
This step is only for users running Confluence 2.3.0. Right click on osuser2atluser.jsp and download
it to the \ conf | uence\ adni n subdirectory of your Confluence install. Overwrite the existing
osuser 2at | user. j sp file.

Restart Confluence. Login as an Administrator, copy the address
htt p: / / <BASEURL>/ <cont ext pat h>/ adm n/ osuser 2at | user. j sp and paste it into your browser's
address bar. Edit the <BASEURL> to your actual base URL and <contextpath> to your context path
(usually 'confluence') and follow the link.
Click the link Begin migration. You will know the migration has been successful if you see this
reported:

M grating users ... Users mgrated successfully!

M grating propertyset data ... Propertyset data mgrated successfully!

M grating groups ... Goups mgrated successful | y\!

If you encounter errors, please create a support ticket at http://support.atlassian.com and attach
your application server logs.

Stop Confluence.

Start up Confluence and check that you can login using the admin account you first set up when
running through the Confluence Setup Wizard. If not, re-examine your steps and repeat from there.
If you can't successfully login with this account, please check that the username of this account
does not already exist in your LDAP server. If usernames are the same, Confluence recognises LDAP
accounts over local Confluence accounts.

Step 4 - Configure LDAP connection in atlassian-user.xml

. Download Idap_hibernate cache atlassian-user.xml, rename it to at | assi an- user. xm then copy

to your <I NSTALL>/ conf | uence/ VEB- | NF/ cl asses directory. It should overwrite the previous
at | assi an-user. xnl . You will now need to customise this file to suit your LDAP server:

. To configure this file, please go here.
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Step 5 - Grant access to LDAP users and groups

To grant Confluence access to an LDAP group:

1. From Confluence, go to Administration > Global Permissions

Click to Edit Permissions for Groups

3. In the textbox to Grant Browse Permission, enter the name of an LDAP group that should have
Confluence access. Click Add.

4. Tick the Can Use box for the LDAP group. If the group is not found, it was not present in your LDAP

server.

For other LDAP groups that need access to Confluence, add them using the same method.

6. Setup your Confluence page and space permissions for these LDAP groups.

N

Ui

Installation complete!

Troubleshooting Resources

e LDAP FAQ
e If LDAP users or groups are not displayed in Confluence, download the Paddle diagnostic tool

e List of known, unresolved LDAP bugs
e Comments on this page

Failing that, lodge a support reqguest. Be sure to attach your atlassian-user.xml, Paddle logs and a zip of
your Confluence logs.
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Automatically Adding LDAP users to the confluence-users Group

This page last changed on Jan 08, 2007 by dave@atlassian.com.

This Authenticator adds users to confluence-users as they log in. To use it, change the line:

<authenticator class="com.atlassian.confluence.user.ConfluenceAuthenticator"/>

in seraph-config.xml to:

<authenticator class="com.atlassian.confluence.user.ConfluenceGroupJoiningAuthenticator"/>

And put the ConfluenceGrouploiningAuthenticator.class file in
WEB-INF/classes/com/atlassian/confluence/user
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Customising atlassian-user.xml

This page last changed on Jan 14, 2007 by rosie@atlassian.com.

Your LDAP or Active Directory details should be specified in
confl uence/ VEEB- | NF/ cl asses/ at | assi an-user. xm .

) Note: Confluence version 2.3 and later supports multiple LDAP servers. Simply configure a
connection, in atlassian-user.xml, for each LDAP server.

Configuring the connection between your LDAP system and Confluence

An example connection, in atlassian-user.xml, between Confluence and an LDAP system.

<l dap key="|dapRepository" name="LDAP Repository@ecate. atl assi an. con cache="true">
<host >hecat e. at | assi an. conx/ host >
<port >389</ port >
<securityPrinci pal >cn=adni n, dc=at | assi an, dc=pri vat e</ securi tyPri nci pal >
<securityCredenti al >secret </securityCredential >
<securityProtocol >pl ai n</securityProtocol >
<securityAut henti cati on>si npl e</ securityAut hentication>
<baseCont ext >dc=at | assi an, dc=pri vat e</ baseCont ext >

If you are unsure of what to specify or how to determine these values and:

a) you are using Active Directory please see this document.
b) otherwise, please see this document.

) If your Active Directory Server allows anonymous searches, then you do not need to specify a
securityPrincipal and securtyCredential at all. For an example of how you would configure
Confluence to allow anonymous authentication, see this document.

Mapping your LDAP Data Information Tree to Confluence

An example configuration of mappings, in
<I NSTALL>/ conf | uence/ VEEB- | NF/ cl asses/ at | assi an- user. xnm , between Confluence and an LDAP
system.

<baseUser Namespace>dc=st af f, dc=perftest, dc=at | assi an, dc=pri vat e</ baseUser Namespace>
<baseG oupNanmespace>dc=gr oups, dc=perftest, dc=atl assi an, dc=pri vat e</ baseG oupNanespace>
<usernaneAttri but e>cn</usernaneAttri but e>

<user Sear chFi | t er >(obj ect Cl ass=i net or gper son) </ user Sear chFi |l ter >
<firstnaneAttribute>gi venname</firstnameAttribute>

<surnaneAttri but e>sn</surnanmeAttri but e>

<emai | Attribute>mail </email Attribute>

<gr oupnaneAttri but e>cn</ groupnaneAttri but e>

<gr oupSear chFi | t er >( obj ect Cl ass=gr oupOf Nanes) </ gr oupSear chFi |l ter >

<menber shi pAttri but e>nenber </ menber shi pAttri but e>
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</ | dap>

For further details on this attributes and you are using:

a) Active Directory, please see this document.
b) otherwise please see this document.

Configuring the LDAP Connection Pool (Optional)

The following settings do not appear in the default
<I NSTALL>/ conf | uence/ \EB- | NF/ cl asses/ at | assi an-user. xnl file:

<pool i ngOn>t r ue</ pool i ngOn>

<maxSi ze>0</ maxSi ze>

<initSize>10</initSize>

<pr ef Si ze>10</ pr ef Si ze>

<debugLevel >none</ debugLevel >

<securityProtocol >pl ai n ssl </securityProtocol >
<aut henti cati on>si npl e</ aut henti cati on>

<t i meout >0</ti meout >

<i ni ti al Cont ext Fact ory>com sun. j ndi . | dap. LdapCt xFact ory</i ni ti al Cont ext Fact ory>
<bat chSi ze>100</ bat chSi ze>

<ti meToLi ve>0</ti meToLi ve>

<user Sear chAl | Dept hs>t r ue</ user Sear chAl | Dept hs>
<gr oupSear chAl | Dept hs>t r ue</ gr oupSear chAl | Dept hs>

However, if you want to override the default values listed above, you can add the value onto the end like

SO:

<gr oupnaneAttri but e>cn</ groupnaneAttri but e>
<gr oupSear chFi | t er >( obj ect Cl ass=gr oupOf Nanes) </ gr oupSear chFi |l t er >
<menber shi pAttri but e>nenber </ menber shi pAttri but e>
<initSize>20</initSize>

</ | dap>

It is important that the connection pool timeout value be set to 0, as this will force Atlassian User (via the
JNDI layer) to clean up lingering connections that have lived past one request. More information about
LDAP pools here
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atlassian-user.xml reference

This page last changed on Sep 17, 2006 by dave@atlassian.com.

This page describes the function of each of the tags in an atlassian-user.xml file.

Child tags of the <l dap> tag:

host The host name of the machine running the LDAP
server. This must resolve from the machine
running Confluence.

port The port number that the LDAP server is running
on. This should usually be 389.

securityPrincipal The distinguished name of a user who is allowed
to browse the entire LDAP repository. This is
omitted if the repository has anonymous access
enabled.

securityCredential That user's password. This is omitted if the
repository has anonymous access enabled.

securityProtocol Must be 'plain'. This is omitted if the repository
has anonymous access enabled.

securityAuthentication Must be 'simple’, or 'none' if the repository has
anonymous access enabled.

baseContext This should be set to a context at the 'top' of your
LDAP tree.
baseUserNamespace This should be set to a context which contains all

your user entities.
userSearchFilter A filter which matches only user entities.

baseGroupNamespace This should be set to a context which contains all
your group entities

groupSearchFilter A filter which matches only group entities

usernameAttribute The name of the attribute on a user entity which
contains the Confluence user name of the user.

firstnameAttribute The name of the attribute on a user entity which
contains the first name of the user.

surnameAttribute The name of the attribute on a user entity which
contains the surname of the user.

emailAttribute The name of the attribute on a user entity which
contains the email address of the user.

groupnameAttribute The name of the attribute on a group entity which
contains the Confluence group name of the group.

membershipAttribute The name of an attribute on a group entity which
contains the distinguished name of a member of a
group. This should occur multiple times on a group
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to indicate multiple members of the group.

userSearchAllDepths Set to 'true' to search the baseUserNamespace
level and all nodes underneath for users. Defaults
to 'false’.

groupSearchAllDepths Set to 'true' to search the baseGroupNamespace

level and all nodes underneath for groups.
Defaults to 'false’.

useUnqualifiedUsernameForMembershipComparison Set to 'true' to use the value of the
usernameAttribute for membership comparisons
instead of the distinguished name. Defaults to
'false’.
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Changes in osuser.xml from 1.0.3ato 1.1.x

This page last changed on Sep 14, 2006 by david.soul@atlassian.com.

If you have setup Confluence to:

e delegate user management to JIRA (as per our documentation here) or
e use LDAP/Active directcory authentication (as per our documentation here)

Then you will need to make the following changes to your osuser. xnl file:

1. replace

dom at | assi an. conf | uence. user. provi ders. Cachi ng

with

HQucket . user. provi ders. Cachi ng

Doing this will effectively convert the following:

dom at | assi an. conf | uence. user. provi ders. Cachi ngCredenti al sProvi der
dom at | assi an. conf | uence. user. provi ders. Cachi ngAccessPr ovi der
dom at | assi an. conf | uence. user. provi ders. Cachi ngProfi | eProvi der

to

Hucket . user . provi ders. Cachi ngCr edenti al sProvi der
HQucket . user . provi ders. Cachi ngAccessProvi der
HQucket . user. provi ders. Cachi ngPr of i | eProvi der

2. and replace

dom at | assi an. conf | uence. user . Conf | uenceH ber nat eConfi gProvi der

with

HQucket . user . Bucket H ber nat eConfi gProvi der

Alternatively

You can just reconfigure the new osuser.xml with your changes.
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Confluence Caching OSUser Provider

This page last changed on Apr 06, 2004 by mryall.

During some operations such as rendering pages, Confluence makes a large nhumber of queries to the
user management subsystem (OSUser). To cater for this, the OSUser providers built in to Confluence in
v1.0 performed a certain amount of in-memory caching of user identities. Unfortunately, this means that
if you configure Confluence to use some other provider (such as LDAP or JIRA), this caching is no longer
performed, and the application slows significantly as a result.

This document is aimed at Confluence users who have, or wish to have Confluence use an external user
management through customising their osuser. xm file. If you are just using Confluence's built-in
user-management, you do not need to read this document.

Note

While the caching providers should work with any OSUser provider, we have only tested them against
Confluence's built-in user-management, and the JIRA provider that ships with Confluence.

Provider Configuration

Confluence 1.0.1 introduces the following OSUser providers:

com atl assi an. confl uence. user. provi ders. Cachi ngCredenti al sProvi der,

com atl assi an. confl uence. user. provi ders. Cachi ngAccessProvi der,

com at | assi an. conf | uence. user. provi ders. Cachi ngProfil eProvi der. They are written as caching
wrappers around another provider that does all the real work. So, for example, this is the default
Credenti al sProvi der configuration that ships with Confluence:

<provi der class="com atl assi an. confl uence. user. provi ders. Cachi ngCredenti al sProvi der">
<property nanme="chai n. cl assnane" >
com opensynphony. user. provi der. hi ber nat e. H ber nat eCr edenti al sProvi der
</ property>
<property nanme="chain. configuration.provider.class">
com at | assi an. conf |l uence. user. Conf | uenceHi ber nat eConf i gPr ovi der
</ property>
</ provi der >

To configure the caching provider, you need to supply:

1. The class-name of the provider that will ultimately be providing the credentials, as the property
chai n. cl assnane

2. Any properties that need to be passed to that next provider. If the next provider requires a property
configuration. provider. cl ass, then you can pass that property to the provider by prepending
chai n. to the property name: chai n. confi gurati on. provi der. cl ass

The configuration for the Access and Profile providers is identical.
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Importing LDAP Users

This page last changed on Nov 30, 2006 by dave@atlassian.com.

Deprecation Notice

A new improved LDAP integration was introduced in Confluence 2.1. This document describes the
old style LDAP integration and has been deprecated. If you are new to Confluence and have not
set up LDAP integration before, we recommend using the new LDAP integration.

*

To import users from your LDAP server into Confluence,

Download the LDAP user importer.

Open Idap2confluence.sh (Unix) or Idap2confluence.bat (Windows)

Set the Base URL to the URL of your Confluence system (e.g. http://my.server/confluence).
Set the 'ADMINUSER' and 'ADMINPASSWORD' variables to the username and password of your
Confluence Admin user.

Setup the connection.properties file as described here.

Setup the mappings.properties file as described here.

7. Run Idap2confluence to import your users.
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LDAP FAQ

This page last changed on Jan 14, 2007 by david.soul@atlassian.com.

For answers relating to LDAP User Management, click on any query below.

Troubleshooting

I just added LDAP integration, why can't I login using my original account?

If there is an LDAP user with the same username as your administrator account, you must now use their
password to login. LDAP logins override internal logins.

Why do my LDAP users sees 'Not Permitted' screens when they login?

To login, the user must be a member of one or more groups that have been granted 'Can Use' permission
from the Administration -> Global Permissions -> Group Permissions.

Confluence fails to start with error 'Error creating bean with name 'userManager' defined in class path
resource [atlassianUserContext.xml]'?

Your atlassian.xml file may contain filters with characters that must be escaped from XML. Check here for
details.

Editing a user under Administration -> Manage Users throws an error
'org.apache.velocity.exception.MethodInvocationException'

If you see an error:

"org.apache.velocity.exception.MethodInvocationException: Invocation of method 'isUserDeactivated' in
class com.atlassian.confluence.user.actions.ViewUserAction threw exception class
java.lang.NullPointerException : null"

You should open \confluence\WEB-INF\classes\atlassian-user.xml and check that your Hibernate
Repository is not wrapped in a comment tag (<!-- and -->). The line to uncomment is:

<hibernate name="Hibernate Repository" key="hibernateRepository" description="Hibernate Repository"

/>

Cannot edit user groups under Administration -> Manage Users as nothing happens

You should open \confluence\WEB-INF\classes\atlassian-user.xml and check that your OSUser Repository
is commented out. If the line <osuser key="osuserRepository" name="0SUser Repository"> is not inside
<!-- and --> tags, stop Confluence and replace the line with <!-- <osuser key="osuserRepository"
name="0SUser Repository"> -->
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I cannot see an LDAP/AD group in Confluence

Is the group in a subtree? If so, you will need to edit atlassian-user.xml and add a
gr oupSear chAl | Dept hs=t r ue parameter to the LDAP repository to set Confluence to search subtrees of
the base group namespace.

I cannot get my LDAP to work, where can I get technical support?

See Requesting External User Management Support for information on logging a support request.

General Questions

How can I enable LDAP?

See Add L DAP Integration With Group Management.

Are all users in LDAP visible in Confluence administration? Can they can be assigned groups/permissions?

All LDAP users with 'Can Use' permission can be viewed from the user browser, even if they have never
logged in. When an LDAP user logs in for the first time, a Confluence user account is created
automatically to store their information. You have read-only access to LDAP groups, and can add/remove
Confluence internal groups to any user.

When a user is deleted from LDAP, how does Confluence handle this? Is the user's assignment to one or
more groups still visible?

Users are not deleted from Confluence, but their logins are disabled within one hour as they expire in the
cache. Only non-LDAP groups are retained. Refer to the overview for more detail.

How can I assign an LDAP user a Confluence account?

LDAP groups or users granted 'Can Use' permission under 'Global Permissions' can login to Confluence.

Can we user LDAP and Confluence groups simultaneously, as a "mixed mode", where some groups are
kept in Confluence and others in LDAP?

Yes.}
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If a user is in Confluence with one password, and an LDAP user with the same username is added, which
password gets used?

The LDAP login has priority over the Confluence login. If LDAP 'Can Use' permission is removed or the
user is deleted, the Confluence login will still work.

Active Directory Questions

Can it make distinctions between security and distribution groups, or group types?

No, Confluence has no group types. However, you can configure Confluence to only recognise some of
these groups over others. For example, you can configure Confluence to only recognise distribution
groups. this is done by adjusting the gr oupSear chFi | t er in your atlassian-user.xml file.

Can group memberships be retrieved from multi-domain forests?

Not without an LDAP proxy to combine multiple LDAP repositories

Can Confluence support multiple Active Directory repositories?

No. See feature request CONF-6034http://jira.atlassian.com/browse/CONF-6034.

Can it handle nesting?

No, each child group must be individually specified instead. You may wish to vote towards support for
nested groups at CONF-6755.

Other Questions

For troubleshooting, please create a problem report. General enquiries should be posted to a support
ticket
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Troubleshooting the "Not Permitted" Screen under LDAP Integration

This page last changed on Jun 14, 2006 by mryall.

If you have set up Confluence with AtlassianUser integration and attempted a login with an LDAP/AD
account and got a page titled "Not Permitted" here are the steps to troubleshoot this:

e Have you assiged USE permission to the relevant LDAP groups from the Administration > Global
Permissons page?

Before an LDAP user can login and use Confluence, the LDAP group they belong to must be given USE
permission directly. (Please note: nested groups is not supported in Confluence as yet, so you cannot
specify the parent group. If you want this feature, please vote for it here.)

e Does an account exist on your LDAP/AD server that has the same name as your local admin
account? (for example, is there an acccount on LDAP called 'admin'?)

If so, then you will not be able to login with your local admin account once you enable LDAP integration.
To rectify this, you need to either rename your LDAP admin account or rollback your LDAP integration and
create another Confluence admin account.

e You have assigned USE permission to the relevant LDAP groups, but LDAP users in those groups still
get "Not Permitted"?

Here, you need to check if Confluence is actually aware that your LDAP users belong to those LDAP
groups. To work this out, here is what we need from you:

1. login as the local admin account you created when you first set up Confluence.
2. enable profiling by appending ?prof i | e=on to the end of a Confluence URL (say the URL of the
dashboard, if you happen to be on that page) and hit enter to refresh the page. This setting will now
be enabled and cause additional information to be written to your log files to help us diagnose the
problem.
Now browse to the Admi ni strati on > Manage Users screen and do a search for any LDAP user.
Now click on the user to view their details (including the groups they belong to).
5. Now submit a support ticket at http://support.atlassian.com and attach:

¢ a screenshot of the user details page

e your server logs files

AW

If you are feeling brave, you can attempt to decipher the logs yourself. Here's how:

1. your logs should display something similar to this:

[|ons]

dom at | assi an. user. i npl .| dap. adapt or. LDAPSt at i cGr oupAdapt or _sear ch( (&( obj ect d ass=gr oupOf Nanes) (
[OnmB] - com atl assi an. user.inpl.| dap.repository. Def aul t LDAPReposi t ory_get LDAPCont ext

[Ons] -

dom at | assi an. user.inpl .| dap. adapt or. LDAPSt at i cGr oupAdapt or _search_JNDI _RAW ( ( & obj ect O ass=gr oup

Prber =cn=cc

[f Nanes) (&

This means that Confluence is using this LDAP search filter
(&(objectClass=groupOfNames)(member=cn=confadmin,ou=users,ou=people,ou=functest,dc=atlassi
to find the groups that the user 'confadmin' belongs to. Obviously, the objectClass and member
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attributes may differ in your install, but the filter should be similar.

2. connect to your LDAP/AD server with JXplorer or an LDAP tool of your choice, and issue the above
filter and check that you get the results you expect. This should help you to identify if and why the
filter is incorrect and what it should be. Please add what you find in this step to the support ticket if
you are unable to resolve it from here.
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Cannot login with Confluence admin account

This page last changed on Aug 20, 2006 by dave@atlassian.com.

By 'admin account', we are referring to the account that was setup during the Confluence setup wizard.

If you have just integrated Confluence with LDAP or Active Directory, but find yourself not being able to
login with this account but instead get a 'not permitted' screen: here's the explanation and fix:

Explanation

This is caused by there being an account on LDAP with the same username as your admin account. (so
for example, your Confluence admin account is 'admin’ and there's a user on LDAP that also has
username 'admin').

Fix

1. Shutdown Confluence

2. Open confluence/WEB-INF/classes/at | assi an- user. xm in a text editor and comment out the LDAP

statements for now. For example:

dat | assi an-user >
<repositories>

<osuser key="osuserRepository" name="0SUser Repository"/>

<l--

<l dap key="|dapRepository" name="LDAP Repository@ecate. atl assi an. con' cache="true">
<host >hecat e. at | assi an. conx/ host >
<port >389</ port >

<securityCredenti al >secret </securityCredential >
<securityProtocol >pl ai n</ securityProtocol >

<securityAut henti cati on>si npl e</ securityAut hentication>
<baseCont ext >dc=at | assi an, dc=pri vat e</ baseCont ext >

<usernaneAttri but e>cn</usernaneAttri bute>
<user Sear chFi | t er >(obj ect Cl ass=i net or gper son) </ user Sear chFi |l ter >
<firstnaneAttribute>gi vennanme</firstnameAttribute>
<surnaneAttri but e>sn</surnaneAttri but e>
<emmi | Attribute>mail </email Attri bute>
<groupnaneAttri but e>cn</ groupnaneAttri but e>
<gr oupSear chFi | t er >( obj ect Cl ass=gr oupOf Nanes) </ gr oupSear chFi |l t er >
<menber shi pAttri but e>nenber </ menber shi pAttri but e>
</ | dap>
-->

<hi ber nat e name="Hi ber nat e Repository" key="hi bernat eRepository"
descri ption="H bernate Repository" />

</repositories>
4/ at | assi an- user >

<securityPrinci pal >cn=adni n, dc=at | assi an, dc=pri vat e</ securi tyPri nci pal >

<baseUser Nanmespace>dc=st af f, dc=perftest, dc=atl assi an, dc=pri vat e</ baseUser
<baseG oupNanespace>dc=gr oups, dc=perftest, dc=at| assi an, dc=pri vat e</ baseG

Nanespace>
pupNanespac

Notice the <!-- and --> symbols added before and after the <I dap> tags.

w

Start up Confluence. You should now be able to login with your admin account
4. Create another admin account that has a different name to the one that exists in LDAP or Active
Directory.
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5. Undo the changes you made to at | assi an-user.xm and restart Confluence.

Alternative Fix

Alternatively, you can either rename or remove the admin account present on LDAP or Active Directory.
But if this is not an option, stick to the fix above.
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Migrating users from Confluence to JIRA

This page last changed on Sep 06, 2006 by mryall.

There is currently no way to delegate user management from JIRA to Confluence. So, if you are in a
situation where your users are defined in Confluence and would like to take advantage of Confluence's
ability to use JIRA user management, you will need to transfer all of your existing Confluence users into
JIRA. You can do this manually, or if you have a large number of users, you can use the attached
XML-RPC script.

You should backup your JIRA installation before running this script. This is an experimental script
that has not gone through the same extensive testing as the Confluence and JIRA products.

Getting the migration tool

¢ Download the attached rpc-tools-0.9.zip.
e Extract the ZIP file to a temporary directory on your computer.

Patching Confluence 2.0.x

A patched RPC plugin is included in the ZIP file to allow remote retrieval of a full list of users from
Confluence 2.0.x. To install it:

e In your Confluence webapp, move conf | uence/ WEB- | NF/ | i b/ conf | uencerpc. j ar to a backup
location

e Copy pl ugi ns-confl uencer pc. j ar from the patch/ directory in the extracted ZIP file to
confluence/ VEB- | NF/ | i b.

No patch is required for Confluence 2.1 and later.

Running the migration tool

e Back up your JIRA database.
¢ If you do not have an 'admin' username with password 'admin' in both JIRA and Confluence, create
it now.
e Ensure JIRA and Confluence have remote API access enabled. In both applications, it is configured
in the General Configuration screen in Administration.
e Edit connecti on. properti es in the extracted ZIP file to the set the XML-RPC URLs for JIRA and
Confluence. The XML-RPC URLs in the default file correspond to the following application base URLs:
° JIRA - http://localhost:8080
© Confluence - http://localhost:8080/confluence

e Runjava -jar tools.jar inthe extracted ZIP file directory.

A successful run will generate output like the following:
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$ java -jar tools.jar

Transferring group: confluence-admninistrators
Transferring group: confluence-users
Transferring user: testuserl

Transferring user: testuser2

Things to note:

This script requires that both the Confluence and JIRA remote APIs are available and accessible to a
username 'admin’', password 'admin'. You can temporarily add this user to both system to run the
script, then remove it afterwards.

A random password will be assigned to each user that is transferred because it is not possible to
access password information via the XML-RPC API. Therefore they will have retrieve a new password
via the password reminder.

Jira does not allow users to sign up if they do not have a valid email address. Therefore we will
assign them an email address of type username@example.com to any Confluence users that do not
have a email address. This will allow you to find the users and help them to create a password or
change the email address.

Trouble running the script?

Ensure you have created a user 'admin' with password 'admin' in both Confluence and JIRA.
Ensure both applications have remote API access enabled (see above).
Ensure you have patched the Confluence RPC plugin if running Confluence 2.0.x.

If you're still having trouble, please raise a support request, and include a copy of the error you're
getting.
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Requesting External User Management Support

This page last changed on Jan 29, 2007 by dave@atlassian.com.

If you are having external user management issues with Confluence, and the advice on Add LDAP
Integration With Group Management has not helped, you can always ask us for help. External user
management issues can be hard to diagnose, however, and we often spend a lot of time understanding
the particular configuration you have. The best way to get a speedy resolution to your issue is to provide
this information up front.

Please gather all of the information listed below and include it in your support request
(http://support.atlassian.com), even if you think you have a good idea what's causing the problem. That
way we don't have to ask for it later.

Confluence server

e Take a screenshot of Confluence's Adni ni stration # System | nformati on (or save the page as
HTML)

e Take a screenshot of Confluence's Adni ni stration # d obal Pernissions, if you are having
problems with logging in

e Take a screenshot of the Space permissions page, if you are having problems with space or page
permissions.

Confluence configuration files

e Attach a copy of at | assi an-user. xnml , found in confluence/WEB-INF/classes
e Attach a copy of osuser. xn , found in confluence/WEB-INF/classes.

If you are running Confluence 2.1 you will have to attach the following file instead of atlassian-user.xml

e Attach a copy of at | assi anUser Cont ext . xnd , found in confluence/WEB-INF/classes

User management system

¢ What is the name and version of your LDAP server?
e Does your LDAP server use dynamic or static groups?

Using Active Directory for LDAP?

Please include JXplorer Table Editor snaphots with the information specified on this page

Diagnostics

e Enable profiling (as described here)
e Enable detailed user management logging by editing
conf |l uence/ EB- | NF/ cl asses/ | og4j . properties:
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Change this section:

#H#

# Atlassian User

#it#

#l og4j . | ogger. com at | assi an. user =DEBUG, conf | uencel og

#l og4j . addi tivity.com at| assi an. user =f al se

#|1 og4j . | ogger. com at | assi an. conf | uence. user =DEBUG, consol e
#l og4j . addi ti vity.com atl assi an. confl uence. user =f al se

#l og4j . | ogger . bucket . user =DEBUG, consol e

#l og4j . addi ti vi ty. bucket . user =f al se

To this:

#it#

# Atlassian User

#it#

| og4j .1 ogger.com at| assi an. user =DEBUG, conf | uencel og

| 0g4j . additivity.com atl assi an. user =f al se

| 0g4j . | ogger.com at| assi an. conf | uence. user =DEBUG, conf | uencel og
| 0g4j . additivity.com atl assi an. confl uence. user =f al se

| 0g4j . | ogger . bucket . user =DEBUG, conf | uencel og

| 0g4j . addi tivity. bucket. user=fal se

| 0g4j . | ogger.com at| assi an. ser aph=DEBUG, conf| uencel og
| 0g4j . additivity.com atl assi an. ser aph=f al se

e After enabling both the above, please attempt a Confluence LDAP account login and attach a copy of
the log files that are produced when the problem occurs. To do this, locate your install directory or
exploded WAR directory, then zip the full /logs subdirectory into a single file for us to examine. An
example location might be confluence-2.2.2-std/logs.

LDAP information

If you are using LDAP, download Paddle and run it. Attach the logs created to the support ticket.
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Understanding User Management in Confluence

This page last changed on Sep 14, 2006 by david.soul@atlassian.com.

Looking for help with your user management configuration? See Requesting External User
Management Support.

Components of user management

Authentication - determining what user identity is making a request to Confluence
User management - storing and retrieving core information about users

Group membership - storing and retrieving groups, and group membership

Profile information - providing metadata associated with users.

A WNBR

It's important to understand that these are separate components of the user management system. The
term LDAP integration is not really meaningful, because you could use LDAP repository for any or all of
the above tasks.

For example, in OSUser authentication can be performed against different repository to that used for
group membership queries. In AtlassianUser/Polis, authentication and group membership can be
retrieved from LDAP, but profile information is still stored in the Confluence database.

Authentication

Seraph

Almost all authentication in Confluence (and JIRA) is performed through Seraph, Atlasian's open source
web authentication framework. The goal of seraph is to provide a simple, extensible authentication
system that we can use on any application server.

Seraph is implemented as a servlet filter. Its sole job is, given a web request, to associate that request
with a particular user (or no user if the request is anonymous). It supports several methods of
authentication, including HTTP Basic Authentication, form-based authentication, and looking up
credentials already stored in the user's session.

Seraph performs no user management itself. It merely checks the credentials of the incoming request,
and delegates any user-management functions (looking up a user, checking a user's password is correct)
to Confluence's user-management subsystem.

If you were looking to integrate Confluence with a Single Sign-On (SSO) infrastructure, you would do so
by writing a custom Seraph authenticator (and in fact, many customers have done so).

XML-RPC and SOAP Authentication

Authentication for requests performed by the remote API do not go through Seraph, so they can't take
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advantage of Seraph authenticators. XML-RPC and SOAP authentication requests are checked directly
against the user-management framework, and tokens are assigned directly by the remote API
subsystem.

Password Authentication and User Management

By default, password authentication is delegated from Seraph to the user management system. This is
not necessary, however. Single Sign-On systems may have no password authentication at all, and get all
the necessary credentials from the SSO provider.

Confluence user management frameworks

The rest of this document covers the user management frameworks used by Confluence: AtlassianUser
and OSUser.

AtlassianUser

AtlassianUser is a new user and group management framework developed by Atlassian, and is the core
framework used in Confluence since version 2.1. AtlassianUser was developed with the following goals in
mind:

e Support LDAP as a fully functional repository for authentication, group management and profile
information (profile information not yet implemented).

e Compatibility with both JIRA and Confluence (JIRA support not yet implemented).

e Be simple to configure (partially complete, needs better migration and UI integration).

We plan to release AtlassianUser as an open source project some time in the future (probably under the
name Polis), but right now the system is still under heavy development inside Atlassian.

AtlassianUser provides user, group and profile management services to Confluence. It does so by
delegating tasks to configurable repositories. Multiple repositories can be configured, so for example
Confluence can draw user information from both the database _and _ an LDAP server.

Default configuration

By default, Confluence's AtlassianUser configuration delegates all user, group, profile and password
authentication to OSUser. This is done to minimise the impact of the migration from OSUser to
AtlassianUser. At some time in the future, we will migrate all user management to AtlassianUser's native
providers, and the OSUser delegation will only be needed by customers who are still relying on the
OSUser/JIRA bridge, or the old-style OSUser LDAP support.

Configuration of AtlassianUser is done through the at | assi an-user. xnl file (in Confluence 2.2+) or
at | assi anUser Cont ext . xm (in Confluence 2.1).

Database (Hibernate) Support
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AtlassianUser can store user, group and profile data directly in Confluence's database. This will be the
default behaviour for Confluence once we have completed the migration from OSUser.

LDAP support

AtlassianUser currently supports password authentication, user management and group management
with an LDAP server. There are instructions on how to configure AtlassianUser LDAP integration.

At this point, only read-only access to LDAP is planned. Java's JNDI-LDAP interface does not support
updating an LDAP repository, and the administration tools that come with LDAP servers such as Microsoft
Active Directory are generally comprehensive and already available in enterprise IT departments.

JIRA integration?

AtlassianUser will not support delegating Confluence user management to JIRA. Instead, our goal is to
implement AtlassianUser as the JIRA user management framework as well. Once this is done, both
Confluence and JIRA can use the same LDAP server for their authentication and group management.

OSUser

OpenSymphony User was Confluence's core user management framework up until it was replaced by
AtlassianUser in version 2.1. OSUser is still heavily used within Confluence through AtlassianUser's
OSUser repositories, and for the time being remains the default user, group and profile repository for
Confluence.

OSUser is also built around the model of pluggable providers, but its LDAP support is limited.

OSUser Database (Hibernate) Providers

In its default configuration, Confluence's OSUser providers store a list of users and groups together with
profile information in tables in the Confluence database:

e 0s_user (authentication)

e 0s_group (group membership)

e 0s_user_group (group membership)

e os_propertyentry (profile information)

The hashed password in the os_user table is used to authenticate the user unless LDAP support is
enabled. The os_user_group table is queries for group membership information.

OSUser configuration is controlled through the osuser. xn file.

LDAP support

OSUser only supports authentication against an LDAP server. That is, you can check user passwords
against LDAP, but all other user information must be shadowed in the Confluence database. There are
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instructions on how to configure OSUser LDAP authentication.

If you need support for LDAP user information or group membership as well, AtlassianUser should be
used instead (see above).

Delegating user management to JIRA

Confluence can use OSUser to retrieve information for authentication, group membership and profile
information from JIRA.

If you look at the discussion of OSUser's implementation above, you can see how this can works pretty
easily. A data source to JIRA database is configured in Confluence which lets Confluence read directly
from JIRA's os_* tables. For example, when a user is created in JIRA, the username and password goes
in the os_user table in the JIRA database. Confluence looks at the same table in the JIRA database to
authenticate the user.

Access to the JIRA database is read-only. For this reason, Confluence maintains a subset of the user's
profile information (things like last login time and user preferences that Confluence needs to be able to
modify) locally in the Confluence database.

There are instructions on how to configure OSUser delegation to JIRA.
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User Management Frequently Asked Questions

This page last changed on Jan 17, 2007 by david.soul@atlassian.com.

This page has been split into the LDAP FAQ and JIRA User Management FAQ.
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Configuration Guide

This page last changed on Feb 21, 2007 by rosie@atlassian.com.

The Configuration Guide contains instructions on installing and configuring Confluence. If you cannot find

what you are looking for, try the Search box in the top right-hand corner.

TOPICS

Installation and Setup

Requirements
Installing Confluence Standalone
Installing Confluence EAR-WAR

Standalone Setup Wizard
Custom Installation

Confluence Cluster Installation

Upgrading Confluence

Upgrading Confluence
Release Notes

General Guides

Start Confluence automatically on system startup

Known Issues with Enterprise or Webhosting
environments

Pull down RSS Feeds through a Proxy

Set JAVA HOME variable in Windows

Setup a mail session in standalone version
Where Is My ConfluenceHome Directory?
Configure Web Proxy Support for Confluence

Webserver Configuration

Running Confluence behind Apache
Setting up Confluence with IIS
Using Apache with mod proxy
Using Apache with mod jk

Application Server Configuration

To install the Confluence EAR-WAR edition in an
application server, click here.

e Known Issues for Apache Tomcat
e Known Issues for JBoss

e Known Issues for Jetty

e Known Issues for Resin 2.x

e Known Issues for Resin 3.x

e Known Issues for SAP Application Server
e Known Issues for Weblogic

e Known Issues for Websphere

o Websphere 6 Install Walkthrough

Database Configuration

To configure Confluence with an external
database, click here.

o Database Setup Guides

e Improving Database Performance

e Known Issues For Supported Databases

e List Of Supported Databases

e Migrate to an External Database

e Troubleshooting External Database
Connections

e Troubleshooting the Embedded Database
(hSQL DB)

e Upgrading From HSQL 1.7.1 t0 1.8
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Adding SSL on Confluence 2.1.5a and earlier

This page last changed on Jun 29, 2006 by david.soul@atlassian.com.

How to setup SSL/HTTPS access in Confluence Standalone

This section describes how to enable secure access on a Confluence Standalone instance (running Tomcat
4.1.30). The configuration details may be slightly different for newer versions of Tomcat and different
application servers.

. Users of Confluence 2.2.0 and newer

Please follow this guide instead.

Create an SSL certificate using keytool

Before configuring SSL, an SSL certificate must be created. If you have already configured one, you can
skip this step.

Windows configuration

On Windows, perform the following at the command prompt:

% AVA_HOVE% bi n\ keyt ool -genkey -alias tontat -keyal g RSA

Unix/Linux configuration

On Unix/Linux, perform the following at the command prompt:

$JAVA HOWE/ bi n/ keyt ool -genkey -alias tontat -keyalg RSA

This will also apply to MacOS X systems.

Some questions will be asked, including a password for the certificate (the default is 'changeit'). Please
note down what this is, as it will be used in the next step.

Modify the conf/server.xml file

In the confluence directory, open the conf/server.xml file and insert one of the following just after the
closing </Engine> tag:

For Tomcat 4 (Confluence 2.1.x and below):
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<Connect or cl assNane="or g. apache. coyot e. t ontat 4. Coyot eConnect or" port="8443" m nProcessors="5"
maxProcessor s="75"
enabl eLookups="t rue" accept Count ="100" debug="0" schene="htt ps" secure="true"
useUR! Val i dat i onHack="f al se" di sabl eUpl oadTi neout ="true">
<Factory cl assNane="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact ory" cli ent Aut h="fal se"
prot ocol ="TLS" keyst or ePass="#CERT_PASSWORD#" />
</ Connect or >

For Tomcat 5.5 (Confluence 2.2 and above):

<Connect or port="8443" maxHt t pHeader Si ze="8192"
maxThr eads="150" m nSpar eThr eads="25" naxSpar eThr eads="75"
enabl eLookups="f al se" di sabl eUpl oadTi neout ="t rue"
accept Count =" 100" schene="https" secure="true"
client Aut h="fal se" ssl Protocol ="TLS"
URI Encodi ng="UTF- 8" keyst or ePass="#CERT_PASSWORD#" />

Please note that the above configuration is included in the Confluence Standalone conf/server. xni file,
and only needs to be uncommented.

Change #CERT_PASSWORD# to the password you entered for the certificate when you generated it.

By default, Tomcat will look in C:\Documents and Settings\\# CURRENT_USER#\.keystore
(Windows) or ~/.keystore (Unix) for the certificates. If you have previously generated an SSL
certificate and it is located in a different location, you will need to add an additional attribute in
the conf/server.xn file.

On Tomcat 4 change the <Fact or y> tag to following:

<Factory cl assName="or g. apache. coyot e. t ontat 4. Coyot eSer ver Socket Fact ory"
client Auth="fal se" protocol ="TLS" keyst or eFi | e="#KEYSTORE_LOCATI ON#"
keyst or ePass="#CERT_PASSWORD#" />

On Tomcat 5.5 change the <Connect or > tag to following:

<Connect or port="8443" maxHt t pHeader Si ze="8192"
maxThr eads=" 150" m nSpar eThr eads="25" naxSpar eThr eads="75"
enabl eLookups="f al se" di sabl eUpl oadTi neout ="t r ue"
accept Count =" 100" schene="https" secure="true"
client Aut h="fal se" ssl Protocol ="TLS"
URI Encodi ng="UTF- 8" keyst or ePass="#CERT_PASSWORD#"
keyst or eFi | e="#KEYSTORE_LOCATI ON#" />

Also replace the #KEYSTORE_LOCATION# and #CERT_PASSWORD#.

After that, restart Tomcat and access your instance on https://host.domain:8443/.

For more detailed information on setting up SSL with Tomcat (including additional configuration options),
have a look at Tomcat 4 SSL Howto or Tomcat 5.5 SSL Howto.
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Application Server Configuration

This page last changed on Sep 20, 2006 by david.soul@atlassian.com.

Before deploying the EAR/WAR version of Confluence in your choice of application server, please review
the setup notes and any known issues.

Known Issues for Apache Tomcat
Known Issues for JBoss

Known Issues for Jetty

Known Issues for Resin 2.x

Known Issues for Resin 3.x

Known Issues for SAP Application Server
Known Issues for Weblogic

Known Issues for Websphere
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Known Issues for Apache Tomcat

This page last changed on May 25, 2006 by mryall.

e Configuring a MySQL Datasource in Apache Tomcat
e Configuring Tomcat's URI encoding
e Max size of HTTP POST request and Confluence page size

o NotSerializableException on shutdown
e Running Tomcat on a Different Port
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Configuring a MySQL Datasource in Apache Tomcat

This page last changed on Jul 18, 2006 by david.soul@atlassian.com.

Instructions on setting up a MySQL DataSource connection for Confluence Standalone or EAR/WAR.

', autoReconnect=true is required

The Confluence database connection URL must have aut oReconnect =t r ue added to the end to
prevent disconnection issues.

Shut down Tomcat

e Run bi n/ shut down. sh or bi n/ shut down. bat to bring Tomcat down while you are making these
changes

Install the Drivers

e download the MySQL JDBC drivers from http://www.mysqgl.com/downloads/api-jdbc-stable.html.
e After unpacking the file you have downloaded, you'll find a file called something like

nysql - connect or-j ava- 3. 0. 10-stabl e-bin.j ar.
e Copy this file into the common/ |'i b directory of your Tomcat installation.

Configure Tomcat

The configuration is different for Conflence 2.2 onwards due to an upgrade to Tomcat 5.5

For users of Confluence 2.2 and later

o If you are using the Standalone distribution. edit the conf/server. xm file in your Tomcat

installation. Users running their own Tomcat instance must edit the xml file where they declared the

Confluence Context descriptor.
e If editing conf/server. xm , find the following lines:

4Cont ext pat h="" docBase="../confl uence" debug="0" rel oadabl e="true">

<!-- Logger is deprecated in Tontat 5.5. Logging configuration for
Qonfl uence is specified in confluence/ VEB-1 NF/ cl asses/ | og4j . properties -->

Within the Cont ext tags, directly after the opening <Context.../> line, insert the DataSource
Resour ce tag:

4Resour ce nane="j dbc/ confl uence" aut h="Contai ner" type="javax. sql . Dat aSource"
user nane="your user nane"

passwor d="your passwor d"

dri verd assNanme="com nysql . j dbc. Dri ver"

url ="j dbc: mysql : //1 ocal host: 3306/ conf | uence?aut oReconnect =t r ue"

val i dati onQuery="Sel ect 1" />

° Replace the username and password parameters with the correct values for your database
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° In the url parameter, replace the word 'confluence' with the name of the database your
confluence data will be stored in.

° If you plan to use non-latin characters, you will also need to add
"&useUni code=t rue&char act er Encodi ng=ut f 8" on the end of the above URL. These options
are not required for any database other than MySQL.

For users of Confluence 2.1.x and earlier

e Edit the conf/server. xn file in your Tomcat installation
¢ Find the following lines:

4Cont ext pat h="" docBase="../confl uence" debug="0" rel oadabl e="true">
<Logger cl assNane="org. apache. catal i na.| ogger. Fi | eLogger" prefix="atl assi an-confl uence."
suf fix=".log" timestanp="true"/>

Directly after the <Logger.../> line, (before the next </Context> line), insert the following:

4Resour ce nane="j dbc/ confl uence" aut h="Contai ner" type="javax. sql . DataSource"/>
4Resour cePar ans nane="j dbc/ conf | uence" >
<par anet er >
<nane>f act or y</ nane>
<val ue>or g. apache. commons. dbcp. Basi cDat aSour ceFact or y</ val ue>
</ par anet er >
<par anet er >
<name>maxAct i ve</ name>
<val ue>20</ val ue>
</ par anet er >
<par anet er >
<nane>mex| dl e</ nane>
<val ue>10</ val ue>
</ par anet er >
<par anet er >
<nanme>maxWai t </ nane>
<val ue>10000</ val ue>
</ par anet er >
<par anet er >
<nane>user name</ nane>
<val ue>your user nane</ val ue>
</ par anet er >
<par anet er >
<nane>passwor d</ nane>
<val ue>your passwor d</ val ue>
</ par anet er >
<par anet er >
<name>dri ver Cl assNane</ name>
<val ue>com nysgql . j dbc. Dri ver </ val ue>
</ par anet er >
<par anet er >
<nane>ur | </ nane>
<val ue>j dbc: nysql : / /| ocal host : 3306/ conf | uence?aut oReconnect =t r ue</ val ue>
</ par anet er >
4/ Resour cePar ans>

° You may want to choose different maxActive and maxIdle values: these are how many total
database connections will be allowed at one time, and how many will be kept open even when
there is no database activity

° Replace the username and password parameters with the correct values for your database

° In the url parameter, replace the word 'confluence' with the name of the database your
confluence data will be stored in.

° If you plan to use non-latin characters, you will also need to add
&useUnicode=true&characterEncoding=utf8 on the end of the above URL. These options are
not required for any database other than MySQL.

Configure the Confluence web application
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e Edit confl uence/ VEB- | NF/ web. xm in your confluence installation
¢ Go to the end of the file and just before </ web- app>, insert the following:

4resour ce-ref >
<descri pti on>Connecti on Pool </ descri pti on>
<res-ref-name>j dbc/ confl uence</res-ref-nanme>
<res-type>j avax. sql . Dat asour ce</res-type>
<r es- aut h>Cont ai ner </res- aut h>
</resource-ref>

Configure Confluence

¢ If you have not yet set up Confluence
° Follow the steps in the Confluence Setup Guide
In the Database Setup section, choose the "Datasource Connection" option.
Set the JNDI name to j ava: conp/ env/j dbc/ conf | uence
° Set the Database dialect to MySQL.
e If you are changing an existing Confluence installation over to using a Tomcat datasource
° Find your ConfluenceHome directory (see: Where Is My ConfluenceHome Directory? if you
don't know where it is).
° Edit the confluence.cfg.xml file
° Delete any line that contains a property that begins with hi ber nat e.
° Insert the following at the start of the <properti es> section.

o

o

<propgrty nanme="hi bernat e. set up"><![ CDATA[ t rue] ] ></ property>
<froperty

nanme="lhi ber nat e. di al ect " ><! [ CDATA[ net . sf. hi bernat e. di al ect. MySQLDi al ect] ] ></ property>
<froperty

name="lhi ber nat e. connecti on. dat asour ce" ><! [ CDATA[ j ava: conp/ env/ j dbc/ conf | uence] ] ></ property>

Restart Confluence

e Run bi n/startup. sh or bi n/startup. bat to start Tomcat with the new settings.

F.A.Q.

I see "Can't call commit when autocommit=true" during an upgrade of Confluence or otherwise.

Check out http://jira.atlassian.com/browse/CONF-1710 This error can be fixed by adding:

&relaxAutoCommit=true
to the end of your JDBC url.

Example:
jdbc:mysql://localhost/confdb?autoReconnect=true&relaxAutoCommit=true

This JDBC url can be found in your confluence.cfg.xml file located in your confluence home folder.
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Configuring Tomcat's URI encoding

This page last changed on May 25, 2006 by mryall.

By default, Tomcat uses ISO-8859-1 character encoding when decoding URLs received from a browser.
This can cause problems when Confluence's encoding is UTF-8, and you are using international characters
in attachment or page names.

1. Edit conf/server.xnm and find the line where the Coyot e HTTP Connect or is defined. It will look
something like this, possibly with more parameters:

4Connect or port="8080"/>

2. Add a URI Encodi ng="UTF- 8" property to the connector:

4Connect or port="8080" URI Encodi ng="UTF-8"/>

3. Restart Tomcat

If you are using mod_jk

You should apply the same URIEncoding parameter as above to the AJP connector if you are using
mod_jk, and add the following option to your Apache mod_jk configuration:

<Connect or port="8009" protocol ="AJP/1.3" URI Encodi ng="UTF-8"/>

JkOpt i ons +Forwar dURI Conpat Unpar sed

More information using Apache with Tomcat

For comprehensive examples of how to use Tomcat and Apache with Confluence, see Running Confluence
behind Apache.
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Max size of HTTP POST request and Confluence page size

This page last changed on Aug 01, 2006 by ivan@atlassian.com.

There is no maximum limit stipulated on a page size in Confluence. However, if a page larger then 2Mb is
created, an user can experience two problems:

Rendering of a page is slow

Understandably, rendering of a large page is going to take excessive time. Don't try to put the entire
content of a book into one page, split it into pages/chapters.
It is easier to manage and fast to render too.

HTTP POST error when Tomcat 5 is used

java.l ang. ||| egal St at eExcepti on: Post too | arge
at org. apache. catal i na. connect or . Request . par sePar anet er s( Request . j ava: 2361)

This error manifests that a page is far too large, larger then 2 MB.
Apache Tomcat 5, by default, sets the maximum size of acceptable HTTP POST request to 2MB.

You can reconfigure Tomcat to accept larger requests. This can be done by increasing the allowable limit
or just simply disabling this functionality.

The file you need to edit is <Tontat - Di r >/ server. xn . Set the Tomcat configuration parameter
maxPostSize for the HTTPConnector to a larger value (in bytes)

to increase the limit. Setting it to 0 will disable the size check.

See the Tomcat Configuration Reference for more information.

maxPostSize - "The maximum size in bytes of the POST which will be handled by the container
FORM URL parameter parsing. The feature can be disabled by setting this attribute
to a value inferior or equal to 0. If not specified, this attribute is set to 2097152 (2 megabytes)."
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NotSerializableException on shutdown

This page last changed on Sep 20, 2006 by ivan@atlassian.com.

You may see an exception similar to this:

St andar dManager [/ confl uence] : | OExcepti on whil e | oadi ng persisted sessions:
java.io. WiteAbortedException: witing aborted;

java.io. Not Seri al i zabl eExcepti on: bucket. search. | ucene. SearchWrdsLi ster

java.io.WiteAbortedException: witing aborted; java.io.NotSerializabl eException:
bucket . sear ch. | ucene. Sear chWr dsLi st er

at java.io.ObjectlnputStream readObj ect 0(Obj ect | nput Stream j ava: 1278)
at java.io.Objectlnput Stream def aul t ReadFi el ds(Obj ect | nput St ream j ava: 1845)
at java.io.ObjectlnputStreamreadSerial Dat a( Obj ect | nput Stream j ava: 1769)

This is because Confluence's HTTP sessions may contain objects which cannot be serialized to disk.
Tomcat tries to serialize existing sessions by default during shutdown.

You can add the following configuration parameter into Tomcat's server. xn file between the <Cont ext >
tags to disable this:

<Manager cl assName="org. apache. cat al i na. sessi on. Per si st ent Manager" saveOnRestart="fal se"/>
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Running Tomcat on a Different Port

This page last changed on May 25, 2006 by mryall.

By default Confluence's Tomcat instance listens on port 8080 for connections, and port 8005 for the
command to shut down.

If you see errors like:

java. net . Bi ndExcepti on: Address already in use: 8080

in your logs, then you need to change the port number Confluence listens on (or you may be trying to
start Confluence twice).

Confluence WAR/EAR edition

Modify Tomcat conf/server.xml, change the ports used on the Server tag and HTTP Connector tag. If you
don't know what this means, see the example in the Standalone configuration below.

Confluence Standalone 2.2 and newer

Edit conf/server.xml in your Confluence application directory, and change the ports on the Server tag and
the Connector tag to unused ports on your system. The following example shows the relevant section of
server.xml where they are changed to 8100 (Server) and 8180 (HTTP Connector). In this configuration

you would access Confluence on the URL: http://localhost:8180/confluence.

<Server port="8100" shut down="SHUTDOM' debug="0">
<Servi ce name="Tontat - St andal one" >
<Connect or cl assNane="org. apache. coyot e. t ontat 4. Coyot eConnect or" port="8180"
m nProcessor s="5"
maxProcessor s="75"
enabl eLookups="true" redirectPort="8444" accept Count="10" debug="0"
connect i onTi meout =" 20000"
useURI Val i dat i onHack="fal se" URI Encodi ng="UTF-8"/ >

Confluence prior to 2.2

You can change the port number by editing the file <conf | uence instal |
di rectory>/conf/server.xm .

Find the line:

<Connect or cl assNane="org. apache. coyot e. t ontat 4. Coyot eConnect or" port="8080" m nProcessors="5"
maxPr ocessor s="75"

and change 8080 to the port you want to use.
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If you are running two Tomcat instances, you'll also need to change the shutdown port in the line:

<Server port="8005" shutdown="SHUTDOM' debug="0">
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Known Issues for JBoss

This page last changed on Nov 30, 2006 by jon@atlassian.com.

A Quick Note about Confluence and JBoss

Confluence does not make any use of the JBoss container beyond its embedded Tomcat web application
server, as can be easily demonstrated by the fact that our standalone Confluence ships with, and runs
entirely inside, Tomcat. In addition deploying Confluence inside JBoss can cause additional problems, as
described below.

While JBoss is a supported platform, and (subject to the limitations below) you can deploy Confluence
into it successfully, we recommend that unless there is some overriding reason to run JBoss - i.e. you are
making use of its specific management features, or you're already running several other JBoss servers
and want to keep your deployments consistent - you just run Confluence directly under Tomcat instead.

JBoss and Multiple Application Deployments

i Atlassian do not currently support configuring Confluence on the same JBoss instance as an
existing Confluence or JIRA server.

Due to JBoss's inventive interpretation of the J2EE Classloader specification, multiple applications
deployed on the same JBoss instance can interfere with each other. The most common symptom of this
problem from the Confluence side is for a user to be unable to edit their profile (although it causes many
other seemingly random problems). As such, we do not recommend running Confluence on the same
JBoss instance as any other J2EE application.

This issue is reported in CONF-1635.

Some customers have reported success having Confluence share a server with other Confluence or JIRA
instances by tweaking their classloader settings or server configurations. A number of recipes for doing so
are mentioned below in comments. We currently have not verified these configurations at Atlassian.
You're welcome to try them yourself, but if they do not work for you, we can not currently provide
support getting them to work.

JBoss Root Logging

On starting up Confluence under JBoss, you may see the following message logged to the console:

ERROR [l ifecycle] The root |0g4j |logger is set to DEBUG |l evel. This may cause Confluence to run
sl oW y.

ERROR [lifecycle] If you are running Confluence under JBoss, please read

http://confl uence. atl assi an. coni x/ Pt AB

ERROR [l ifecycle] To disable this error nmessage, start Confluence with the system property

- Dconf | uence. i gnor e. debug. | oggi ng=t r ue

By default, JBoss ships with the root confluence logger set to DEBUG level. This means that Confluence

Document generated by Confluence on Feb 22, 2007 18:13 Page 307


http://jira.atlassian.com/secure/QuickSearch.jspa?searchString=CONF-1635

(and any other log4j-enabled application deployed in the JBoss server) will spend a lot of time generating
debugging information that will just end up wasting processor cycles and disk space.

To fix this problem, edit the conf/ 1 0g4j . xm file in your JBoss server installation. Find the following
section:

<r oot >
<appender-ref ref="CONSOLE"/ >
<appender-ref ref="FILE"/>
</root >

Replace it with this:

<r oot >
<priority value ="warn" />
<appender -ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</ r oot >

This will raise the default log level to WARN, which is where Confluence is most comfortable running
day-to-day. Logging at INFO level should also be safe, but it will result in a lot more unnecessary
information being logged. We recommend you keep Confluence logging at WARN level unless something
is going wrong that you need to diagnose (or you're asked to log at a lower level by support).

Additional | og4j . xm Configuration

The Confluence | og4j . properti es file includes some additional logging configuration, which is
overridden by JBoss's | og4j . xni . To set logging to the same level as the standard Confluence
distribution, you should include the following in | og4j . xml immediately above the root declaration you
edited above.

i Putting this anywhere else in the file will probably break your JBoss logging configuration.

<l ogger nanme="com at | assi an. confl uence. | ifecycle" additivity="fal se">

<l evel val ue="|NFQO'/>
<appender-ref ref="FILE"/>
<appender-ref ref="CONSOLE"/ >

</l ogger >

<l ogger nane="com at | assi an. conf | uence. upgrade" additivity="fal se">
<l evel val ue="I|NFO'/>
<appender-ref ref="FILE"/>
<appender -ref ref="CONSOLE"/ >

</l ogger >
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Known Issues for Jetty

This page last changed on Jun 15, 2006 by christopher.owen@atlassian.com.

Form sizes

Jetty limits form submission sizes to 200000 bytes by default. This can cause the following error to occur
when attempting to edit a large page in Confluence.

java.lang. |l egal St at eException: Formtoo |arge

This limit may be adjusted via the org. nort bay. htt p. Ht t pRequest . maxFor mCont ent Si ze system
property passed to the JVM on startup. Setting this value to 500000 may be a good start to avoid this
problem but please note that setting this value too high can leave your server vulnerable to denial of
service attacks.
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Known Issues for Resin 2.x

This page last changed on Nov 09, 2006 by mryall

Resin caching breaks Confluence stylesheets

Resin 2 has a broken caching algorithm that for certain URLs will always return a 304 Not-Modified status
and return no content, even when the client does not send a Last-Modified header. This usually results in
broken stylesheets in Confluence.

To fix this disable caching in Resin by commenting out the following line in resin.conf:

<l-- <cache dir='cache' size='4096' entries='4096"'/> -->
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Known Issues for Resin 3.x

This page last changed on Sep 12, 2006 by mryall.

The Symptoms

Whenever you use Confluence under Resin 3.0:

¢ You can't seem to stay logged in, and are continually asked to enter your username and password
e The Edit tab (or other links) only appear if you grant Anonymous users permission to perform those
functions

See also:

e CONF-1000
CONF-1509
e CONF-1511
CONF-3397

! Resin 2 Users
Confluence has always run without modification on Resin 2.1.11 and later. These instructions only
apply to Resin 3.0

! Resin and SOAP
If you want to use Confluence's SOAP interface under Resin, you will need to follow these
instructions as well: Confluence and SOAP on Resin

The Solution

Resin 3.0 does not correctly support the Servlet 2.3 specification. Confluence relies on this specification
to function. The workaround is to modify Confluence's web. xm file so that it is conformant with the
Servlet 2.4 specification. A big thankyou to Matthew Schmidt for supplying us with this workaround.

Premodified files

You can download one of the premodified web.xml files that are attached to this page. After downloading
rename to web. xnml and place in the $conf | uenceWebapp/ VEB- | NF/ directory, overwriting the existing
web. xml in there. Don't forget to keep a backup!

Confluence Release File
2.1 resin-3.conf-2.1-web.xml
2.1.2 resin-3.conf-2.1.2-web.xml
2.1.4 resin-3.conf-2.1.4-web.xml
2.2.1a resin-3.conf-2.2.1a-web.xml
2.2.4 resin-3.conf-2.2.4-web.xml
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Please only use the file with the exact version of Confluence you are using. An incorrect web.xml file can
cause strange problems. You can follow the instructions below to patch any other version.

Modifying web.xml manually

Step One: The web.xml header

First, you will need to change the XML preamble for the web. xm file. Servlet 2.3 validates against a DTD,
Servlet 2.4 validates against a schema. Also note that the <display-name> and <description> elements

have reversed orders.

Before:

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DTD Wb Application 2.3//EN'
"http://java. sun. com dt d/ web-app_2_3. dtd">

<web- app>
<di spl ay- name>Conf | uence</ di spl ay- nane>
<descri pti on>Confl uence Web App</descri pti on>

After:

<?xm version="1.0" encodi ng="UTF-8"?>
<web- app i d="Confl uenceWebApp" version="2.4" xm ns="http://java.sun.com xnm /ns/j2ee"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocation="http://java. sun. com xnl / ns/j 2ee
http://java. sun. conf xm / ns/j 2ee/ web- app_2_4. xsd" >
<descri pti on>Confl| uence Web App</descri pti on>
<di spl ay- name>Conf | uence</ di spl ay- nane>

Step two: filter-mapping dispatchers

Move down web. xm until you find the definition of the login filter-mapping. You need to change the
definitions of the login, security and sitemesh filters:

Before:

<filter-nmappi ng>
<filter-nane>l ogi n</filter-name>
<url-pattern>/*</url-pattern>
</filter-mappi ng>

<filter-nmappi ng>
<filter-nane>security</filter-nane>
<url-pattern>/*</url -pattern>
</filter-mappi ng>

<filter-nmppi ng>
<filter-name>sitenesh</filter-nane>
<url -pattern>*.action</url-pattern>
</filter-mappi ng>

<filter-mappi ng>
<filter-nanme>sitenesh</filter-nane>
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<url -pattern>*.vnk/url - pattern>
</filter-mappi ng>

<filter-nmppi ng>
<filter-name>sitenesh</filter-nane>
<url -pattern>/display/*</url-pattern>
</filter-mappi ng>

After:

<filter-mappi ng>
<filter-name>l ogi n</filter-nane>
<url-pattern>/*</url-pattern>
<di spat cher >REQUEST</ di spat cher >
<di spat cher >FORWARD</ di spat cher >
</filter-mappi ng>

<filter-nmappi ng>
<filter-nane>security</filter-nane>
<url-pattern>/*</url-pattern>
<di spat cher >REQUEST</ di spat cher >
<di spat cher >SFORWARD</ di spat cher >
</filter-mappi ng>

<filter-mappi ng>
<filter-name>sitenesh</filter-nane>
<url -pattern>*.action</url-pattern>
<di spat cher >REQUEST</ di spat cher >
<di spat cher >FORWARD</ di spat cher >
</filter-mappi ng>

<filter-nmappi ng>
<filter-name>sitenesh</filter-nane>
<url -pattern>*.vnx/url - pattern>
<di spat cher >REQUEST</ di spat cher >
<di spat cher >SFORWARD</ di spat cher >
</filter-mappi ng>

<filter-mappi ng>
<filter-name>sitenesh</filter-nane>
<url -pattern>/display/*</url-pattern>
<di spat cher >REQUEST</ di spat cher >
<di spat cher >FORWARD</ di spat cher >
</filter-mappi ng>

# Confluence 2.0

In Confluence 2.0, you will need to add dispatcher tags to another of the sitemesh filter
mappings:

<filter-nmappi ng>
<filter-nane>sitenmesh</filter-nane>
<url -pattern>/|abel /*</url-pattern>
<di spat cher >REQUEST</ di spat cher >
<di spat cher >FORWARD</ di spat cher >
</filter-nmappi ng>

You will also need to find all the <di spl ay- name> servlet attributes and remove them as well. For

example:

Before

<servl et >
<servl et - nane>dw - i nvoker </ ser vl et - nane>
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<di spl ay- nane>DWR Ser vl et </ di spl ay- nane>
<servl et-cl ass>uk. | td. get ahead. dw . DARSer vl et </ servl et - cl ass>

After

<servlet>
<servl et - nane>dwr - i nvoker </ ser vl et - name>
<servl et-cl ass>uk. | t d. get ahead. dw . DWRSer vl et </ servl et - cl ass>

This will need to be done for the dwr - i nvoker, | abel s-j avascri pt, edi t page-j avascri pt,
wysi wyg-j avascri pt, | abel s and ti nynte servlets.

) Confluence 2.1

In addition to the Confluence 2.0 modifications you will also need to remove the Selenese servlet
and mappings:

<servl| et >
<servl et - name>Sel eneseSer vl et Spi ke</ servl et - nane>
<servl et - cl ass>com t hought wor ks. sel eni um out bedded. CommandBri dge</ servl et - cl ass>
</ servl et>

<servl et - mappi ng>
<ser vl et - name>Sel eneseSer vl et Spi ke</ servl et - nane>
<url -pattern>/sel eniumdriver/driver</url-pattern>
</ servl et - mappi ng>

Otherwise you might get the following error when starting up resin:

com caucho. confi g. Li neConfi gExcepti on: VEB-I| NF/ web. xml : 582
“com t hought wor ks. sel eni um out bedded. ConmandBri dge' is not a known servlet.
Servlets belong in the classpath, often in WEB-INF/classes

) Confluence 2.2

The removal of the <di spl ay- narme/ > element from the dwr - i nvoker , | abel s-j avascri pt,
edi t page-j avascri pt, wysi wyg-j avascri pt, | abel s and ti nynte servlets, as described in the
Confluence 2.0 appendage, is no longer required.

Done

Confluence should now run under Resin 3.0. Please report any other bugs as you find them.
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Confluence and SOAP on Resin

This page last changed on Apr 26, 2006 by cmiller.

Symptom

The WSDL generated by Confluence on the Resin application server is invalid. Attempting to parse it gives
you an error like this (using Axis as the client):

WSDLException (at /wsdl:definitions/types): faultCode=INVALID_WSDL: Encountered illegal
extension element 'types' in the context of a 'javax.wsdl.Definition'. Extension elements must be in
a namespace other than WSDL's.:

Cause

The default XML parser included with the Resin application server is incompatible with the Axis SOAP
library, and causes Axis to generate an invalid WSDL file. You can find information about this issue here:

e http://issues.apache.org/jira/browse/AXIS-2235

Solution

The solution is to override Resin's default XML parser by placing the following within the <ser ver > section
of resin. conf:

<system property

j avax. xm . par ser s. Docunent Bui | der Fact or y="or g. apache. xer ces. j axp. Docunent Bui | der Fact oryl npl "/ >
<system property

j avax. xml . par sers. SAXPar ser Fact or y="or g. apache. xer ces. j axp. SAXPar ser Fact oryl npl "/ >

(You can also make this configuration per web-app by putting it in the <web- app> section. For more
information see this page: JAXP - specifying XML and XSLT implementations)

The Confluence issue for this error is here:

e http://jira.atlassian.com/browse/CONF-5953
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Updating web.xml for Resin 3

This page last changed on Aug 10, 2006 by dave@atlassian.com.

' This applies to Confluence 2.3 (which has not been released yet as of 10/8/2006)

L]

In order to run Confluence under Resin 3, you will need to use a special version of web. xnl . This has
been bundled in the main Confluence download as:

conf |l uence/ VEB- | NF/ web. r esi n3. xml

To enable it, simply remove the default conf | uence/ VEB- | NF/ web. xml and then rename web. r esi n3. xml
to web. xm . Now restart.
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Known Issues for SAP Application Server

This page last changed on Oct 12, 2006 by tom@atlassian.com.

SAP WebAS thinks that the Confluence responses are gzipped, which makes your setup page appear like
this:

You need to reconfigure the HTTP server part of WebAS to disable gzip output.

Make the change on this Visual Administrator screen:
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Known Issues for WebLogic

This page last changed on Jan 01, 2007 by cmiller.

WebLogic Configuration tips

) Enabling logging

Confluence sends its log output to standard out, so by default Weblogic does not record it. To
redirect Confluence's log output to a file follow these instructions Redirecting System.out and

System.err to a File

Confluence must be deployed as an exploded war file to WebLogic.
Otherwise you may experience errors as such:

java.l ang. ||| egal St at eExcepti on: Spring Application context has not been set

at
bucket . cont ai ner. Spri ngCont ai ner Cont ext . get Conponent ( Spri ngCont ai ner Cont ext . j ava: 98)

Deploying Confluence on Weblogic 9.x

If you are seeing the following error -- or other NoSuchMethodErrors -- then this tip is for you!

java. | ang. NoSuchMet hodEr r or :
org. obj ectweb. asm Cl assVisitor.visit(lLjaval/lang/ String;Ljaval/lang/ String;[Ljaval/lang/String;Ljavp/lang/Stri

It appears that WLS 9 ships with an incompatible version of org.objectweb.asm.* packages which clash
with the ones required by Hibernate. You can fix this by adding to the weblogic.xml deployment

descriptor the settings.

<cont ai ner - descri ptor>
<pref er-web-i nf-cl asses>true</ prefer-web-inf-classes>

</ cont ai ner - descri pt or >

WebLogic 8.1 performance problems

Creating a weblogic.xml file can improve the performance of Confluence within the WebLogic 8.1 series.
This is particularly suitable in cases where WebLogic continually seeks to reload files from jars (which can
be noticed when profiling Confluence in WebLogic and encountering excessive calls to

java.util.zip.ZipFile.getEntry() ).

Find a typical example immediately below with an explanation of terms following:

<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE webl ogi c- web-app PUBLIC "-//BEA Systens, Inc.//DTD Wb Application 8.1//EN
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"http://ww. bea. com servers/w s810/ dt d/ webl ogi c810- web-j ar. dtd">
<webl ogi c- web- app>

<j sp-descri pt or >

<j sp- par an»>
<par am nane>pageCheckSeconds</ par am nane>
<par am val ue>- 1</ par am val ue>

</j sp- parane

<j sp- par an®
<par am nane>pr econpi | e</ par am nane>
<par am val ue>f al se</ par am val ue>
</ sp- par an®

<j sp- par an>
<par am name>wor ki ngDi r </ par am nane>
<par am val ue>. /j sp_preconpi | e_di r/ confl uence</ par am val ue>
</ sp- par an>
</ j sp-descri pt or>
<cont ai ner-descri ptor>
<servl et -rel oad- check-secs>- 1</ servl et - r el oad- check- secs>
</ cont ai ner-descri ptor>
<cont ext - r oot >conf | uence</ cont ext - r oot >

</ webl ogi c- web- app>

This file should be created in the WEB-INF/ directory of your Confluence deployment.

The full weblogic.xml syntax is described in BEA's documentation. Here we describe some important
parameters you should consider setting.

Disabling JSP reload checks

Performance can be considerably affected by Weblogic's tendency to scan JSPs for changes on every page
load.
This can be disabled by setting pageCheckSeconds to -1.

Disabling servlet reload checks

Similar to the JSP reload checks, Weblogic will scan servlets for modifications every second (by default),
hurting performance.
This can be prevented by setting the servlet-reload-check-secs element to -1.

Avoiding JSP recompiles on redeploy

If you Weblogic instance is often restarted, performance can be improved by explicitly setting a directory
to save compile JSPs to (the workingDir parameter), and setting precompile to 'false'.

Character Encoding

A JIRA user has reported that the following configuration can ensure that Chinese character sets are
displayed correctly - add the following entry to the weblogic.xml file.
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<webl ogi c- web- app>
<j sp-descri ptor>
<j sp- par an>
<par am nane>encodi ng</ par am nane>
<par am val ue>UTF- 8</ par am val ue>
</ j sp- par an»
<j sp- par an®>
<par am nanme>conpi | er Suppor t seEncodi ng</ par am nane>
<par am val ue>f al se</ par am val ue>
</ j sp- par an>
</jsp-descri ptor>
</ webl ogi c- web- app>

Most of this page duplicates JIRA documentation - you might also like to read

http://www.atlassian.com/software/jira/docs/latest/servers/weblogic.html .

Disabling the OSCache for Confluence 2.x

Confluence 2.0 uses oscache 2.1.1, which causes problems when Confluence is deployed in a weblogic
container. This problem will show up by the Confluence css file taking a very long time (upwards of
30mins) to load. To fix this, you will need to disable the oscache, by removing the following entry from
the WEB-INF/web.xml file.

<filter>

<filter-name>CacheFilter</filter-name>

<filter-cl ass>com opensynphony. oscache. web. filter.CacheFilter</filter-class>
</filter>

We are currently investigating the root cause of this problem

Custom templates (decorators) do not work on WeblLogic 8.1 SP2.

If, after creating a custom template, you see no result, check your velocity.log for a statement similar to:

2005- 01-06 14:47:57,752 - ResourceManager : unable to find resource
'/ <space_key>/ decorators/ main.vnd' in any resource |oader.

where <space_key>, of course, matches your space key.

This problem does not occur on WebLogic 8.1 SP3.

WebLogic 8.1 Soap issues

Axis 1.2 is known to not work out of the box with WebLogic 8.1. Please refer to the AXIS installation
instructions for details. The following excerpt was taken from the AXIS documentation.

WebLogic 8.1 ships with webservices.jar that conflicts with Axis' saaj.jar and prevents Axis 1.2 from
working right out of the box. This conflict exists because WebLogic uses an older definition of
javax.xml.soap.* package from Java Web Services Developer Pack Version 1.0, whereas Axis uses a
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newer revision from J2EE 1.4.

However, there are two alternative configuration changes that enable Axis based web services to
run on Weblogic 8.1.

In a webapp containing Axis, set <prefer-web-inf-classes> element in WEB-INF/weblogic.xml to
true. An example of weblogic.xml is shown below:

<weblogic-web-app>

<container-descriptor>

<prefer-web-inf-classes>true</prefer-web-inf-classes>

</container-descriptor>

</weblogic-web-app>

If set to true, the <prefer-web-inf-classes> element will force WeblLogic's classloader to load classes
located in the WEB-INF directory of a web application in preference to application or system classes.
This is a recommended approach since it only impacts a single web module.

In a script used to start WebLogic server, modify CLASSPATH property by placing Axis's saaj.jar
library in front of WeblLogic's webservices.jar.

NOTE: This approach impacts all applications deployed on a particular WebLogic instance and may
prevent them from using WeblLogic's webservices.

For more information on how WebLogic's class loader works, see WebLogic Server Application
Classloading.

WebLogic 8.1 & HTTP Compression

There may be problems with WeblLogic 8.1 and HTTP compression (by default disabled). This issue is
being investigated and tracked at CONF-6304

ATT: HSQL or Embedded Database users - Webapp redeployment problems

A customer has reported that it is not possible to redeploy Confluence when it has been set up against a
HSQL or embedded database. In general we do not recommend customers use the embedded database
on production systems. If you want the ability to redeploy Confluence (particulary if you have other
applications deployed in your weblogic server), you must use an external database in order for it to work.
Thanks to Eric Black for this tip.
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Known Issues for Websphere

This page last changed on Oct 18, 2006 by david.soul@atlassian.com.

Version Requirements

To run Confluence on Websphere, you will need to be running Confluence 1.4.2 or higher, against
Websphere 5.1.1 with fixpack 3 or higher installed (5.1.1.3 or higher). There are known issues running
Confluence against earlier versions of Websphere.

Websphere and Oracle

Confluence can not currently use Websphere datasources to access an Oracle database. This is because in
order to effectively store pages in the database, Confluence needs access to the raw Oracle connection
object, rather than the wrapper that Websphere places around it.

We are currently working on fixing this problem (CONF-3580), but for now the workaround is to not use a
Websphere datasource. Use Confluence's internal connection pool instead (the "Direct JDBC Connection"
option during setup).

Websphere on Windows platform

@

Most Windows OS have a file path limit of 255 characters. When an application is deployed with a
long name, it is possible the deployed application files will reach this path limit. Currently, there is
no check performed and the error messages when trying to create such long files are not very
descriptive.

Example of installing Confluence on W ndows XP Prof essi onal '02 sp 2. and Wbsphere App
Server v 6.0 produced by default this deployed location:

1) C\Program

Fi | es\ | BM WebSpher e\ AppSer ver/ profil es/ def aul t\ wst enp\ 92668751\ wor kspace\ cel | s\ bl uet ongueNbde01Cel | \ af

to get to the class structure of Confluence that needs to be used

2)
at | assi an-confl uence-2_2_8. war\ VEB- | NF\ cl asses\ com at | assi an\ conf | uence\ user\ acti ons\ User Pj

hence the length to that particular class

$ perl -e 'print length "C: \Program Fil es\| BM WebSpher e\ AppSer ver/ profil es/defa
ul t\ wst enp\ 92668751\ wor kspace\ cel | s\ bl uet ongueNodeO1Cel | \ appl i cati ons\at | assi an
-confluence-2_2 8 war.ear\atl assi an-confl uence-2_2 8 war\ atl assi an-conf | uence- 2

2 8.war\VEB- | NF\ cl asses\ com at | assi an\ conf | uence\ user\ acti ons\ User Pi cker Acti on
$User nanmeToUser Tr ansl at i ngPagi nati onSupport "' ;
264

and consequently an error which is produced when attempted to run Confluence 1) + 2):
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*Cause: *

j ava. | ang. Nod assDef FoundErr or :
coni at | assi an/ confl uence/ user/ acti ons/ User Pi cker Acti on$User naneToUser Tr ansl at i ngPagi nat i onpupport
at java.lang. C ass. get Decl ar edConst ruct or sO( Nati ve Met hod)

Troubleshooting

I can not view any Confluence page with a space in the title

Please see Fix 'Page Not Found' errors for pages with spaces in the title.

When I visit some URL, I get a blank page

This is a known issue, caused when you visit a page in Confluence that does not exist. Confluence's "Page
Not Found" error page is not being displayed correctly by Websphere. For more information, please visit
the issue in JIRA: CONF-3487.

I am having trouble with the £ and € characters

Confluence allows you to specify which character encoding should be used for its requests. To use the £
and € characters, you will need to use the "UTF-8" option. However, in some cases, WebSphere will
encode the characters using ISO-8859-1 before they get to Confluence. If you have set the Confluence
character encoding to "UTF-8" and are having problems, have a look at
http://www-306.ibm.com/software/globalization/j2ee/encoding.jsp for an explaination of WebSphere and
Character encoding. In particular, the -Dclient.encoding.override=UTF-8 system property allows you to
override WebSpheres defaults.
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Websphere 6 Install Walkthrough

This page last changed on Jan 17, 2007 by tom@atlassian.com.

This page describes installing Confluence on a plain Websphere 6.0 installation.

Installation

You need to start with a confluence.war file which has had the WEB-INF/classes/confluence-init.properties
file modified to set confluence.home.

Log on to the administration console, i.e. http://localhost:9060/ibm/console/secure/logon.do
Choose the 'Install New Application' link.

Specify a path to the confluence.war file on the local file system, and choose the context root which you
want to deploy confluence at (this is the context you'll access Confluence on, i.e:
http://yourserver/context root). Click Next. (You just accept the default from here on)

On the 'Choose to generate default bindings and mappings' page, just click Next.

On the 'Application Security Warnings' page, just click Continue.

On 'Step 1', just click Next.

On 'Step 2' and 'Step 3', just click Next. On 'Step 4' click finish.

The installation will be performed. Click 'Save to Master Configuration', then click the Save button.

At this point you can make adjustments to the exploded version of Confluence which Websphere has put
in <WAS Install Dir>\AppServer\profiles\default\installedApps\<node
id>\confluence_war.ear\confluence.war. You can edit confluence-init.properties or add JDBC drivers to
WEB-INF/lib -- just remember that you'll need to do this again if you reinstall the application.

When that completes you'll be returned to the console. Click 'Enterprise Applications', check the
'‘confluence_war' checkbox and click the Start button.

Go to http://localhost:9080/confluence. You should get the setup page.

You don't need to use 'parent last' classloading, the default 'parent_first' works, with the changes in the
position of jar files mentioned below.

Known Problems
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RSS Generation Fails

The error:

com at | assi an. core. exception. I nfrastructureException: java.lang. NoC assDef FoundError:
com sun/ syndi cati on/i o/ W r eFeedCQut put

&nbsp; at

com at | assi an. xwork. i nt ercept ors. X\Wr kTransacti onl nterceptor.intercept(XWrkTransacti onl nterceptof.]java(Cont
Code))

caused by: java.lang. Nod assDef FoundError: conisun/syndi cation/i o/ WreFeedCQut put
&nbsp; at com atl assi an. xwork. resul ts. RssResul t . doExecut e( RssResul t . j ava: 41)

To correct this, copy the files 'jJdom-1.0.jar' and 'dom4j-1.4-full.jar' from Confluence's WEB-INF/lib
directory into your <appServerRoot>/lib directory (that is, the lib subdirectory of the directory named
AppServer in the default Websphere install)

URLs with International Characters Don't Work

For example, a personal space for the user hans generates a URL which Websphere doesn't correctly
interpret. We don't have a solution for this at the moment.

Error registering bean with name 'fileSystemAttachmentDataDao'

If you get that error message, it is because the path to a class file is longer than Windows can handle.
You need to rename your war file to a shorter name.
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Application Server URL encoding

This page last changed on Mar 22, 2006 by david.soul@atlassian.com.

Application servers may have different settings for character encodings. We strongly suggest setting this
to UTF-8 where possible.

Information on setting the character encoding is available at:

e Configuring Tomcat's URI Encoding
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Confluence Installation Guide

This page last changed on Jan 16, 2007 by david.soul@atlassian.com.

Please review the system requirements before installing Confluence:

CLIENT REQUIREMENTS

Clients can access Confluence using:

e Internet Explorer 6 or later
¢ Firefox
¢ Mozilla-based browsers (Some do not support Rich Text Editing)

SERVER REQUIREMENTS

Server load depends primarily on the number of users online at once and their usage of Confluence.
These figures imply use of an external database, which is always required for a production installation.

Up To 25 Online Users

e 1GHz+ CPU Pentium 4 or equivalent
e 256MB RAM

From 25 Online Users

e Dual 2.4GHz CPU Pentium Xeon or equivalent
e 512MB+ RAM

OPERATING SYSTEM

Supported

o Windows

e Linux

e Mac OS X

e Solaris

o AIX

e Unix

e Any OS that support J2EE 1.4

DISK SPACE

Confluence Install Directory - 250MB

Document generated by Confluence on Feb 22, 2007 18:13 Page 327


http://confluence.atlassian.com/pages/viewpage.action?pageId=186467

¢ Install files
¢ Nightly site backups
e Temporary files

Confluence Home Directory or External Database - 250MB minimum

e Text content
e File attachments

JAVA

Confluence requires JDK 1.4 or later.

DATABASE

Confluence is bundled with a pre-configured HSQL database for evaluation purposes only. For safe
production use, it must be configured to use one of the following databases:

Fully Supported

e PostgreSQL 8+

MySQL 4.1+ (MySQL 5 is unsupported)
e Oracle 10g+

e DB2 8.2+

Supported With Minor Workarounds

PostgreSQL 7.1+

Oracle 8i, 9i or later
Microsoft SQL Server 2000+
Sybase ASE 12.5.1+

If you have no preference, PostGreSQL is scalable, free and easy to setup. For database setup

information, see Database Configuration.

SELECT CONFLUENCE EDITION

Confluence can be deployed in either:

Standalone Edition

EAR-WAR Edition

e Pre-packaged with Apache Tomcat

e Recommended for all users

e Ready for production with an external
database

e Deploys into an existing application server

e Suitable only for system administrators

e Offers no production advantages over
Standalone edition
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Technical support recommends Standalone edition even for organisations with an existing application
server environment.

NEXT

Standalone Install Guide or EAR-WAR Install Guide

OTHER TOPICS

Confluence Setup Guide

Confluence Cluster Installation

Confluence 2.0 User Guide

How to add Confluence to a JIRA Standalone installation
Documentation Home
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Confluence Cluster Installation

This page last changed on Feb 21, 2007 by rosie@atlassian.com.

Overview

There are two methods of installing Confluence in a cluster, depending on whether you have existing
data. This page describes a fresh installation with no existing data.

See also Confluence Cluster Installation with Existing Data.

Installation with no existing data

To get Confluence running in a two-node cluster, you must do the following:

1. Ensure you meet the clustering requirements, including obtaining a clustered license key from
Atlassian for each node

2. Install Confluence on a single node, configuring an external database and a cluster name

3. Load test the single node installation, see whether clustering is required

4. Shut down the first node, copy the Confluence application and Confluence home directory to the
second node

5. Start the first node, wait until it is running, then bring up the second node and it will automatically
join the cluster

6. Test the cluster is working correctly

7. Configure a load balancer in front of the two clustered nodes.

Each of these steps will be described in detail below.

1. Clustering requirements

Your Confluence cluster installation must meet all the following criteria for clustering:

¢ you must be running Confluence 2.3 or later

e you must have a clustered license

e you must use an external database

e you must use a load balancer with session affinity in front of the cluster.

Clustered licenses are available through the Confluence website.

A cluster can run using two copies of Confluence Standalone. However, cluster administrators must
understand how to configure an application server and web server with load balancing, so we recommend
you are comfortable installing Confluence as a EAR/WAR in your application server before proceeding with
a clustered installation.

2. Installation on first node
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Cluster administrators should already be comfortable with the normal installation method, so it won't be
repeated here. There are two differences in the Confluence Setup Wizard from a normal installation:

e you must use an external database
e you must enter a cluster name.

Enter a cluster name to create a new cluster

) Technical note
The cluster name will be converted into a unique multicast IP address and port for your
Confluence cluster. UDP multicast traffic is used for Confluence to automatically discover other
nodes in the cluster when they start up.

3. Load test the single node

Most Confluence installations do not need to be clustered. Ensure you have tested your single node
installation with the number of users you expect to host before going ahead with the additional
complexity of clustering.

Check out our performance tuning tips for ways to improve the performance of a single instance of
Confluence.

You can upgrade your single node to a multi-node cluster at any time by resuming this guide from step 4
below.

4. Copy Confluence to second node

Confluence clusters must use the same JDK, application server and application. The easiest way to ensure
this is to shut down Confluence on the first node, then copy its web application and home directory to the
second node:

Shut down Confluence on node #1.

Shut down your application server on node #2, or stop it automatically loading web applications.
Copy the Confluence web application from node #1 to node #2.

Copy the Confluence home directory from node #1 to node #2.

A WNBR

Copying the web application ensures any modifications you have made to the application itself, custom
LDAP settings (at | assi an-user. xnl ), and any other advanced configuration are copied to node #2.

Copying the home directory ensures the Confluence search index (the i ndex/ directory), the database
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and cluster configuration (confl uence. cf g. xm ), and any other home directory settings are copied to
node #2.

5. Start Confluence on the first node, wait, then start Confluence on second node

For the most stable start-up process, it is important to start Confluence one server at a time.

Start Confluence on node #1.
Wait for Confluence to become available on node #1.
Start Confluence on node #2.
Wait for Confluence to become available on node #2.

A WN P

6. Test cluster connectivity

The Cluster Administration page (Administration, Cluster Configuration) includes information about the
active cluster. When the cluster is running properly, this page displays:

e a correct count of the nodes in the cluster
e a status display for each node in the cluster
e an uptime for each node that is accurate.

11’:': wiher Cordiguradion

Brwrmp i -
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Cluster Administration page

A simple process to ensure your cluster is working correctly is:

Create a new document on node #1

Ensure the new document is visible by accessing it directly on node #2
Wait one minute (Confluence does batch indexing once per minute)
Search for the new document on node #1, ensure it appears

Search for the new document on node #2, ensure it appears.

u b WN =

Technical note

If Confluence detects more than one instance accessing the database but not in a working cluster,
it will shut itself down in a cluster panic. This can be fixed by troubleshooting the network
connectivity of the cluster.

-1

7. Configure load balancer

Document generated by Confluence on Feb 22, 2007 18:13 Page 332


http://confluence.atlassian.com/display/DOC/Cluster+Administration+page
http://confluence.atlassian.com/download/attachments/203635/clusterConfiguration.png
http://confluence.atlassian.com/display/DOC/Cluster+Administration+page
http://confluence.atlassian.com/display/DOC/Cluster+Troubleshooting
http://confluence.atlassian.com/display/DOC/Cluster+Troubleshooting

For the moment, configuring the load balancer is outside the scope of this document.

However, a simple Apache and Tomcat load-balancing configuration is available, which includes sample
configuration for the Apache Tomcat and the Apache web server, using its load-balancing JK connector.

Troubleshooting

If you have problems with the above procedure, please see our Cluster Troubleshooting guide.

Upgrading a cluster

It is important that upgrades follow the procedure for Upgrading a Confluence Cluster.

Related documentation

Confluence Cluster Installation with Existing Data
Confluence Installation Guide

Upgrading a Confluence Cluster
Cluster Administration page
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Apache and Tomcat load balancing

This page last changed on Dec 29, 2006 by mryall

Overview

The following is a description of how to setup a Confluence Cluster on a Windows machine using Apache
and mod_jk to handle the loadbalancing.

The characteristics of this cluster are:

e Session affinity: sessions are associated with single servers.

e Failover: if a server dies, a connection will be directed to the nearest available server. (NOTE:
sessions are not replicated)

¢ Failback: when a server comes back online, it will rejoin the cluster.

¢ Weighted load balancing: the load balancing can be controlled to take into account machine
differences. (See the mod_jk documentation for details on this.)

What do you need?

1. Download and install one copy of Apache httpd. Do not install Apache as a service, but set it to
listen on port 8080. (Tested with Apache httpd 2.0.55.)

2. Download the latest version of mod jk. Copy this file into the Apache modules/ directory and

rename it to nod_j k. so. (Tested with JK-1.2.19.)

Download and extract one copy of the ZIP distribution of Apache Tomcat. (Tested with Tomcat 5.5.)

4. Download JDBC drivers for the external database you will be using. Put the drivers in Tomcat's
common/lib/ directory. (Tested with Postgresql 8.1, postgresql-8.1-404.jdbc3.jar).

w

Apache configuration

Edit the main Apache config file, conf/http.conf:

¢ add the following immediately after the other LoadModule directives:

JoadModul e j k_nodul e nodul es/ nod_j k. so

add the following just before the end of the file:

JkWor ker sFil e conf/workers. properties
kLogFi | e | ogs/ mod_j k. | og
JkLogLevel info

[

JkMount /confl uence | oadbal ancer
JkMount /confl uence/ * | oadbal ancer

Create a workers.properties file in the Apache conf/ directory. This version of the workers.properties file
is configured to use 2 Tomcat instances: tomcatl and tomcat2.
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wor ker . | i st =l oadbal ancer

wor ker . t ontat 1. port =18081
wor ker . t ontat 1. host =l ocal host
wor ker . tontat 1. t ype=aj p13
wor ker . t ontat 1. | bf act or =1

wor ker . t ontat 2. port =28081
wor ker . t ontat 2. host =l ocal host
wor ker . tontat 2. t ype=aj p13
wor ker . t ontat 2. | bf act or =1

wor ker . | oadbal ancer. type=l b
wor ker . | oadbal ancer . bal anced_wor ker s=t ontat 1, tontat2
wor ker . | oadbal ancer . met hod=Busyness

Tomcat configuration

The Tomcat configuration below will run multiple instances from the same binaries in the main Tomcat
directory. For complete documentation of this configuration, see the RUNNI NG. t xt file in the Tomcat
distribution.

Create instance home directories

Create a directory for each instance of Tomcat, somewhere outside where you installed Tomcat. For
example, if you extracted Tomcat to /opt/apache/tomcat-5.5, your instances could be in
/var/tomcat-instances/tomcati, /var/tomcat-instances/tomcat2. These folders will be referred to as the
instance home directories.

Copy the following folders from the Tomcat installation directory into each instance home directory. Some
of the folders may be empty, but copy them anyway.

e conf

¢ logs

¢ shared
e webapps

Configure server.xml in each instance

Edit conf/server.xml in the instance home directories to include the Confluence application and have
distinct listen ports for Server, HTTP Connector and AJP13 Connector. All nodes can use the same
Confluence webapp as long as you set confluence.home via a system property (see startup scripts
below).

Attached are two sample configurations:

e tomcatl/conf/server.xml - listens on port 18080 (http) and 18081 (ajp13)
e tomcat2/conf/server.xml - listens on port 28080 (http) and 28081 (ajp13)

To use these sample config files, you will need to edit them to set the Confluence web-app location and
the data source configuration.

Document generated by Confluence on Feb 22, 2007 18:13 Page 335



http://confluence.atlassian.com/download/attachments/203661/tomcat1-server.xml?version=1
http://confluence.atlassian.com/download/attachments/203661/tomcat2-server.xml?version=1

If editing the configuration files yourself, the points to note are:

e 'Server' port must be distinct

e 'Connector' for HTTP must be uncommented and use a distinct port. Use this port for testing the
node individually.

e 'Connector' for AJP13 must be uncommented and use a distinct port. This port must match the port
of the worker in the Apache workers.properties.

¢ 'Engine’ for localhost must have jvmRoute matching the name of the worker in Apache's
workers.properties.

¢ 'Context' for Confluence must be added inside the 'Host' tag, and include a 'Resource' for the
datasource, as per normal Confluence installation under Tomcat.

Create a startup script for each instance

The startup scripts for each instance must set the CATALINA_BASE environment variable and
confluence.home system property. The variables in the sample scripts below should reference:

e CATALINA_HOME - Tomcat installation directorty

CATALINA_BASE - Tomcat instance home directory (distinct for each node)
JRE_HOME - Java runtime directory

JAVA_OPTS - include a confluence-home system property (distinct for each node)

tomcatl/startup.bat:

set CATALI NA_HOVE=C: \ hone\ nryal | \ opt \ apache\ apache-tontat-5.5. 16

set CATALI NA BASE=C:\ hone\ nryal | \var\tontat -i nst ances\t ontat 1

set JRE_HOVE=C:\Java\jrel.5.0_06

set JAVA OPTS=- Dconf |l uence. home=C: \ hone\ nryal | \ dat a\ conf | uence\ cl uster\tontat1l - Xmx512m
YCATALI NA_HOVE% bi n\ st art up. bat

tomcat2/startup.bat:

set CATALI NA HOVE=C: \ hone\ nryal | \ opt \ apache\ apache-tontat-5.5. 16

set CATALI NA BASE=C: \ hone\ nryal | \ var\t ontat -i nst ances\ t oncat 2

set JRE_HOVE=C:\Java\jrel.5.0_06

set JAVA OPTS=- Dconfl uence. home=C: \ hone\ nryal | \ dat a\ conf | uence\ cl uster\tontat2 -Xm512m
YCATALI NA_HOVE% bi n\ st art up. bat

Continue setting up Confluence

Follow the Confluence Cluster Installation procedure with the steps following the app server setup.

Troubleshooting

General advice

The above tomcat configurations enable HTTP connectors on each Tomcat instance so that you can
connect to the nodes individually. To check whether the load balancer (Apache & mod_jk) is causing the
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problem, try connecting to the individual Tomcat instances.

Session-affinity doesn't seem to be working?

Ensure the name you use for your worker in workers.properties (e.g. tomcatl) matches the jvymRoute
attribute of the engine tag in your Tomcat server.xml. For an example, search for 'Engine' in the attached

sample config.

For troubleshooting your Confluence cluster, see Cluster Troubleshooting.

References

General

http://raibledesigns.com/tomcat

http://httpd.apache.org/

Tomcat Clustering support

http://tomcat.apache.org/tomcat-5.0-doc/cluster-howto.html
http://tomcat.apache.org/tomcat-5.0-doc/balancer-howto.html
http://tomcat.apache.org/tomcat-3.3-doc/mod jk-howto.html
Clustering and Load Balancing in Tomcat 5, Part 1

Clustering and Load Balancing in Tomcat 5, Part 2

Document generated by Confluence on Feb 22, 2007 18:13 Page 337


http://confluence.atlassian.com/download/attachments/203661/tomcat1-server.xml?version=1
http://confluence.atlassian.com/download/attachments/203661/tomcat1-server.xml?version=1
http://confluence.atlassian.com/display/DOC/Cluster+Troubleshooting
http://raibledesigns.com/tomcat/
http://httpd.apache.org/
http://tomcat.apache.org/tomcat-5.0-doc/cluster-howto.html
http://tomcat.apache.org/tomcat-5.0-doc/balancer-howto.html
http://tomcat.apache.org/tomcat-3.3-doc/mod_jk-howto.html
http://www.onjava.com/pub/a/onjava/2004/03/31/clustering.html
http://www.onjava.com/pub/a/onjava/2004/04/14/clustering.html

Confluence Cluster Installation with Existing Data

This page last changed on Dec 29, 2006 by mryall.

Overview

There are two methods of installing Confluence in a cluster, depending on whether you have existing
data. This page describes how to upgrade an existing Confluence instance into a cluster.

See also Cluster installation without existing data.

Cluster installation from an existing copy of Confluence

To upgrade an existing copy of Confluence to run in a two-node cluster, you must do the following:

1. Ensure you meet the clustering requirements, including obtaining a clustered license key from
Atlassian for each node

2. Upgrade the existing Confluence instance to a clustered license

3. Enable clustering and select a cluster name

4. Shut down the first node, copy the Confluence application and Confluence home directory to the
second node

5. Start the first node, wait until it is running, then bring up the second node and it will automatically
join the cluster

6. Test the cluster is working correctly

7. Configure a load balancer in front of the two clustered nodes.

Each of these steps will be described in detail below.

1. Clustering requirements

Your Confluence cluster installation must meet all the following criteria for clustering:

¢ you must be running Confluence 2.3 or later

e you must have a clustered license

e you must use an external database

e you must use a load balancer with session affinity in front of the cluster.

Clustered licenses are available through the Confluence website.

A cluster can run using two copies of Confluence Standalone. However, cluster administrators must
understand how to configure an application server and web server with load balancing, so we recommend
you are comfortable installing Confluence as a EAR/WAR in your application server before proceeding with
a clustered installation.

You can follow the instructions to Migrate Confluence to an external database.
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2. Upgrade existing instance to clustered license

Once you've obtained your clustered license from Atlassian, you can simply update the license in your
running Confluence instance:

1. Go to 'Administration’'.
2. Go to 'License Details', and paste in the new license.
3. Click 'Save'.

When you enter a clustered license, you will see a new line appear on this page: Licensed Clustered
Nodes. This tells you how many nodes your Confluence license will allow.

Organisation Atlassian

Date Purchased Aug 15, 2006

License Type Confluence: Commercial Server
Licensed Users Unlimited
Licensed 8 nodes (2 nodes currently clustered).

Clustered Nodes

License Details page shows the number of cluster nodes permitted

3. Enable clustering and select a cluster name

When you change Confluence to use a cluster license, a new menu option will be revealed on the left:
Cluster Configuration. Open this menu item to configure your cluster.

On this page, you need to enter a name for your cluster, and possibly select which network interface on
your server will be used for the cluster (only if you have more than one suitable interface).

Clicking 'Start cluster' will migrate your attachments to the database, then prevent any access to
Confluence until it is restarted.

) Technical note
The cluster name will be converted into a unique multicast IP address and port for your
Confluence cluster. UDP multicast traffic is used for Confluence to automatically discover other
nodes in the cluster when they start up.

4. Copy Confluence to second node

For the remaining steps in setting up a cluster with existing data, please continue from step 4 in the
normal Confluence cluster installation guide.

5. Start Confluence on the first node, wait, then start Confluence on second node

See comment in step 4.
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6. Test cluster connectivity

See comment in step 4.

7. Configure load balancer

See comment in step 4.

Troubleshooting

If you have problems with the above procedure, please see our Cluster Troubleshooting guide.

Upgrading a cluster

It is important that upgrades follow the procedure for Upgrading a Confluence Cluster.

Related documentation

Confluence Cluster Installation
Confluence Installation Guide

Upgrading a Confluence Cluster
Confluence User Guide
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Upgrading a Confluence Cluster

This page last changed on Jan 03, 2007 by mryall.

This page contains instructions for upgrading an existing Confluence cluster to a new version of
Confluence. If you are not running a clustered instance of Confluence and wish to, see Confluence Cluster
installation with existing data.

You can download the latest version of Confluence from here.

Overview

The steps involved in upgrading a multi-node Confluence cluster are:

1. Backup your confluence instance.

2. Read the Release Notes for this version and check you have the required expertise to perform the
upgrade.

Stop each node in the cluster.

Install the new version into the application server on the first node.

5. Install the new version into the application server onto the remaining nodes.

AW

Step One: Backing up

i We highly recommend that you backup your Confluence home and install directories and your
database before proceeding.

For specific files to backup see Upgrading Confluence.

Step Two: Things you need to check ...

¢ Always check the release-notes for the version of Confluence you are installing for upgrade
instructions specific to that version.

e To perform this upgrade you must be familiar with the usage of the application server running your
Confluence Cluster, and the web server load balancing it.

e Check the Configuration Guide for your application server and database, to make sure there isn't
anything extra you need to do to get Confluence running.

¢ Check that you know what configurations or customisations have been made to your Confluence
instance. These may include specialised user management configurations and changes to
Confluence's Java classes and Velocity templates.

Step Three: Stopping the cluster

*, It is vital that all nodes in the cluster are running the same version of Confluence. That's why the
first step is to stop all the nodes.

Stop the Confluence application on each node using your application server.
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Step Four: Upgrading the first node

We advise configuring your load balancing web server to redirect traffic away from Confluence
until the upgrade is complete on multiple nodes.

Upgrading a cluster node uses the same process as "Method One" on Upgrading Confluence.

N

Unzip the new version.

Edit its confluence-init.properties to point to the existing home directory.

Port any immediately required customisations from the old version to the new one. Eg
atlassian-user.xml.

Install the new version into the application server. Eg for Tomcat edit confluence.xml or server.xml
to point to the new location, and restart Tomcat.

Wait for the Node to finish upgrading and confirm that you can log in and view pages before
continuing to Step Five.

Port any additional customisations from the old version to the new version. Eg modifications to Java
classes or Velocity templates.

Step Five: Upgrading other nodes

Copy the confluence installation, complete with customisations, to the next node.

Edit its confluence-init.properties to point to the existing home directory.

Install the new version into the application server. Eg for Tomcat 5 edit confluence.xml to point to
the new location, and restart Tomcat.

Wait for the Node to finish upgrading and confirm that you can log in and view pages before
continuing with the next node.

Troubleshooting

For suggested troubleshooting techniques, see our Cluster Troubleshooting page.

Related documentation

Confluence Installation Guide

Cluster Troubleshooting
Confluence Cluster Installation

Confluence Cluster Installation with existing data

Confluence User Guide
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Confluence Unix and X11 Dependencies

This page last changed on Jan 30, 2007 by dchui.

If This Doesn't Help
If you have X11 installed and thumbnailing still does not work, please ensure that you are running
Java in headless mode: see the FAQ "Fix 'Error using thumbnails - No image support in Java

runtime

*

Java X11 Dependencies

On Unix-based operating systems, the Java runtime makes use of certain parts of the platform's native
X11 graphics libraries. The X Server does not have to be running, but the libraries must be available on
the server. Confluence will run on a server that does not have Xlib installed, but parts of the application
that manipulate graphics: PDF exports, image thumbnailing, the image gallery macro, CAPTCHA, and the

resizing of profile pictures, will fail.

# Mac0S X
You do not need to install X11 on Mac OS X, as it has its own graphics libraries.

If X11 is not present, you may see any of the following errors

e "This Confluence installation can not generate thumbnails: no image support in Java runtime"
e "Exception in thread "main" java.lang.UnsatisfiedLinkError:
/usr/local/j2sdk1.4.2_09/jre/lib/i386/libawt.so: libXp.so.6: cannot open shared object file: No such

file or directory" when exporting a PDF
¢ "NoClassDefFoundError" when uploading a profile picture

Specific Installation Instructions

Fedora Core

On Fedora Core, you will need to install the xor g- x11- depr ecat ed- | i bs package.
(https://bugzilla.redhat.com/bugzilla/show bug.cqgi?id=130239)

Debian Linux

On Debian, you will need to instll the following packages (CONF-6411):

apt-get install |ibx11-6 libx1l-dev |libxt6 |ibxt6-dbg |ibxext6 |ibxtst-dev |ibxtst6
xli bs-dbg xli bs-dev

Gentoo Linux
emerge |iblCE IibSMIibX11l |ibXext IibXp libXt |ibXtst
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Error creating bean with name 'scheduler’

This page last changed on Mar 28, 2005 by vidya.

If you install Confluence 'out of the box' and encounter the error below, consider your location's way of
calculating the current date.

@ org.springframework.beans.factory.BeanCreationException: Error creating bean with name
'scheduler' defined in class path resource schedulingSubsystemContext.xml: Initialization of bean
failed; nested exception is org.quartz.SchedulerException: Based on configured schedule, the
given trigger will never fire.

It's possible to encounter this if your current country's way of reading timestamps differs from the norm.
For example, one of our users encountered this problem in Thailand, which worked out the current year
(2005) to be 2548.

Simply change the operating system's calculation of the date to resemble "the norm" - i.e., European
style calculation - and start your application server again.

The scheduling subsystem in Confluence is based on Quartz .
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Get A Confluence Licence

This page last changed on Jan 01, 2007 by david.soul@atlassian.com.

Don't have a licence yet?

e New users can get a free multi-user Evaluation licence or two-user Personal licence immediately

e For enterprise, non-profit, open source and educational licences, see Confluence Licencing and
Pricing

e Existing users can retrieve their key from the Licence Viewer

e If you can't find your key or are having problems, contact sales@atlassian.com

Document generated by Confluence on Feb 22, 2007 18:13 Page 346


http://www.atlassian.com/software/confluence/ConfluenceEvaluationDownload!default.jspa?product=confluence
http://www.atlassian.com/software/confluence/personal-wiki.jsp
http://www.atlassian.com/software/confluence/pricing.jsp
http://www.atlassian.com/software/confluence/pricing.jsp
http://www.atlassian.com/software/confluence/ViewConfluenceLicenses.jspa
http:/mailto:sales@atlassian.com

Installing Confluence Standalone

This page last changed on Jan 17, 2007 by rosie@atlassian.com.

This install guide is for users running Windows, Solaris, Unix or Linux. OS X users should use this
document instead.

Notes

e You must be able to use a command prompt and install Java to continue. If not, please contact your
system administrator to assist you or consider the Online Trial
e Have your licence key ready. You can obtain a trial, free or commercial licence now, or retrieve your

existing key
e Help is available under Troubleshooting

STAGE 1 - Install The Java Developers Kit

Do you already have the Java Developers Kit installed?

e JDK 1.6
e JDK 1.5 Or Earlier
e JDK Unknown or Not Installed

JDK 1.6

Since JDK 1.6 is not yet supported, please go to JDK Unknown or Not Installed to install JDK 1.5.

JDK 1.5 Or Earlier
You must confirm the JDK is installed correctly:

1. Open a command prompt. On Windows this is done by opening your Start menu and selecting Run,
then typing cnd and pressing OK

2. In the command prompt, type echo %JAVA HOVE%and press Enter

If a line is printed such as C:\ Progr a~1\ Java\j dk1. 5. 0_06 with the last two letters being dk, the

JDK is installed. If nothing is printed, or the last two letters in the path are not dk, click the 'No, or

unsure' instructions and follow those

Users who have installed a non-Sun JDK must install the Sun JSSE package

4. Go to STAGE 2

w

JDK Unknown or Not Installed

Install the JDK:
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1. Download JDK 1.5 08 to the Confluence server

2. Once downloaded, run the installer. At one point, you will be asked to choose a directory to install
to. Copy or write this directory down for use later

3. Windows users follow these instructions to set your JAVA_HOVE environment variable to the directory
you just installed the JDK in. The default directory is under C:\ Program Fi | es\ Java

4. Go to STAGE 2

STAGE 2 - Download & Unzip Confluence

Select your operating system:

e Windows
e Unix, Linux or Solaris

Windows

1. The default Windows unzipper cannot unzip Confluence
If you have already unzipped Confluence using the default Windows unzip, delete the directory
created now
2. You will need a third-party unzip program like 7Zip or Winzip. If you do not have one, download and
install one before continuing:
e 7Zip Recommended. If in doubt, download the '32-bit .exe' version
e Winzip
3. If you have not downloaded Confluence already, download the Standalone zip
4. Use your unzip program to unzip the install file to a directory such as c:\ conf | uence, avoiding
directories with spaces. To make upgrades easier, Windows users should aim to create a directory
structure like below:

d: \ conf |l uence\ conf | uence- 2. 2. 10-std <-- Install directory, unzi pped now
d: \ confl uence\ dat a <-- Hone directory, created next

You have now created your install directory. This is the directory where you unzipped Confluence,
for example c: \ conf | uence\ confl uence- 2. 2. 10-std
5. Go to STAGE 3

Unix, Linux or Solaris

1. Install these X11 libraries

2. If you have not downloaded Confluence already, download the Standalone zip

3. Use your unzip program to unzip the install file to a directory such as c:\ conf | uence, avoiding
directories with spaces. Linux or Unix users can use any unzip program to unzip Confluence, but
Solaris users must use GNU Tar instead of Solaris Tar
You have now created your install directory. This is the directory where you unzipped Confluence,
for example c: \ confl uence\ conf | uence-2. 2. 10-std

4. Go to STAGE 3

STAGE 3 - Set Your Home Directory
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This stage creates a Home directory where Confluence will store it's configuration information, indexes
and attachments.

1. Open your Confluence install directory
2. Under the install directory, find \ conf | uence\ VEB- | NF\ cl asses\ conf | uence-init. properties]|

) C:-\data\confluence-2.2. 10-std\confluence\WEB-INF\classes
File Edit Wiew Favorites Tools Help

-@ Back. ~ T O search Folders  [i=

Address (I C:\data\confluence-2. 2, 10-std\confluence WEB-INF\dasses

File and Folder Tasks = /J Com

IE:III Rename this file
_,5- Move this file

@ Fublish this file to the Web

) E-mail this file e $ﬂ1mﬁtpmfaﬁes
¥ Delete this file 23] | sum

3. Open the file confl uence-init. properties in a text editor such as Notepad
4. Scroll to the bottom and find the line

# confl uence. home=c:/confl uence/ dat a

5. Remove the '#' and the space at the front of this line to uncomment it. It should now begin with
conf | uence. hone

6. Choose what your Home directory will be. Windows users should use the default
c:\confl uence\ dat a for simplicity but you can chose any directory that does not contain a space in
the path

7. If you are using a different Home directory from c: \ conf | uence\ dat a, edit the line now. Windows
users must use / characte