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Administering JIRA applications 7.1

For JIRA application administrators

The JIRA Application Admin documentation is your one stop shop for administering all of your JIRA
applications, from JIRA Core to JIRA Software and JIRA Service Desk. This space will help you get
acquainted with the tools and techniques for administering your JIRA applications, projects and users.

If you're looking for information specific to a particular JIRA Application, select it below to visit the
documentation.

Getting started How to Users and groups
Installing JIRA Applications Define a project Managing users
Licensing and application access Configure issues Managing application access

Customize your JIRA Apps

o °
X 2
[ =
Integrations User documentation Support and reference
Integrate development tools JIRA Software info
Integrate collaboration tools JIRA Service Desk Release notes
Integrate using other tools JIRA Core Knowledge base
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Installing JIRA applications

Use these installation pages if you need to install a JIRA application, or add an additional JIRA application to
your existing JIRA installation. If you are upgrading please refer to the Upgrade Guide. It's important to review
the supported platforms and JIRA applications installation requirements pages for more information on what
you'll need to run a JIRA application.

Please note that Internet Explorer 9 is not supported.

Installing a JIRA application

Follow the instructions for your operating system:

® |nstalling JIRA applications on Windows
® |nstalling JIRA applications on Linux
® |nstalling JIRA on Solaris

Installing an additional JIRA application

Once you have installed your initial JIRA application, it's possible to install additional applications directly through
the Versions and licenses page.

JIRA applications installation requirements

® JIRA applications installation requirements No hardware? No problem! Try using
® Client-side requirements JIRA Cloud applications.
® Server-side requirements for evaluation

® No installation required, get
started in 5 minutes

® Option to migrate to your own
server later

® Choose from a set of supported
add-ons to install

purposes
® Server-side requirements for production
® Next Steps

JIRA applications installation requirements

JIRA is a 'web application’, meaning it runs centrally on a server, and users interact with it through web
browsers from any computer.

Please read the Supported Platforms page for JIRA applications, which lists the required server and client
software supported by JIRA applications

Browsers (client-side)

Java platforms (JDK/JRE) (server-side)
Operating systems (server-side)
Application servers (server-side)
Databases (server-side)

Please also read the information below regarding server and client software requirements for JIRA.

~ Client-side installation requirements

Client-side requirements

Browser  Enable your browser to execute JavaScript from your JIRA applications to
access their full functionality. You can consult the supported versions here.
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~ Server-side installation requirements for evaluators

Server-side requirements for evaluation purposes

Java If you intend to use the Windows Installer or Linux Installer to install JIRA,
there is no need to install and configure a separate JDK/JRE since these
executable files will install and configure their own JRE to run JIRA, otherwise
you will have to install a supported version of the ORACLE Java runtime.
Consult the supported versions here.

Memory 500MB — 1GB of Java heap size is enough for most evaluation purposes.

Database JIRA applications come pre-configured with the H2 database, which is suitable
for evaluation purposes only, it shouldn't be used in production environments.

Security Symantec must be uninstalled from the server that you want to install JIRA
applications on, as it is known to dramatically reduce application performance.
For more information, see this knowledge base article: Crashes and
Performance Issues Troubleshooting.
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« Server-side installation requirement for production

Server-side requirements for production

Java

Hardware

Database

Security

If you intend to use the Windows Installer or Linux Installer to install JIRA,
there is no need to install and configure a separate JDK/JRE since these
executable files will install and configure their own JRE to run JIRA, otherwise
you will have to install a supported version of the ORACLE Java runtime.
Consult the supported versions here.

® For a small number of projects (less or equal to 100) with 1,000 to 5,000
issues in total and about 100-200 users, a recent server (multicore CPU)
with 2GB of available RAM and a reasonably fast hard drive (7200 rpm or
faster) should cater for your needs.

® For more than 100 projects you should monitor JIRA memory usage and
allocate more memory if required.

® If your system will experience a large number of concurrent requests,
running JIRA applications on a multicore CPU machine will increase the
concurrency of processing the requests, and therefore, speed up the
response time for your users.

® For reference, we have a server that has a 2 Intel(R) Xeon(R) CPU E5520
@ 2.27GHz (16 logical cores) with 32GB of RAM. This server runs Apache,
various monitoring systems, and two JIRA application instances:

® QOur public site has approximately: 145,000 issues, 255,000 comments,
120 custom fields, and 115 projects.

® QOur support site has approximately: 285,000 issues, 2,500,000
comments, 75 custom fields, and 22 projects.

® If your system will experience a large number of concurrent requests,
running JIRA applications on a multicore CPU machine will increase the
concurrency of processing the requests, and therefore, speed up the
response time for your users.
® For reference, we have a server that has a 2 Intel(R) Xeon(R) CPU E5520
@ 2.27GHz (16 logical cores) with 32GB of RAM. This server runs Apache,
various monitoring systems, and two JIRA application instances:
® QOur public site has approximately: 145,000 issues, 255,000 comments,
120 custom fields, and 115 projects.
® QOur support site has approximately: 285,000 issues, 2,500,000
comments, 75 custom fields, and 22 projects.

Using the embedded H2 database is not supported in production. It's strongly
recommended to connect them to an enterprise database supported by
Atlassian.

Symantec must be uninstalled from the server that you want to install JIRA
applications on, as it is known to dramatically reduce application performance.
For more information, see this knowledge base article: Crashes and
Performance Issues Troubleshooting.

If you are considering running JIRA applications on VMware, please read Virtualizing JIRA.

Next Steps

Installing JIRA applications

Installing Java
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On this page:

[ Before you begin ] [ Check out your Java version ] [ Setting the JAVA_HOME ] [ Confirming that Java
Works ] [ Next Step ]

Before you begin

Please skip these instructions if you intend to use or have used the Windows Installer or Linux Installer to install
JIRA, since these executable files will install and configure their own JRE to run JIRA. If you are trying to use a
different Java/JRE instead of the version bundled with JIRA, please use the How to Use System JRE Instead of
Embedded JRE guide.

Check out your Java version

Before you proceed to install Java check whether it's already installed by following these instructions:

1. Check out the list of Java versions supported by JIRA here.
2. Download Oracle's JDK/JRE from Oracle's website.

~ Check your Java version on Linux and Mac OS X
~$ java -version
java version "1.7.0_25"
Java(TM SE Runtine Environment (build 1.7.0_25-b15)
Java Hot Spot (TM 64-Bit Server VM (build 23.25-b01, m xed node)

Note

Linux distributions frequently have an open-source implementation of Java called
GClJ installed. Do not use this Java platform — it is incomplete and JIRA will not
run successfully on it.

~ Check your Java version on Windows

Windows 8

a. Right-click on the screen at bottom-left corner and choose the Control Panel fro
m the pop-up menu.

b. When the Control Panel appears, select Programs

c. Click Programs and Features

d. The installed Java version(s) are listed.

Windows 7 and Vista

. Click Start

b. Select Control Panel

c. Select Programs

d. Click Programs and Features

e. The installed Java version(s) are listed.

<))

Windows XP

Click Start

Select Control Panel

Click the Add/Remove Programs control panel icon

The Add/Remove control panel displays a list of software on your system,
including any Java versions that are on your computer.

Qoo
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Setting the JAVA_HOME

Follow these instructions if you have to install Java on your computer:

1.

2.

Once the JDK or JRE is installed, set the JAVA HOVE environment variable, whose value is the root

directory of the JDK/JRE. Some JDK/JRE installers set this automatically.
Type 'echo %W AVA HOVE% in a Windows command prompt, or 'echo $JAVA HOVE' in a Linux/UNIX

console).

~ Installing JAVA_HOME on Linux

Linux-based computers

On many Linux-based computers, the JAVA HOVE environment variable is set in the / et ¢
/ envi ronnent file.

If JAVA HOME is not defined in this file, you can set it using the following command at a
shell prompt, when logged in with 'root’ level permissions:

® echo JAVA HOVE="pat h/to/ JAVA HOVE" >> /etc/environment

If, however, JAVA HOME is already defined in this file, open the / et ¢/ envi r onnent file in
a text editor and modify its value to the appropriate pat h/ t o/ JAVA HOVE — that is:

¢ JAVA HOVE="pat h/t o/ JAVA HOWE"

~ Installing JAVA_ HOME on Mac OS X

Mac OS X

On many Li nux-based conputers, the JAVA HOVE environment vari abl e
is set in the ~/.bash profile file.

If JAVA_HOME is not defined in this file, you can set it using the following command at a
shell prompt, when logged in with ‘root’ level permissions:

echo JAVA HOVE="pat h/to/ JAVA_ HOVE" >> ~/ . bash_profile

If, however, JAVA HOME is already defined in this file, open the ~/.bash_profile file in a text
editor and modify its value to the appropriate pat h/ t o/ JAVA HOVE — that is:

¢ JAVA HOVE="pat h/t o/ JAVA HOWE"
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~ Installing JAVA_HOME on Windows

Windows-based computers

If this environment variable is not set on a Windows-based computer, you can set it in the
Control Panel using the following procedure:

a. Open the Windows 'Advanced' system properties dialog box:
®* On Windows XP-based operating systems, right-click on the My Computer ic
on on your desktop (or via the Start menu), select 'Properties’ and click the '
Advanced' tab.
® On Windows 7-based operating systems, right-click the Computer icon on
your desktop (or via the Start menu), select 'Properties’, click 'Advanced
system settings', select 'Properties' and click the 'Advanced' tab.
b. Click the Environment Variables button.
c. Click one of the New buttons (to define a new environment variable for your user
account, or if available, system-wide).
d. Type JAVA HOME as the variable name and the directory where you installed Java.

v

-

Properties | [?]%]

| System Restare I Automatic Updates [ 1. |

| General | ComputerMame |  Hardware | _ ‘

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory m B MDY,

User variables for Dave

Variable Value
User Profiles TEMP C:'\Documents and Settings'DavelLocal ...
Desktop settings related to your logon ™P C:\Documents and Settings\DavelLocal ...

New System Variable

Startup and Recovery
System startup, system failure, and debugging ir Variable name: | JAVA_HOME |
System variables

Variable value: | c:Yj2edk1.4.2] |
Variable e,
PROCESSOR_R.| 4. OK Cancel
2. - - PUTTY_HOME
Environment Varizbles TEMP TS TN
T™MP C:\WINDOWSTEMP = 1
windir C:\WINDOWS ]
———
2 [ nwew D edt || pelete |
i —
[ oK ] [ Cancel ]

| - sl

@) The default path for the bundled JRE with JIRA is C: \ Pr ogr am
Fil es\ Atl assi an\ JI RA\j re. If using a 32-bit install in 64-bit system, this would
be C.\Program Files (x86)\ Atl assian\JIRA\jre.

e. After clicking the required 'OK' buttons to save your changes, your JAVA HOVE envi

ronment variable should be available in a new command prompt window. If not or if
necessary, restart your computer.

Confirming that Java Works

1. Check if Java has been correctly installed by following these instructions:
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~ Check your Java version on Linux and Mac OS X
~$ java -version
java version "1.7.0_25"
Java(TM SE Runtine Environment (build 1.7.0_25-b15)
Java Hot Spot (TM 64-Bit Server VM (build 23.25-b01, m xed node)

~ Check your Java version on Windows

Windows 8

a. Right-click on the screen at bottom-left corner and choose the Control Panel fro
m the pop-up menu.

b. When the Control Panel appears, select Programs

c. Click Programs and Features

d. The installed Java version(s) are listed.

Windows 7 and Vista

. Click Start

b. Select Control Panel

c. Select Programs

d. Click Programs and Features

e. The installed Java version(s) are listed.

QO

Windows XP
a. Click Start
b. Select Control Panel
c. Click the Add/Remove Programs control panel icon
d. The Add/Remove control panel displays a list of software on your system,

including any Java versions that are on your computer.

o If you subsequently start JIRA and you receive an error like Windows cannot find '-Xms128m’, then you
may not have correctly set JAVA_HOME. Please verify step 2 of the procedure above.

Next Step

Installing JIRA from an Archive File on Windows, Linux or Solaris

Supported platforms

This page lists the supported platforms for JIRA 7.1 only. If a particular platform or a particular platform's version
is not noted on this page, then we do not support it for JIRA 7.1.

0 Not using JIRA 7.1? The information below does not apply to you. See the following pages
instead:

Supported platforms for JIRA 7.0
Supported platforms for JIRA 6.4
Supported platforms for JIRA 6.3
Supported platforms for JIRA 6.2
Supported platforms for JIRA 6.1
Supported platforms for JIRA 6.0
Documentation for older JIRA versions

Further information:

® Please ensure you have read JIRA requirements, since not all the platforms listed below may be required
for your specific JIRA setup.

Supported platforms for JIRA 7.1
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Java
platforms

Operating
systems

Virtualization

Application
servers

Mail servers

Databases
(additional
notes)

Supported

Oracle JDK ®* 18
[/ JRE

(formerly

Sun JDK /

JRE)

Microsoft

Windows

Linux /

Solaris

VMware

Apache ® 6.0.32

Tomcat ® 7.0.29
® 8.0.x*

Oracle * 12C

MySQL ® 51-54
®* 55
®* 56

Supported
platform(s) version(s)

14

Notes

JIRA is a pure Java-based application and should run on
any supported operating system, provided that the JDK /
JRE requirements are satisfied.

Please see Anti-Virus in JIRA for more information.

JIRA is a pure Java-based application and should run on
any supported operating system, provided that the JDK /
JRE requirements are satisfied.

Atlassian only officially supports JIRA running on x86
hardware and 64-bit derivatives of x86 hardware. If you
are installing JIRA from an archive, you should create a
dedicated user account on the operating system to run
JIRA, since JIRA runs as the user it is invoked under, and
therefore can potentially be abused.

Although the JIRA Linux Installer is designed to install
successfully on all 'flavors' of Linux, we only test the
JIRA Linux Installer on CentOS Linux.If you encounter
problems with the JIRA Linux Installer on your particular
flavor of Linux, we recommend installing JIRA on Linux
from an archive file.

NFS mounts are not supported due to Lucene
requirements. Please see the IndexWriter docs for more
information.

Please read our Virtualizing JIRA (JIRA on VMware) guid
e for information on the required configuration of
VMWare.

We are unable to provide any support for VMWare
itself.

All of the operating systems listed in the 'Operating
systems' rows above are supported for VMware.

Deploying multiple Atlassian applications in a single
Tomcat container is not supported.
*JIRA 7.0 ships with Tomcat 8.0.17.

SMTP servers must be able to support the multipart
content type.

Using Advanced Compression Option (ACO) is not
supported.

Supported Oracle databases use the latest driver listed
here.

Neither MariaDB nor PerconaDB are supported. Both are
proven to cause problems with JIRA applications.
We recommend running MySQL in strict mode.

* JIRA does not support 4 byte characters, regardless of

MySQL version.
® |f you must use 4 byte characters, we recommend you
use PostgreSQL.
Supported MySQL databases use the latest JDBC driver
listed here.
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Web
Browsers

PostgreSQL

Microsoft
SQL Server

H2

Chrome

Microsoft
Internet
Explorer

Mozilla

Firefox

Safari

Mobile
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9.4
9.3
9.2
9.1
9.0

2014
2012
2008
2008 R2

Supported
for
evaluation
use only

Latest
stable
version
supported

10.0

* 110

Latest
stable
version
supported

Latest
stable
version
supported
on Mac
OS X only

Mobile
Safari
(i0S, iPod
touch and
iPhone
only) —
Latest
stable
version
Android —
The
default
browser on
Android
4.0.3 (Ice
Cream
Sandwich)

What database should | use for JIRA Server?

Supported PostgreSQL databases use the latest JDBC
driver listed here.

® Express Editions are not supported.
® Supported Microsoft SQL Server databases use the latest

JTDS JDBC driver listed here.

JIRA ships with a built-in database (H2). While this
database is suitable for evaluation purposes, we strongly
recommend that you configure JIRA to use an external
database.

Minimum screen resolution of 1024 x 768 (when browsers
are maximized).

Minimum screen resolution of 1024 x 768 (when browsers
are maximized).

® 'Compatibility View' is not supported.
® Edge support is due very soon!

Minimum screen resolution of 1024 x 768 (when browsers
are maximized).

Minimum screen resolution of 1024 x 768 (when browsers
are maximized).

Mobile devices are only supported on the Mobile views.

We've long been supporting the most commonly requested & used databases. A typical question often asked by
customers is which database they should use when self-hosting their JIRA instance. Up until now we've
remained database agnostic when asked this question.

Having reviewed this position recently, we believe there are benefits for customers in using PostgreSQL. In
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addition to being tested to the same standard as all of our databases PostgreSQL is used;

® by Atlassian internally for all of it's JIRA instances
¢ for all Atlassian's Cloud JIRA instances - that's tens of thousands of instances used by our customers

This means we do more dogfooding and see more real world usage of PostrgreSQL than any of our other
supported databases. That's why we now recommend you choose PostgreSQL for your JIRA server instance.

End of support announcements
This page contains announcements of the end of support for various platforms and browsers used with JIRA.
These are summarised for upcoming JIRA releases in the table below. Please see the following sections for

the full announcements.
End of support matrix for JIRA

The table below summarises the end of support announcements for upcoming JIRA releases.
Platform/Functionality JIRA end of support
Microsoft SQL Server 2008 From JIRA 7.2 (announcement)
Postgres 9.0 and 9.1 From JIRA 7.2 (announcement)

MySQL 5.1 From JIRA 7.2 (announcement)

Why is Atlassian ending support for these platforms?

Atlassian is committed to delivering improvements and bug fixes as fast as possible. We are also
committed to providing world class support for all the platforms our customers run our software on.
However, as new versions of databases, web browsers, etc, are released, the cost of supporting
multiple platforms grows exponentially, making it harder to provide the level of support our customers
have come to expect from us. Therefore, we no longer support platform versions marked as
end-of-life by the vendor, or very old versions that are no longer widely used.

End of support for Microsoft SQL Server 2008
Announced October 2015

Atlassian will end support for Microsoft SQL Server 2008 in JIRA 7.2. End of support means that Atlassian
will not fix bugs related to Microsoft SQL Server 2008 past the support end date.

We are making this decision in order to reduce our database testing and support, and help us speed up our
ability to deliver market-driven features. If you have questions or concerns regarding this announcement,
please email eol - announcenent at atl assian dot com

Microsoft SQL Server 2008 End of Support Notes:

JIRA 7.1 will be the last major version of JIRA to officially support Microsoft SQL Server 2008.
JIRA 7.1.x and earlier versions should continue to work with Microsoft SQL Server 2008.

JIRA 7.2 will not be tested against Microsoft SQL Server 2008.

Microsoft SQL Server 2012 will continue to be supported in JIRA 7.2.x (see Supported platforms).

End of support for Postgres 9.0 and 9.1
Announced October 2015

Atlassian will end support for Postgres 9.0 and Postgres 9.1 in JIRA 7.2. End of support means
that Atlassian will not fix bugs related to Postgres 9.0 or 9.1 past the support end date.

We are making this decision in order to reduce our database testing and support, and help us speed up our
ability to deliver market-driven features. If you have questions or concerns regarding this announcement,
please email eol - announcenent at atlassian dot com

Postgres 9.0 and Postgres 9.1 End of Support Notes:

* JIRA 7.1 will be the last major version of JIRA to officially support Postgres 9.0 and 9.1.
® JIRA 7.1.x and earlier versions should continue to work with Postgres 9.0 and 9.1.
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® JIRA 7.2 will not be tested against Postgres 9.0 or 9.1.
® Postgres 9.2 and Postgres 9.3 will continue to be supported in JIRA 7.2.x (see Supported platforms).

End of support for MySQL 5.1
Announced October 2015

Atlassian will end support for MySQL 5.1 in JIRA 7.2. End of support means that Atlassian will not fix bugs
related to MySQL 5.1 past the support end date.

We are making this decision in order to reduce our database testing and support, and help us speed up our
ability to deliver market-driven features. If you have questions or concerns regarding this announcement,
please email eol - announcenent at atlassian dot com

MySQL 5.1, 5.2, 5.3 and 5.4 End of Support Notes:

JIRA 7.1 will be the last major version of JIRA to officially support MySQL 5.1.

JIRA 7.1.x and earlier versions should continue to work with MySQL 5.1.

JIRA 7.2 will not be tested against MySQL 5.1.

MySQL 5.5 and 5.6 will continue to be supported in JIRA 7.2.x (see Supported platforms).

+~ Previous announcements

Platform/Functionality JIRA end of support

HSQLDB From JIRA 7.0 (announcement)
Oracle JDK 1.7 From JIRA 7.0 (announcement)
Oracle 11G From JIRA 7.0 (announcement)
Internet Explorer 9 From JIRA 7.0 (announcement)

SOAP API (replaced with REST) From JIRA 7.0 (announcement)

Jelly script From JIRA 6.4 (announcement)
WAR download distribution From JIRA 7.0 (announcement)
Microsoft SQL Server 2005 From JIRA 7.0 (announcement)

End of support for HSQLDB

Announced February 2015

Atlassian will end support for HSQLDB (HyperSQL DataBase) in JIRA 7.0. End of support means that
Atlassian will not fix bugs in HSQLDB past the support end date.

JIRA ships with a built-in database for evaluation purposes, and currently this is HSQLDB. As of JIRA 7.0
, JIRA will ship with H2 (H2 Database Engine) as its built-in database.

HSQLDB (HyperSQL DataBase or HSQLDB) End of Support Notes:

* JIRA 6.4 will be the last major version of JIRA to officially support HSQLDB (HyperSQL
DataBase) for evaluation use.

® JIRA 6.4.x and earlier versions will continue to work with HSQLDB (HyperSQL DataBase) for
evaluation use. However, we will not fix bugs affecting HSQLDB (HyperSQL DataBase) past the
support end date.

® JIRA 7.0 will not be tested with HSQLDB (HyperSQL DataBase).

End of support for Oracle JDK 1.7

Announced February 2015
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Atlassian will end support for Java 7 (JRE and JDK 1.7) in JIRA 7.0. End of support means that Atlassian
will not fix bugs in Java 7 (JRE and JDK 1.7) past the support end date.

We are ending support for Java 7 (JRE and JDK 1.7), as Oracle Corporation has announced the end of
public updates for Java 7: Java SE 7 End of Public Updates Notice.

Java 7 (JRE and JDK 1.7) End of Support Notes:

* JIRA 6.4 will be the last major version of JIRA to officially support Java 7 (JRE and JDK 1.7).

* JIRA 6.4.x and earlier versions will continue to work with Java 7 (JRE and JDK 1.7). However, we
will not fix bugs affecting Java 7 (JRE and JDK 1.7) past the support end date.

® JIRA 7.0 will not be tested with Java 7 (JRE and JDK 1.7).

¢ Java 8 (JRE and JDK 1.8) is supported, but not bundled with JIRA 6.4

End of support for Oracle 11G

Announced February 2015

Atlassian will end support for Oracle 11G in JIRA 7.0. End of support means Atlassian will not fix bugs
related to Oracle 11G past the support end date, except for security-related issues.

We are making this decision as Oracle Corporation have ended support for Oracle 11G as of January
2015. Testing on Oracle 12C will conclude shortly and we'll announce support soon.

Oracle 11G End of Support Notes

* JIRA 6.4 will be the last major release that supports Oracle 11G
* JIRA 6.4.x and earlier versions will continue to work on Oracle 11G
® JIRA 7.0 will not be tested against Oracle 11G

End of support for Internet Explorer 9

Announced February 2015

Atlassian will end support for Internet Explorer 9 in JIRA 7.0. End of support means that Atlassian will not
fix bugs related to Internet Explorer 9 past the support end date, except for security-related issues.

We are making this decision to enable us to provide the best user experience to our customers,
accelerate our pace of innovation, and give us the ability to utilize modern browser technologies.

Internet Explorer 9 (IE9) End of Support Notes

JIRA 6.4 will be the last major release that supports Internet Explorer 9

JIRA 6.4.x and earlier versions should continue to work on Internet Explorer 9

JIRA 7.0 will not be tested against Internet Explorer 9

Internet Explorer 10 and Internet Explorer 11 will continue to be supported in JIRA 7.0.X.

End of support for SOAP
Announced November 2014

Atlassian will end support for SOAP APl in JIRA 7.0. The SOAP API's have been replaced by REST API's
as Atlassian's recommended and supported remote API.

SOAP End of Support Notes

JIRA 6.4 will be the last major release that supports SOAP

JIRA 6.4.x and earlier versions should continue to work with SOAP

JIRA 7.0 will not include any SOAP API's

If you need an alternative that Atlassian supports, the REST API is fully supported by JIRA.

End of support for Jelly Scripts
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Announced November 2014

Atlassian will end support for Jelly scripts in JIRA 6.4. If you are using Jelly scripts with JIRA, we suggest
you move to Groovy Script Runner or utilise the JIRA Command Line Interface, which will provide you
with more flexible options.

Jelly Script End of Support Notes

JIRA 6.3 will be the last major release to support Jelly scripts

JIRA 6.3.x and earlier versions should continue to work fine with Jelly scripts

JIRA 6.4 will not include Jelly.

If you need an alternative to Jelly scripts, Groovy Script Runner or the JIRA Command Line
Interface are the suggested alternatives that work with JIRA.

End of support for WAR distribution

Announced August 2014
Atlassian will stop releasing the WAR distribution of JIRA in JIRA 7.0.

Why are we ending support for this?

®* We are trying to reduce the amount of combinations and confusion around this for
customers downloading a Server (BTF) edition

®* The WAR edition is a bit more complex to install and gets more difficult as the installation
ages and gets bigger - we want to reduce that complexity

®* We can't and don't test every permutation of environments + app servers that a customer
might deploy into, nor can we control what else might be in that environment, which can
lead to a poor user experience

® We only support Tomcat - JIRA doesn't work on WLS or WebSphere anyways, other app
servers - maybe.

Anything we release, we want to make sure users get a good experience in installation and usage
and don't have to deal with app server quirks etc.

End of support for Microsoft SQL Server 2005
Announced June 2014

Atlassian will end support for Microsoft SQL Server 2005 in JIRA 7.0. End of support means
that Atlassian will not fix bugs related to Microsoft SQL Server 2005 past the support end date.

We are making this decision in order to reduce our database testing and support, and help us speed up
our ability to deliver market-driven features. If you have questions or concerns regarding this
announcement, please email eol - announcenent at atl assian dot com

Microsoft SQL Server 2005 End of Support Notes:

JIRA 6.4 will be the last major version of JIRA to officially support Microsoft SQL Server 2005.
JIRA 6.4.x and earlier versions should continue to work with Microsoft SQL Server 2005.

JIRA 7.0 will not be tested against Microsoft SQL Server 2005.

Microsoft SQL Server 2008 and 2008 R2 will continue to be supported in JIRA 7.0.x (see Supporte
d Platforms).

® We will start supporting Microsoft SQL Server 2012 in JIRA 6.4.

Installing JIRA applications on Windows

This guide describes how to install a new JIRA application installation on
Windows using the automated Windows installer. If you are upgrading JIRA,
please refer to the Upgrading JIRA applications guide. Before beginning
your installation, you should review both the supported platforms and JIRA
requirements pages for more information on what you need to run a JIRA
application successfully. Note the Internet Explorer 9 is not supported.
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You can also install JIRA from a 'zip' archive — see Installing JIRA from an On this page:
archive file on Windows, Linux or Solaris for details. This is useful if you ® Before you
want JIRA to use a pre-existing supported Java platform, since the Windows begin
installer installs its own JRE to run JIRA. ® Installing
JIRA
® Usin
g
the
inst
allat
ion
wiza
rd
* Perf
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Before you begin

® We strongly recommend that you install the latest production version available. If you install an older
version of JIRA, it may contain security vulnerabilities that were patched or fixed in subsequent
versions. If you have to install an older version, check if there are any security advisories that apply to
the version.

* Note, some anti-virus or other Internet security tools may interfere with the JIRA installation process
and prevent the process from completing successfully. If you experience or anticipate experiencing
such an issue with your anti-virus/Internet security tool, disable this tool first before proceeding with
the JIRA installation.

Installing JIRA

There are two ways to install JIRA using the Windows installer:

® Using the installation wizard
® Performing an unattended installation

Using the installation wizard

Use the installation wizard if you are installing JIRA on your server for the first time or you wish to specify
your installation options.

If you have previously installed JIRA using the installation wizard and wish to re-install JIRA again with the
same installation options, you can re-install JIRA in 'unattended mode' without any user input required (see b
elow for details).

1. Download and run the JIRA application 'Windows installer’

@ To install JIRA as a service, the Windows installer must be run using a Windows administrator account.
While you can run the Windows installer with a non-administrator account, your installation options will be
much more limited.

1. Download the JIRA application's 'Windows installer' (.exe) file from the JIRA download page.

2. Run the ".exe' file to start the installation wizard.
ﬂ' If a Windows 7 (or Vista) 'User Account Control' dialog box asks if you want to allow the installation
wizard to make changes to your computer, specify 'Yes'. If you do not, the installation wizard will have
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restricted access to your operating system and any subsequent installation options will be limited.
3. At the 'Upgrading JIRA?' step, choose between the 'Express Install' or 'Custom Install' options:
® Express Install — If you choose this option, JIRA will be installed with default settings, which
are shown in the next step of the installation wizard. If you want to customize any of these
options, click the 'Back’' button, and choose the 'Custom Install' option instead.
® Custom Install — If you choose this option, JIRA will prompt you to specify the following
options, which are presented during subsequent steps of the installation wizard and
pre-populated with default values:
The 'Destination Directory' in which to install JIRA.
The JIRA home directory, which must be unique for each JIRA installation.
The Windows 'Start' menu folder options.
The TCP ports (i.e. an HTTP and a Control port) that JIRA will run through.
If you are running the installer using an administrator account, you will be prompted to
'Install JIRA as a service' (recommended). You can also do this manually later, as
described in Running JIRA as a Windows service.
0 If you installed JIRA as a service, you must start JIRA through the Windows 'Start'
menu, since JIRA will not start if yourun start-jira. bat atthe Windows Command
Prompt.
4. The installation wizard will install JIRA onto your operating system and will start JIRA automatically
when the wizard finishes. JIRA will also be launched automatically in your browser window if you
chose this option.

@ Please note:

® If you chose to install JIRA as a service, the JIRA service will be run as the Windows 'SYSTEM' user
account. To change this user account, see Changing the Windows user that the JIRA service uses.
® |f you do not install JIRA as a service, then once started, JIRA will be run as the Windows user
account under which JIRA was installed.
® |f you use JIRA running on a Windows server in production, we strongly recommend creating a
dedicated user account (e.g. with username ‘jira’) for running JIRA.
® For more information about creating a dedicated user account and defining which directories
this account should have write access to, refer to our guidelines.
o If your Windows server is operating under a Microsoft Active Directory, ask your Active
Directory administrator to create a dedicated user account that you can use to run JIRA (with
no prior privileges).
* If JIRAis installed as a service, do not forget to change the user account that runs the JIRA
service to your dedicated user account for running JIRA.

2. Starting JIRA

If JIRA is not already started, you can start JIRA using the appropriate Windows 'Start' menu shortcut or com
mand prompt option.

Once JIRA is started, you can access JIRA from the appropriate Windows 'Start' menu shortcut or a browser
on any computer with network access to your JIRA server.

2.1 Windows 'Start' menu shortcuts

The installer will have created the following Windows 'Start’ menu shortcuts:

" Access JIRA
p Start JIRA Server [B050]
@ Stop JIRA Server [B050]
Uninstall JIRA

® Access JIRA — opens a web browser window to access your JIRA application.
© Your JIRA server must have been started for this shortcut to work.

® Start JIRA server — starts up the Apache Tomcat application server, which runs your JIRA
installation so that you can access JIRA through your web browser.

® Stop JIRA server — stops the Apache Tomcat application server, which runs your JIRA installation.
You will not be able to access JIRA through your web browser after choosing this shortcut.

® Uninstall JIRA — uninstalls JIRA from your Windows operating system.
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2.2 Starting and stopping JIRA from a command prompt
Enter the bi n subdirectory of your JIRA installation directory and run the appropriate file:

® start-jira. bat (to start JIRA)
® stop-jira. bat (tostop JIRA)

© it you followed our guidelines for running JIRA with a dedicated user account, then to run JIRA as this
user account (e.g. 'jira"), use the r unas command to execute start-jira. bat. For example:

® >runas /env /user:<DOVMAIN>\jira start-jira. bat
(where <DOVAI N> is your Windows domain or computer name.)

2.3 Accessing JIRA from a browser

You can access JIRA from any computer with network access to your JIRA server by opening a supported
web browser on the computer and visiting this URL:

® http://<conputer_nanme_or | P _address>: <HTTP_port nunber >
where:

® <conput er_nane_or _| P_addr ess> is the name or IP address of the computer on which JIRA is
installed and
® <HTTP_port nunber > is the HTTP port number specified when you installed JIRA (above).

ﬂ' If JIRA does not appear in your web browser, you may need to change the port that JIRA runs on.

3. Run the setup wizard

See Running the setup wizard.

4. Next steps

® See Configuring projects for more information on defining projects, configuring issues, permissions,
and workflows, configuring project schemes and screens, etc.

® See User management for more information on managing users and groups, managing user access to
JIRA applications, configuring user directories, etc.

® |f you did not install JIRA as a service, you will need to start JIRA manually every time you restart your
computer. To change your JIRA installation to run as a service, please see Running JIRA as a
Windows service.

Performing an unattended installation

If you have previously installed JIRA using the installation wizard (above), you can use a configuration file
from this JIRA installation (called r esponse. varfi | e) to re-install 'unattended mode' without any user input
required.

Installing JIRA in unattended mode saves you time if your previous JIRA installation was used for testing
purposes, and you need to install JIRA on multiple server machines based on the same configuration.

! Please note:

® Theresponse. varfil e file contains the options specified during the installation wizard steps of
your previous JIRA installation. Hence, do not uninstall your previous JIRA installation just yet.

® If you intend to modify the r esponse. varfi | e file, please ensure all directory paths specified are
absolute; for example, sys.instal l ati onDi r=C\:\\ Program Fi | es\\ At | assi an\\ JI RA
Unattended installations will fail if any relative directory paths have been specified in this file.

Download and run the JIRA application 'Windows installer’ in unattended mode

1. Download the JIRA application's '"Windows installer' (.exe) file from the JIRA download page to a
suitable location.
2. Open the Windows command prompt, and perform the remaining steps in the command prompt.
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3. copy theresponse. varfil e file located in the . i nst al | 4j subdirectory of your previous JIRA
installation directory, to the same location as the downloaded 'Windows installer' file.
ﬂ You can uninstall your previous JIRA installation after this step. Save your r esponse. varfil e if
you need to install JIRA on multiple machines.

4. Change directory (cd) to the location of the 'Windows installer' file and run the following command:

atlassian-jira-X Y.exe -q -varfile response.varfile

Where:

® X. Y — refers to the version of JIRA you are about to install.

® - g — instructs the installer to operate in unattended mode (i.e. 'quietly’).

* -varfile response. varfil e — specifies the configuration file containing the configuration
options used by the installer. The location and name of the configuration file should be specified
after the - var f i | eoption.

5. JIRA will start automatically when the silent installation finishes. Continue from step 2 Starting JIRA (a
bove).

Uninstalling JIRA applications from Windows

This page describes the procedure for uninstalling JIRA, which had been installed using the Windows Installer.

ﬂ If you wish to re-install JIRA in 'unattended mode', do not uninstall your previous installation of JIRA just yet.
See Using the silent installation feature for more information.

To uninstall JIRA from Windows:

1. Log in to Windows as the same user that was used to install JIRA with the Windows Installer.
2. Start the uninstaller by doing one of the following:
® Click the Windows 'Start' menu > 'All Programs' > 'JIRA X.Y' > 'Uninstall JIRA X.Y'
(where 'X.Y' refers to the installed version of JIRA that you are about to uninstall)
OR
® Open the Windows Control Panel, choose 'Add or Remove Programs' (on Windows XP) or 'Prog
rams and Features' on (Windows 7/Vista), and then uninstall 'JIRA X.Y' from the list of
applications
OR
® Open the Windows command prompt, and do the following:
a. Change directory cd to your JIRA installation directory
b. Runthe uni nstall . exe file
3. Follow the prompts to uninstall JIRA from your computer.

@ Please note:

® The uninstaller will not delete the JIRA home directory.

® All log files that were generated while JIRA was running will not be deleted.

® All files within the JIRA installation directory will be deleted (with the exception of the Tomcat | og folder
located in the JIRA installation directory).

® The uninstaller can be made to operate in unattended mode by specifying the - g option at the Windows
command prompt —i.e. uninstal | . exe -q

Installing JIRA applications on Linux

This guide describes how to install a new JIRA installation on Linux using
the automated 'Linux installer'. If you are upgrading JIRA, please refer to the
Upgrading JIRA applications guide. Before beginning your installation, you
should review both the supported platforms and JIRA requirements pages
for more information on what you need to run a JIRA application
successfully. Note the Internet Explorer 9 is not supported.

You can also install JIRA from a 'zip' archive — see Installing JIRA from an
archive file on Windows, Linux or Solaris for details. This is useful if you
want JIRA to use a pre-existing supported Java platform, since the Linux
installer installs its own JRE to run JIRA.
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Before you begin

® We strongly recommend that you install the latest production version available. If you install an older
version of JIRA, it may contain security vulnerabilities that were patched or fixed in subsequent
versions. If you have to install an older version, check if there are any security advisories that apply to
the version.

® Note, it is possible that any anti-virus or other Internet security tools installed on your Linux operating
system may interfere with the JIRA installation process and prevent the process from completing
successfully. If you experience or anticipate experiencing such an issue with your anti-virus/Internet
security tool, disable this tool first before proceeding with the JIRA installation.

Installing JIRA

There are two ways to install JIRA using the Linux installer:

® Using the console wizard
® Performing an unattended installation

Using the console wizard

Use the console wizard if you are installing JIRA on your server for the first time or you wish to specify your
installation options.

If you have previously installed JIRA using the installation wizard and wish to re-install JIRA again with the
same installation options, you can re-install JIRA in 'unattended mode' without any user input required (see b
elow for details).

1. Download and install the JIRA application 'Linux installer’

0 If you execute the Linux installer with 'root’ user privileges, the installer will create and run JIRA using a
dedicated user account. You can also execute the Linux installer without 'root' user privileges, although your
installation options will be much more limited, and a dedicated user account (to run JIRA) will not be created.
To run JIRA as a service, the Linux installer must be executed with 'root' user privileges.

1. Download the appropriate JIRA application's 'Linux 64-bit / 32-bit installer' (.bin) file from the JIRA
download page.
Please note:

® To access the 32-bit installer, you may need to click the 'All JIRA download options' link on
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the JIRA download page to access the other installation packages.
® The difference between the 64-bit / 32-bit .bin installers relates to their bundled Java platforms
that run JIRA. Bear in mind that a JIRA installation installed using the 64-bit installer may
require additional memory (to run at a similar level of performance) to a JIRA installation
installed using the 32-bit installer. This is because a 64-bit Java platform's object references are
twice the size as those for a 32-bit Java platform.
2. Open a Linux console, and change directory (cd) to the ".bin’' file's directory.
I If the ".bin' file is not executable after downloading it, make it executable, for example:
chnmod a+x atlassian-jira-X Y.bin
(where X.Y represents your version of JIRA)
3. Execute the ".bin’ file to start the console wizard.
4. When prompted to choose from 'Express Install’, 'Custom Install’, or 'Upgrade an existing JIRA
installation’, choose either the 'Express Install' or '‘Custom Install’ options:
® Express Install— If you choose this option, JIRA will be installed with default settings, which
are shown in the next step of the console wizard.
@ Please note:
® |f you are running the installer with 'root' user privileges, JIRA will be installed as a
service.
* |f you want to customize any of these options:
i. Enter 'e' to exit the console wizard.
ii. Execute the console wizard again (step 3 above).
iii. Choose the 'Custom Install' option instead.
® Custom Install — If you choose this option, JIRA will prompt you to specify the following
options, which are presented during subsequent steps of the console wizard and pre-populated
with default values:
® The 'Destination Directory' in which to install JIRA.
® The JIRA home directory (which must be unique for each JIRA installation).
® The TCP ports (i.e. an HTTP and a Control port) that JIRA will run through.
® If you are running the installer with 'root' user privileges, you will be prompted to 'Run
JIRA as a service' (recommended). You can also do this manually later.
5. The console wizard will install JIRA onto your operating system and will start JIRA automatically when
the wizard finishes.

@ Please note:

® |f you executed the Linux installer with ‘root' user privileges, the Linux installer creates a dedicated
Linux user account with username ‘jira' and no password, which is used to run JIRA. This account has
only:
® Full write access to your JIRA home directory.
® Limited write access to your JIRA installation directory.
® The bundled installer expects the 'root' user to have have the default umask (0022 or 002). If this is
not set, it can cause problems with the install, as per
JRA-32435 - JIRA Linux Installer does not set files with correct permissions when a non-default umask is used
VERIFIED
Please ensure this is set prior to installation.
® If you executed the Linux installer without ‘root' user privileges, be aware that JIRA can still be run with
'root’ privileges. However, to protect the security of your operating system, this is not recommended.
® Depending on how big the JIRA instance may become, you may need to increase the maximum
number of files available on the operating system. This is further covered in our Loss of Functionality
due to Too Many Open Files Error KB - please review it for further information.

2. Start JIRA

If JIRA is not already started, you can start JIRA using the appropriate command at the Linux console.
Once JIRA is started, you can access JIRA from a browser on any computer with network access to your
JIRA server.

2.1 Starting and stopping JIRA manually

In the Linux console, enter the bi n subdirectory of your JIRA installation directory, and execute the
appropriate file:
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® start-jira.sh (to start JIRA)
® stop-jira.sh (tostop JIRA)

JIRA will be ready to access (from a browser window) when the following message appears in the
application's log file:

Rk S S O kR R Rk S

You can now access JIRA through your web browser.

EE IR R Sk b S I S S S b S S I I S S I S S I I S S S I O I I S I I S S I S

To start JIRA using the service, you can execute the /etc/init.d/jira script.

2.2 Accessing JIRA from a browser

You can access JIRA from any computer with network access to your JIRA server by opening a supported
web browser on the computer and visiting this URL:

® http://<conputer_nanme_or | P_address>: <HTTP_port nunber>
where:

® <comput er _nane_or _| P_addr ess> is the name or IP address of the computer on which JIRA is
installed and
® <HTTP_port _nunber > is the HTTP port number specified when you installed JIRA (above).

@ Please Note:

* If JIRA does not appear, you may need to change the port that JIRA runs on.
® Application server logs (i.e. for Apache Tomcat) will be written to the | ogs/ cat al i na- YYYY- MM DD
. | og file within the JIRA application installation directory.

3. Run the setup wizard

See Running the setup wizard.

4. Next steps

® See Configuring projects for more information on defining projects, configuring issues, permissions,
and workflows, configuring project schemes and screens, etc.

® See User management for more information on managing users and groups, managing user access to
JIRA applications, configuring user directories, etc.

® |f you did not install JIRA to run as a service, you will need to start JIRA manually every time you
restart your computer.

Performing an unattended installation

If you have previously installed JIRA using the console wizard (above), you can use a configuration file from
this JIRA installation (called r esponse. var fi | e) to re-install JIRA in 'unattended mode' without any user
input required.

Installing JIRA in unattended mode saves you time if your previous JIRA installation was used for testing
purposes, and you need to install JIRA on multiple server machines based on the same configuration.

I Please note:

® Theresponse. varfil e file contains the options specified during the installation wizard steps of
your previous JIRA installation. Hence, do not uninstall your previous JIRA installation just yet.

® If you intend to modify the r esponse. varfi | e file, please ensure all directory paths specified are
absolute, for example, sys. i nstal | ati onDi r=/opt/atl assian/jira
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Unattended installations will fail if any relative directory paths have been specified in this file.

Download and run the JIRA application 'Linux installer' in unattended mode

1. Download the JIRA application's 'Linux installer' (.bin) file from the JIRA download page to a suitable

location.
2. Open a Linux console.
3. Copy (cp) thefile.instal | 4j / response. varfil e located in your previous JIRA installation

directory, to the same location as the downloaded ‘Linux installer’ file.
ﬂ You can uninstall your previous JIRA installation after this step. Save your r esponse. varfil e if

you need to install JIRA on multiple machines.
4. Change directory (cd) to the location of the 'Linux installer' file and execute the following command:

atlassian-jira-X.Y.bin -q -varfile response.varfile

Where:
® X. Y — refers to the version of JIRA you are about to install.

® - g — instructs the installer to operate in unattended mode (i.e. 'quietly").
®* -varfile response. varfil e — specifies the configuration file containing the configuration

options used by the installer. The location and name of the configuration file should be specified

after the - var fi | eoption.
5. JIRA will start automatically when the silent installation finishes. Continue from step 2 Starting JIRA (a

bove).
Uninstalling JIRA applications from Linux
This page describes the procedure for uninstalling JIRA, which had been installed using the Linux installer.

ﬂ If you wish to re-install JIRA in 'unattended mode', do not uninstall your previous installation of JIRA just yet.
See Using the silent installation feature for more information.

To uninstall JIRA from Linux:

1. Open a Linux console.
2. Change directory (cd) to your JIRA installation directory. For example:

cd /opt/atlassian/jiral

3. Execute the command uni nst al |
ﬂ This command must be executed as the same user account that was used to install JIRA with the Linu

x installer.
4. Follow the prompts to uninstall JIRA from your computer.

ﬂ Please note:

* All files within the JIRA installation directory will be deleted (with the exception of the Tomcat log
folder located in the JIRA installation directory).
® The uninstaller will NOT delete:
®* The JIRA database
® The JIRA home directory
® Log files that were generated while JIRA was running
® The uninstaller can be made to operate in unattended mode by specifying the -g option — i.e.

uninstall -q
Installing JIRA applications from an archive file on Windows, Linux or Solaris

To install JIIRA on Windows from a ‘zip' archive file or Linux/Solaris from a
'tar.gz' archive file, follow the instructions on this page.

Before you begin

Please ensure that you have installed Java and set JAVA_HOME. Also refer
to the Supported platforms page for details about which Java (as well as
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other) platforms are supported by JIRA. On this page:

! Linux distributions frequently have an open-source implementation of ® Before you

Java called GCJ installed. Do not use this Java platform as it is incomplete, begin
and JIRA will not run successfully on it. e 1
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® Next steps

1. Download and extract the JIRA archive file

1. Download the appropriate JIRA application's archive file for your operating system (‘zip' for Windows

or 'tar.gz' for Linux/Solaris), from the JIRA download page.

After selecting the appropriate operating system tab on the 'JIRA download' page, you may

need to click the 'All JIRA download options' link to access the required installation
package.

2. Extract the downloaded file. On Windows, we recommend using a file extraction tool, such as 7-Zip. O
n Solaris, use GNU tar to extract JIRA instead of the Solaris' default tar utility, as GNU tar handles

long filenames better.

2. Set the JIRA home directory in JIRA

To set this, do one of the following:

® Editthejira-application. properti es file and set the value of the 'j i r a. hone' property to the
desired location for your JIRA home directory (this location should be something different than the
application directory, or you may run into problems later). If you are specifying this location's path on
Windows, use double back-slashes ("\") between subdirectories. For example, X: \\ pat h\\t o\ \ JI R

A\\ Hone.

@ you define an UNC path in Microsoft Windows, be sure to double escape the leading backslash: \

\\\ machi nenane\ \ pat h\\t o\ \ JI RA\\ hone
ﬂ' See the JIRA installation directory page to find where this file is located.

® Set an environment variable named JI RA_HOVE in your operating system whose value is the location

of your JIRA home directory. To do this:
® On Windows, do one of the following:

® Configure this environment variable through the Windows user interface (typically
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through 'My Computer' or ‘Computer")
® At the command prompt, enter the following command (with your own JIRA Home path)
before running JIRA from the command prompt:
® set JIRA HOVE=X:\pat h\to\Jl RA Hone
I Please set your JI RA_HOVE environment variable value using this format,
where:
® Xis the drive letter where your JIRA Home Directory is located and
® no spacing has been added around the equal sign ('=")
® Specify the command above in a batch file used to start JIRA.
® On Linux/Solaris, do one of the following:
® Enter the following command at a shell/console prompt (with your own JIRA Home path)
before running JIRA:
® export JIRA HOVE=/path/to/jiral hone
® Specify the command above in a script used to start JIRA.

You can specify any location on a disk for your JIRA home directory. Please be sure to specify an absolute
path.

Please note that you cannot use the same JIRA home directory for multiple instances of JIRA. We
recommend locating your JIRA home directory completely independent of the JIRA installation directory (i.e.
not nesting one within the other), as this will minimize information being lost during major operations (e.g.
backing up and restoring instances).

3. Create a dedicated user account on the operating system to run JIRA

ﬂ' This step is optional if you are evaluating JIRA, but should be mandatory for JIRA installations used in
production.

A dedicated user should be created to run JIRA, as JIRA runs as the user it is invoked under, and therefore
can potentially be abused. For example:

® |f your operating system is *nix-based (for example, Linux or Solaris), type the following in a console:
$ sudo /usr/sbin/useradd --create-hone --coment "Account for running JIRA"
--shell /bin/bash jira

® |f your operating system is Windows:
1. Create the dedicated user account by either:
® Typing the following at the Windows command line:
> net user jira nmypassword /add /conment: " Account for running
JI RA"
(This creates a user account with user name ‘jira' and password 'mypassword'. You
should choose your own password.)
® Opening the Windows 'Computer Management' console to add your ‘jira’ user with its
own password.
2. (Optional) Use the Windows 'Computer Management' console to remove the 'jira’ user's
membership of all unnecessary Windows groups, such as the default 'Users' group.
o If Windows is operating under a Microsoft Active Directory, ask your Active Directory
administrator to create your 'jira' account (with no prior privileges).

Ensure that only the following directories can be written to by this dedicated user account (e.qg. 'jira’):

® The following subdirectories of your JIRA installation directory for recommended JIRA distributions:
® | ogs

® tenp
¢ work
® Your JIRA home directory.

I Do not make the JIRA installation directory itself writeable by the dedicated user account.

4. Start JIRA

Enter the bi n subdirectory of your JIRA installation directory, and execute the appropriate file to start
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running JIRA:

® start-jira.sh (on Linux/Solaris)
® start-jira. bat (on Windows)

ﬂ' To run JIRA as the dedicated user account (e.g. ‘jira’) created above:

® On Windows, use the runas commandtorunstart-jira. bat.For example,
runas /env /user:<DOMAIN>\jira start-jira. bat
(where <DOVAI N> is your Windows domain or computer name.)

® On Linux, switch to the 'jira' account using the su command before running start-jira. sh (or use
sutorunstart-jira.sh asthe fjira' account).

Wait until the following message appears in the application's log file:

EE SR R S b S I S S S S S I I S S I S O S I S O S

You can now access JI RA through your web browser.

Rk I b S O kO R O S S R IRk kR R R S O

You can access JIRA from any computer with network access to your JIRA server by opening a supported
web browser on the computer and visiting this URL:

® http://<conputer_nane_or_| P_address>: <HTTP_port _nunber >
where:

® <conputer_nane_or_| P_address> is the name or IP address of the computer on which JIRA is
installed and
® <HTTP_port _number > is the HTTP port number (8080 by default).

ﬂ If JIRA does not appear in your web browser, you may need to change the port that JIRA runs on.
© Logs will be written to | ogs/ cat al i na. out .

If something goes wrong, please verify that Java is installed correctly. If the problem persists, please
contact us — we're happy to help.

5. Run the setup wizard

See Running the setup wizard.

Next steps

® To set JIRA to run automatically on restart in Windows, see Running JIRA as a Windows service.

® By default, JIRA installed from an archive uses the standard Tomcat port (i.e. 8080). If you need
another application to run on that port, either now or in the future, please see Changing JIRA's TCP
ports.

Connecting JIRA applications to a database

JIRA requires a relational database to store its issue data.

If you are setting up a completely new JIRA installation, the JIRA setup wizard will configure a database
connection for you to either JIRA's internal H2 or an external database.

ﬂ JIRA's internal H2 database is suitable for evaluation purposes. For production installations of JIRA, we
strongly recommend that you connect JIRA to another supported database. This allows you to take advantage of
your database system's own backup and recovery features.

The following are more detailed instructions for configuring a connection to a JIRA database:

® Connecting JIRA applications to PostgreSQL
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Connecting JIRA applications to MySQL
Connecting JIRA applications to Oracle
Connecting JIRA applications to SQL Server 2008
Connecting JIRA applications to SQL Server 2012
Connecting JIRA applications to SQL Server 2014

Which database?

Your choice of database can significantly affect your subsequent experience of JIRA administration. If you have
a choice of databases, please first read our list of supported databases.

If you are looking for a low-cost solution, consider using MySQL or PostgreSQL, as both of these are
open source (free) software.

Upgrading JIRA or migrating JIRA to another server?

If you are upgrading JIRA manually or migrating JIRA to another server, and do not have access to a
pre-existing dbconfi g. xmi file, you will need to re-configure your database connection. This results in a dbco
nfi g. xm file (being created in the JIRA home directory of your new JIRA installation), whose content defines
your JIRA database connection.

You can re-configure your database connection with either the JIRA configuration tool, or you can do it manually.

@ specific instructions for configuring database connections, either using the JIRA configuration tool or
manually, are provided in the specific instructions for each database (listed above).

Data Migration

To transfer your issue data from one database to another, please refer to the instructions for Switching
databases.

Connecting JIRA applications to PostgreSQL

These instructions will help you connect JIRA to a PostgreSQL database. On this page:
® Before you
. begin
Before you begin e 1 Create
® Check whether your version of PostgreSQL is supported. See Suppor and i
ted Platforms. configure
® |f you are migrating JIRA to another server, create an export of your the
data as an XML backup. You will then be able to transfer data from PostgreSQ
your old database to your new database, as described in Switching . L database
databases. 2. ]
* Shut down JIRA before you begin, unless you are running the setup Configure
wizard. your JIRA
server to
connect to
your
PostgreSQ
L database
® 3. Start
JIRA

1. Create and configure the PostgreSQL database

1. Create a database user (login role) which JIRA will connect as (e.g. j i r adbuser).
Remember this database user name, as it will be used to configure JIRA's connection to this
database in subsequent steps.

2. Create a database for JIRA to store issues in (e.g. j i r adb) with Unicode collation.
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Remember this database name, as it will be used to configure JIRA's connection to this database in
subsequent steps.

CREATE DATABASE jiradb W TH ENCODI NG ' UNI CODE' LC COLLATE 'C LC CTYPE 'C
TEMPLATE t enpl at e0;

Or from the command-line:

$ createdb -E UNTCODE -1 C -T tenplateO jiradb

3. Ensure that the user has permissions to connect to the database, and to create and write to tables in
the database.

2. Configure your JIRA server to connect to your PostgreSQL database

There are two ways to configure your JIRA server to connect to your PostgreSQL database:

® Using the JIRA setup wizard — Use this method if you have just installed JIRA, and you are setting
it up for the first time. Your settings will be saved to the dbconfi g. xm file in your JIRA home
directory.

® Using the JIRA configuration tool — Use this method if you have an existing JIRA instance. Your
settings will be saved to the dbconfi g. xm file in your JIRA home directory.

Instructions for each configuration method

JIRA setup wizard JIRA configuration tool
The JIRA setup wizard will display when you access 1. Run the JIRA configuration tool as follows:
JIRA for the first time in your browser. ®* Windows: Open a command prompt

and run confi g. bat in the bi n sub-d

irectory of the JIRA installation

directory.

Linux/Unix: Open a console and

execute conf i g. sh in the bi n sub-dir

ectory of the JIRA installation directory.

lﬂ This may fail with the error as

described in our Unable to Start JIRA

applications Config Tool due to No X11

DISPLAY variable was set error KB

article. Please refer to it for the

workaround.

2. Navigate to the Database tab, and set Datab
ase type to PostgreSQL.

3. Fill out the fields, as described in the Databas
e connection fields section below.

4. Test your connection and save.

5. Restart JIRA.

1. In the first screen, 'Configure Language and
Database', set Database Connection to My
own database. °
2. Set Database Type to PostgreSQL.
3. Fill out the fields, as described in the Databas
e connection fields section below.
4. Test your connection and save.

Database connection fields

Setup Wizard dbconfig.xml Description
/

Configuration

Tool
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Hostname

Port

Database

Username

Password

Schema

Located in the <ur | > ta
g (bold text in example
below):

<url >j dbc: postgre
sql : // dbserver: 543
2/jiradb</url >

Located in the <ur | > ta
g (bold text in example
below):

<url >j dbc: postgre
sql : // dbserver: 543
2/ jiradb</url >

Located in the <ur| > ta
g (bold text in example
below):

<url >j dbc: postgre
sql : // dbserver: 54
32/ jiradb</ url >

Located in the <user na
me> tag (see bold text
in example below):
<user nane>jiradbuse
r</ user name>

Located in the <passwo
r d> tag (see bold text
in example below):
<passwor d>jiradbuse
r</ passwor d>

Located in the <schema
- hame> tag (see bold
text in example below):
<schema- nanme>public
</ schema- nanme>

Sample dbconfig.xml file

For more information about the child elements of <j dbc- dat asour ce/ > beginning with pool in the dbcon

The name or IP address of the machine that the PostgreSQL
server is installed on.

The TCP/IP port that the PostgreSQL server is listening on.
You can leave this blank to use the default port.

The name of your PostgreSQL database (into which JIRA will
save its data). You should have created this in Step 1 above.

The user that JIRA uses to connect to the PostgreSQL server.
You should have created this in Step 1 above.

The user's password — used to authenticate with the
PostgreSQL server.

The name of the schema that your PostgreSQL database
uses.

PostgreSQL 7.2 and later require a schema to be specified in
the <schema- nane/ > element. If your PostgreSQL database
uses the default 'publ i ¢' schema, this should be specified in
the <schema- nane/ > element as shown below. Ensure that
your database schema name is lower-case, as JIRA cannot
work with PostgreSQL databases whose schema names
contain upper-case characters.

fig. xm file above, see Tuning database connections.
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<?xm version="1.0" encodi ng="UTF-8"?>

<j ira-dat abase-config>

<name>def aul t DS</ nane>

<del egat or - nane>def aul t </ del egat or - nane>

<dat abase-t ype>post gr es72</ dat abase-t ype>

<schenma- name>publ i c</ schenma- nane>

<j dbc- dat asour ce>
<url >j dbc: postgresql : // dbserver: 5432/jiradb</url >
<driver-cl ass>org. postgresql.Driver</driver-class>
<user name>j i radbuser </ user nanme>
<passwor d>passwor d</ passwor d>
<pool - m n-si ze>20</ pool - n n-si ze>
<pool - max- si ze>20</ pool - max- si ze>
<pool - max- wai t >30000</ pool - max- wai t >
<pool - max-i dl e>20</ pool - max-i dl e>
<pool - r enove- abandoned>t r ue</ pool - r enove- abandoned>
<pool - r enove- abandoned- t i meout >300</ pool - r enove- abandoned-ti meout >

<val i dati on- query>sel ect version();</validation-query>
<m n-evictable-idle-tinme-m|1lis>60000</nn-evictable-idle-tine-mllis>
<ti me- bet ween-eviction-runs-ml|is>300000</tinme-between-eviction-runs-mllis>

<pool -test-whil e-idl e>true</pool -test-while-idle>

</ j dbc-dat asour ce>
</jira-database-config>

3. Start JIRA

You should now have JIRA configured to connect to your PostgreSQL database. The next step is to start it

up!
Q Congratulations, you now have JIRA connected to your PostgreSQL database.

Connecting JIRA applications to MySQL
These instructions will help you connect JIRA to a MySQL database.

Before you begin

® Check whether your version of MySQL is supported. See Supported
platforms.

® |f you are migrating JIRA to another server, create an export of your
data as an XML backup. You will then be able to transfer data from
your old database to your new database, as described in Switching
databases.

® |f you plan to set up Confluence and JIRA on the same MySQL
server, please read the Confluence MySQL setup guide, and
configure your MySQL server to suit Confluence, as well as JIRA.
Note that the Confluence requirements are more strict than JIRA's, so
you should configure MySQL to suit Confluence. This configuration
will work for JIRA, too.

® Shut down JIRA before you begin, unless you are running the setup
wizard.
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On this page:

® Before you
begin

® 1. Create
and
configure
the MySQL
database

® 2. Copy
the MySQL
JDBC
driver to
your
application
server

O &
Configure
your JIRA
server to
connect to
your
MySQL
database

® 4. Start
JIRA

1. Create and configure the MySQL database

1. Create a database user which JIRA will connect as (e.g. j i r adbuser).
Remember this database user name, as it will be used to configure JIRA's connection to this
database in subsequent steps.

2. Create a database for JIRA to store issues in (e.g. j i r adb). The database must have a character set
of UTF8. Enter the following command from within the MySQL command client.
Remember this database name, as it will be used to configure JIRA's connection to this database in
subsequent steps.

CREATE DATABASE jiradb CHARACTER SET utf8 COLLATE utf8_bin;

(if you want your database to be named j i r adb).
3. Ensure that the user has permission to connect to the database, and permission to create and
populate tables. These can be provided with the following:

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, ALTER, | NDEX on <JI RADB>. * TO
' <USERNAME>' @ <JI RA_ SERVER HOSTNAME>' | DENTI FI ED BY ' <PASSWORD>' ;
flush privileges;

Tip:
To confirm if the permissions were granted successfully, log into the DB server with the JIRA
DB user and run the command below:

SHOW GRANTS FOR <USERNAME>@xJ| RA_SERVER HOSTNANME>;

2. Copy the MySQL JDBC driver to your application server
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If you are upgrading JIRA and you are using the recommended MySQL driver (Connector/J JDBC driver
v5.1), you can skip the instructions in this section. The JIRA upgrade task will automatically copy over your
existing driver to the upgraded installation.

To copy the MySQL JDBC driver to your application server:

1. Getthe MySQL driver:

® |fyou are installing JIRA, download the recommended MySQL driver JDBC Connector/J 5.1.
You can download either the . t ar. gz or the . zi p file by selecting the 'Platform Independent'
option. Extract the jar for the driver (e.g. mysql - connect or - j ava- 5. x. x- bi n. j ar) from
the archive.

® |f you are upgrading JIRA and you are not using the recommended MySQL driver (JDBC
Connector/J 5.1), back up the driver from your JIRA installation before you upgrade.
The driver will be in the <JI RA installation directory>/1Iib/ directory.

2. Copy the MySQL JDBC driver jar to the <JI RA instal |l ati on directory>/1ib/ directory for
your new/upgraded installation. If you are installing JIRA using the Windows installer, you will need to
do this step after running the Windows installer, but before running the setup wizard.

3. Restart JIRA / JIRA service.

4. If you are installing JIRA, skip the rest of the instructions on this page and access JIRA in your
browser to run the setup wizard instead.

Please note:

®* We recommend the Connector/J driver from MySQL (linked above). A user has reported experiencing
problems with the Resin JDBC driver for MySQL.

3. Configure your JIRA server to connect to your MySQL database

There are two ways to configure your JIRA server to connect to your MySQL database:

® Using the JIRA setup wizard — Use this method if you have just installed JIRA, and are setting it up
for the first time. Your settings will be saved to the dbconfi g. xm file in your JIRA home directory.

® Using the JIRA configuration tool — Use this method, if you have an existing JIRA instance. Your
settings will be saved to the dbconfi g. xm file in your JIRA home directory.

Instructions for each configuration method

JIRA setup wizard JIRA configuration tool
The JIRA setup wizard will display when you access 1. Run the JIRA configuration tool as follows:
JIRA for the first time in your browser. ® Windows: Open a command prompt

and run conf i g. bat in the bi n sub-d

irectory of the JIRA installation

directory.

Linux/Unix: Open a console and

execute conf i g. sh in the bi n sub-dir

ectory of the JIRA installation directory.

@) This may fail with the error as

described in our Unable to Start JIRA

applications Config Tool due to No X11

DISPLAY variable was set error KB

article. Please refer to it for the

workaround.

2. Navigate to the Database tab and set Databa
se type to MySQL.

3. Fill out the fields, as described in the Databas

e connection fields section below.

Test your connection and save.

5. Restart JIRA.

1. Inthe first screen, 'Configure Language and
Database’, set Database Connection to My
own database. .
Set Database Type to MySQL.
3. Fill out the fields, as described in the Databas
e connection fields section below.
4. Test your connection and save.

N

»

Database connection fields
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Setup wizard

/

Configuration

tool

Hosthname

Port

Database

Username

Password

dbconfig.xml

Located in the <ur | > tag (bold text in example below):
<url >j dbc: mysql : / / dbserver: 3306/ j i radb?useUni code=t r ue&anp; characterE
t orage_engi ne=l nnoDB</ ur | >

Located in the <ur | > tag (bold text in example below):
<url >j dbc: nmysql : // dbserver: 3306/ j i radb?useUni code=t r ue&anp; char act ert
st orage_engi ne=l nnoDB</ ur | >

Located in the <ur | > tag (bold text in example below):
<url >j dbc: nmysql : / / dbserver: 3306/ jiradb?useUni code=t r ue&anp; char act er Er
or age_engi ne=l nnoDB</ ur | >

Located in the <user nane> tag (see bold text in example below):
<user nanme>jiradbuser</ user nane>

Located in the <passwor d> tag (see bold text in example below):
<passwor d>jiradbuser</ passwor d>

Sample dbconfig.xml file

® For more information about the child elements of <j dbc- dat asour ce/ > beginning with pool in the
dbconfi g. xnl file above, see Tuning database connections.
® Both the JIRA setup wizard and database configuration tool also add the element <val i dat i on- que
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ry>sel ect 1</validati on-query> to this file, which is usually required when running JIRA with
default MySQL installations. See Surviving connection closures for more information.

® The database URL in the example below assumes a UTF-8 database — i.e. that your database was
created using a command similar to cr eat e dat abase jiradb character set utf8; Ifyou
do not specify char act er set utf 8 when creating this database, you risk getting 'Dat a
truncation: Data too |ong for col um'errors when importing data or corruption of
non-supported characters.

® The database URL in the example below contains the sessi onVar i abl es=st or age_engi ne=Il nn
oDB parameter. We strongly recommend adding this parameter to avoid data corruption.

<?xm version="1.0" encodi ng="UTF-8"?>

<j ira-dat abase-config>
<nane>def aul t DS</ nane>
<del egat or - nane>def aul t </ del egat or - nane>
<dat abase-t ype>nysql </ dat abase-t ype>
<j dbc- dat asour ce>

<url >j dbc: nysql : // dbserver: 3306/ iradb?useUni code=t r ue&anp; char act er Encodi ng=UTF8
&anp; sessi onVari abl es=st or age_engi ne=I nnoDB</ ur| >

<driver-class>com nysql .jdbc. Driver</driver-cl ass>

<user nanme>j i radbuser </ user nane>

<passwor d>passwor d</ passwor d>

<pool - ni n-si ze>20</ pool - n n-si ze>

<pool - max- si ze>20</ pool - max- si ze>

<pool - max- wai t >30000</ pool - max- wai t >

<pool - max-i dl e>20</ pool - max-i dl e>

<pool -renove- abandoned>t r ue</ pool - r enove- abandoned>

<pool - r enove- abandoned- t i meout >300</ pool - r enove- abandoned- ti neout >

<val i dati on- query>sel ect 1</validation-query>
<m n-evictable-idle-tine-m|1is>60000</nmn-evictable-idle-tine-mllis>
<ti nme- bet ween-eviction-runs-m | 1is>300000</ti ne-between-eviction-runs-mllis>

<pool -t est-whil e-idl e>true</pool -test-while-idle>
<val i dati on- query-tineout >3</val i dation-query-tinmeout >
</j dbc- dat asour ce>
</jira-database-config>

4., Start JIRA

You should now have JIRA configured to connect to your MySQL database. The next step is to start it up!

o Congratulations, you now have JIRA connected to your MySQL database.

Known issues and troubleshooting

® Hostnames in permissions are compared as strings - If you grant permission in MySQL to a
hostname such as | ocal host , then you must use the same string for the connecting to the database
from JIRA. So using 127.0.0.1 won't work, even though it resolves to the same place. This mistake
produces warnings about not finding tables because the JDBC connection did not have permission to
create the new tables when JIRA was set up.

® Connection closures — If you are using a MySQL database with any of the following, you may
experience problems with your connections dropping out (see JRA-15731 for details). Please read Sur
viving connection closures for information on how to address this.

¢ JIRA 3.13 or above,
® version 5.5.25 or higher of Tomcat 5,
® version 6.0.13 or higher of Tomcat 6,

® Special characters for database password — JIRA is not able to interpret special characters for

database password.
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® Using the InnoDB storage engine — The default storage engine used by MySQL Server versions
prior to 5.5 is MyISAM. Hence, a JIRA database running on a default configuration of a MySQL Server
earlier than version 5.5, could experience table creation problems (JRA-24124), which may result in
data corruption in JIRA. We strongly recommend specifying the sessi onVari abl es=st or age_eng
i ne=l nnoDB parameter in your database URL (as stated above). Doing so ensures that tables written
to JIRA's MySQL database will use the InnoDB storage engine, which supports 'database
transactions' required by JIRA.

® Binary logging — Be aware that JIRA uses the 'READ-COMMITTED' transaction isolation level with
MySQL, which currently only supports row-based binary logging. If you require MySQL's binary
logging features, you must configure MySQL's binary logging format to be 'row-based'. If not, you may
encounter problems when creating issues in JIRA.

® 4 byte characters — Please note that JIRA does not support using MySQL with 4 byte characters.

Connecting JIRA applications to Oracle

These instructions will help you connect JIRA to an Oracle database. On this page:
® Before you
: begin
Before you begin - g
* Check whether your version of Oracle is supported. See Supported Configure
platforms. Oracle
® |f you are migrating JIRA to another server, create an export of your * 2 i
data as an XML backup. You will then be able to transfer data from Configure
your old database to your new database, as described in Switching your JIRA
databases. Server to
® Shut down JIRA before you begin, unless you are running the setup connect to
wizard. your
Oracle
database
® 3. Start
JIRA

1. Configure Oracle

1. Ensure that you have a database instance available for JIRA (either create a new one or use an
existing one).

2. Within that database instance, create a user which JIRA will connect as (e.g. j i r adbuser).
Remember this database user name, as it will be used to configure JIRA's connection to this
database in subsequent steps.

create user <user> identified by <user_pass> default tabl espace
<t abl espace_nanme> quota unlinmted on <tabl espace_nane>;

Note:
®* When you create a user in Oracle, Oracle will create a 'schema’ automatically.
®* When you create a user, the tablespace for the table objects must be specified.
3. Ensure that the user has the following permissions:

grant connect to <user>;

grant create table to <user>;
grant create sequence to <user>;
grant create trigger to <user>;

I, If the incorrect permissions are applied it's possible the JIRA instance will not work properly, as
described in JIRA XML Backup and Restore error KB. Please use these permissions only.
4. Ensure your database is configured to use the same character encoding as JIRA. The recommended
encoding is AL32UTF8 (the Oracle equivalent of Unicode UTF-8).

2. Configure your JIRA Server to connect to your Oracle database
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There are two ways to configure your JIRA server to connect to your Oracle database:

® Using the JIRA setup wizard — Use this method if you have just installed JIRA, and are setting it up
for the first time. Your settings will be saved to the dbconfi g. xm file in your JIRA home directory.

® Using the JIRA configuration tool — Use this method if you have an existing JIRA instance. Your
settings will be saved to the dbconfi g. xm file in your JIRA home directory.

Instructions for each configuration method

JIRA setup wizard JIRA configuration tool
The JIRA setup wizard will display when you access 1. Run the JIRA configuration tool as follows:
JIRA for the first time in your browser. ® Windows: Open a command prompt

1. Inthe first screen, 'Configure Language and
Database’, set Database Connection to My

own database. o

2. Set Database Type to Oracle.

3. Fill out the fields, as described in the Databas
e connection fields section below.

4. Test your connection and save.

and run conf i g. bat in the bi n sub-d
irectory of the JIRA installation
directory.

Linux/Unix: Open a console and
execute confi g. sh in the bi n sub-dir
ectory of the JIRA installation directory.

) This may fail with the error as

described in our Unable to Start JIRA
applications Config Tool due to No X11
DISPLAY variable was set error KB
article. Please refer to it for the
workaround.

2. Navigate to the Database tab and set Databa
se type to Oracle.

3. Fill out the fields, as described in the Databas
e connection fields section below.

4. Test your connection and save. Any custom
settings specified while manually configuring
JIRA with Oracle (e.g., adding the <connect
i on-properties>SetBigStringTryd o
b=t rue</ connecti on- properti es>) will
be deleted. You will need to reinstate them
manually.

5. Restart JIRA.

Database connection fields

Setup Wizard dbconfig.xml
/
Configuration

Tool

Hostname Located in the <ur | > tag (bold text in example
below):<ur | >j dbc: oracl e: t hi n: @lbserver:
1521: ORCL</ url >

Port Located in the <ur | > tag (bold text in example
below):
<url >j dbc: oracl e: t hi n: @bserver: 1521:
ORCL</ url| >

SID Located in the <ur | > tag (bold text in example

below):<ur | >j dbc: oracl e: t hi n: @bser ver
:1521: ORCL</ url >

Description

The name or IP address of the
machine that the Oracle server is
installed on.

The TCP/IP port that the Oracle
server is listening on. The default
port number for Oracle is '1521".

The Oracle "System Identifier". The
default value for most Oracle
servers is 'ORCL". If you are using
the Oracle Express Edition, this will
be 'XE'.
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Username Located in the <user nanme> tag (see bold textin  The user that JIRA uses to connect
example below): to the Oracle server. You should
<user nane>jiradbuser</ user nane> have created this in Step 1 above.

Password Located in the <passwor d> tag (see bold textin ~ The user's password — used to
example below): authenticate with the Oracle server.

<passwor d>jiradbuser</ passwor d>

Sample dbconfig.xml file

For more information about the child elements of <j dbc- dat asour ce/ > beginning with pool in the dbcon
fig.xm file above, see Tuning database connections.

<?xm version="1.0" encodi ng="UTF-8"?>

<j i ra-dat abase-confi g>

<name>def aul t DS</ nane>

<del egat or - nane>def aul t </ del egat or - nane>

<dat abase-t ype>or acl e10g</ dat abase-t ype>

<j dbc- dat asour ce>
<url >j dbc: oracl e:thi n: @bserver: 1521: ORCL</ ur| >
<driver-class>oracl e.jdbc. Oracl eDriver</driver-cl ass>
<user nanme>j i radbuser </ user nane>
<passwor d>passwor d</ passwor d>
<pool - ni n-si ze>20</ pool - m n-si ze>
<pool - max- si ze>20</ pool - max- si ze>
<pool - max- wai t >30000</ pool - max- wai t >
<pool - max-i dl e>20</ pool - max-i dl e>
<pool -renove- abandoned>t r ue</ pool - r enove- abandoned>
<pool - r enove- abandoned- t i meout >300</ pool - r enove- abandoned- ti nmeout >

<val i dati on-query>select 1 from dual </validati on-query>
<m n-evictable-idle-tine-m|1is>60000</nm n-evictable-idle-tine-mllis>
<ti nme- bet ween-eviction-runs-m | 1is>300000</ti nme-between-eviction-runs-mllis>

<pool -t est-whil e-i dl e>true</pool -test-while-idle>
</ j dbc-dat asour ce>
</jira-database-config>

3. Start JIRA

You should now have JIRA configured to connect to your Oracle database. The next step is to start it up!

0 Congratulations, you now have JIRA connected to your Oracle database.

Known issues and troubleshooting

® If you start experiencing problems when dealing with custom workflows or working with issues that
have long descriptions, comments or custom field values, try adding the element <connecti on-pro
perties>Set Bi gStringTryC ob=true</connecti on-properties> as a child of the </ j dbc
- dat asour ce> element in your dbconf i g. xm file. Adding this connection property may overcome
these problems. Be aware that you will need to restart JIRA for this setting to take effect.

Connecting JIRA applications to SQL Server 2008

These instructions will help you connect JIRA to a Microsoft SQL Server
2008 database.

Before you begin
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® Check whether your version of SQL Server is supported. See Support On t.h|s Lkl
ed platforms. Before you
Note, SQL Server Express is not supported, however, it is possible to . tl)e%lpeate
set up JIRA to work with this database. :
* |f you are migrating JIRA to another server, create an export of your e .
data as an XML backup. You will then be able to transfer data from Configure
your old database to your new database, as described in Switching the SQL
databases. Server
* Shut down JIRA before you begin, unless you are running the Setup . 2Database
Wizard Configure
Your JIRA
Server to
Connect to
Your SQL
Server
2008
Database
¢ 3. Start
JIRA

1. Create and Configure the SQL Server Database

1.

Create a database for JIRA to store issues in (e.g. j i r adb).
Remember your database name, as it will be used to configure JIRA's connection to this database in
subsequent steps.
® Collation type must be case-insensitive. We support 'SQL_Lati nl_General _CP437_Cl _Al'"
and'Latinl_General _Cl _Al"'as case-insensitive, accent-insensitive, and language neutral
collation types. If your SQL Server installation's collation type settings have not been changed
from their defaults, check the collation type settings.
® SQL Server uses Unicode encoding to store characters. This is sufficient to prevent any
possible encoding problems.

. Create a database user which JIRA will connect as (e.g. j i r adbuser).

Remember your database user name, as it will be used to configure JIRA's connection to this
database in subsequent steps.
® This database user should not be the database owner, but should be in the db_owner role.
Create an empty 'schema’ in the database (e.g. j i raschenma ) for the JIRA tables.
Remember this database schema name, as it will be used to configure JIRA's connection to this
database in subsequent steps.
® A'schema’ in SQL Server 2008 is a distinct namespace used to contain objects and is different
from a traditional database schema. You are not required to create any of JIRA's tables, fields
or relationships (JIRA will create these objects in your empty schema when it starts for the first
time). You can read more on SQL Server 2008 schemas in the relevant Microsoft
documentation.
Ensure that the database user has permission to connect to the database, and create and populate
tables in the newly-created schema.
Ensure that TCP/IP is enabled on SQL Server and listening on the correct port (which is 1433 for a
default SQL Server installation).
Remember this port number, as it will be used to configure JIRA's connection to this database in
subsequent steps. JIRA does not support dynamic port assignment.
® Read the Microsoft documentation for information on how to enable a network protocol
(TCP/IP) and how to configure SQL server to listen on a specific port.
Ensure that SQL Server is operating in the appropriate authentication mode.
® By default, SQL Server operates in 'Windows Authentication Mode'. However, if your user is not
associated with a trusted SQL connection, i.e. 'Microsoft SQL Server, Error: 18452' is received
during JIRA startup, you will need to change the authentication mode to ‘Mixed Authentication
Mode'. Read the Microsoft documentation on authentication modes and changing the
authentication mode to 'Mixed Authentication Mode'

. Turn off the SET NOCOUNT option. To turn off SET NOCOUNT:

® Open SQL Server Management Studio and navigate to Tools > Options > Query Execution
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> SQL Server > Advanced. The following screenshot displays the configuration panel for this
setting in MSSQL Server 2008. Ensure that the SET NOCOUNT option is not selected:

options 2 x|

= Environment Specify the advanced execution settings,
- |
ENera ¥ 3ET ARITHAEORT
- Fonts and Colors
- Keyboard [~ SET SHOWRLAN_TEXT
- Help [~ SET PARSECQMLY [ SET STATISTICS TIME
- Source Control ¥ SET COMCAT_MULL_¥IELDS_MULL [~ SET STATISTICS ID
E8-Text Editor SET TRANSACTION ISOLATION LEVEL:
(- Query Execution = ' IRE'C"D COMMITTED [
= S0L Server SET DEADLOCK_PRIORITY: IN,:,rma| j
SET LOCK TIMEOUT: |-1 3: milliseconds
 AMST SET QUERY _GOVERNOR_COST_LIMIT: 0 -

-- Analysis Server
[+ Cuery Resulks
[+ Designers ™ Disconnect after the query executes

¥ sSuppress provider message headers

Reset ko Default |

oK I Cancel |

® You will also need to access the Server > Properties > Connections > Default Connections
properties box and clear the no count option.
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"_._js Script - Lj Help

Connections

Maimum number of concument connections (0 = unlimited):
0 5
|:| Use query govemor to prevent long-unning gueries

Default connection options:

[] arithmetic ignore :
[7] guoted identifier

I_ || no count I E|

ault On
[] AMSI NULL Default Cff
[ concat null yields nul

Remote server connections

Allow remote connections to this server

Remote gueny timeout (in seconds, 0 = no timeout):
600 =

[] Require distibuted transactions for serverto-server communication

@ Corfigured values 71 Running values

oK || Canesl

® Access the Query Console by right clicking on the newly created database and selecting 'New
Query'. Execute the following command to set the isolation level.

ALTER DATABASE THE- NEW DATABASE- CREATED- FOR- JI RA SET
READ _COWM TTED_SNAPSHOT ON

2. Configure Your JIRA Server to Connect to Your SQL Server 2008 Database

There are two ways to configure your JIRA server to connect to your SQL Server database:

® Using the JIRA setup wizard — Use this method, if you have just installed JIRA and are setting it up
for the first time. Your settings will be saved to the dbconfi g. xm file in your JIRA home directory.

® Using the JIRA configuration tool — Use this method, if you have an existing JIRA instance. Your
settings will be saved to the dbconfi g. xm file in your JIRA home directory.

Instructions for each configuration method

JIRA setup wizard JIRA configuration tool
The JIRA setup wizard will display when you access 1. Run the JIRA configuration tool as follows:
JIRA for the first time in your browser. ®* Windows: Open a command prompt

and run confi g. bat in the bi n sub-d
irectory of the JIRA installation
directory.

1. In the first screen, 'Configure Language and
Database’, set Database Connection to My
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® Linux/Unix: Open a console and
execute conf i g. sh in the bi n sub-dir
ectory of the JIRA installation directory.
@ This may fail with the error as
described in our Unable to Start JIRA
applications Config Tool due to No X11
DISPLAY variable was set error KB
article. Please refer to it for the
workaround.
2. Navigate to the Database tab and set Databa
se type to SQL Server.
3. Fill out the fields, as described in the Databas
e connection fields section below.
4. Test your connection and save.
5. Restart JIRA.

own database.

2. Set Database Type to SQL Server.

3. Fill out the fields, as described in the Databas
e connection fields section below.

4. Test your connection and save.

Database connection fields

Setup Wizard
/
Configuration

dbconfig.xml Description

Tool

Hostname Located in the <ur | > tag (bold text in The name or IP address of the machine
example below):<ur | >j dbc: j tds: sql se thatthe SQL Server server is installed on.
rver://dbserver: 1433/ jiradb</url >

Port Located in the <ur | > tag (bold text in The TCP/IP port that the SQL Server
example below): server is listening on. You can leave this
<url >jdbc:jtds:sqgl server://dbser blankto use the default port.
ver:1433/jiradb</url >

Database Located in the <ur | > tag (bold text in The name of your SQL Server database
example below): (into which JIRA will save its data). You
<url>j dbc:jtds: sqgl server://dbser should have created this in Step 1 above.
ver: 1433/ jiradb</url >

Username Located in the <user nanme> tag (see bold The user that JIRA uses to connect to the
text in example below): SQL Server server. You should have
<user nane> jiradbuser </ user nane> created this in Step 1 above.

Password Located in the <passwor d> tag (see bold The user's password — used to
text in example below): authenticate with the SQL Server server.
<passwor d> jiradbuser </ passwor d>

Schema Located in the <schema- nane> tag (see The name of the schema that your SQL

bold text in example below):
<schena- nane> dbo </ schenm- nane>

Sample dbconfig.xml file

Server database uses. You should have
created this in Step 1 above.

For more information about the child elements of <j dbc- dat asour ce/ > beginning with pool in the dbcon
fig. xnl file above, see Tuning database connections.
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<j i ra-dat abase-confi g>
<nane>def aul t DS</ nane>
<del egat or - nane>def aul t </ del egat or - name>
<dat abase-t ype>nssql </ dat abase-type>
<schena- nane>j i raschema</ schena- nane>
<j dbc- dat asour ce>
<url >jdbc:jtds:sql server://dbserver:1433/jiradb</url >
<driver-class>net.sourceforge.jtds.jdbc.Driver</driver-class>
<user nanme>j i radbuser </ user nane>
<passwor d>passwor d</ passwor d>
<pool - ni n-si ze>20</ pool - m n-si ze>
<pool - max- si ze>20</ pool - max- si ze>
<pool - max- wai t >30000</ pool - max- wai t >
<pool - max-i dl e>20</ pool - max-i dl e>
<pool - renove- abandoned>t r ue</ pool - r enove- abandoned>
<pool - r enove- abandoned- t i meout >300</ pool - r enove- abandoned- ti neout >

<val i dati on- query>sel ect 1</validation-query>
<m n-evictable-idle-tine-m|1is>60000</nmn-evictable-idle-tine-mllis>
<ti nme- bet ween-eviction-runs-m | 1is>300000</ti ne-between-eviction-runs-mllis>

<pool -t est-whi |l e-i dl e>true</pool -test-while-idle>
</ j dbc-dat asour ce>
</jira-database-config>

3. Start JIRA

You should now have JIRA configured to connect to your SQL Server database. The next step is to start it
up!

0 Congratulations, you now have JIRA connected to your SQL Server database.

Connecting JIRA applications to SQL Server 2012
These instructions will help you connect JIRA to a Microsoft SQL Server 2012 database.

Before you begin

® Check whether your version of SQL Server is supported. See Supported platforms.
Note, SQL Server Express is not supported, however, it is possible to set up JIRA to work with this
database.
® If you are Migrating JIRA applications to another server, create an export of your data as an XML backup.
You will then be able to transfer data from your old database to your new database, as described in Switc
hing databases.
® Shut down JIRA before you begin, unless you are running the Setup Wizard.
On this page:
® Before you begin
® 1. Create and Configure the SQL
Server Database
® 2. Configure Your JIRA Server to
Connect to Your SQL Server 2012
Database
® 3.Start JIRA

1. Create and Configure the SQL Server Database

1. Create a database for JIRA to store issues in (e.g.j i radb ).

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
http://www.microsoft.com/sqlserver/2012/en/us/default.aspx

Documentation for JIRA Administrators 7.1

Remember your database name, as it will be used to configure JIRA's connection to this database in
subsequent steps.
® Collation type must be case-insensitive. We support ‘'SQL_Lati n1_CGeneral _CP437_Cl _Al'"
and 'Lati n1l_General _Cl _Al"'as case-insensitive, accent-insensitive, and language neutral
collation types. If your SQL Server installation's collation type settings have not been changed from
their defaults, check the collation type settings.
® SQL Server uses Unicode encoding to store characters. This is sufficient to prevent any possible
encoding problems.
2. Create a database user which JIRA will connect as (e.g. j i radbuser ).
Remember your database user name, as it will be used to configure JIRA's connection to this database
in subsequent steps.
® This database user should not be the database owner, but should be in the db_owner role.
3. Create an empty 'schema’ in the database (e.g. j i raschenma ) for the JIRA tables.
Remember this database schema name, as it will be used to configure JIRA's connection to this
database in subsequent steps.
® A'schema’'in SQL Server 2012 is a distinct namespace used to contain objects and is different fro
m a traditional database schema. You are not required to create any of JIRA's tables, fields or
relationships (JIRA will create these objects in your empty schema when it starts for the first time).
You can read more on SQL Server 2012 schemas in the relevant Microsoft documentation.
4. Ensure that the database user has permission to connect to the database, and create and populate tables
in the newly-created schema.
5. Ensure that TCP/IP is enabled on SQL Server and listening on the correct port (which is 1433 for a
default SQL Server installation).
Remember this port number, as it will be used to configure JIRA's connection to this database in
subsequent steps.
® Read the Microsoft documentation for information on how to enable a network protocol (TCP/IP)
and how to configure SQL server to listen on a specific port.
6. Ensure that SQL Server is operating in the appropriate authentication mode.
® By default, SQL Server operates in 'Windows Authentication Mode'. However, if your user is not
associated with a trusted SQL connection, i.e. '‘Microsoft SQL Server, Error: 18452' is received
during JIRA startup, you will need to change the authentication mode to 'Mixed Authentication
Mode'. Read the Microsoft documentation on authentication modes and changing the
authentication mode to 'Mixed Authentication Mode'
7. Turn off the SET NOCOUNT option. To turn off SET NOCOUNT:
® Open SQL Server Management Studio and navigate to Tools > Options > Query Execution >
SQL Server > Advanced. The following screenshot displays the configuration panel for this setting
in MSSQL Server 2012. Ensure that the SET NOCOUNT option is not selected:

options 2| x|

- Environment Specify the advanced execution settings.
- General
F;:fs r:n A Colore [V SET ARITHABORT
Kevhoard = [™ SET SHOWRLAN_TEXT
- Help [~ SET PARSEOMLY [~ SET STATISTICS TIME
[ Source Contral [V SET COMCAT MULL_YIELDS_MULL [ SET STATISTICS IO

[#]- Text Editar

51 Query Execution SET TRANSACTION ISOLATION LEVEL: [reap commrTTED =l
£ SOL Server SET DEADLOCK_PRICRITY: [Harmal |
e General
; SET Lok TIMECUT: B o i
- Advanced = I 1 5 miliseconds
o ANST SET GIUERY_GOVERMOR_COST_LIMIT: |c| 3;

[+ Bnalysis Server

[#]- Query Results
- Designars [™ Disconnect after the query execubes

¥ Suppress provider message headers

Resek to Defaulk |

Ok I Cancel |

® You will also need to access the Server > Properties > Connections > Default Connections pro
perties box and clear the no count option.
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S Script - U Help

Connections

Mazdmum number of concument cannections (0 = unlimited):
0 =

|:| Use query gowvemor to prevent long-unning gueries

n
u

Default connection options:

[] arithmetic ignore -
[] quoted identifier

I_ || na count I E|

ault On
[] ANSI MULL Defautt Cf
[ concat null yields nul -

Remote server connections

Allow remote connections to this server

Remote gueny timeouwt (in seconds, 0 = no timeowut):

600 x

[] Require distibuted transactions for serverto-server communication

i@ Corfigured values (71 Bunning values

0K || Cancel

® Access the Query Console by right clicking on the newly created database and selecting 'New
Query'. Execute the following command to set the isolation level.

ALTER DATABASE THE- NEW DATABASE- CREATED- FOR- JI RA SET
READ_COWM TTED_SNAPSHOT ON

2. Configure Your JIRA Server to Connect to Your SQL Server 2012 Database

There are three ways to configure your JIRA server to connect to your SQL Server database:

® Using the JIRA setup wizard — Use this method, if you have just installed JIRA and are setting it up for
the first time. Your settings will be saved to the dbconfi g. xmi file in your JIRA application home

directory.
® Using the JIRA configuration tool — Use this method, if you have an existing JIRA instance. Your
settings will be saved to the dbconfi g. xm file in your JIRA application home directory.

Instructions for each configuration method

JIRA setup wizard

The JIRA setup wizard will display when you access
JIRA for the first time in your browser.
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N

In the first screen, 'Configure Language and
Database', set Database Connection to My
own database.

Set Database Type to SQL Server.

Fill out the fields, as described in the Database
connection fields section below.

Test your connection and save.

JIRA configuration tool

1.

S

Run the JIRA configuration tool as follows:
®* Windows: Open a command prompt and
run conf i g. bat in the bi n sub-director
y of the JIRA installation directory.
® Linux/Unix: Open a console and execute
confi g. sh in the bi n sub-directory of
the JIRA installation directory.
@ This may fail with the error as
described in our Unable to Start JIRA
applications Config Tool due to No X11
DISPLAY variable was set error KB
article. Please refer to it for the
workaround.
Navigate to the Database tab and set Database
type to SQL Server.
Fill out the fields, as described in the Database
connection fields section below.
Test your connection and save.
Restart JIRA.

Database connection fields

Setup Wizard

/

dbconfig.xml

Configuration

Tool

Hostname

Port

Database

Username

Password

Located in the <ur | > tag (bold text in
example below):<ur | >j dbc:jtds: sql ser
ver://dbserver: 1433/ jiradb</url >

Located in the <ur | > tag (bold text in
example below):

<url >jdbc:jtds: sql server://dbserv
er:1433/jiradb</url >

Located in the <ur | > tag (bold text in
example below):

<url >j dbc:jtds: sql server://dbserv
er: 1433/ jiradb</ ur | >

Located in the <user nane> tag (see bold
text in example below):
<user nane> jiradbuser </ user nane>

Located in the <passwor d> tag (see bold
text in example below):
<passwor d> jiradbuser </ passwor d>

Description

The name or IP address of the machine that
the SQL Server server is installed on.

The TCP/IP port that the SQL Server server
is listening on. You can leave this blank to
use the default port.

The name of your SQL Server database
(into which JIRA will save its data). You
should have created this in Step 1 above.

The user that JIRA uses to connect to the
SQL Server server. You should have
created this in Step 1 above.

The user's password — used to
authenticate with the SQL Server server.
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Schema Located in the <schena- nane> tag (see The name of the schema that your SQL
bold text in example below): Server database uses. You should have
<schema- nanme> dbo </ schema- nanme> created this in Step 1 above.

Sample dbconfig.xml file

For more information about the child elements of <j dbc- dat asour ce/ > beginning with pool in the dbconfi g
. xm file above, see Tuning database connections.

<j ira-database-config>
<nane>def aul t DS</ nanme>
<del egat or - nane>def aul t </ del egat or - nane>
<dat abase-t ype>nssql </ dat abase-type>
<schena- nane>j i raschenma</ schema- nane>
<j dbc- dat asour ce>
<url >jdbc:jtds: sql server://dbserver: 1433/jiradb</url >
<driver-class>net.sourceforge.jtds.jdbc.Driver</driver-class>
<user nanme>j i radbuser </ user nane>
<passwor d>passwor d</ passwor d>
<pool - m n-si ze>20</ pool - m n-si ze>
<pool - max- si ze>20</ pool - max- si ze>
<pool - max- wai t >30000</ pool - nax- wai t >
<pool - max-i dl e>20</ pool - max-i dl e>
<pool - renpve- abandoned>t r ue</ pool - r enove- abandoned>
<pool - renove- abandoned- t i mneout >300</ pool - r enpve- abandoned-ti neout >

<val i dati on- query>sel ect 1</validation-query>
<m n-evictable-idle-tinme-m|lis>60000</m n-evictable-idle-tine-mllis>
<ti me- bet ween-eviction-runs-m |l |is>300000</ti nme-between-eviction-runs-mllis>

<pool -test-whil e-idl e>true</pool -test-while-idle>
</ j dbc- dat asour ce>
</jira-database-config>

3.Start JIRA

You should now have JIRA configured to connect to your SQL Server database. The next step is to start it up!

O Congratulations, you now have JIRA connected to your SQL Server database.
Connecting JIRA applications to SQL Server 2014
These instructions will help you connect JIRA to a Microsoft SQL Server 2014 database.

Before you begin

® Check whether your version of SQL Server is supported. See Supported platforms.

Note, SQL Server Express is not supported, however, it is possible to set up JIRA to work with this
database.

* |f you are Migrating JIRA applications to another server, create an export of your data as an XML backup.
You will then be able to transfer data from your old database to your new database, as described in Switc
hing databases.

® Shut down JIRA before you begin, unless you are running the Setup Wizard.
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On this page:

® Before you begin

® 1. Create and Configure the SQL
Server Database

® 2. Configure Your JIRA Server to
Connect to Your SQL Server
2014 Database

® 3.Start JIRA

1. Create and Configure the SQL Server Database

1.

Create a database for JIRA to store issues in (e.g.j i radb ).
Remember your database name, as it will be used to configure JIRA's connection to this database in
subsequent steps.
® Collation type must be case-insensitive. We support 'SQL_Lati nl_General CP437 _Cl _Al'"
and 'Lati n1_General _Cl _Al'as case-insensitive, accent-insensitive, and language neutral
collation types. If your SQL Server installation's collation type settings have not been changed from
their defaults, check the collation type settings.
® SQL Server uses Unicode encoding to store characters. This is sufficient to prevent any possible
encoding problems.
Create a database user which JIRA will connect as (e.g. j i radbuser ).
Remember your database user name, as it will be used to configure JIRA's connection to this database
in subsequent steps.
® This database user should not be the database owner, but should be in the db_owner role.
Create an empty 'schema’' in the database (e.g. j i raschenma ) for the JIRA tables.
Remember this database schema name, as it will be used to configure JIRA's connection to this
database in subsequent steps.
®* A'schema’in SQL Server 2014 is a distinct namespace used to contain objects and is different fro
m a traditional database schema. You are not required to create any of JIRA's tables, fields or
relationships (JIRA will create these objects in your empty schema when it starts for the first time).
You can read more on SQL Server 2014 schemas in the relevant Microsoft documentation.
Ensure that the database user has permission to connect to the database, and create and populate tables
in the newly-created schema.
Ensure that TCP/IP is enabled on SQL Server and listening on the correct port (which is 1433 for a
default SQL Server installation).
Remember this port number, as it will be used to configure JIRA's connection to this database in
subsequent steps.
® Read the Microsoft documentation for information on how to enable a network protocol (TCP/IP)
and how to configure SQL server to listen on a specific port.
Ensure that SQL Server is operating in the appropriate authentication mode.
® By default, SQL Server operates in 'Windows Authentication Mode'. However, if your user is not
associated with a trusted SQL connection, i.e. 'Microsoft SQL Server, Error: 18452' is received
during JIRA startup, you will need to change the authentication mode to 'Mixed Authentication
Mode'. Read the Microsoft documentation on authentication modes and changing the
authentication mode to 'Mixed Authentication Mode'
Turn off the SET NOCOUNT option. To turn off SET NOCOUNT:
® Open SQL Server Management Studio and navigate to Tools > Options > Query Execution >
SQL Server > Advanced. The following screenshot displays the configuration panel for this setting
in MSSQL Server 2014. Ensure that the SET NOCOUNT option is not selected:
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options 2 x|

=~ Environment Specify the advanced execution settings,
- General
[ aenera v =ET ARITHABORT
Fonts and Colors
- Keyboard [ SET SHOWPLAN_TEXT
- Help [~ SET PARSECHLY [~ SET STATISTICS TIME
(- Source Control [V SET COMCAT_MULL_YIELD'S_MULL [~ SET STATISTICS IO
[+]- Text Editor
57 Query Execion SET TRANSACTION ISOLATION LEVEL: [reD commrTTED 7]
E1-5GL Server SET DEADLOCK_PRICRITY: [Mormal =
i General
SET LOZk TIMEOUT: _ = fm
Advanced I 1 5 milliseconds
NS SET QUERY_GOVERMOR_COST_LIMIT: 0 :

[+ Analysis Server

[ Query Resulks
- Designers [™ Disconnect after the query executes

¥ sSuppress provider message headers

Reset to Defaulk |

ok I Zancel |

® You will also need to access the Server > Properties > Connections > Default Connections pro
perties box and clear the no count option.

;._jS Script - ll’j Help

Connections

Mazdmum number of concument cannections (0 = unlimited):
0 5
|:| Use query gowvemor to prevent long-unning gueries

Default connection options:

[] arithmetic ignore -
[] quoted identifier
|| na count

I_ aultt On E|
[] ANSI MULL Defautt Cf
[ concat null yields nul -

Remote server connections

Allow remote connections to this server
Remote gueny timeouwt (in seconds, 0 = no timeowut):

600 x

[] Require distibuted transactions for serverto-server communication

i@ Corfigured values (71 Bunning values

0K || Cancel
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® Access the Query Console by right clicking on the newly created database and selecting 'New
Query'. Execute the following command to set the isolation level.

ALTER DATABASE THE- NEW DATABASE- CREATED- FOR- JI RA SET
READ_COWM TTED_SNAPSHOT ON

2. Configure Your JIRA Server to Connect to Your SQL Server 2014 Database

There are three ways to configure your JIRA server to connect to your SQL Server database:

® Using the JIRA setup wizard — Use this method, if you have just installed JIRA and are setting it up for
the first time. Your settings will be saved to the dbconfi g. xm file in your JIRA application home
directory.

® Using the JIRA configuration tool — Use this method, if you have an existing JIRA instance. Your
settings will be saved to the dbconfi g. xmi file in your JIRA application home directory.

Instructions for each configuration method

JIRA setup wizard

The JIRA setup wizard will display when you access
JIRA for the first time in your browser.

1. Inthe first screen, 'Configure Language and

Database', set Database Connection to My

own database.

Set Database Type to SQL Server.

3. Fill out the fields, as described in the Database
connection fields section below.

4. Test your connection and save.

N

JIRA configuration tool

1. Run the JIRA configuration tool as follows:
®* Windows: Open a command prompt and
run confi g. bat in the bi n sub-director
y of the JIRA installation directory.
® Linux/Unix: Open a console and execute
confi g. shin the bi n sub-directory of
the JIRA installation directory.
@ This may fail with the error as
described in our Unable to Start JIRA
applications Config Tool due to No X11
DISPLAY variable was set error KB
article. Please refer to it for the
workaround.
2. Navigate to the Database tab and set Database
type to SQL Server.
3. Fill out the fields, as described in the Database
connection fields section below.
Test your connection and save.
Restart JIRA.

ok

Database connection fields
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Setup Wizard dbconfig.xml
/

Configuration

Tool

Hostname Located in the <ur | > tag (bold text in
example below):<ur | >j dbc: j tds: sql ser
ver:// dbserver: 1433/ jiradb</url >

Port Located in the <ur | > tag (bold text in
example below):
<url >j dbc:jtds: sql server://dbserv
er:1433/jiradb</url >

Database Located in the <ur | > tag (bold text in
example below):
<url >j dbc:jtds: sql server://dbserv
er: 1433/ jiradb</url >

Username Located in the <user nanme> tag (see bold
text in example below):
<user nane> jiradbuser </ user nane>

Password Located in the <passwor d> tag (see bold
text in example below):
<passwor d> jiradbuser </ passwor d>

Schema Located in the <schena- nane> tag (see

bold text in example below):
<schenma- nane> dbo </ schena- nane>

Sample dbconfig.xml file

54

Description

The name or IP address of the machine that
the SQL Server server is installed on.

The TCP/IP port that the SQL Server server
is listening on. You can leave this blank to
use the default port.

The name of your SQL Server database
(into which JIRA will save its data). You
should have created this in Step 1 above.

The user that JIRA uses to connect to the
SQL Server server. You should have
created this in Step 1 above.

The user's password — used to
authenticate with the SQL Server server.

The name of the schema that your SQL
Server database uses. You should have
created this in Step 1 above.

For more information about the child elements of <j dbc- dat asour ce/ > beginning with pool in the dbconfi g

. xm file above, see Tuning database connections.
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<jira-database-config>
<nane>def aul t DS</ nane>
<del egat or - nane>def aul t </ del egat or - nanme>
<dat abase-t ype>nssql </ dat abase-type>
<schenm- nane>j i raschenma</ schena- nane>
<j dbc- dat asour ce>
<url >jdbc:jtds:sql server://dbserver: 1433/jiradb</url >
<driver-class>net.sourceforge.jtds.jdbc.Driver</driver-class>
<user nanme>j i radbuser </ user nane>
<passwor d>passwor d</ passwor d>
<pool - m n- si ze>20</ pool - ni n-si ze>
<pool - max- si ze>20</ pool - max- si ze>
<pool - max- wai t >30000</ pool - max- wai t >
<pool - max-i dl e>20</ pool - max-i dl e>
<pool - renove- abandoned>t r ue</ pool - r enove- abandoned>
<pool - r enove- abandoned- t i meout >300</ pool - r enbve- abandoned- ti neout >

<val i dation-query>sel ect 1</validati on-query>
<m n-evictable-idle-tine-m|1is>60000</m n-evictable-idle-tinme-mllis>
<ti nme- between-eviction-runs-m |l |is>300000</ti ne-between-eviction-runs-mllis>

<pool -t est-whil e-idl e>true</pool -test-while-idle>
</ j dbc- dat asour ce>
</jira-database-config>

3.Start JIRA

You should now have JIRA configured to connect to your SQL Server database. The next step is to start it up!

ﬂ Congratulations, you now have JIRA connected to your SQL Server database.
Tuning database connections

JIRA uses a database connection pool, based on Apache Commons DBCP On this page:
(DataBase Connection Pool), to manage JIRA's access to its underlying ® Connectio
database. n pool
In earlier JIRA versions, the database connection pool was handled purely Zrchltectur
through the Apache Tomcat application server running JIRA. However, from * Tuning
JIRA version 4.4, JIRA's dbconfi g. xnl file provides a set of database JIRA'S
connection pool settings to Tomcat, which in turn are used by Tomcat to kil
manage JIRA's database connection pool. From JIRA version 5.1, the sETTEElen
number database connection pool settings defined in JIRA's dbconfi g. xm 5
I file substantially increased. ® Con
The information on this page can help you tweak JIRA's database _nect
connection pool settings. You can do this by using the JIRA configuration 1on
tool or by directly editing JIRA's dbconf i g. xm file, as described below. Egt?il
The Advanced tab of the JIRA Configuration Tool makes it easier to both ngs
configure and control JIRA's database connection pool. The Database ® Mon
monitoring page (accessible to JIRA system administrators) provides a itori
visual tool for monitoring JIRA's database connection usage. ng
the
con
nect
ion
pool

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

55


http://creativecommons.org/licenses/by/2.5/au/

Documentation for JIRA Administrators 7.1

Connection pool architecture

Whenever JIRA needs to access (i.e. read from or write to) its database, a database connection is required.

A database connection is a large and complex object that handles all communication between JIRA and its
database. As such, database connections are time consuming to establish and consume a significant amount
of memory on both the client (the JIRA application) and database server.

To avoid the impact of creating a new database connection for each database access request made by JIRA,
a pool of pre-established database connections is maintained. Each new database access request made by
JIRA uses a connection from this pool of pre-established connections, as required. Hence:

1. When JIRA starts up, a minimum number of database connections are established in the pool
between JIRA and its database.
2. When JIRA needs to access its database, JIRA:
a. requests a database connection from the pool
b. uses this database connection to read from and/or write to its database
c. returns the database connection to the pool when finished.

If the frequency of JIRA's database access requests begin to exceed the number of available database
connections in the pool, extra connections are automatically created to handle the load.

Conversely, if the frequency of JIRA's database access requests begin to drop below the number of available
database connections in the pool, connections can be automatically closed to release resources back to the
system.

Modern databases can handle large numbers of connections relatively easily and with sufficient memory,
many hundred. On the client side, however, these connections can consume a significant amount memory.
Hence, it is generally best to limit the number of connections to a much smaller number while having a
sufficient number for the application to rarely need to wait for a connection when it needs one.

Tuning JIRA's database connections

1. Shut down your JIRA installation.
2. Do either of the following:
® Use the JIRA configuration tool to tune JIRA's database connections.
a. Start the JIRA configuration tool:
®* Windows: Open a command prompt and run confi g. bat in the bi n sub-directo
ry of the JIRA installation directory.
® Linux/Unix: Open a console and execute confi g. sh in the bi n sub-directory of
the JIRA installation directory.
@ This may fail with the error as described in our Unable to Start JIRA
applications Config Tool due to No X11 DISPLAY variable was set error KB
article. Please refer to it for the workaround.
@ Please Note: You may need to set the JAVA_HOVE environment variable to run the
JIRA configuration tool. See Installing Java for details.
b. Once the JIRA configuration tool is running, click its Advanced tab.
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¥ JIRA Configuration Tool
[ JIRA Home | Database | Weh Server [ Advanced

Scalability and Performance
Maximum Size 20 |

[ ] Maximum Idle

[] Minimum Idle/Size

[] Initial Size

[ ] Maximum YWait Time

[ ] Pool Statements 1
[] Maximum Open Statements
Eviction Policy

[] walidation Query

[] wvalidation Query Timeout

[] Test On Borrow O
[] Test On Return 1
[] Testwhile idle |
[] Time Between Eviction Runs

["] Minimum Evictable Idle Time

[ ] Remove Abandoned 1
[] Remove Abandoned Timeout

‘ Save || Close |

c. Refer to Connection pool settings below for more information about the options on this
tab. To specify a value for one of these options, ensure its leftmost checkbox has been
selected first.

o Some options above are simple checkboxes (i.e. in the centre of the JIRA
configuration tool). Selecting these checkboxes sets the values of their associated
options to 'true'. Conversely, clearing these checkboxes sets the values of their
associated options to 'false'.

d. Click the Save button to save your changes, which will be stored as elements in your db
config.xm file.

® Alternatively, edit the dbconfi g. xni file at the root of your JIRA home directory.

a. Refer to Connection pool settings below for more information about the elements you
can add to your dbconfi g. xm file to fine tune JIRA's database connection.

b. Save your edited dbconfi g. xm file.

3. Restart your JIRA installation.

Connection pool settings

JIRA Element in dbconfi g. xm Explanation Recommendations/ Default\
configuration Notes

tool 'Advanc

ed' tab

option
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Maximum
Size

Maximum
Idle

Minimum
Idle/Size

Initial Size

pool - max- si ze

pool - max-idl e

pool - m n-si ze

(m n-idl e)

pool -initial-size

The
maximum
number of
database
connections
that can be
opened at
any time.

The
maximum
number of
database
connections
that are
allowed to
remain idle
in the pool.

The
minimum
number of
idle
database
connections
that are kept
open at any
time.

The initial
number of
database
connections
opened in
the pool.

This value should be
sufficiently large
enough that JIRA
rarely needs to wait
for a database
connection to
become available
when JIRA requires
one.

See Monitoring
below for
suggestions on how
to set this parameter.

Specifying a
negative number
sets no limit on the
number of database
connections that can
remain idle.

If the value of Minim
um ldle/Size (below)
is the same as that
of Maximum Size (a
bove), which is the
case by default, then
this setting has no
effect.

Having this value set
to that of Maximum
Size (above), which
is the case by
default, means the
pool will always have
a fixed number of
connections and idle
connections will
never be closed.

On very large JIRA
installations, there
may be some benefit
in specifying a lower
value for this setting
than that of Maximu
m Size, to conserve
resources.

This setting is not
usually configured
(other than the
default value of 0),
since a number of
database
connections are
quickly created when
JIRA starts up.
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Maximum
Wait Time

Advanced settings

pool - max- wai t

The length
of time (in
milliseconds)
that JIRA is
allowed to
wait for a
database
connection
to become
available
(whilst there
are no free
ones
available in
the pool),
before
returning an
error.

Specifying a value of
'-1' means that
Tomcat will wait
indefinitely.

You should specify a
time here which is
long enough to allow
for any contention
spikes, but short
enough that users
will receive a
meaningful error
rather than just
getting no response
or a browser time
out.

59

30000

Generally, changing the settings below are not usually required. Refer to the Apache DBCP documentation if

required.

Pool
Statements

Maximum
Open
Statements

Validation
Query

pool - prepar ed- st at ement s

max- open- pr epar ed- st at ement s

val i dati on- query

Enable the
pooling of
prepared
statements
for the
database
connection
pool.

The
maximum
number of
open
statements
that can be
allocated
from the
statement
pool at the
same time.

The SQL
query that
will be used
to validate
connections
from this
pool. If
specified,
this query
MUST be an
SQL
SELECT
statement
that returns
at least one
row.

Do not amend the
default value of
false, as it will cause
exceptions. For more
information see
JRA-44908 - DBPC
configuration
pool-prepared-statements
leads to Statement Leak
RESOLVED

Do not amend the
default value, as it
will cause
exceptions.

See Surviving
connection closures f
or more information.
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val i dati on- query-ti nmeout

pool -t est - on-borrow

The length
of time (in
seconds)
that the
system
should wait
for a
validation
query to
succeed
before it
considers
the
database
connection
broken.

Tests if the
database
connection
is valid when
itis
borrowed
from the
database
connection
pool by
JIRA.

If the
database
connection
is broken, it
is removed
from the
pool.

The length of time
should be quite short
as the validation
guery should be
designed to do a
minimum amount of
work.

If you specify a Valid
ation Query above,
then you should
specify a value for
the Validation
Query Timeout too.
If not, a value of '-1'
is assumed, which
results in the system
waiting indefinitely
until a validation
guery succeeds
against a broken
database
connection, which it
never will.

This value should
always be ‘false’ as
JIRA borrows a
connection for each
database operation.

@ if you continue to
have problems with
database
connections closing,
try setting this option
to 'true'. However,
this should only be
used as a last resort
and only in the event
that decreasing the
value of Time
Between Eviction
Runs has not
reduced or
prevented problems
with database
connections closing.
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Test On pool -test-on-return
Return

Test While pool -test-while-idle
Idle

Tests if the
database
connection
is valid when
it is returned
to the
database
connection
pool by
JIRA.

If the
database
connection
is broken, it
is removed
from the
pool.

Periodically
tests if the
database
connection
is valid when
it is idle.

If the
database
connection
is broken, it
is removed
from the
pool.

This value should
always be ‘false' as
JIRA returns
borrowed
connections for each
database operation.

This should be set to
‘true’ for MySQL.

By default, MySQL
database servers
close database
connections if they
are not used for an
extended period of
time. This causes
problems with JIRA
installations (which
use MySQL
databases) that are
largely inactive for
long periods, e.g.
overnight. Setting
this to 'true' will work
around this behavior.

Test While Idle only
needs to be
specified if you have
specified a Validatio
n Query above.
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Time
Between
Eviction
Runs

Minimum
Evictable
Idle Time

ti me-between-eviction-runs-mllis The number

mn-evictable-idle-tine-mllis

of
milliseconds
to sleep
between
runs of the
idle object
eviction
thread.
When
non-positive,
no idle
object
eviction
thread will
be run.

The eviction
thread will
remove idle
database
connections
when the
number of
idle
connections
exceeds Min
imum
Idle/Size (ab
ove).

The
minimum
amount of
time an
object may
sitidle in the
database
connection
pool before
it is eligible
for eviction
by the idle
object
eviction (if
any).

This should be set to
a positive but largish
value for MySQL so
the evictor runs and
tests connections. A
reasonable value
would be 300000 (5
minutes).

@ If you continue to
have problems with
database
connections closing,
try setting this option
to a lower value.
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Remove
Abandoned

pool - r enpve- abandoned

Flag to
remove
abandoned
database

This value should be
set to 'true’.

This will allow the

true

63

connections  Pool to recover any
if they abandoned

exceed the connections and
Removed prevent this affecting
Abandoned System performance.

Timeout (be
low).

If an internal
failure
occurs, it is
possible that
JIRA may
borrow a
connection
and never
return it. If
this happens
too often,
then the
pool may
run short of
database
connections,
causing
JIRA's
performance
to degrade
or JIRA to
fail
altogether.

Remove
Abandoned
Timeout

pool - r enpve- abandoned- ti meout The length 300
of time (in

seconds)

that a

database

connection

can be idle

before it is

considered

abandoned.

* ) Please note:

* JIRA writes elements with their default values (in the right-hand column of the table above) to the dbc
onfig.xn file after:
® You have run through the JIRA setup wizard or
® You use the Advanced tab of the JIRA configuration tool to configure/tune your database
connection — even when the leftmost checkboxes of options associated with these elements
have not been selected.
® The exception to this are elements whose values have '(when not specified in dbconfi g. xm )’
indicated below them. These elements are:
® Not written to the dbconf i g. xmi file after running through the JIRA setup wizard.
® Only written to the dbconfi g. xm file by:
® Manually writing them into this file.
® Using the Advanced tab of the JIRA configuration tool, selecting the leftmost checkboxes
of the options associated with these elements and specifying values for these options.
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®* When '(when not specified in dbconf i g. xm )" is indicated below a default value in the right-hand
column of the table above, then this default value is assumed, even when it is not present in the dbco

nfig. xm file.

Monitoring the connection pool

JIRA provides a view of its database connection usage via the 'Database Monitoring' page. See Monitoring
database connection usage for more information.

Surviving connection closures

When a database server reboots or a network failure has occurred, all connections in the database connection
pool are broken. To overcome this issue, JIRA would normally need restarting.

However, database connections in the database connection pool can be validated by running a simple SQL
guery. If a broken database connection is detected in the pool, a new one is created to replace it.

To do this, you need to specify an optional <val i dati on- quer y/ > element (in the dbconfi g. xm file of your
JIRA home directory), whose content is the query which validates connections in the database connection pool.

See the following procedure for details.

Ensuring JIRA validates connections to its database

1. Shut down JIRA (or the Tomcat installation running JIRA).
2. Editthe dbconfi g. xni file at the root of your JIRA home directory or use the Advanced tab of the JIRA

configuration tool to configure the relevant settings.

3. Configure the validation query for your type of database:
® |f editing the dbconfi g. xnl file, add the <val i dat i on- quer y/ > element with the appropriate

validation query for your type of database, as shown in the example below for MySQL. (See Deter
mining the validation query below for details.)
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<?xm version="1.0" encodi ng="UTF-8"?>

<j ira-database-config>
<nane>def aul t DS</ name>
<del egat or - nane>def aul t </ del egat or - nane>
<dat abase-t ype>nysql </ dat abase-type>
<j dbc- dat asour ce>

<url >j dbc: nysql : // dbserver: 3306/ iradb?useUni code=t r ue&anp; char act er Enco
di ng=UTF8&anp; sessi onVari abl es=st or age_engi ne=l nnoDB</ ur| >

<driver-class>com nysql . jdbc. Driver</driver-cl ass>

<user nanme>j i radbuser </ user nane>

<passwor d>passwor d</ passwor d>

<pool - m n- si ze>20</ pool - m n- si ze>

<pool - max- si ze>20</ pool - max- si ze>

<pool - max- wai t >30000</ pool - max- wai t >

<val i dati on- query>sel ect 1</validation-query>
<m n-evictable-idle-time-mllis>60000</mnin-evictable-idle-tinme-mllis>

<ti me- bet ween-eviction-runs-m |l 1is>300000</ti me-between-eviction-runs-m
I1is>

<pool - nax-i dl e>20</ pool - nax-i dl e>
<pool - renove- abandoned>t r ue</ pool - r enove- abandoned>
<pool - renove- abandoned- t i meout >300</ pool - r enove- abandoned-ti neout >

<pool -t est-whil e-idl e>true</pool -test-while-idle>
<val i dati on- query-tineout>3</validation-query-tineout>

</ j dbc- dat asour ce>
</jira-database-config>

® |f using the JIRA configuration tool, on the Advanced tab, select the Validation Query checkbox
and enter the appropriate validation query for your type of database. (See Determining the
validation query below for details.)

4. Specify a validation query timeout for your validation query, whose value is the appropriate length of time
(in seconds) that the system should wait for a validation query to succeed before the system considers
the database connection broken:

® |f editing the dbconfi g. xm file, add the <val i dati on- query-ti meout/ > element with the
appropriate length of time (in seconds). /1, This should only be done for MySQL.

® If using the JIRA configuration tool, on the Advanced tab, select the Validation Query Timeout c
heckbox and enter the appropriate length of time (in seconds).

5. You may wish to specify the following options, which relate to the above validation query options (see Tun
ing database connections - connection pool settings section for details):

JIRA configuration tool 'Advanced' tab option Element in dbconfi g. xm

Test While Idle pool -test-while-idle
Time Between Eviction Runs time-between-eviction-runs-mllis
Minimum Evictable Idle Time mn-evictable-idle-tine-mllis

6. Save your edited dbconfi g. xnl file (or click the Save button if using the JIRA configuration tool).
7. Restart JIRA (or the Tomcat installation running JIRA).

0 Please Note: If you continue to have problems with connections closing, you may need to set the t i me- bet
ween-evi ction-runs-m | |is parameterto a lower value or as a last resort, set t est - on- borrowtotrue.
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For more information about t est - on- bor r ow, see Tuning database connections - connection pool settings
section.

Determining the validation query and timeout

Different database types have slightly different SQL syntax requirements for their validation query. The validation
guery should be as simple as possible, as this is run every time a connection is retrieved from the pool. The
validation query timeout should only be set for MySQL.

The following validation queries are recommended for the following types of databases:

Database type Validation query Validation query timeout
MySQL select 1 3

Microsoft SQL Server select 1 N A

Oracle select 1 fromdual NA

PostgreSQL sel ect version(); N A

I If the Validation query timeout is used on any database other than MySQL it will cause significant problems
with the JIRA instance.

Result

You should now be able to recover from a complete loss of all connections in the database connection pool
without the need to restart JIRA or the application server running JIRA.

I Performance considerations:

® Setting this option has a performance impact. The overall decrease in performance should be minimal, as
the query itself is quick to run. In addition, the query will only execute when you make a connection. Thus,
if the connection is kept for the duration of a request, the query will only occur once per request.

® |f you are running a large JIRA installation, you may wish to assess the performance impact of this
change before implementing it.

Switching databases

JIRA's data can be migrated from one database to:

1. A different database on the same database server,

2. The same database type on a different server (e.g. from one PostgreSQL server to another PostgreSQL
server) or

3. A different type of database server (e.g. from a MySQL server to a PostgreSQL server).

I For migrating JIRA to another server, please refer to the Migrating JIRA to another server document instead.
To do this, follow the appropriate procedure:

® Migrating JIRA's data to the same type of database (covers scenarios 1 and 2 above)
* Migrating JIRA's data to a different type of database server (covers scenario 3 above)

Migrating JIRA's data to the same type of database

Use this procedure to migrate JIRA's data to:

* A different database on the same database server, or
® The same database type on a different database server (e.g. from one PostgreSQL server to
another PostgreSQL server).

1. Use your database server's native tools to either:
® Copy your JIRA database to a new database on the same database server installation, or
® Copy/migrate your JIRA database to a new database of the same type on a different database
server installation.
ﬂ' Please Note:
® |f you are unable to do either of these tasks, use the Migrating JIRA's database to a different
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type of database server procedure (below) instead.
® You could use this procedure to migrate JIRA's data to a different type of database server
(e.g. MySQL to PostgreSQL). However, you would need to find tools that support these
processes. Furthermore, Atlassian does not provide support for this strategy.
2. Once your new database has been populated with JIRA's data, shut down your JIRA server.
3. Make a backup of your JIRA home directory and JIRA installation directory.
4. Reconfigure your JIRA server's connection to your database:
® If you installed a 'Recommended' distribution of JIRA, you can use the JIRA configuration tool (by
running bi n/ confi g. sh (for Linux/Solaris) or bi n\ confi g. bat (for Windows) in your JIRA
installation directory), which provides a convenient GUI that allows you to reconfigure JIRA's
database connection settings.
® [f any of the following points applies to your situation, you need to manually configure the dbconf i
g. xm file in your JIRA home directory. Refer to the appropriate database configuration guide in
the Connecting JIRA to a database section for the manual configuration instructions.
® You have a console-only connection to your JIRA server
® You would prefer to configure your database connection manually (for custom configuration
purposes).

Migrating JIRA's data to a different type of database server

Use this procedure to migrate JIRA's data to a different type of database server (e.g. from a MySQL server to a
PostgreSQL server).

o You can also use this procedure if your JIRA installation is currently using the internal H2 database (which is
only supported for evaluating JIRA) and you need to switch your JIRA installation across to using a supported
database (which are supported for JIRA installations used in a production environment).

1. Create an export of your data as an XML backup. See Backing up data for details.

2. Create a new database on your new database server to house JIRA's data. See the appropriate database

configuration guide in the Connecting JIRA to a database section for the database creation instructions.

Shut down your JIRA server.

Make a backup of your JIRA home directory and JIRA installation directory.

Delete the dbconfi g. xm file in your JIRA home directory.

Restart JIRA and you should see the first step of the JIRA setup wizard for configuring your database

connection.

Configure JIRA's connection to your new database (created in step 2 above) and click the 'Next' button.

8. On the 'Application Properties' setup page, click the 'import your existing data' link and restore your
data from the XML backup created in step 1 above.

Installing JIRA Data Center

o 0kw

N

Before you start: This page:

. . . . ® Before you
Before you install JIRA Data Center, please review this pre-requisite

) . start:
information: e Installing
* Understand how JIRA Data Center works. JIRA Data
® Understand the node requirements: Center
® Each JIRA node must run on its own machine (physical or * Cluster.pro
virtual), with a separate machine for the shared services. The perties file
shared services machine must be accessible by each node. parameter
® Normal JIRA supported platforms and requirements apply to S
each node.

® Each node does not need to be identical, but for consistent
performance, we recommend they are as close as possible.

® Nodes must run the exact same JIRA version and must be
located in the same data center.

® Nodes must be configured with the same timezone and keep
the current time synchronized. Using ntpd or some similar
service is a good way to arrange this.

® Install and configure a load balancer of your choice:

® The load balancer must support "cookie based session

affinity”, (also known as "sticky sessions").
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You can optionally cluster the load balancer, database, and shared file
systems.

After you install JIRA Data Center or add a new node to your environment,
use the health check tools to check that your instance is configured and
operating correctly.

Installing JIRA Data Center

This illustration shows the general method of installing a JIRA clustered instance:

~ ~ ~
W W Q) 2 u) i))

Duunase owsse | owavs S -

This install guide assumes that you already have a JIRA instance, already have a load balancer, and are
able to set up a network file share system.

Before upgrading from an earlier version of JIRA, back up your data. Refer to Automating JIRA
backups.

1. Upgrade your JIRA instance to 7.0 or later

See JIRA applications installation guide.

You must purchase a JIRA Data Center license to use the clustering functionality of JIRA Data
Center. Please contact our sales team for information about purchasing a JIRA Data Center license.

2. Set up the JIRA file storage location on shared storage

In this step, you need to set up a shared home directory that is writable by the JIRA instance and any future
nodes.

There are multiple ways to do this, but the simplest is to use an NFS share. The mechanics of setting one is
unigue from installation to installation, and is outside the scope of this document.

Assuming that the final mount point for this shared storage location is /data/jira/sharedhome :

® Ensure that directory can be read and written by other potential nodes

® Copy the following directories into /data/jira/sharedhome: (some of them may be empty)
* data

plugins

logos

import

export

$ cp -R /path/to/jira-1ocal -hone/{data, pl ugi ns, | ogos, i nport, export}
/datal/jiral sharedhone
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3. Configure your existing JIRA instance to work in a cluster

Set up the following on your existing JIRA instance:
1. Putacl uster. properti es file in the local JIRA home directory, with contents as follows:

~ Expand for example
Example cluster.properties file

# This I D nmust be uni que across the cluster

jira.node.id = nodel
# The |l ocation of the shared hone directory

jira.shared. home = /data/jiralsharedhone

for all JIRA nodes

See Cl uster.properties file paraneters formore information.

® |f using the Apache load balancer, set the Apache node name by appending the following
setting to the same variable (replacing nodel with the node name used in the load balancer

configuration):
¢ - D vimRout e=nodel

4. Add the first node to your load balancer

JIRA Data Center relies on a load balancer to balance traffic between the nodes. Many larger installations of
JIRA already have a reverse proxy configured, and many reverse proxies have the ability to perform load
balancing as well. We've provided a sample Apache httpd configuration to serve as an example, but please

check with your proxy vendor for specific information.
~ Sample httpd configuration with mod_balancer
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<Virtual Host *:80>
ProxyRequest s of f

Server Nane MyConpanySer ver

<Proxy bal ancer://jiracl uster>
# JI RA node 1
Bal ancer Menber http://jiral.internal.atlassian.com 8080
rout e=nodel
# JIRA node 2 Comented pending node installation
# Bal ancer Menber http://jira2.internal.atlassi an.com 8080
rout e=node2

# Security "we aren't blocking anyone but this the place to
make those changes

Order Deny, Al 'l ow

Deny from none

Al low from al |

# Load Bal ancer Settings
# We are not really balancing anything in this setup, but need
to configure this
ProxySet | bnet hod=byrequests
ProxySet stickysessi on=JSESSI ONI D
</ Proxy>

# Here's how to enable the | oad bal ancer's nmanagenent U if desired
<Locati on /bal ancer - manager >
Set Handl er bal ancer - nanager

# You SHOULD CHANCGE THIS to only allow trusted ips to use the
manager
O der deny, al | ow
Al low from all
</ Locati on>

# Don't reverse-proxy requests to the nmanagenent Ul
ProxyPass [/ bal ancer - manager !
# Reverse proxy all other requests to the JIRA cluster
ProxyPass / bal ancer://jiracluster/
ProxyPreserveHost on

</ Vi rtual Host >

After adding JIRA to the load balancer, ensure that basic functionality is working after restarting the
JIRA instance by navigating to the instance, logging in, and noting any broken links or malfunctioning
JIRA functionality.

Be sure to check that the base server URL is configured properly (to the load balancer public URL).

5. Add a new JIRA node to the cluster

1. Copy the JIRA installation directory to a new host. Atlassian recommends that your configuration
deviates from the first installation as little as possible to ease the burden of documentation and
deployment (e.g. Installation paths, users, file permissions, etc).

2. Ensure that the new host can access the shared home directory (e.g. ensure that you can read the
contents of the shared JIRA directory and have write access to it)

3. Copy the local home directory from the first node to this new node.

4. Alter the cluster.properties file to reference the new node id. All node ids must be unique among
nodes.
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5. Start the new node and monitor for startup problems.

71

6. Ensure that issue creation, search, attachments, and customizations work as expected.

6. Connect this new node to the load balancer

Verify that the new node is in the cluster and receiving requests by checking the logs on each node to ensure
both are receiving traffic and also check that updates done on one node are visible on the other.

Repeat steps 5 and 6 for each node.

Cluster.properties file parameters

You can set the following parameters in the cl ust er. properti es file:

Parameter

jira.node.id

jira.shared. hone

ehcache. peer. di scovery

ehcache. | i st ener. host Nane

ehcache. | i stener. port

ehcache. |l i stener.socketTineoutMIlis

Required Description/value

Yes

Yes

No

No

No

No

This unique ID must match the username
and the Bal ancer Menber entry in the
Apache config

The location of the shared home directory
for all JIRA nodes

Describes how nodes find each other:

def aul t - JIRA will automatically discover
nodes. Recommended

aut omat i ¢ - Will use EhCache's multicast
discovery. This is the historical default
method used by ehCache, but can be
problematic for customers to configure and
is no longer recommended by Atlassian for
use with JIRA clustering

The hostname of the current node for
cache communication. JIRA Data Center
will resolve this this internally if the
parameter isn't set.

If you have problems resolving the
hostname of the network you can set this
parameter.

The port the node is going to be listening
to ( default = 40001)

if multiple nodes are on the same host or
this port is not available, you might need to
set this manually.

By default this is set to the Ehcache default

If you set ehcache. peer. di scovery = aut omat i ¢ then you need to set the following parameters:

ehcache. nul ti cast. addr ess
ehcache. mul ti cast. port
ehcache. nul ticast.tineToLive

[ ]
[ ]
[ ]
® ehcache. mul ti cast. host Nane

Refer to the Ehcache documentation for more information on these parameters.

Running the setup wizard
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The JIRA setup wizard allows you to either set up a JIRA application for evaluation and demonstration
purposes, or for production and testing.

To get started, access your new JIRA application in a browser, after you have installed it. Your server will be
available at the following URL, if you are using the default port: http://<jira-server-name>: 8080.

@) The JIRA application setup wizard will only display the first time after you install your JIRA application.
Once you have completed it, you cannot run it again. However, every setting configured in the setup wizard
can be configured via the JIRA administration console.

If you want to evaluate or demonstrate a JIRA application, let us do most of
the set up for you. We will help you set up an Atlassian account if you don't
and demonstration have one, and will generate an evaluation license for you. We'll also set up a
H2 database for evaluation purposes (see Supported Platforms). The only
requirement is you have a connection to the internet, as we'll need this to
validate and generate Atlassian account details and your evaluation license.

Evaluation

Follow the steps here.

If you want to set up a JIRA application for production or testing purposes
_ before you upgrade, we recommend you follow the custom installation path.
testing This will allow you to connect to your own database if required, and set up
your email SMTP server. This path can also be followed if you don't have a
connection to the internet. You'll be able to manually paste in a license key.

Production and

Follow the steps here.

Evaluation and demonstration setup

JIRA setup (® Language
Select whether you'd like to set up JIRA in demoenstration or production mode

Set it up for me

This is the quick setup for demonstration and evaluation environments. We'll 4o most of the
JIRA configuration for you. but you need to be online with a working internet connection
S0 we can generate an evaluation license for you. You can change the configuration later if
you need to.

iDo

I'll set it up myself

<
Y

Set up and configure your JIRA instance manually. This is recommended for production
environments, or if you don't have a working internet connection

1. Choose the language you would like the JIRA application setup and user interface to appear in by
selecting the preferred Language. Note:

® As soon as you choose a language from the Language drop-down list, the JIRA application user
interface will switch to that language.
® Be aware that some languages may have more comprehensive translations than others.

2. Select Set it up for me and click Next.

3. Enter your Atlassian ID email address, or if you don't have an Atlassian ID account, enter an email
address you'd like to use and have access to, and click Next.

4. We'll validate your account, and create a hew one if needed. Remember the details you use for your
Atlassian ID account, as these will be the same credentials for your JIRA system administrator. You can
change the system administrator details within JIRA when you're up and running. Check out Managing
Global Permissions and Managing Users for more information. Select Next to generate your license.

5. Select Next to finish the setup process. This may take a minute or two.

6. Once the setup is complete, you're ready to get started! Select Launch JIRA to get going!
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© Thatsit!
Production and testing setup

JIRA setup (@ Language
Select whether you'd like to set up JIRA in demonstration or production mode

Set it up for me

This is the quick setup for demonstration and evaluation environments. We'll do most of the
JIRA configuration for you, but you need to be online with a working internet connection
s0 we can generate an evaluation license for you. You can change the configuration later if
you need to

iDo

I'll set it up myself

<
"N

Set up and configure your JIRA instance manually. This is recommended for production
environments, or if you don't have a working internet connection

1. Choose the language you would like the JIRA application user interface to appear in by selecting the
preferred Language. Note:

® As soon as you choose a language from the Language dropdown list, the JIRA application user
interface will switch to that language.
® Be aware that some languages may have more comprehensive translations than others.

2. Select I'll set it up myself and click Next.
3. Configure a database for JIRA.

Choose between connecting JIRA to the bundled database or your own database.

Database Recommended Instructions Notes
Connection for

Bundled Evaluations only = Go to the next step. The ® The H2 database is suitable for

database bundled H2 database will be evaluation and demonstration
automatically configured by the purposes only. We recommend
setup wizard. connecting to a supported database

for production environments.

Your own Production use 1. Choose a database. See ® Your external database must be a

database our list of supported newly-created (or empty) database.
databases first. ® Database connection pool — You

2. Configure the database cannot configure your database

connection. If you need connection pool size through the
help, see the guides on Co setup wizard. You can do this
nnecting JIRA to a subsequently using the JIRA
database. Note, the fields configuration tool or manually
displayed on this screen (described on each specific databas
are identical to those on e configuration guide).

the JIRA configuration tool.  ® MySQL database — The MySQL
driver is not bundled with JIRA (see
Connecting JIRA to MySQL). You
need to copy the driver into the lib
folder of your JIRA installation and
restart JIRA/JIRA service before
completing the setup wizard.

4. If you're connecting to your own database, click Test connection to make sure JIRA can connect. Click N
ext when you're ready to proceed.
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5. You need to configure the Title, Mode, and Base URL for your instance:

Setting Instructions Notes

Application Choose a ® The application title will be displayed on the login page and the

Title title that dashboard.
helps ® After you have completed the setup wizard, you may also want to
identify your configure the logo and color scheme of your installation.
installation
and its
purpose.

Mode Choose a ® Setting the mode to public enables public signup. Note, that allowing
mode that anyone to sign up can cause you to exceed the user limit on your JIRA
suits how application license.
you use your  ® A public issue tracker can be useful for gathering feedback and bug
issue reports directly from customers. A private issue tracker may be more
tracker. suitable for tracking the development progress of your team.

Base URL = Specify the ® You can only configure JIRA to respond to a single URL and this setting
base URL must match the URL that your users request for accessing your
that users JIRA instance. You cannot (for example) have a different hostname or
will use to URL for internal and external users. Any mismatch between this Base
access your URL setting and the URL requested by your JIRA application users will
instance. cause problems with dashboard gadgets.

Further information:

This URL is also used in outgoing email notifications as the prefix for links
to JIRA issues.

® |f you need to change these settings after setting up your application, you can configure them via the
JIRA administration console. For details, see Configuring JIRA options.
* JIRA will store your automated backups, file attachments and indexes in your JIRA home directory.

Click Next when you've configured all the application properties to your liking.

6. You are required to enter a JIRA application license key before you can use your application. If you don't
have a JIRA application license key, you can get the setup wizard to create an evaluation license for you.
Evaluation license keys will allow you to use a fully functional installation for 30 days.

74

License keys for Atlassian applications are linked to your account at my.atlassian.com. If you don't have a my
.atlassian.com account, you can create one and get the setup wizard to create an evaluation license for you.

7. Enter the details for the administrator account for the installation. The account will be granted the JIRA
system administrator permission.

You can create additional JIRA system administrator and JIRA administrator accounts after you have set up
JIRA. Click Next when you've entered the details.

8. Set up your email SMTP server. This step is optional. You can configure email notifications after you have
set up JIRA if you wish.

If you want to configure email notifications at this stage, you will need to set up a connection to a mail server.
See this page for further instructions: Configuring JIRA's SMTP Mail Server to Send Notifications. Click Finis
h to complete the setup.

o Congratulations, you have completed setting up your new JIRA application installation!

Detailed information on using and administering JIRA and your JIRA applications can be found in the rest of
the Administering JIRA applications documentation.

JIRA applications and project types overview

The JIRA family of applications are built to deliver a tailored experience to their user. JIRA Core is the default
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application of JIRA, and will always be present in a JIRA instance. You may also choose to include other
applications in your instance, such as JIRA Software or JIRA Service Desk. A user may require access to one,
all, or any combination of these applications.

Application features and project types

Each application delivers a tailored experience for its users, and has an associated project type, which in turn,
offers application-specific features. Below is a list of the project types, and their associated application-specific
features.

Application Project type Application-specific feature set

JIRA Core ® Available to all licensed users of JIRA

Business projects

® |ntegration with development tools
® Agile boards
® Release hub for software version release

JIRA Software

Software projects

® Service Level Agreements (SLAS)

® A customisable web portal for customers

® Permission schemes allowing customer
access

JIRA Service
Desk

Service Desk projects

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for JIRA Administrators 7.1

Application features and users

All users that can log in to a JIRA instance will be able to see all the projects in that instance (pending
permissions), but they will only be able to see the application-specific features when they have application
access. For example, a Software project is able to display information from linked development applications,
such as Bitbucket and FishEye on a Software project, and you can create agile boards, but this information is
only viewable by a JIRA Software user. A JIRA Core user would be able to see the Software project, but would
not be able to see the application-specific features, like agile boards or development information. Likewise,

a JIRA Software user would not be able to see any JIRA Service Desk application-specific features on a Service
Desk project — only a basic view of the project and its issues.

Note that only a JIRA administrator can create a project for an installed application. They do not need application
access to create the project, but they do need application access if they'd like to view or use the project.

A list of the applications, their default user groups, and their project's application-specific features is listed below:
JIRA Core JIRA Software JIRA Service Desk
jira-core-user jira-software-user jira-servicedesk-agent

Business Project View o 0 0
Projects level

Issue level Create

View
Comment
Transition
JIRA View
Gadgets
Software Project View
Projects level

Issue level Create
View
Comment

Transition

View
development
information

View release
information

Board level Create

View
JIRA View
Software
gadgets
Service Desk Project View (] (] o
Projects level

Issue level Create
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View
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View
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View
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Licensing and application access

To grant users log in access to a JIRA application, the application must first On this page:
be licensed, and secondly, the application must have at least one default )
group assigned to it. Any users added to this group will be able to log in to ® Installing
the application. This is called application access. Your JIRA application your first
may have more than one group assigned to it, and a user may be a member application
of more than one group assigned to the application, but they will only count and
as one licensed user for that application. This is covered in more detail on M application
anaging users access to JIRA applications. eleldlzee
® Adding
additional
JIRA
application
s
® Running
multiple
JIRA
application
s

Installing your first application and application access
When you install your first application and license it (you may obtain a license as part of the installation
process, or directly from my.atlassian.com), JIRA will create two user groups, and add you to both of them.
The first group is the jira-administrators group, and this is the group that grants you the JIRA
Administrator global permission and grants you administrative privileges. The second group created
depends on the JIRA application you have installed. They are listed below:

JIRA application  User group created when the product is licensed

JIRA Core jira-core-user

JIRA Software jira-software-user

JIRA Service Desk jira-servicedesk-agent

Both of these groups are assigned to the application you installed on the Application access page, and the
second group is also assigned as the default group. This means any subsequent users you create for the
application will be added automatically to this group.

Adding additional JIRA applications
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You may have a requirement to add another JIRA application to your instance. You can install additional
applications through your Version & licensing page. This allows you to locate the most up-to-date version of
the application and install it. Once installed, you'll still need to ensure the new application is licensed. Once
licensed, JIRA will create a default group for the application, but you will not be added to this group
automatically. To gain full access to the application, you should add yourself to a group associated with the
application.

Running multiple JIRA applications

Each JIRA application comes complete with a specific set of features and functions, which tailors the
experience delivered to its users. Every user in JIRA will have access to an application based on their memb
ership of groups. A user may have access to all the applications, or only one application. If a user has access
to an application, they will count as a licensed user for that application. For example, if a user belongs to a
group for JIRA Software and a group for JIRA Service Desk, they will count as a licensed user for both JIRA
Software and JIRA Service Desk.

When you have multiple applications installed, by default, all users will be able to view all projects (unless
there are specific project permissions set up that prohibit this). This means a JIRA Core user will be able to
see all JIRA Software and JIRA Service Desk projects. However, as they are not licensed for these
applications, they will not be able to see any features or functions that are specific to that application. For
example, a JIRA Core user viewing a JIRA Software project would be able to see the project and its issues,
but would not be able to see any JIRA Software specific features, like Agile boards, development information,
or release information. These features can only be viewed by a JIRA Software user. It's important to note
that JIRA Core does not have any specific features or functions that cannot be viewed and/or actioned by
other users. This means that if you are a JIRA Software or JIRA Service Desk user, you can already view
and work on a JIRA Core project. You do not need to have specific application access for JIRA Core, and
therefore do not need to consume a license. View the JIRA applications and project types overview page for
more information on what licensed users can and cannot view and action on projects from other applications.

License compatibility

Each JIRA application you install must have a unique license. There are various license types available. Some
of these license types are incompatible with each other. If you try to install incompatible license types, JIRA will
present you with an error. To resolve this, you should select compatible license types, obtain them and install
them. You should make sure you remove the incompatible license type first.

You can manage your JIRA licenses on the Versions & licenses page.

Commercial licenses

A commercial license is a paid license that allows you to run a JIRA application and add users.

® All commercial licenses will work with each other if you have more than one JIRA application installed.
® You can mix commercial licenses with evaluation licenses.
® You cannot mix commercial licenses with other license types (e.g. Data Center or Academic licenses).

Data Center licenses

Data Center is a deployment option providing high availability and performance at scale for your JIRA
applications.

* |f you have installed a Data Center license for an application and configured the application for Data
Center, all subsequent licenses must be Data Center licenses.
If you have any other type of license and want to install a Data Center license, this can be done.
If you have more than one JIRA application, and you want to set them up for Data Center, all the
applications must have Data Center licenses. You cannot mix a Data Center license with any other type.

Evaluation licenses

An evaluation (or "trial") license lets you try the full functionality of a JIRA application for a fixed period of time
(typically 30 days). When the trial ends, the application stops functioning until you install a paid license.
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Unpaid licenses

Unpaid licenses are available for evaluators, not for profit organizations, charities and students.

® All unpaid licenses will work with each other if you have more than one JIRA application installed.
® You cannot mix unpaid licenses with commercial (paid) licenses when you have more than one JIRA

application installed.
Extending JIRA applications

JIRA is very flexible, and has a number of extension points where JIRA's data can be queried or its functionality
extended. This page provides an overview of the mechanisms available for extending JIRA.

ﬂ' JIRA add-ons: For information on installing or enabling existing add-ons, please read the Managing add-ons
documentation. To learn about creating your own add-ons, see developing add-ons with the Atlassian Plugin

SDK.

Note that an add-on that specifically plugs into the architecture of an Atlassian application such as JIRA is
sometimes called a plugin, although the terms 'plugin' and 'add-on' are often used interchangeably.

Custom field JIRA comes with various custom field types defined. New types can be written and plugged
types into JIRA. See the How to create a new Custom Field Type tutorial for more information.
User JIRA comes with many options to change the look and feel of features in the system. User
formats formats are a feature that can be customized by add-ons. You can write your own user format
add-on to change the display of user details in JIRA, e.g. display a profile picture. See the User
Format Plugin Module for more information.
Gadgets New gadgets can be created by writing an XML descriptor file, packaged as an Atlassian
plugin. See Tutorial - Writing gadgets for JIRA for more information.
Reports JIRA comes with various reports built-in. Using the plugin system, new reports can be written,
providing new ways of viewing and summarizing JIRA's data.
Workflow JIRA's issue workflow (states and state transitions an issue can go through) can be customized
functions through the web interface (see the workflow documentation. The workflow engine provides
and hooks where you can plug in your own behavior:
conditions , . . . .
® Run arbitrary Java when a certain transition occurs, via post-functions.
® Limit visibility of transitions to certain users, via conditions.
® Validate input on transition screens (eg. in comments), via validators.
See the Working with workflows for details on workflow post-functions, conditions, and
validators. Once written, these can be packaged as plugins and reused.
Issues and On the 'View Issue' page, some issue information (comments, change history) is displayed.
projects Likewise, the 'Browse Project’' page contains separate sections, listed on the far left, for
different types of project information.
By writing a plugin, you can add new issue or project sections (that will be listed in the left
panel) to JIRA. For instance, you may wish to display project/issue data pulled in from an
external source. This is how the JIRA Subversion plugin works.
Listeners JIRA has a complete event subsystem, which fires events whenever anything happens. For
(Note thisis  example, an | SSUE_CREATED event is fired whenever an issue is created. A listener is just a
not class that implements a Ji r aLi st ener interface, and is called whenever events occur in
ponfigurable JIRA. Using those events, you can then perform any action you want. For example the email
in JIRA sent by JIRA is driven by the Mai | Li st ener . This is useful when you want to drive or affect
Cloud

applications)

external systems from events, which occur within JIRA — usually used to push data into
outside systems.For more information, read the listeners documentation.
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Services Services are classes that implement the Ji r aSer vi ce interface.When installed, you specify
an update period, and JIRA will call the r un() method of your service periodically. A sample
service is POPConment Ser vi ce. This service checks a particular POP mailbox periodically,
and if it finds messages, tries to extract an issue key from the subject. If the subject contains a
key, the body of the mail is added as a comment to the message. Services are useful when
you want to periodically pull data into JIRA from outside systems. For more information, see
the services guide.

Administering projects and links across multiple applications

The following pages introduce the various aspects of project administration On this page:
in JIRA, Confluence, and Bamboo Cloud. You can also learn more about

creating links between Atlassian Server and Cloud applications. * Configurin

Configuring a cross-application link grgss-appli
In order to create links in JIRA to point to other applications, the fields where cation link
links are created must use the Wiki Style Renderer, e.g. the Comment and ® Creating a
Description fields of your project's JIRA issues. cross-appli
cation
project
® Deleting a
cross-appli
cation
project
® Linking to
server
application
s from
Atlassian
Cloud

Procedure
1. Choose

> Projects.

Select the project that contains the fields you need to configure.
On the JIRA project configuration page, go to the Fields section.
On each field where you will create links, click the Renders link.

5. From the Active Renderer drop-down, select Wiki Style Renderer.

el N

If the field configuration applies to multiple projects and you don't want other projects to be affected by the
change, copy the referenced Field Configuration Scheme and associate your project with the new field
configuration before changing the settings.

Creating a cross-application project

If you have multiple Cloud applications, JIRA projects can be associated with objects in the other
applications, such as:

® a wiki space

® a build project

® a source repository

The association among these objects makes it possible to automatically link issues, wiki documents, plan,
and build result.

Before you begin

Ensure that you at least have access to create projects in JIRA. If you have additional access to other
applications in your site (such as Confluence and Bamboo), you can automatically create a corresponding
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Confluence space or a Bamboo project when your JIRA project is created. For information on how to set
application access, see the documentation on giving users access to JIRA applications.

Creating a project

After you complete the setup wizard, a JIRA project is created. If you've chosen to have your site create
corresponding objects in other applications, those are created, too. Alternatively, you can manually create
objects in other applications and link them together yourself.

After the project is created, you will see the global settings for the project and can continue to configure
application-specific settings for the project as needed.

Notes:

® Choosing JIRA Classic or Project Management creates the default JIRA project.

® The project key will be used as the prefix of this project's issue keys (e.g. TEST-100). Choose one that
is descriptive and easy to type.

® The project lead is a unique project role. Choose the person who manages the project as the project
lead. If there is only one user in your JIRA system, the Project Lead defaults to that person and this
field is not available.

Deleting a cross-application project

Deleting a project will delete the project from JIRA only. Any wiki documents, source files, changesets, code
reviews, build plans, and build results associated with the project will remain in their respective applications.
To delete projects, you must have project admin access for the project in JIRA.

1. Select Projects > View all projects. You will see all your projects on the page.
2. Locate the project you want to delete. Click the Administer Project button.
3. From the Actions button, click Delete Project.

The project will be deleted, but corresponding spaces, changesets, etc. in other applications will remain. You
must delete them from those application if you want to remove them.

Linking to server applications from Atlassian Cloud

You can set up application links between your cloud and server applications. For more information, see Link
to server apps from Cloud.

Integrating with development tools

Connecting JIRA Software to compatible development tools provides your On this page:
team with a range of functionality and information related to your

development work. ® Integration

features

® How it
works

® Supported
versions

® Developm
ent tools
configurati
on for a
project

® Setup
JIRA
Software
with
developme
nt tools

® Troublesho
oting

Integration features

These are the features that become available when you connect JIRA
Software to the development tools listed below. We recommend that you
use the latest version of each application — if you're using earlier versions,
see the version matrix to find out which features are available.
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Development panel on issues

The Development panel is shown
on the View Issue screen and
provides the following functionality:

® Bitbucket Cloud and Bitbucket
Server: view and create
branches, view commits, and
view and create pull requests

® FishEye/Crucible: view commits
and branches, view and create
reviews

® Bamboo: view the status of
builds and deployments

® GitHub and GitHub Enterprise:
view commits, branches and
pull requests

For more information about using
the Development panel, see the
JIRA Software documentation.

Development

2 branches
4 commits
1 pull request | MERGED
3 builds &

Deployed to Production

Create branch

Updated 14/Jan/14 11:51 AM
Latest 14/Jan/14 8:44 PM
Updated 14/Jan/14 8:44 PM
Latest 21/Jan/14 11:31 AM
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Workflow triggers

Add trigger
Workflow triggers can help keep
. . ? Pull request created ? Pull request merged
Jl RA SOftWare ISsues SynChl‘OI’llzed 3 Automatically transitions the issue when a 3 Automatically transitions the issue when a
W|th the information in your related pull request is created in a... related pull request is merged in a...
deVeIOpment tOOIS - Pull request declined Pull request reopened
H H H & Automatically transitions the issue when a & Automatically transitions the issue when a
EI_SEIEE;elcrUCIble’ BlthCket’ and related pull request is declined in a... related pull request is reopened in a...
IitHub.
I} Branch created ¢ Commit created
H Automatically transitions the issue when a Automatically transitions the issue when a
InStead Of relylng on deVeIOperS to related branch is created in a connected... related commit is made in a connected...
manually update the status of an
d)

issue after Committing code, Tell us what other triggers you'd like to see

. . . “ We are very interested in how you'd like to automate your workflow.
completing reviews, or creating
branches, you can configure
triggers in your workflow to 3 o
automatically transition issues

when these events occur in your
development tools. For example,
you could configure a trigger to
automatically transition an issue
from 'To Do’ to 'In Progress' when a
branch is created.

See Configuring workflow triggers f
or instructions on setting up
workflow triggers.

There is a known issue
where the 'Branch created'
event isn't supported for
GitHub, which is being
tracked under

DCON-432 - Implement
'Create Branch' feature in DVCS
connector plugin for Github

integration | CLOSED

— please keep this in mind
when configuring trigger
events.
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Release Hub Verson 2.0 e P

The Release Hub shows the progress of a - =
version, so you can determine which issues e e
are likely to ship at a glance. The commits,
builds, and deployments related to each
issue are shown, helping you to spot
potential development issues that could
cause problems for a release.

When you are ready, you can also release
the version from the Release Hub. Doing
this marks the version as complete, moves
incomplete issues to other versions, and
triggers release builds (if JIRA Software is
integrated with Bamboo).

Read more about the Release Hub here:
Checking the progress of a version

How it works

When the Atlassian development tools are integrated with JIRA Software, a user simply needs to supply an
issue key for the issue to be automatically linked:

® Commits are linked automatically if the issue key is included in the commit message.
Branches are linked automatically if the issue key is included in the branch name.
Pull requests are linked automatically if the issue key is included in the pull request's title or in the
source branch name.

® Reviews are linked automatically if the issue key is included in the title of the review, or if the issue is
linked from the review.

® Builds and deployments are linked automatically if a commit involved in the build has the issue key in
its commit message.

When triggers are configured in the workflow for your project, particular events published by the developer
tools automatically transition issues.

There are some details and known issues:

® When a user attempts to access one of the details dialogs, for commits, reviews, builds or pull
requests, JIRA Software checks that they have the appropriate permissions to view the information in
the dialog. It does this using the user authentication that is configured in the Application Link.

® The details dialogs (ex: for commits) may display duplicates, although the number of unique items are
reported at the top of the dialog and in the Development panel summary. Duplicate commits, for
example, can arise from having both Bitbucket Server and FishEye linked to JIRA Software, and
FishEye in turn connected with Bitbucket Server, so that FishEye indexes, and reports. commits.

® Users who can see summarized data in the Development panel may not have permission to see in the
details dialogs (for example, for branches, commits and pull requests) all the information that
contributed to the summaries. That is, the details dialogs respect the access permissions that users
have in the connected applications.

® |f commits linked to the issue are involved with a Bamboo build that fails, the first successful build that
follows will be reported, even though the original commits are no longer involved with that build.

® The Development panel replaces the Source, Commits and Builds tabs, as well as the Deployment
panel, in an issue. So, for example, you won't see the Source tab, and commits in Bitbucket Server will
be accessible from the Development panel. However, if a connected application is older than
the supported version, information from that application will continue to be displayed in those tabs
rather than in the Development panel.

Supported versions

The table below shows the minimum development tool version required for each integration feature in JIRA
Software.
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JIRA FishEye Bamboo Bitbucket Bitbucket GitHub GitHub Integration feature
/ Cloud Server Enterprise
Crucible
6.4+  3.3+/3.3+ 5.4+ Current Bitbucket  Current 11.10.290+ Release Hub:
Server L
or 4.0+ ® View issues and developt
JIRA (Stash m_formatlon (from Bambot
Cloud 2.10) Bitbucket, or
FishEye/Crucible) for a
version.

® See warnings that help yc
reconcile what is happeni
development with JIRA di
® Release a version, manal
scope between versions,
trigger release builds fron

place in JIRA.
6.3.3+ 3.5.2 N/A Current Bitbucket  Current 11.10.290+ Workflow triggers
or Server . .
JIRA 4.0+ ® Transition JIRA issues frc
Cloud within Bitbucket Server at
(Stash FishEye/Crucible
3.2.0)
6.2+  3.3+/3.3+ 5.4+ Current Bitbucket  Current 11.10.290+ Development panel:
Server . .
4.0+ ® Bitbucket: create and vie\
branches and pull reques
(Stash from an issue, view comn
2.10+) ® FishEye/Crucible(Git/Sub
on/Perforce/CVS): brows:
search repos, view comm
and branches, create anc
view reviews
® Bamboo: view the status
builds and deployments fi
the related issues
6.1.+ N/A N/A Current Bitbucket  N/A N/A Development panel:
Server L
4.0+ ® Create branches in Bitbur
(Stash
2.8.X)

Development tools configuration for a project

The Development Tools section of the administration screen for a project gives you an overview of the
development tools that are connected to your JIRA Software instance, and of the users who can use the
integrations between JIRA and those tools. Users must have access to the JIRA Software application to be
able to see the Development panel. By default, anonymous users (those who are not logged in) and users
without explicit JIRA Software application access do not see the panel.

View Permission

The View Permission section lists the user groups that can see the Development panel in a JIRA

Software issue. The Development panel displays the Create Branch link and summary information for your
development process, such as the number and status of the related commits, pull requests, reviews and
builds. The visibility of the panel is controlled by the "View Development Tools" project permission.

Applications
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The Applications section lists the development tools that are integrated with JIRA Software.

Set up JIRA Software with development tools

Check that you have a compatible version of a development tool on the version matrix, then follow the
instructions below to connect your code development tools to JIRA.

Link to BitBucket Server, Bamboo, FishEye or Crucible
JIRA must be connected with Bitbucket Server, Bamboo, FishEye or Crucible using application links.

Note that for Bitbucket Server, the following system plugins are required (these are bundled and enabled by
default in Bitbucket Server):

® Atlassian Navigation Links Plugin (com.atlassian.plugins.atlassian-nav-links-plugin)
® Bitbucket Server Dev Summary Plugin (bitbucket-jira-development-integration-plugin).

If your developer tools instances are running on the same machine as JIRA Software Server, you'll
need to ensure that the applications uses distinct web contexts. This avoid authentication and
session issues with OAuth and application links. For example, if you were running FishEye and JIRA,
you would change the default paths to:

http://localhost:8080/
https://localhost:8060/fisheye (rather than http://localhost:8060/)

Instructions:

® Moving Bitbucket Server to a different context path
® Changing Bamboo's root context path
® Linking FishEye to JIRA

Connect to Bitbucket Cloud and GitHub

Set up the connection to Bitbucket Cloud (or other services such as GitHub and GitHub Enterprise) using the
DVCS Connector that is bundled with JIRA, following the instructions in Linking Bitbucket Cloud and GitHub
accounts to JIRA Software.

Note that you won't see the Commits tab at the bottom of the JIRA View Issue screen any more.

Troubleshooting
JIRA Application Development panel displays error - Couldn't read data
Administering Bitbucket and GitHub with JIRA applications

Using Bitbucket and/or GitHub with your JIRA Software application allows you to work more effectively and
efficiently with your development tools. If required, you can link multiple JIRA instances to one Bitbucket
instance, and you can link multiple Bitbucket instances to one JIRA instance.

When JIRA applications are connected to Bitbucket or GitHub accounts:

You can link all, or a subset, of your existing repositories (both public and private) to JIRA Software.
New repositories are automatically linked to JIRA Software.

Create new branches in a repository from a JIRA Software issue, and see those branches in the issue.
Reference JIRA Software issues in a commit message and have those commits appear in the
Development panel of JIRA Software issues.

Create new pull requests from a JIRA Software issue, and see all the related PRs in an issue.
Transition issues through a JIRA Software Cloud workflow (for example, Close, Reopen, and so forth)
using Smart Commit messages. See Processing JIRA Software issues with Smart Commit messages.

Read more about integrating JIRA Software with Atlassian development tools: Streamlining your development
with JIRA Cloud.

You can connect Bitbucket Cloud or GitHub accounts with JIRA applications using the free JIRA DVCS
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Connector add-on. This add-on comes bundled with JIRA Software. For JIRA Server versions earlier than 7.0,
this is a system add-on that you can install. For more details, see Linking Bitbucket Cloud and GitHub accounts

to JIRA Software.

Notes and Tips

® The Bitbucket links feature offers a similar functionality for JIRA Software and other services.
® If you want to report a new issue, provide feedback, or require help, please raise a request in
the issue tracker for JIRA DVCS Connector project.

Current limitations of this feature

The following limitations exist for this feature:

® There is no way to link user accounts on JIRA Software with user accounts on Bitbucket. This
functionality will come with Atlassian account in the future.
However, when you create JIRA Software users, emails will be automatically sent to the new users,
inviting them to join Bitbucket. For details, see Managing Users.

® |f you use email addresses to connect Cloud with Bitbucket, repositories cannot be linked and you will see
an error similar to the one shown in the screenshot below. To work around this, use your Bitbucket
account name instead of email address.

W llu@atlassian.com
Ena R
| & The page at https)//=zwu-164-1jira-dev.com says: ﬁ
< 4
Unable to link selected repository. Do you have

[ 9| administrator permissions?

(]

[

D e Y

Using this feature
See the following for details about using this feature:

® Linking a Bitbucket or GitHub repository with JIRA
® Enabling DVCS Smart Commits
® Getting started with Bitbucket and JIRA Cloud

Linking a Bitbucket or GitHub repository with JIRA

Use the JIRA DVCS connector to link a Bitbucket Cloud or GitHub (hosted or enterprise) account to JIRA
Software. When linked to JIRA Software, branches, commit messages and pull requests are all seamlessly
referenced in JIRA Software issues. This allows JIRA Software to display information about your development
activity in the corresponding issue. SeeStreamlining your development with JIRA.

This page explains how to link a Bitbucket Cloud or GitHub account to JIRA.

® Make sure you understand how JIRA Software connects to your DVCS account
® Link a DVCS account to JIRA Software
® Example of how commit information appears in a JIRA Software project

Make sure you understand how JIRA Software connects to your DVCS account

The JIRA DVCS connector links JIRA Software to an account on a DVCS hosting service (Bitbucket Cloud,
GitHub, or GitHub Enterprise). For this reason, the connector needs permission from your DVCS account to
access your account data. The connector does this through an OAuth access token.
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You create an OAuth access token in the DVCS (Bitbucket, GitHub, or GitHub Enterprise). You should create
the access token in the account that owns the repositories you want to link. How you create the token depends
on the DVCS; the values that make up the token are:

key A string generated by the DVCS.
secret A string generated by the DVCS.

authorizing account  The account that authorizes the token.

After you create a key and secret in the DVCS, you go back to JIRA Software. There, you enter the account, the
OAuth key, and secret data into JIRA Software.

The connector does not automatically trust the key and secret. It asks you to authorize the DVCS connection via
the key and secret by supplying JIRA Software an account and password combination. Authorizing is the
equivalent of telling the DVCS connector:

As a Bitbucket account holder, | know this service asking for a connection with a key and secret.
You are free to use them to get to this account data.

The authorizing account is not necessarily the account that created the key and secret. The authorizing account
should have administrative access on all the repositories to be linked.

When you link an account through the JIRA DVCS connector, the connector locates all the public and private
repositories owned by the account. It adds a post-commit service to the repository on the DVCS. The
post-commit service is a piece of code that sits on the repository waiting for users to commit changes. When a
commit happens, the DVCS connector collects the commit message for processing.

On the JIRA Software side, the repositories owned by your DVCS account appear on the DVCS accounts page.
A team member may create repositories under their individual Bitbucket account, but assign the team as the
owner. These repositories also appear in Bitbucket under the list.

Link a DVCS account to JIRA Software

When you link a Bitbucket or GitHub account to JIRA Software, you create an OAuth access token in the DVCS
tool and then add that token to JIRA Software.

You'll need to have administrative rights on both the JIRA Software instance and on the DVCS account you want
to link.

Step 1. Create an OAuth access token for your DVCS account

You create the OAuth access token on your DVCS account. If you are linking repositories for a team, you should
generate this token using the team account.

Generate the new OAuth token in either Bitbucket, GitHub, or GitHub Enterprise, depending on which DVCS
hosts your repositories.
Generate a new token in Bitbucket Cloud

Log in as a user with administrative rights on the
account.

1. Choose avatar > Settings.

2. (Optional) If connecting a team, choose the team
from the Manage dropdown.

3. Click OAuth under ‘Access Management'.

Click Add consumer.

5. Enter the following details:

»

Name Enter 'JI RA DVCS for this
example.

Description Enter a helpful reminder of the
purpose of this token.
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URL Enter the URL for the JIRA
Software instance (for
example, https://example.atlass
ian.net)

6. Select the following permissions:
® Account: Write
® Repositories: Admin (but not Repository:
Write)
® Pull requests: Read

Permissions

Account Email Pull requests @ Read

Read Write
@ Write

' Issues Read

Team membership Read Write
Write

Wikis Read and write
Repositories Read .
Write Snippets Read

@ Admin Write

Webhooks Read and write

These are the minimum permissions required by
the JIRA DVCS connector.
Selecting additional permissions will have no
adverse affects on the integration.
Click Save.
8. Click the name of your new consumer to see the
OAuth Key and Secret values.
9. Keep your browser open to your DVCS and go to
the next step.
Generate a new token in GitHub or GitHub Enterprise

~

Log in as a user with administrative rights on the
account:

1. Choose Edit Your Profile.

2. Select Applications.

3. Choose Register new application.

4. Enter JI RA DVCS for the Application Name.

5. Enter the JIRA Software URL for both the URL a
nd Callback URL fields. Press Register
Application.

Make sure you enter the JIRA Software
Base URL (for example, https://example.
atlassian.net) for both the Homepage
URL and Authorization callback URL fi
elds. Don't use the dashboard URL (https
:/lexample.atlassian.net/secure/Dashboa
rd.jspa).

See

DCON-467 - Entering mismatched URL for
GIT causes error |CLOSED

For JIRA 6.2, the URL to use is https://ex
ample.atlassian.net/plugins/servlet/oauth
/authorize.

6. Keep your browser open to your DVCS and go to
the next step.

Step 2. Link the account on JIRA Software
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Do the following to complete the link between your DVCS and JIRA Software:

Nookw

. Log in to JIRA Software as a user with administrative rights.

I;;)m the JIRA Software dashboard click the

(settings) icon.

Choose Applications.

From the Integrations section on the left, choose DVCS accounts.
Click Link Bitbucket Cloud or GitHub account.

Choose Bitbucket Cloud as your Host value.

Enter a Team or User Account name.

For example, if you want to link the account that owns the ht t ps: // bi t bucket . org/tutorial s/ mar
kdowndeno repository, you would enter t ut ori al s for the Team or User Account value. Linking the t
ut ori al s account links all of that account's repositories, not only the mar kdowndeno repository.

Copy the OAuth Key and Secret values from your DVCS site into the dialog.

GitHub's Client ID is equivalent to the OAuth Key. And the Client Secret is equivalent to the OAuth Secr
et.

Leave the default auto link and smart commits (recommended) as is or change them.

Add New Account

Host | Bitbucket

Team or User .AGGJ.'JL‘II’ﬂJt tutorials

OAuth Key" | hLG7BDA928mUUgeVUg

Help with my key and secret.

OAuth Secret” pYU3uDBYTXQwqaREZClcuKGEGEat

™ Auto Link New Repositories

@ Enable Smart Commits

Transition JIRA issues through commit messages.

10. Click Add.

If you are connecting a GitHub account and get redirected to a blank page, see DVCS connection
to GitHub produces blank page.

11. Grant access when prompted:

Confirm access to your account

JIRA is requesting access to the following:

+ Read your repositories and their pull requests
« Administer your repositories
+ Read and write to your account information

Grant access [e:llecl

12. When JIRA connects successfully, you'll see your account on the 'DVCS accounts' page.

The account you just connected and all of its repositories appears in the ‘'Managed DVCS Accounts' page. The
initial synchronisation starts automatically. After that, the system continues to sync your repository automatically
on a regular basis.
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Automatic synchronisation and temporarily disabling a link

After you link an account, JIRA Software automatically starts looking for commits that reference issue keys. The
summary shows the synchronisation results and errors, if any. A synchronisation of commit data from the DVCS
repository to JIRA Software can take some time. As the synchronisation progresses, the commits appear in
related issues. You can always enable and disable the linking of repositories with JIRA Software as needed.

How the link appears in Bitbucket Cloud
The DVCS Connector does two things:

¢ |t adds an OAuth consumer to the linked account's list of integrated applications. To view the listing in
Bitbucket, click your profile image and select Bitbucket settings. Click OAuth in the 'Access
Management' section and you'll see a listing similar to the following:

Manage fA Atlassian Technical Writing ~ ~

GENERAL OAuth integrated applications

Team settings . . o . . . o
You have authorized the following applications to interact with your Bitbucket repositories.

Email addresses

Consumer Description Last updated
Change team ID
Delete team
OAuth consumers
PLANS AND BILLING Generate your own OAuth consumer key and secret to build your own custom integration with Bitbucket.
Billing details

Name Description
ACCESS MANAGEMENT

You have no consumers configured.
User groups

OAuth
API key

® The DVCS Connector programmatically adds a post-commit service to each of the account's repositories.
To view this service, choose

o]

(Settings) on a repository, then click Services. You'll see a listing similar to the following:

Settings
GENERAL Webhooks
Repository details Webhooks allow you to extend what Bitbucket does when the repository changes (for example, new code is
Access management pushed or a pull request is merged).

Branch management To learn more about how webhooks work, check out the documentation.

Username aliases Add webhook

Deployment keys Title URL Actions

Transfer repository
No hooks

Delete repository

INTEGRATIONS
Services
Webhooks

Links

The DVCS Connector uses its link to check for new repositories on the account, then adds this service to
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those as well. You see the result of all this on the 'Services' page.
Example of how commit information appears in a JIRA Software project

When a developer makes a commit, they should add a JIRA Software issue key to the commit message, like
this:

hg conmit -m"DVCS-2 add a README file to the project.”
hg push

JIRA Software uses the issue key to associate the commit with an issue, and so the commit can be summarized
in the Development panel for the JIRA Software issue:

hgie - Captre - | Gratassus ® #- -

My Issues  Recently Updated Plan Work Report Board ~ R

4 Done g Teams in Space / FUSE-113 sss %

[+, Development

(¢) FUSE-113 n g 8 branches Updated 13/Feb/14
1+ Populate .- _ 549 PM
builds detailed & 62 commits Latest a day ago
dialo
: ‘&3’ 0 4 pull requests | MERGED Updated a day ago
1 build &) Latest 13/Feb/14
O 6:29 PM

Deployed to Production

Create branch

See "Integrating with Development tools" (JIRA Server / JIRA Cloud) for more information.

Project permissions required

Project users must have the 'View Development Tools' permission to see commit information in the
Development panel in a JIRA Software issue. A JIRA Software admin can edit a project's permission
schema to grant this permission. See Managing Project Permissions.

Related pages
Managing linked Bitbucket and GitHub accounts
Processing JIRA Software issues with Smart Commit messages

Enabling DVCS Smart Commits

When you manage your project's repositories in Bitbucket or GitHub, or use
FishEye to browse and search your repositories, you can process your JIRA
Software issues using special commands in your commit messages.

You can:

® comment on issues

® record time tracking information against issues

® transition issues to any status (for example 'Resolved’) defined in
the JIRA Software project's workflow.
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Learn more about using Smart Commits: Processing issues with Smart On this page:

Commits.There are other commands available if you use Crucible for code ® Get Smart
reviews. See Using Smart Commits in the FishEye/Crucible documentation. Commits

working
® First

link
JIR
A
Soft
war
eto
the
othe
r
appl
icati
on
® The
n
ena
ble
Sm
art
Co
mmi
ts
in Jl
RA
Soft
war
e
®* Forks and
Smart
Commits

Get Smart Commits working

There are a couple of things you need to set up to get Smart Commits working.

First, link JIRA Software to the other application

Smart Commits relies on either the JIRA DVCS Connector Plugin or an application link:
Bitbucket Cloud or GitHub

Connect using the JIRA DVCS Connector.

The JIRA DVCS Connector Plugin is bundled with JIRA Software, but if necessary, a JIRA administrator can
install it directly from within the JIRA administration area. See Installing add-ons for more information.

A JIRA administrator with access to the Bitbucket Cloud or GitHub account must set up OAuth authentication
with JIRA Software. See Linking Bitbucket Cloud and GitHub accounts to JIRA Software for details.
Bitbucket Server, FishEye or Crucible

Connect using an application link.
See Using AppLinks to link to other applications.
Then enable Smart Commits in JIRA Software

Smart Commits must be enabled in JIRA Software:
Bitbucket Cloud or GitHub
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All new repositories added to your linked Bitbucket Cloud or GitHub account have Smart Commits enabled
by default. However, a JIRA administrator can disable that if necessary, and can also enable or disable
Smart Commits for individual repositories.
~ Control Smart Commits in JIRA Software...
Control whether Smart Commits are enabled for new repositories:

1. Log in to JIRA Software as a user with administrative permissions.
2. Go to Administration > Applications > DVCS accounts.

3. Click the

T

(settings) icon for the account.
4. Click Enable Smart Commits on new repositories.
Enable or disable Smart Commits on individual repositories:

1. Log in to JIRA Software as a user with administrative permissions.
2. Go to Administration > Applications > DVCS accounts.
3. Check (or clear) the Smart Commits option for a repository.

Bitbucket Server, FishEye or Crucible
A JIRA administrator can control Smart Commits for each account in the connected application (Bitbucket

Server, FishEye or Crucible).
~ Control Smart Commits in JIRA Software...

Enable or disable Smart Commits on individual accounts:

1. Log in to JIRA as a user with the JIRA Administrator permissions.
2. Choose

> Applications. Select Application Links in the left menu.

3. Click Smart Commits for the application.
4. Select the checkbox for the account you want to enable Smart Commits for.

Forks and Smart Commits

If you use forks in your workflow, the DVCS Connector records each repository that contains a Smart Commit
message. It actually processes the Smart Commit message only the first time it encounters it. When you view
the commit tab in JIRA Software, you can see which forks include that particular commit:

o QA / QA-1
v
qw
# Edit Assign | Assign To Me = More Actions ~ Resolve Issue = Workflow ~ [ Share = © Views ~

Votes

Description 0 Vote for this issue

Click to add description

Watchers
1) Start watching this issue

Activity

Al Comments WorkLog History = Activity Source Reviews =~ Commits Dates Fork drop down.
Builds Created
25/Sep/
ii i 2 - p
E jirabitbucketconnector =G Forks updfied
dusanhornik/public-hg-repo M
QA-1 test modification Viev — .
* jirabitbucketconnector/public-hg-repo
o default Agile
[*2 T - ] test1 resource.txt View on Board

Getting started with Bitbucket and JIRA Cloud

Learn how you can connect the Bitbucket code hosting
service with JIRA Cloud. Connecting Bitbucket to JIRA
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gives your team the power to see commits, branches,
pull requests. You can also create branches and see
the status of pull requests all from the development
panel in JIRA or JIRA Agile.

Development

l» Create Branch
l» 4 Branches

& 62 Commits

Latest 16/Dec/13 3:45 AM

1y 4 Pull Requests [EXE)

Updated 16/Dec/13 4:20 AM

() 3 Builds &

Latest 20/Dec/13 12:56 PM

The builds reference in the preceding figure will not be
present unless you Integrate JIRA with Bamboo.

On this page:

Before you begin make sure you understand...

Step 1. Sign up for Bitbucket and create a Bitbucket team

Create a team

Step 2. Invite team members to your team on Bitbucket

Step 3. Create repositories in or move repositories to your Bitbucket account
Create a repo on Bitbucket

How to add code to your newly created repo

Step 4. Connect the team account in JIRA

What to do next

Before you begin make sure you understand...

1.

2.

Bitbucket and JIRA Cloud are independent services: you will have both a JIRA Cloud account and a
Bitbucket team each with their own set of users, permissions, and access rules.

Bitbucket teams are not accounts: they must be managed by an administrator (or administrators) who
have individual Bitbucket accounts. However, the Bitbucket team can have its own payment plan.
Every member of the Bitbucket team must have their own individual Bitbucket account. When you invite
new team members using their email they are also automatically invited to sign up for Bitbucket and are
automatically added to your team when they complete sign up.

You can transfer Bitbucket repository ownership to a team: this can be helpful if you want to create a
team based upon existing repositories.

Step 1. Sign up for Bitbucket and create a Bitbucket team

If you don't already have JIRA Cloud, set up a trial or a paid instance.

Create a Bitbucket account

If you already have an account, you can skip this section and go to the next. When you create a Bitbucket

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

95


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/x/EQQ_EQ
https://confluence.atlassian.com/x/bYFIEQ
https://www.atlassian.com/software/jira/try/

Documentation for JIRA Administrators 7.1

individual account you must supply the following fields:

Field About what you are supplying

Username Up to 30 character username. You can use letters, numbers, and underscores in your username.
Your username must be unique across the entire Bitbucket site.

Bitbucket appends this username to the URL for all the repositories you create. For example, the
username at | assi an_t ut ori al has a corresponding Bitbucket URL of htt ps:// bi t bucke
t.org/atlassian_tutorial.

Email An email address that is unique across the entire Bitbucket site. The system sends you a
address confirmation email.

Password A combination of up to 128 characters. If you are using a Google account to sign up the system
uses that password. You are responsible for ensuring that your account password is sufficiently
complex to meet your personal security standards.

To sign up for a Bitbucket account:

1. Open https://bitbucket.org/account/signup/ in your browser.
2. Complete the fields in the sign up form.
3. Click Sign up.

When you are done signing in, Bitbucket places you in the Dashboard of your account. Take a second to look
around the user interface. Across the side of each Bitbucket page is a series of options that let you navigate
around Bitbucket. On the top bar is a link for Teams. Select Teams > Create team and move to the next
section.

Create a team

To better understand how teams work let’s first take a look at how they fit into the Bitbucket environment.

Teams are Which are
comprised of

Users Who develops the code and manages the team.

Each user has an individual Bitbucket account which can be added to (or removed from)
any group or team within the Bitbucket universe.

Groups What users can do and where they can go.

Groups provide permissions (administrator, read/write, read only) to groups of individual
users, and are assigned to repositories for the team.

Repositories Where the code lives.
The repository is where you store, access, create, develop, modify, and share the code
for a project
Create a team

The following process and infographic describe how to create a very simple team consisting of you, one
member, and one repository. Feel free to follow along in your Bitbucket account, or just read through to get an
idea of what goes into creating a team.

Prerequisite:

You have an individual Bitbucket account
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Create a team
Two user groups, Administrator and Developer, are created by default when you create a team.

To create a team:

1. Select Teams > Create team.

2. Fill'in the available fields:
a. Team name (when adding a team to a JIRA Cloud instance, consider using the same name as

the JIRA Cloud instance or one you can easily identify with a specific project.

b. Team ID
3. Add additional team members by entering their Bitbucket username or email address and clicking

Add for each person you want to invite to the new team.
Note: you are already a member of the team and the administrator by default.
4. Click Create.

Congratulations you have a team! You are taken to the team overview page where you can create your
first team repository or manage the team's settings.

Step 2. Invite team members to your team on Bitbucket

You can add team members to your linked Bitbucket team account. These may be the same users you added to
JIRA. ltis your choice. Users that you add to Bitbucket need not have accounts on the JIRA instance.

When editing a team, log into an account with administrative access to the team. To add a user to a team, you
add the user to one of that team's groups by doing the following:
1. Log in to Bitbucket as a user with administrative rights on the team.
2. Select the team you want to administer from the Teams list.
The system takes you to the team profile page.
3. Click Manage team.

= O Bitbucket Dashboard ~ Teams~ Repositories ~  Croate © Feedback - =~

Teams In Space Follow

Team since April 2014

Overview Followers Members (2

Type: Al Public Private Q Recent activity

ﬁ teamsinspace/space-repository
O it . Repository created
Space repOSl OW Daniel Stevens - 2014-04-24

#8 Daniel Stevens

Granted admin access to Teams In Space
Daniel Stevens - 2014-04-18

Blog - Support - Plans&pricing - Documentation - APl - Serverstaus - Versioninfo - Termsofservice - Privacy policy

JIRA - Confuence - Bamboo - Stash - SourceTree HipChat

WAtlassian

The system takes you to the Groups page in the team's account settings.
4. Locate the group you want to add the user to.
5. Enter a Username or email address in the field provided.
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Manage FA Teams In Space  ~
GENERAL Groups
Team settings ) o
Groups are useful for teams to quickly manage permission for various roles. To see which users count towards your plan, go to
Email addresses Plans and billing.
Custom domain
Add group
Change team ID
Delete team T
Administrators Edit @
PLANS AND BILLING have admin - access to this team’s repositories.
Plan details  can administer this team
# forward team emails to members of this group
ACCESS MANAGEMENT can create repositories in this team
User groups Username or email address Add
Otatth & Daniel Stevens [<]
APl ke
4 A Daniel Stevens [%]
SECURITY
Change password Developers Edit @
SSH keys have write ~ | access to this team’s repositories.
Audit log can administer this team
™ can create repositories in this team
Username or email address Add
& Daniel Stevens [<]
A Daniel Stevens [%]

When you type in the field, the system attempts to auto complete the name for you. You can also enter a
email address.

6. Click Add.
If you entered an email address and it has a corresponding Bitbucket account, the system resolves the
account for you. If Bitbucket could not resolve the address, it sends the user an invitation to join the team
by creating a Bitbucket account.

7. Repeat steps 5-6 for each user you want to add.

Step 3. Create repositories in or move repositories to your Bitbucket account

A repository (sometimes called a repo) contains your project code.
Create a repository and add some code.

You can choose either an individual account or, if you have permission, a team as owner of the repository.

Creating a repository with you as the owner also makes you creator and you will have administrator access
which is, essentially, irrevocable.

If you are a member of a team creating a team owned repository means:

® You are listed as the creator and automatically have administrator access to the repository.
® As creator you will have to be removed from the team to be removed from the repository.
This page

® Create a repo on Bitbucket
®* How to add code to your newly created repo

Related pages

Bitbucket Cloud Teams

All about how to create, manage, and grow your Bitbucket team.

Use and administer repositories

Once you have a repository learn how to work with all the features Bitbucket provides for your
repository.

Create a repo on Bitbucket
To create a repo, do the following:

1. Log into Bitbucket Cloud under your individual account.
2. Click Repositories > Create repository or the Create new repository link.
3. Choose a repository Owner.
This only appears if you are creating under an account with membership in one or more teams.
4. Enter a Name and Description for your repository.
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5. Tick Private if you want to hide your repository from the general public, so that only selected people can

see it.
6. Select the Repository type.
7. Click Create repository.

If you create a repository with mixed upper and lower case name, Bitbucket converts the name to all

lower case in the repository URL. The name appears in mixed
repositories with names that result in the same URL.

How to add code to your newly created repo

case in the Ul. You cannot create two

After you create a repository, Bitbucket provides you with a help panel. This help panel is an easy way to get
command tips for moving forward. Simply click to expand the section on the Overview page that applies to your

situation.

Create ~

= ©Bitbucket Dashboard ~ Teams~ Repositories ~ Snippets ~

Find a repository.

). emmap1
S/ 4 BitbucketSpaceStation

Repository setup
ACTIONS

Actions menu | &

Clone

Your repository is empty — let's put some bits in your bucket

Use to perform 18 create brancn QOverview
common ¢ Creats pull request Get code into Bitbucket fast using Atlassian SourceTree or the command line page
actions for your  x compare SourcoTren Read the
repository. < Fork + Get started using the SourceTree client gettmg ;tarted
, ) o " , tips, which are
NAVIGATION Download Atlassian SourceTree, a free Git and Mercurial client. Then it's just one click to clone!
Navigati e, replaced by
al o lone in SourceTree .
avigation e repository
menu @ sowce ) details when
Use to navigate = ¢ commis Command line not empty.
yOUr repOSitory. If Branches > I'm starting '.’OT scrat‘ch
P Fulrogeete > | have an existing project Settl ngs ||n k
() 1ssues Click to update
B o Need a complete walkthrough? Visit Bitbucket 101 for a complete tutorial repository
< Downloads details and
Blog - Support - Plans & pricing Documentation API Site status. Versioninfo - Terms of service Privacy policy Othel’ Settings.
Lk Setings JIRA— Confluence — Bamboo Tash GurcsTree — FIpChal

For example, if you have an existing project to push up:
Git
cd /path/to/ nmy/repo

git renote add origin
ssh://git @i tbucket. org/usernane/ bbreponane. git

git push -u origin --all

Or if you are starting from scratch:
Git
nmkdir /path/to/your/project
cd /path/to/your/project
git init

git renote add origin

ssh://git @i tbucket. org/usernane/ bbreponane. git

Mercurial
cd /path/to/ ny/repo

hg
push ssh://hg@itbucket. org/usert

Mercurial
cd /path/to/ ny/repo

hg push
ssh:// hg@i t bucket . or g/ user nane/ t

The Bitbucket service allows you to create an unlimited number of public repositories. The number of private

repositories is restricted by your plan.
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Tips, Tricks, and Links to More Information

® You can transfer a Bitbucket repository from an individual Bitbucket account to your JIRA team
account.

You can import a Git or Mercurial project from your local system into Bitbucket.

To learn about Bitbucket's few restrictions on repositories, see this page.

Some users have security and backup concerns about code, see this page for detalils.

See the Atlassian blog for information about Centralized vs. Distribute Version Control System
(DVCS).

Step 4. Connect the team account in JIRA

Make sure you understand how JIRA connects to your Bitbucket account

The connector needs permission from your Bitbucket account to access your account data. The connector does
this through an OAuth access token.

You create an OAuth access token from the Bitbucket account. You should create the access token on the team
that owns the repositories that you want to link. The values that make up the token are:

key A string generated by the Bitbucket system.
secret A string generated by the Bitbucket system.

authorizing account = The account that authorizes the token.

After you create a key and secret in Bitbucket, go back to JIRA. There, you can enter the account, the OAuth
key, and secret data.

Bitbucket does not automatically trust the key and secret it will ask you to authorize the Bitbucket connection.

When you link your Bitbucket account with JIRA all the public and private repositories owned by the account. It
adds a POST commit hook service to the repository on the Bitbucket system. The POST commit hook is a piece
of code that sits on the repository waiting for users to commit changes.

On the JIRA Cloud side, the repositories owned by your Bitbucket account appear on the Manage DVCS
Accounts page. A team member may create repositories under their individual Bitbucket account, but assign
the team as the owner. These repositories also appear in Bitbucket under the list.

Procedure to link an account

It is a two step procedure to link a Bitbucket account to JIRA. To work through this procedure, you must have
administrative rights on both the JIRA Cloud instance and on the Bitbucket account you want to link.
Step 1. Create an OAuth access token for your Bitbucket account

To link a Bitbucket account you create an OAuth access token on your Bitbucket account. If you are linking
repositories under a team, you should generate this token under the team account.

Log in to Bitbucket as a user with administrative rights on the account.

1. Choose Manage account.

(Optional) If connecting a team, choose the team from the Account drop-down.
Select OAuth.

Click Add consumer.

Enter JI RA DVCS for the Name.

Leave the other fields fields blank.

Press Add consumer.

Nogakwd

Keep your browser open to Bitbucket and go onto the next step.
Step 2. Link the account on JIRA

To complete the link between your DVCS and JIRA:

1. Log in to JIRA Cloud as a user with administrative rights.
2. From the JIRA dashboard click the

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
http://blogs.atlassian.com/2012/02/version-control-centralized-dvcs/
http://blogs.atlassian.com/2012/02/version-control-centralized-dvcs/
http://oauth.net/

Documentation for JIRA Administrators 7.1

o0k w

~

11.

o

(settings) icon.

Choose Applications then DVCS accounts (under 'Integrations' in the left-hand panel).
Click Link a Bitbucket Cloud or GitHubaccount.

Choose Bitbucket Cloud as your Host value.

Enter a Team or User Account.

For example, if you want to link the account that owns the htt ps: // bi t bucket . org/tutori al s/ mar
kdowndeno repository then you would enter t ut or i al s for the Team or User Account value. Linking
the t ut ori al s account links all of that account's repositories, not only the mar kdowndeno repository.
Copy the OAuth Key and OAuth Secret from your Bitbucket account into the dialog.

Leave the default auto link and smart commits (recommended) as is or change them.

Add New Account

Host = Bitbucket

Team or User Account” | tutorials

OAuth Key" | hLG7BDA928mUUgeVUg

Help with my key and secret.

OAuth Secret” pYU3uDBYTXQwqaREZClcuKGEGEat

@ Auto Link New Repositories

& Enable Smart Commits

Transition JIRA issues through commit messages.

Click Add.

. Grant access when prompted by the system:

B Bitbucket Repositories ~ = Create Q, owner/repository @~ ¥~

Confirm access to your account

JIRA is requesting read and write access to your public and private
repositories.

Blog - Support - Plans &pricing - Documentation - APl - Serverstatus - Versioninfo - Termsofservice - Privacy policy

JIRA - Confluence - Bamboo - Stash - SourceTree

WAtlassian

Upon success, the DVCS accounts page displays with your account.

The account you just connected and all of its repositories appear in the DVCS accounts page. The initial
synchronisation starts automatically. After that, the system continues to sync your repository automatically on a
regular basis.

Automatic synchronisation and temporarily disabling a link

After you link an account, JIRA automatically starts looking for commits that reference existing issue keys. The
summary shows the synchronisation results and errors, if any. A synchronisation of commit data from the DVCS
repository to JIRA can take some time. As the synchronisation progresses, the commits appear in related
issues. You can always enable and disable the linking of repositories with JIRA as needed.
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How the link appears in Bitbucket
The DVCS Connector does two things:

® |t adds an OAuth consumer to the linked account's list of integrated applications. To view the listing in
Bitbucket, click your profile image and select Manage Account. Click Integrated applications and you'll
see a listing similar to the following:

Account 3 noctools-ondemand ~

Account sattings Integrated applications

Groups - ; ] ’ ] -
P There are no applications authorized to interact with your Bitbucket repositories.

Email addresses
SSH keys OAuth consumers

Custom domain Generate your own OAuth customer key and secret to build your own custom integration with Bitbucket.

Plans and billing

Integrated applications

Name
Change password

¥ noctools.atlassian.net Edit
Change username e

Atlassian OnDemand Integration - Please do not remove
Sessions ;
URL https://noctools.atlassian.net

Delete account Key GQpUUSUPVPUWIePZp
Secret MIBIFLFtrgTgGWnEhCXZJqadaNdmmM7KK

® The DVCS Connector programmatically adds a POST commit hook service to each of the account's
repositories. To view this service, choose

o]

Settings, then click Hooks to display the Hooks page. You'll see a listing similar to the following:

= DDBitbucket Dashboard - Teams - Repositories - Pastes  Create - © Feedback ®-
tutorials H
tutorials.bitbucket.org Settl ngs
ACTIONS
Repository details Hooks
.i, Clone

Access management

Hooks allow you to extend what Bitbucket does when the repository changes (for example, new code is pushed or a pull request
IS'] Create branch

Branch management Is marged).
+
¢ty Create pull request Username aliases
e Select & hook. = Add hook
More | Hooks
Links POST http://localhost:2990/jira/restbitbucket/1.0/repository/1/sync
NAVIGATION ot . Edit @
) eployment keys
all Overview
% Strip changesets
Source
Transfer repository
®  Commits

Delete repository

te Berrbnn

The DVCS Connector uses its link to check for new repositories on the account, then adds this service to
those as well. You see the result of all this on the Services page.

What to do next

What you do after getting started depends on your team's own knowledge and needs:

® |f your team is unfamiliar with code hosting using Bitbucket or brand new to DVCS, you should work
through the Bitbucket 101.

® |f your team is comfortable with DVCS and Bitbucket, you might want to learn to Link to a web service in
Bitbucket which will give you even more interaction between JIRA and Bitbucket.

® The DVCS Connector lets you update and move JIRA issues through a workflow, see processing JIRA
issues with smart commit messages for commands and examples of how to do this.
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Integrating with collaboration tools
Integrating with Confluence
Give your team the ability to share, discuss and work with JIRA application issues in Confluence, and create

knowledge articles for your service desk customers. Here are some of the ways you can benefit from
integrating Confluence with your JIRA applications:

For... You can...

Bugs Create a knowledge base article to document a workaround for a bug.

New Features Create a product requirements document for a new feature.

Self-service Create knowledge articles that customers can view on the customer portal to find

solutions themselves

General JIRA Use  Document and collaborate with your team on an issue in Confluence.
Case

And here are just a few of the things Confluence allows you to do:

Share pages

Watch pages

Create knowledge articles from service desk issues

Collaborative commenting, especially through the use of @mentions

Form a team network and let them know what you are doing via a status update
Add images, picture galleries, videos, and more

Enable various content macros

See Integrating JIRA and Confluence for more information.

Integrating with HipChat

This page also assumes that you are using the latest version of the integration plugin. Some features
may not be available with previous versions of the plugin.

Integrating JIRA applications and HipChat gives you and your team the following collaboration power:

® Get notifications in your HipChat rooms when a customer updates a service desk request, or a
developer comments on an issue.

® Create a dedicated HipChat room from the issue you're working on and want to discuss with
your team.

® Preview JIRA issues and service desk requests directly in HipChat when someone on your
team mentions them.

Before you begin

The JIRA Server and HipChat integration shares information between the two applications in the following
ways:

® Push: JIRA sends notifications to HipChat.

® Pull: HipChat retrieves information from JIRA. If your JIRA server is behind a firewall, you will need to
make the server addressable from the internet (by assigning an addressable URL). If you are unable
to access your JIRA server from behind the firewall, you can still use the integration, you will just be
unable to receive pull messages such as JIRA Issue Preview. Alternatively, you can install and
configure HipChat Server from behind the same firewall.

Connection status is displayed in the Connect field.

® Connected: HipChat and JIRA are connected and working just fine. Carry on.

® |Limited: HipChat cannot connect to your JIRA server - it may be behind a firewall. You can still
receive messages from JIRA in HipChat, but some functionality (such as Issue Preview and
@mentions) may not work.
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®* Not Connected: Could not connect to the HipChat server. Integration features will be unavailable
until the connection is restored. To diagnose connection issues, contact your JIRA Administrator.

® Unknown: HipChat cannot determine the connection status and may be unable to connect to your
JIRA server. Some, or all, functionality may not work.

Linking JIRA and HipChat

The JIRA and HipChat integration is packaged with JIRA 6.4 and later versions. For previous versions of
JIRA or for the latest integration plugin go to the HipChat for JIRA integration plugin page and follow the
installation instructions.

1. Log in as a JIRA administrator or a Project Administrator.
2. Go to the JIRA administration console > Applications.
3. Scroll down the page to the Integrations section and select HipChat.
4. Select Connect HipChat.
5. Follow the instructions to link JIRA to your HipChat site.
6. Once integrated, you can connect your JIRA projects to your HipChat rooms.
HlpChat integration @) Invite users to HipChat
° Connect Choose Invite
JIRA is integrated with HipChat group Awesome! Go ahead and set up more Invite your team to collaborate in
Dottedhalf, rooms below. HipChat
STATUS LIMITED
Status
Gonnection D tation Project (DP =» | Select HipChat room
4 locumentation Project v | =
between JIRA and jectom)
HipChat.
Project Room
Documentation Project =»  Collaboration Family Management Team # Edit & Delete
Documentation Project -» Cooking  Done & Delete
FOR ISSUES THAT MATCH THIS FILTER
Type: All v & | Priority: All «  Advanced
SEND A MESSAGE TO THE ROOM WHEN
Issue created
Messages Assignee field updated
SE|GCt messages Someone leaves a comment
to Send to the Issue transitioned to: Status: All -
room.

HIPCHAT CLIENT NOTIFICATIONS

Nolify users in the room

Remove OAuth Permissions

You can remove permissions that you have granted to allow JIRA to access HipChat. For instance, if you
have given JIRA permission to invite users on HipChat's behalf.

Select your avatar to access your profile.
Click Profile.

Select Tools.

Click HipChat OAuth Sessions.

Select Remove Access.

agprpwddPRE

Integrating with Portfolio for JIRA

Portfolio for JIRA provides a single, accurate place for viewing, planning and managing your work across
multiple teams and projects. See our guide to how JIRA and Portfolio for JIRA work together.

Using AppLinks to link to other applications

Application Links (sometimes called "AppLinks") is a bundled plugin that allows you to link Atlassian applications
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to each other. Linking two applications allows you to share information and access one application's functions
and resources from within the other.

Atlassian recommends only using OAuth authentication for application links, because of the greater security
inherent with that protocol. We no longer recommend the Trusted Applications and Basic authentication types.

Linking JIRA to other applications allows you to include information from these systems in JIRA projects and
issues. For example, if you link JIRA to Confluence, you can include pointers to wiki pages when creating or
editing issues. Another common use case is to link Bitbucket Server with JIRA, this allows you to view branches,
commits and pull requests that correspond to your stories in JIRA. In addition to Atlassian applications, you can
also link to external applications; for example, you might use a plugin that allows you to share ZenDesk or
Salesforce data via an application link.

Create an application link

1. Log in to JIRA as a user with 'JIRA Administrator' permissions.
2. Choose

> Applications. Select Application Links in the left menu.
3. Enter the URL of the application you want to link to, then click Create new link.
® |f you check The servers have the same set of users... then user impersonation with 2-Legged
OAuth authentication will be configured for this link. You can change this later if necessary.
® |f you are not an admin on both servers you won't be able to set up a 2-way (reciprocal) application
link. If you want to go ahead and create a 1-way link anyway, clear the | am an administrator on
both instances checkbox.
4. Use the wizard to finish configuring the link. If the application you are linking to does not have the
Application Links plugin, you must supply additional information to set up a link with OAuth authentication.

When you complete the wizard, the Application Links plugin will create the link between your applications using
the most secure authentication method that is supported between the two applications. See the Application Links
User Guide for more information.

The new link will appear on the "Configure Application Links" page, where you can:

® Edit the settings of the application link (for example, to change the authentication type of the link) using
the Edit link.

® Specify the default instance if you have multiple links to the same type of application (for example, to
multiple JIRA servers) using the Make Primary link. See Making a primary link for links to the same
application type for more information.

Impersonating and non-impersonating authentication types
Atlassian's application links provide both OAuth and OAuth with impersonation authentication types:

OAuth authentication

Non-impersonating authentication allows you to link applications when the applications don't share the same
user base.

It always uses a pre-configured user, and not the logged-in user, when making a request. The server handling
the request determines the level of access to use based on the access permissions of that pre-configured user,
and this is used for requests from all users.

See OAuth security for application links for more information.

OAuth with impersonation

Impersonating authentication makes requests on behalf of the user who is currently logged in. People see only
the information that they have permission to see. This authentication type should only be used when the two
servers share the same user base.

Impersonation provides greater convenience for your users — they don't need to authenticate when they request
restricted resources from the remote application. The following restrictions apply:

® Both applications must be Atlassian applications.
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® Users should have the same user account and use the same password on both applications.

See OAuth security for application links for more information.

Linking to developer tools

When you create a new application link between JIRA and an instance of Bitbucket Server, FishEye, Crucible or
Bamboo, 2-legged (2LO) and 3-legged OAuth (3LO) are enabled by default. 2LO is required for information from
any of those applications to be included in the summaries in the Development panel; 3LO is used to ensure that
a user has authenticated with the other applications before they get to see the information in any of the details
dialogs.

An existing application link between JIRA and Bitbucket Server, FishEye, Crucible or Bamboo (that perhaps
used Trusted Apps authentication) needs to have 2-legged authentication (2LO) enabled for both outgoing and
incoming authentication, so that information from the application can be included in the Development panel
summaries.
~ Click here to see how to enable 2-legged OAuth...
When updating an older application link to use OAuth, 3-legged authentication is applied by default, but you
need to explicitly enable 2LO. Enable 2-legged authentication for the application link from within JIRA as
follows:

1. Go to the JIRA admin area and click Applications.

2. Click Edit for the app link with the other application.

3. For both Outgoing Authentication and Incoming Authentication:
a. Click OAuth
b. Check Allow 2-legged OAuth.
c. Click Update.

The application link update process will involve logging you into the other application for a short time to
configure that end of the link, before returning you to JIRA.

Troubleshooting

Having trouble integrating your Atlassian products with application links?
We've developed a guide to troubleshooting application links, to help you out. Take a look at it if you
need a hand getting around any errors or roadblocks with setting up application links.

Integrating with other tools

Integrating with Flowdock

You can integrate Flowdock with JIRA Cloud and issues from your JIRA projects will be included in your
Flowdock flows.

If you link a JIRA project to a Flowdock flow, all JIRA comments will appear on FlowDock regardless of the
restriction level that is set when creating the comment. Please ensure that you only link JIRA projects to
Flowdock flows when it is acceptable for all JIRA comments to be visible.

To enable Flowdock in JIRA:

1. Log in as an admin to your site.

2. Choose Manage Plugins > Show System Plugins.

3. Locate Flowdock for JIRA and click Configure. The Flowdock integration page will display all the JIRA
projects that are set up.

4. Enter your Flowdock API key against the JIRA projects that you want to include in your Flowdock flow.
To get your Flowdock API key, log in to Flowdock and view the Integrating with variety of issue trackers p
age. Your API key will be displayed in the JIRA instructions.
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5. Click Save. The API key information will be saved and the Flowdock integration page will refresh.

You will now receive messages in your Flowdock flow for any issue activity (e.g. issue creation, issue comments
added, issue fields updated, etc) in the configured JIRA projects.

Integrating with Zephyr

JIRA Cloud comes with the Zephyr Enterprise Connector plugin, and this plugin sends defect metrics to Zephyr
Enterprise and Zephyr Community Editions. This plugin is a different plugin from Zephyr for JIRA.

To enable Zephyr in JIRA:

1. Log in as an admin to your site.

2. Choose Plugins. You will see the list of user-installed plugins.

3. Near the bottom of the page, locate the Zephyr Enterprise Connector and click it to display the available
options.

4. Click Enable. The Zephyr plugin will be enabled.

To connect to JIRA from Zephyr:
See Zephyr's JIRA Overview & Setup documentation.
Related topics

* http://www.getzephyr.com/zephyr/test_ management_integrated_with_atlassian_ondemand.php
® https://plugins.atlassian.com/plugin/details/18715

Integrating with Subversion

JIRA's Subversion integration lets you see Subversion commit information relevant to each issue. Subversion
integration can be implemented either by using Atlassian FishEye or the Subversion add-on. The FishEye
integration offers greater scalability, insight and flexibility into your source code and related integration with JIRA,
however both solutions allow you to link JIRA to related code changes in Subversion.

All Comments Change History P4 Changes g
Revision Date User Message
#11 FriMov 12 Mike Big, very exciting commit for TEST-3!

173033 Files Changed

EST 2004

ADD trunk/moved.td (from Arunk/copieddocument.td #10)
pEL trunk/copieddocument.bd

ADD trunkMewFile java

pEL trunk/mydocument. it

Revision Date User Message
#10 ThuMov  Mike Fixed TEST-3
11 i
18-12:59 Files Changed
EST 2004 mooiFy trunkimydocument bd

Commits will appear in this tab if the commit log mentions the issue key (‘TEST-3' above).

Listeners
Listeners are unique to JIRA, and a very powerful way to extend it.

JIRA has a complete event subsystem that fires events whenever anything
happens inside the application. For example, an | SSUE_CREATED event is
fired whenever an issue is created.
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A Listener is a class that implements one of the Listener interfaces. It is then On this page:
called whenever events occur in JIRA. Using those events, you can then ® Listener
perform any action you want. For example, the email sent by JIRA is driven interfaces
by the MailListener. ®* Example
. . listeners
Listeners are m_ost useful vyh_en you want to drive or affect external systems * Registerin
from events which occur within JIRA. g a listener
Note: For all of the following procedures, you must be logged in as a user * Editing
with the JIRA Administrators global permission. Ilstener_
properties
® Removing
a listener
¢ Custom
events
® See also

Listener interfaces

JIRA has the following concrete Listeners (which extend the base JiraListener interface):

com.atlassian.jira.event.JiraL = The base interface which all other JIRA listener interfaces extend. Covers
istener core listener properties like uniqueness, description, parameters etc.
API doc

com.atlassian.jira.event.issue. The main listener interface in JIRA, used whenever anything happens to
IssueEventListener an issue.
API doc

com.atlassian.jira.event.user.  This listener is called whenever anything happens to a user within JIRA.
UserEventListener API doc

Example listeners

The examples provided may be freely used and modified for use in your own environment. The source of all
examples is available and should give you good overview of how simple it is to write your own listeners. Both
example listeners are included with JIRA 2.1, and both implement User Event Li st ener and | ssueEvent
Li st ener.

® DebuglListener — This is a very simple listener that prints events and their content to System.out
whenever they are received. To test this listener, add a listener with the class com atl assian.jira
.event.listeners. DebuglLi stener .

® MailListener — This listener is how mail notifications are currently sent from within JIRA, and a good
example of a more complex listener. It basically listens for events, and turns them into email
notifications using Velocity templates to generate the mail bodies.
This listener is usually always turned on in JIRA — see Email notifications for more details. If you want
to write more complex or more specific notifications, you can disable the internal MailListener and add
your own.

Other examples of useful tasks that can be accomplished with listeners are:

® Send SMS or IM notifications — A listener could easily send notifications for various events via SMS
or instant messenger (e.g. ICQ or AIM) - or anywhere that you have a Java library to send messages.

® Group notifications — A listener could notify certain groups of issue changes, depending on the
content of the issue. For example any issue containing "windows" in the environment could notify your
"windows-developers" group.

Registering a listener

ﬂ For custom-written listener classes, make sure your listener class is in the classpath where JIRA can see
it — the best locations are usually the <j i ra- appl i cati on-di r>/ WEB- | NF/ cl asses or <jira-appli
cation-dir>/\VEB-I| NF/I|ib subdirectories of your JIRA installation directory (as JAR files).
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1. Choose

> System.
2. Select Advanced > Listeners to open the Listeners page.
3. Inthe 'Add Listener' form at the bottom of the page, complete the following fields:
®* 'Name'— an appropriately descriptive name for the listener.
® 'Class' — the fully-qualified class name of your listener.

Add Listener

Add a new listener by entering a name and class below. You can then edit it to set properties.
Name
Class

» Built-in Listeners

Add

ﬂ To use one of JIRA's built-in listener classes, first click the 'Built-in Listeners' link to
expand the list of listener classes and then click the name of the specific class in the list. The
fully-qualified class name of the built-in listener will be added to the 'Class' field.

4. Click the 'Add' button and the listener will now be added to the list of listeners above.

Editing listener properties

If your listener accepts parameters or properties, you can edit these by clicking the 'Edit' link associated with
your listener (on the 'Listeners' page in JIRA's Administration area).

When defining your own Listener, there is a method get Accept edPar ans to overload for defining the
parameter names which are passed as an array of String objects. The i ni t method is given a Map with the
configured values (the JavaDoc is outdated). The com at | assi an.jira. event.|isteners. DebugPar
anLi st ener class is a good example of doing this with two parameters.

Removing a listener

To remove a listener, click the 'Delete’ link associated with that listener (on the 'Listeners' page in JIRA's
Administration area).

Custom events

With the ability to add custom events to JIRA, the listener must be updated to deal with the event as
appropriate. This is possible by providing an implementation for the method cust onEvent (| ssueEvent
event) in the listener. For example, the MailListener implementation passes the custom event on for
notification processing. The DebugListener logs that the custom event has been fired.

See also

® Tutorial - Writing JIRA event listeners with the atlassian-event library — this describes how to write
listeners using the Atlassian Events library (see JIRA-specific Atlassian Events), rather than the JIRA
Listener Events described above.

Managing add-ons

About add-ons On this page:

) _ ® About add-ons
An add-on is an installable component that * About the Universal Plugin
supplements or enhances the functionality of JIRA in Manager

some way. For example, the JIRA Calendar Plugin is
an add-on that shows the due dates for issues and
versions in calendar format. Other add-ons are

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
http://docs.atlassian.com/software/jira/docs/api/latest/com/atlassian/jira/event/JiraListener.html#init(java.util.Map)
https://developer.atlassian.com/display/JIRADEV/Tutorial+-+Writing+JIRA+event+listeners+with+the+atlassian-event+library
https://developer.atlassian.com/display/JIRADEV/JIRA-specific%20Atlassian%20Events
https://marketplace.atlassian.com/293

Documentation for JIRA Administrators 7.1 110

available for connecting JIRA to Bamboo,
developing for JIRA, and accessing Atlassian
support from JIRA.

JIRA comes with many pre-installed add-ons (called
system add-ons). You can install more add-ons,
either by acquiring an add-on from the Atlassian
Marketplace, or by uploading an add-on from your
file system. This means that you can install add-ons
that you have developed yourself. For information
about developing your own add-ons for JIRA, see
the JIRA Developer documentation.

To enable various JIRA Gadgets, see Configuring
the default dashboard.

You may notice that the terms ‘add-on' and 'plugin’ both appear in the Atlassian documentation and
tools. While the terms are often used interchangeably, there is a difference. A plugin is a type of
add-on that can be installed into an Atlassian host application. Plugins are what developers create
with the Atlassian SDK. But there are other types of add-ons as well. For example, the JIRA client is
an add-on that runs as a separate program rather than as a plugin to JIRA. This documentation uses
the term ‘add-on' most often.

About the Universal Plugin Manager

The Universal Plugin Manager (UPM) is itself an add-on that you use to administer add-ons from the JIRA
Administration console. UPM works across Atlassian applications, providing a consistent interface for
administering add-ons in JIRA, Confluence, Crucible, Fisheye, Bitbucket Server, or Bamboo.

UPM comes pre-installed in recent versions of all Atlassian applications, so you do not normally need to
install it yourself. However, like other add-ons, the UPM software is subject to regular software updates.
Before administering add-ons in JIRA, therefore, you should verify your version of the UPM, and update it if
needed.

You can update UPM or any add-on from the UPM's own add-on administration pages. In addition to
updating UPM, you can perform these tasks from the administration pages:

Install or remove add-ons

Configure add-on settings

Discover and install new add-ons from the Atlassian Marketplace

Enable or disable add-ons and their component modules, including "safe mode"

If the add-on request feature is enabled in your Atlassian application, non-administrative users can also
discover add-ons in the Atlassian Marketplace. Instead of installing the add-ons, however, these users have
the option of requesting the add-ons from you, the administrator of the Atlassian application.

For more information on administering the add-on request feature or performing other common add-on
administration tasks, see the Universal Plugin Manager documentation.

Managing webhooks

Webhooks are user-defined HTTP POST callbacks. They provide a On this page:
lightweight mechanism for letting remote applications receive push ®* Managing
notifications from JIRA, without requiring polling. For example, you may webhooks
want any changes in JIRA bugs to be pushed to a test management system, in JIRA

so that they can be retested.

ﬂ Please read the JIRA Webhooks page (JIRA developer documentation)
for detailed information on how to configure JIRA webhooks, including a
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description of the events, how to register a webhook via the REST API,
examples, and more. This page only contains instructions on how to use the
Webhooks user interface in the JIRA administration console.

Managing webhooks in JIRA

1. Log in as a user with the JIRA Administrators global permission.
2. Choose

> System. Select Advanced > Webhooks to open the Webhooks page, which shows a list of all
existing webhooks.
3. Here's a few tips on using this page:
® Click the summary of the webhook in the left '‘Webhooks' column to display the details of the
webhook. You can edit, delete and disable it via the details panel.
® Deleting a webhook removes it permanently. If you just want to prevent it from firing, disable the
webhook instead.

Screenshot: Webhooks displayed in the JIRA administration console

+ Create a Webhook = (@

Webhooks

A webhook is an event callback, used by remote applications to receive notifications of events on JIRA issues. Events will be sent to the URL provided, and can be created for specific
events or issues that match a particular JQL query.

Webhooks Testing Webhook

Testing Webhook URL http://lexample.com/rest/webhooks/webhook1
http://fexample.com/rest/webhooks . . -
| Last Updated By admin admin [Administrator]
'webhook1

Last Updated 16/May/13 2:24 PM
Exclude details No
JQL Allissues
Events All issue events

Transitions  No linked transitions.

Edit Delete Disable
Services
A service is a class that runs periodically within JIRA. Since a service runs On this page:
inside JIRA, it has the ability to use all of the JIRA APl — and, as it is written ® Reqgisterin
in Java, it can use any Java libraries. g a service
. . . ® Editin

Services are useful because they enable you to integrate with external - c?a
systems by pulling data into JIRA periodically. JIRA comes with a number of properties
pre-written services, and custom services can be written and plugged in at * Removing
runtime. o S
@ Writing a new service? ® Built-in

services
If you are not extending a built-in JIRA service, you should strongly consider ® Custom
writing your new service using the SAL API. Please see our Scheduling services

Events via SAL Tutorial for more information.

I Note: For all of the following procedures, you must be logged in as a
user with the JIRA Administrators global permission.

Registering a service

@ For custom-written services, make sure your service class is in the classpath where JIRA can see it — the
best locations are usually the <j i ra- appl i cati on-di r>/ VEB- | NF/ cl asses or<jira-application-
di r >/ WEB- | NF/ | i b subdirectories within of your JIRA installation directory (as JAR files).

1. Choose
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> System.
2. Select Advanced > Services to open a page showing all the configured services.
3. Inthe Add Service form at the bottom of the page, complete the following fields:
®* Name — a descriptive name for this service.
® Class — the fully-qualified class name of your service. This is likely to have the form com at |
assian.jira.service.services.type. TypeService
See Sample services for provided service class names.
© To use one of JIRA's built-in service classes, first click the Built-in Services link to expand
the list of service classes and then click the name of the specific class in the list. The
fully-qualified class name of the built-in service will be added to the Class field.
® Delay — the delay (in minutes) between service runs.
For example, to add a debugging service, click the Built-in Services link followed by the Debu
gging Service link.
4. After completing the fields on the Add Service form, click the Add Service button. This opens the Edi
t Service page, where you can configure your new service's options.
Your service's options will vary depending on the type (i.e. class) of service you chose.
5. After completing the remaining options on the Edit Service page, click the Update button to save your
new service's options.

Editing service properties

1. Choose

> System.
2. Select Advanced > Services to open a page showing all the configured services.
3. Click the Edit link associated with the service whose properties you wish to edit.

For example, to change the interval at which email is sent from JIRA, edit the Mail Queue Service and
change the Delay from the default value of 1 minute.

Removing a service

1. Choose

> System.
2. Select Advanced > Services to open a page showing all the configured services.
3. Click the Delete link associated with the service you wish to remove.

Built-in services

JIRA has some useful services out of the box, which may be used as-is or modified for use in your own
environment. The source code for all built-in services is available and should give you a good overview of
how simple it is to write your own services. All built-in services are included with JIRA and need only be
configured to be used.

Export service

The Export Service is useful for periodically backing up JIRA. It exports all data from JIRA every time it is run,
into a directory supplied as a parameter. The export files are timestamped, thus the service can act as a
backup system.

To test this service, add a service with the class com.atlassian.jira.service.services.export.ExportService
. JIRA sets up an ExportService in new JIRA installations (once the setup wizard has been completed).
Hence, you may find you already have one.

You can find this class within the following directory of an expanded JIRA source archive (which can be
downloaded by JIRA customers from https://my.atlassian.com):
<source-installation-directory>/jira-project/jira-conponents/jira-core/src/min/
javal/com atl assian/jiralservicel/services/export

Mail handler services

JIRA mail handler services are not configurable through JIRA's Services page (with the exception of being
able to be removed). For more information about configuring a mail handler in JIRA, including the creation of
custom mail handlers, please refer to Creating issues and comments from email.
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Custom services

If you are a JIRA developer who wishes to write your own JIRA service, please note that JIRA Service
classes must all extend com.atlassian.jira.service.JiraService. Most do so by extending com.atlassian.jira.ser
vice.AbstractService or some more specialized subclass.

Upgrading JIRA applications

If you're upgrading from a version of JIRA earlier than 7.0, you should consult the Migration hub.
The release of JIRA 7.0 contained functionality that affects your user management, application
access and log in permissions, and your JIRA installations setup, and it's very important that you
understand the requirements and the implications before you upgrade. The Migration hub has all this

information in one handy space.

There are several ways to upgrade JIRA, and the
method you choose to use depends on which
version of JIRA you use, and the type of
environment you use it in. Use this table to
determine which steps to follow to complete your

JIRA upgrade:

Required uptime (SLA)

High / Mission Critical

This method is recommended for
enterprise environments where
extended or unplanned downtime
might negatively impact the
business.

Low — Medium

If you use JIRA in a non-mission
critical environment, depending on
your specific installation details,
you use either the safe (no
downtime) or manual method to
upgrade.

If you are upgrading from JIRA
4.3.0 or later, you also have the
option to use the upgrade
capabilities built into the installer
to perform a rapid upgrade of your
existing JIRA installation - this
method is the fastest way to
Nasgsade - however due to its

If you need to move JIRA to a new
server, or use it in a new environment
that has a different operating system,
different database type, or different
location of attachment or index files,

follow the instructions for Migrating JIRA
to another server.

Hardware/Software Operating
Change system

Any any

Neither operation MS
system, database or Windows /
home directory will  Linux

be changed.

Solaris

JIRA
package

any

Standalone

any

Current
JIRA
version

any

4.3.0 or
later

4.2.x or
earlier

any

Upgrade
process

Upgrading
JIRA with

a fallback

method

Upgrading
JIRA
using a
rapid
upgrade
method

Upgrading
JIRA
manually

Upgrading
JIRA
manually

'”-R'ag,%%tll gé%g‘fgmectzh?ﬁlj haVIirt]Iqat you upgrade to the latest production version available. If you upgrade to

[
recen Cel’u

option,

advisories that apply to the version.
® |f you plan to skip multiple major versions of JIRA when you upgrade, please review the Skipping
major versions when upgrading JIRA for important information on the recommended way to skip

versions.

Upgrading JIRA applications manually
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If you're upgrading from a version of JIRA earlier than 7.0, you should consult the Migration hub.
The release of JIRA 7.0 contained functionality that affects your user management, application
access and log in permissions, and your JIRA installations setup, and it's very important that you
understand the requirements and the implications before you upgrade. The Migration hub has all this
information in one handy space.

This page describes how to upgrade JIRA installations that don't support the On this page:
rapid upgrade method or fallback method. You should use this method to ® 1. Before
upgrade JIRA if you meet any of the following criteria: you start
. .
® You use JIRA 4.0.0 or later on Solaris. ﬁl.oBacklng
® You use JIRA 4.0.0 — 4.2.x on Windows or Linux. * 3. Setting
See Upgrading JIRA applications for more information on the methods you up your
can use to upgrade JIRA. new JIRA
installation
® 4. Post
upgrade
checks
and tasks

1. Before you start

® Read about the new version - Review the release notes and upgrade notes for the version of JIRA
that you are upgrading to. See our Release notes for JIRA Server. If you plan to skip a few JIRA
versions during your upgrade, we strongly recommend that you read the upgrade guides for all
major versions between your current version and the version to which you are upgrading.
® Check your license - Verify that your license support period is still valid.
® Check for known issues - Use the JIRA Knowledge Base to search for any issues in the new version
that will affect you.
® Check for compatibility:
® Confirm that your operating system, database, other applicable platforms and hardware still
comply with the requirements for JIRA 7.1. The End of Support Announcements page also has
important information regarding platform support for future versions of JIRA.
® If you have installed JIRA plugins (i.e. not included with JIRA), verify that they will be
compatible with the version of JIRA you are upgrading to. You can find a plugin's compatibility
information from the plugin's home page on the Atlassian Plugin Exchange.
® Some anti-virus or other Internet security tools may interfere with the JIRA upgrade process
and prevent the process from completing successfully. If you experience or anticipate
experiencing such an issue with your anti-virus/Internet security tool, disable this tool before
proceeding with the JIRA upgrade.

We strongly recommend performing your upgrade in a test environment first. Do not upgrade your
production JIRA server until you are satisfied that your test environment upgrade has been
successful.

* |f you have any problems with your test environment upgrade which you cannot resolve,
create an issue at our support site so that we can assist you.
® |f you have any problems during the upgrade of your production JIRA server, do not allow your
users to start using this server. Instead:
® Continue to use your old JIRA server — this will help ensure that you do not lose
production data.
® Also create an issue at our support site so that we can help you resolve the problems
with your upgrade.

2. Backing up
Before you begin the JIRA upgrade, we strongly recommend that you back up your existing JIRA installation.

2.1 Stop users from updating JIRA data
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During the upgrade process, you'll export JIRA's database from your existing JIRA installation (via an XML
backup) and then restore this backup into a new JIRA installation. To ensure that the data in the XML backup
is consistent with the latest data in the system, you must temporarily restrict access to JIRA so users can't
update the data. Refer to the Preventing users from accessing JIRA applications during backups page for
more information.

I Be aware! Inconsistent XML backups cannot be restored!
2.2 Back up your database

Perform an XML backup of your existing JIRA installation's external database. For large JIRA installations,
this process may require several hours to complete.

The 'embedded database' is the H2 database supplied with JIRA for evaluation purposes only. If you
accidentally use the H2 database in a production system, perform an XML backup of this database
and continue on with this procedure.

2.3 Back up your JIRA home directory

1. Shut down JIRA.

2. Locate the JIRA home directory. You can find information about the location of the directory by
navigating to the <j i r a- appl i cati on-di r>/ WEB- | NF/ cl asses/jira-application. proper
ti es file in your JIRA application installation directory. Alternatively, you can open the JIRA
configuration tool to see the directory that is set as your JIRA Home.

3. Navigate to the directory specified in the configuration file and create a backup of it in another
directory.

4, B Delete the file <jira-home>/dbconfig.xml from the original folder as soon as the backup is complete.
2.4 Back up your attachments and index directories if located outside your JIRA home directory

If the attachments and index directories are located outside of your JIRA home directory, you must back
them up separately. These pages describe how to find out where these directories are located in your
implementation:

® Your attachments directory — Refer to Configuring file attachments page in the documentation for
your version of JIRA.

® Your index directory — Refer to Search indexing page in the documentation for your version of JIRA.
Also refer to Backing up data for more information about backing up attachments in JIRA.
2.5 Back up your JIRA installation directory
The 'JIRA Installation Directory' is the directory into which the JIRA application files and libraries were

extracted when JIRA was installed.

3. Setting up your new JIRA installation

If you are running a 'mission-critical' JIRA server, we highly recommend performing the remaining
steps of this guide in a test environment (e.g. using a separate test JIRA database and a copy of
your JIRA Home directory) before performing the upgrade in production.

3.1 Install the new version of JIRA

Download and extract the JIRA distribution you require to a new directory. Do not overwrite your existing
JIRA installation. Ensure this has been shut down and install the new JIRA version to a new location.

Follow the installation instructions Installing JIRA applications.

3.2 Point your new JIRA to (a copy of) your existing JIRA Home directory

If your new JIRA 7.1 installation is on a new server, copy the backup of your existing JIRA Home
Directory from the old server to the new server before proceeding.
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To set up a distribution:

1. Open the JIRA configuration tool.
2. Click the JIRA Home tab.
3. Update the JIRA Home Directory field:
® |f your JIRA 7.1 installation is on a new server, update the JIRA Home Directory field to the
path of your copied JIRA Home directory.
® If your JIRA 7.1 installation is on the same server, update the JIRA Home Directory field to the
path of your existing JIRA Home directory.
@ For more information about this directory, see JIRA home directory.

@ You can also set your JIRA Home Directory's location by defining an operating system environment
variable J| RA_HOME. This value of this variable takes precedence over the value of the j i r a. hone property
inthe jira-application. properties file in your JIRA installation directory. See Setting your JIRA
home directory for details.

3.3 Connect the new version of JIRA to a new, empty database
Create a new, empty database that your new JIRA installation will use to store its data.

Follow the appropriate 'Connecting JIRA to..." instructions for your database from stage 2, although from
stage 4 of that procedure, be aware of the yellow note below:

Connecting JIRA to PostgreSQL
Connecting JIRA to MySQL
Connecting JIRA to Oracle
Connecting JIRA to SQL Server 2008

If you are using a database (called jiradb, for example) with your existing JIRA installation and the
database for your new JIRA installation is running on the same machine or database server, create
your new database with a different name (e.g. something intuitive like jiradb_440 for JIRA 4.4.0).
However, ensure the new database has identical access permissions to the old JIRA database.
Consult your database administrator if you need assistance with this.

ﬂ You do not need to create a new database if you are using the embedded H2 database.
3.4 Migrate your existing JIRA configurations over to your new JIRA installation

If you have modified properties in configuration files of your existing JIRA installation, make the same
modifications in your new JIRA installation. However, because the properties in the configuration files may
have changed between versions, you cannot simply copy the configuration files from your existing installation
and replace the equivalent files in the new installation.

For each file you have modified in your existing JIRA installation, you need to manually edit each
equivalent file in your new JIRA installation and re-apply your modifications. If a file is not present in
your new JIRA installation (for example, osuser . xmi in recent JIRA versions), then simply copy that file
over to your new JIRA installation.

The table below lists the most commonly modified files and their locations within your JIRA Installation
Directory:

File Location in 'recommended' (formerly  Description
‘Standalone') JIRA distributions
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jira-application.properties

setenv.bat (Windows) or
setenv.sh (Linux)

osuser.xml
(not required if upgrading
from JIRA 4.3.0 or later)

seraph-config.xml

server.xml

atl assi an-jiral VEEB-1 NF/ cl asses

bi n

atl assi an-jiral/ VEEB- | NF/ cl asses

atl assi an-jiral/ VEEB- | NF/ cl asses

conf

Location of the JIRA Home
Directory and Advanced JIRA
Configuration in JIRA 4.3.x and
earlier.

Any custom property values defined
inthejira-application.prope
rti es file of your existing JIRA
4.3.x (or earlier) installation must be
migrated across to the j i r a- appl

i cation. properti es file of your
new JIRA 7.1 installation before you
start your new JIRA installation.

Upon starting your new JIRA
installation, any custom property
valuesinthejira-application.
properti es file will automatically
be migrated across to either the JIR
A database or jira-config.properties f
ile.j i ra. home is the only property
ofthejira-application. prope
rties file subsequently used by
JIRA.

Increasing JIRA Memory

Modified if you have integrated
LDAP with JIRA, integrated Crowd
with JIRA, or if you are using a
custom form of external user
management or user authentication.

Modified if you have integrated
Crowd with JIRA.

Modified in the following situations:

® |f you had previously configured
JIRA's TCP ports differently from
their defaults.

® If you had implemented SSL.

® When connecting JIRA to a
database in JIRA 4.3.x and
earlier.

0 The version-specific upgrade notes contain details on properties which may have changed in these

commonly modified files.

In addition to the files above, you should also consider and/or perform the following configurations as part of

the upgrade process:

® Using JIRA with Atlassian's Crowd? — If you are using Crowd with JIRA, configure your new JIRA
to talk to Crowd as described in Integrating Crowd with JIRA.
® Remember to configure Crowd to grant JIRA's new hostname/IP access.
® Allocating additional memory to JIRA — If you had previously allocated additional memory to JIRA,
do the same for your new JIRA instance. For more information refer to Increasing JIRA memory.
® Plugins — For any plugins that you had installed in your old JIRA, download the plugin version for

your new version of JIRA from the http://plugins.atlassian.com site.

® Character encoding — Ensure that character encoding (i.e. locale) is the same on the new and old
locations. Your new version of JIRA may not function correctly if attachments are moved between two
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system with incompatible encoding.

Customisations — If you had made any customisations (code, templates or configuration files), copy
over compatible versions of these changes to the new JIRA. (The developers within your organisation
who made the customisations to your old version will need to build and test equivalent changes for the
new version, and provide you with the files to copy to your upgraded JIRA installation.)

(Optional) Running JIRA on a different port — If your new JIRA is installed on the same machine
as your old JIRA, you may wish to make sure it runs on a different port (in case you ever need to
restart your old JIRA). See Changing JIRA's TCP ports for details.

3.5 Start your new version of JIRA

1.
2.

Verify that your old JIRA installation is shut down — if this JIRA server is still operating, shut it down.
Start up your new version of JIRA by follow the Starting JIRA instructions.

Do not restart your old JIRA installation...

If your new JIRA 7.1 installation is on the same server as your old one, it may still be configured to
use the same JIRA Home directory as your new JIRA installation. Running two separate JIRA
installations which share a common JIRA Home directory can lead to serious data corruption.

Nevertheless, we recommend that you do not delete any aspect (or backed up component) of your
old JIRA installation, until you are satisfied that your upgraded JIRA installation is functioning as
expected.

3.6 Import your old JIRA data into your new JIRA

After you have started your new JIRA installation you should be logged in to your JIRA application, and ready
to import the data from your old instance into the new instance. You will need the backup file of data from
your old JIRA that you created earlier in these instructions (above).

To import your old JIRA data into your new JIRA:

1.
2.

3.

Log in as a user with the 'JIRA System Administrators' global permission.

Select Administration > System > Import & Export > Restore System (tab) to open the 'Restore
JIRA data from Backup' page.

In the File name field, specify the XML backup file you created previously during the export process (a
bove). That zipped file should contain two xml files: act i veobj ects. xm and entities. xnl . Both
of these files must be included in the zipped file for the import process to work.

Restore the attachments directory that you backed up previously, into the attachments directory of
your new JIRA. (See Restoring data.)

ﬂ Avoid passing through a proxy when performing an XML restore, especially if your JIRA instance is
very large. Using a proxy may cause timeout errors.

Access JIRA via your web browser again and log in using a username from your previous JIRA
installation.

Take a quick look around your JIRA site to confirm that your projects and issues are present and
everything looks normal. You should see the new JIRA version number in the page footer.

4. Post upgrade checks and tasks

It is strongly recommended that you perform the following checks and tasks after you have started your new
instance of JIRA:

1.

»

Check your server logs for error messages, even if JIRA appears to be running correctly. If there are
any errors there that you cannot resolve, create a support case, attach your log file, and we will advise
you on the errors.
If you were previously using External User Management, enable it in the new JIRA instance.
If you changed machines when upgrading, change the paths to the indexes, attachments and backup
directories, from within the Administration section of JIRA.
Enable emalil, if you disabled it during testing.
If you migrated any customizations from your old JIRA to the new JIRA, ensure that they are tested
thoroughly.

a. If you had downloaded plugins for the new version of JIRA, install the downloaded JAR file(s) in

your new JIRA version and carry out any other required installation for the plugin.
b. If the plugin has a properties file, apply the same changes to it as you had in the old properties
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file (don't just copy over the old properties file).
6. Once you have confirmed that the new server is working correctly, ensure that the production license
is updated for the new server ID, as follows:
a. Log in to https://my.atlassian.com.
b. Locate the appropriate license.
c. Edit the Server ID, as per the new production Server ID, and save it.
d. Update the production license in the new server.

Congratulations! You have completed your JIRA migration/upgrade.
See also

Disabling auto-export
Restoring data

Upgrading JIRA applications
Switching databases

Upgrading JIRA applications with a fallback method

If you're upgrading from a version of JIRA earlier than 7.0, you should consult the Migration hub.
The release of JIRA 7.0 contained functionality that affects your user management, application
access and log in permissions, and your JIRA installations setup, and it's very important that you
understand the requirements and the implications before you upgrade. The Migration hub has all this
information in one handy space.

This page describes how to upgrade JIRA 4.4.x or later in a way that allows you to safely roll back to your
previous system if the upgrade process takes longer than expected, or if you encounter issues. This method
is especially useful for enterprise environments and for organizations where JIRA is mission-critical for the
business. You can also use this method so you have a fallback option if you are performing a complex
system change, such as changing the operating system that will run JIRA, the database that will store JIRA's
data or the location of JIRA's index and/or attachments paths.

Because this process is designed to provide the safest possible upgrade method, it requires advanced
knowledge of database administration tasks. We recommend you have the following resources and/or skill
sets available for your upgrade:

® Database administrator - for general production-level database administration (i.e. run backups,
create, remove, restore, etc.)

® JIRA application administrator - for general application administration and upgrade managment (i.e.
JIRA SME, user with System Administrator privileges and deep understanding of application and
associated dependencies within your organization.)

® Systems/Network administrator - for managing systems and networks (i.e. proxy servers, DNS
changes, monitoring, VM's, hardware, etc.)

This upgrade process also requires you to make backups of your database, which can be time-consuming.
Customers with large JIRA environments should plan for four hours of downtime. If you know your system
takes several hours to re-index, you might want to allocate more than four hours for the upgrade.

See Upgrading JIRA applications for more information on the methods you can use to upgrade JIRA.

This graphic
illustrates the
process described in
this document. For
simplicity, the
illustration shows
how you can perform
an upgrade using
two different pieces
of hardware.
However, you can
just as easily install
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JIRA in different
directories on the
same server to test
and perform an
upgrade. In this
case, simply ensure

that you use

separate installation Old production
and database instance of JIRA
directories during the

testing.

[
g4

I Backup database of Dﬂjlﬂ;‘:ﬂ fﬂlr new
old JIRA version version

Proxy server

New prod
instance «

Before you start

® Read about the new version - Review the release notes and upgrade notes for the version of JIRA
that you are upgrading to. See our Release notes for JIRA Server. If you plan to skip a few JIRA
versions during your upgrade, we strongly recommend that you read the upgrade guides for all
major versions between your current version and the version to which you are upgrading.
® Check your license - Verify that your license support period is still valid.
® Check for known issues - Use the JIRA Knowledge Base to search for any issues in the new version
that will affect you.
® Check for compatibility:
® Confirm that your operating system, database, other applicable platforms and hardware still
comply with the requirements for JIRA 7.1. The End of Support Announcements page also has
important information regarding platform support for future versions of JIRA.
® |f you have installed JIRA plugins (i.e. not included with JIRA), verify that they will be
compatible with the version of JIRA you are upgrading to. You can find a plugin's compatibility
information from the plugin's home page on the Atlassian Plugin Exchange.
® Some anti-virus or other Internet security tools may interfere with the JIRA upgrade process
and prevent the process from completing successfully. If you experience or anticipate
experiencing such an issue with your anti-virus/Internet security tool, disable this tool before
proceeding with the JIRA upgrade.

If you have any problems during the upgrade process, create an issue at our support site so that we can help
you resolve the problems with your upgrade. We strongly recommend that you perform the below procedure
first as a test only. This will allow you to note any complications (e.g. with customized settings or add-ons)
ahead of time so that you can minimize the downtime of the system.

1. Prepare your production instance for upgrade

When you begin preparing to upgrade, it's best practice to halt any major changes to your production system
(such as plugin upgrades, customizations, etc.). Keeping your production system as stable as possible will
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make testing the upgrade version simpler.

It's also a good idea to let your users know about planned downtime, either through email or by using JIRA's
announcement banner.

2. Set up a proxy server

Before beginning the upgrade process set up a reverse proxy, such as a load balancer. The proxy server
allows you to redirect users to a different JIRA server without having to wait for a DNS change - this change
will be invisible to the end-user. If, at any point during the upgrade process, you encounter issues you can't
resolve and you need to rollback to your existing JIRA instance, simply restart your existing JIRA instance
and reconfigure the proxy server to point to the old server.

If you use monitoring, API calls (such as SOAP, REST, or CLI), or scripts associated with your production
server, update them with the new proxy information.

Please see the following documentation for further information on configuring Apache:

Integrating JIRA with Apache
Integrating JIRA with Apache using SSL

3. Pre-stage and test the new version of JIRA

1. If you want to use a copy of your production data when you test the upgraded JIRA system, make a
copy of your production database using your native database backup tools. See Backing up data. You
can alternatively skip this step and use a new database for testing.

2. Install the version of JIRA you want to upgrade to onto a system you can use for testing (use either a
test server or a separate directory on an exisitng system). This will become your new production
system after you complete the upgrade process. Follow the instructions here to install a new version of
JIRA: Installing JIRA applications.

3. Migrate any customizations you use in your production system. Follow the instructions in step 3.4
(Migrate your existing JIRA configurations over to your new JIRA installation) in the "Migrating JIRA to
another server" page.

4. Connect the new version of JIRA to the copy of the production database (not the existing production
database) or a new testing database. See Connecting JIRA to a database.

5. Start the new version of JIRA. See this Knowledge Base article about how to test mail settings without
accidentally sending notifications to users from the test system: How to Prepare a Development
Server's Mail Configuration.

6. Install any plugins that you use in your existing production version of JIRA. Some plugins have
different compatibility for different JIRA vesions, so this step will ensure that your plugins are updated
for this new JIRA version.

7. Re-index JIRA so the new plugin information is captured in the index.

8. Check out the features and functionality you use in the new version to understand how they behave
and how any changes will impact your team. It can be very helpful to have a group of users look at the
new system and carry out their usual tasks to make sure they won't run into any issues when the new
version is in production.

When you are ready to begin the process of migrating your production data to this new version, shut
down JIRA (for example, by executing either the / bi n/ st op-jira. shor\bin\stop-jira. bat fil
e in your JIRA application installation directory, or by stopping the JIRA service).

4. Disable the old JIRA production instance and start the new instance

Before disabling your old JIRA production instance, identify the location of your attachments and index
directories. If they are located outside of your JIRA home directory, you will back them up manually later
during the upgrade process. These pages describe how to find out where these directories are located in
your environment:

® Your attachments directory — Refer to the Configuring file attachments page for your version of JIRA.
® Your index directory — Refer to the Search indexing page for your version of JIRA.

If your attachments and index directories are located outside of the JIRA home directory, note their location
so you can easily find them later.
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After you've located the attachments and index directories, disable the old JIRA production instance so you
can perform a database backup:

1.

Shut down your old production JIRA instance (for example, by executing either the / bi n/ stop-jira
.shor\bin\stop-jira. bat file in your JIRA application installation directory, or by stopping the
JIRA service).

Using your database's native backup tools, perform a backup of the data in your old production JIRA
instance. See Backing up data.

Set the newest copy of the production database as the new database for production.

Make sure that the database set up for the new production version of JIRA is clearly
distinguishable from the database backup of your old production JIRA, and that the new
production instance is not configured to connect to the old production database.

Synchronize the JIRA attachment directories:

a. Locate the JIRA home directory. You can find information about the location of the directory by
navigating to the <j i ra- appl i cati on-di r>/ VEB- | NF/ cl asses/jira-application.p
roperti es file in your JIRA application installation directory. Alternatively, you can open the JI
RA configuration tool to see the directory that is set as your JIRA home.

b. Navigate to the directory specified in the configuration file and create a backup of it in another
directory.

c. If the attachments and index directories are located outside of your JIRA home directory, you
must back them up separately. (See the beginning of this task for information on how to find
these files.)

Also refer to Backing up data for more information about backing up attachments in JIRA.

d. Replace the JIRA home directory (and the attachment and index directories, if separate from
the JIRA home directory) in the new JIRA production environment with the backups you made
of the old production directories.

Start the new version of JIRA in your new production environment. When you start this version, JIRA
will upgrade your data and may perform a re-index. When the re-indexing is complete, verify that your
data is present and that there are no issues with the system.

The re-indexing may take up to several hours, depending on the size of your instance. If you
know that your instance takes a long time to index, make sure to plan your scheduled
downtime accordingly.

Reconfigure the proxy server you set up in step 2 so that the new version of JIRA becomes your
production instance. Make sure to let your users know about the new instance (including the new
domain name) and any changes that might affect them.

If you experience any issues in the new production environment, you can simply revert the proxy server
settings and re-instate your old production instance until you can resolve the issue.

5. Post upgrade checks and tasks

It is strongly recommended that you perform the following checks and tasks after you have started your new
instance of JIRA:

1.

Check your server logs for error messages, even if JIRA appears to be running correctly. If there are
any errors there that you cannot resolve, create a support case, attach your log file, and we will advise
you on the errors.

If you were previously using External User Management, enable it in the new JIRA instance.

If you changed machines when upgrading, change the paths to the indexes, attachments and backup
directories, from within the Administration section of JIRA.

Enable email, if you disabled it during testing.

If you migrated any customizations from your old JIRA to the new JIRA, ensure that they are tested
thoroughly.
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a. If you had downloaded plugins for the new version of JIRA, install the downloaded JAR file(s) in
your new JIRA version and carry out any other required installation for the plugin.

b. If the plugin has a properties file, apply the same changes to it as you had in the old properties
file (don't just copy over the old properties file).

6. Once you have confirmed that the new server is working correctly, ensure that the production license
is updated for the new server ID, as follows:

a. Log in to https://my.atlassian.com.

b. Locate the appropriate license.

c. Edit the Server ID, as per the new production Server ID, and save it.

d. Update the production license in the new server.

Once you have confirmed the availability of compatible versions, you should upgrade your plugins after
successfully upgrading JIRA. This can be done via the 'Plugin Repository' in your Administration Console
. It is recommended that you re-index JIRA after upgrading your plugins.

Congratulations! You have completed your JIRA migration/upgrade.

Upgrading JIRA applications using a rapid upgrade method

If you're upgrading from a version of JIRA earlier than 7.0, you should consult the Migration hub.
The release of JIRA 7.0 contained functionality that affects your user management, application
access and log in permissions, and your JIRA installations setup, and it's very important that you
understand the requirements and the implications before you upgrade. The Migration hub has all this
information in one handy space.

This page describes how to upgrade the JIRA platform version 4.3.0 or later On this page:

in the quickest way possible. This method can save you time since it does ® Before you

not require you to set up a separate test instance before you upgrade (that start

is, you upgrade JIRA applications "in-place"). However, it does assume that ° 1.

your JIRA applications are not mission critical and that users or the business Checking

won't be negatively affected when JIRA applications are unavailable during for

the upgrade. customizat
ions

You should use this method to upgrade JIRA applications if you are
upgrading from the JIRA platform version 4.3.0 or later on Windows or
Linux. See Upgrading JIRA applications for more information on the
methods you can use to upgrade JIRA applications.

® 2. Backing
up your
external
database

O 3.
Performing
the
upgrade

® 4. Post
upgrade
checks
and tasks

Before you start

® Read about the new version - Review the release notes and upgrade notes for the version of JIRA
that you are upgrading to. See our Release notes for JIRA Server. If you plan to skip a few JIRA
versions during your upgrade, we strongly recommend that you read the upgrade guides for all
major versions between your current version and the version to which you are upgrading.
® Check your license - Verify that your license support period is still valid.
® Check for known issues - Use the JIRA Knowledge Base to search for any issues in the new version
that will affect you.
® Check for compatibility:
® Confirm that your operating system, database, other applicable platforms and hardware still
comply with the requirements for JIRA 7.1. The End of Support Announcements page also has
important information regarding platform support for future versions of JIRA.
® [f you have installed JIRA plugins (i.e. not included with JIRA), verify that they will be
compatible with the version of JIRA you are upgrading to. You can find a plugin's compatibility
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information from the plugin's home page on the Atlassian Plugin Exchange.

® Some anti-virus or other Internet security tools may interfere with the JIRA upgrade process
and prevent the process from completing successfully. If you experience or anticipate
experiencing such an issue with your anti-virus/Internet security tool, disable this tool before

proceeding with the JIRA upgrade.

1. Checking for customizations

Using the rapid upgrade method allows the installer to automatically perform many of the upgrade tasks for
you. However, if you have made customizations to your JIRA application installation, you must migrate
customized files manually to the upgraded installation. The installer checks for and migrates automatically:

® |egacy database configurations defined as a datasource within the application server (used in JIRA
4.3.x and earlier) to the new database configuration used in JIRA platform version 4.4 and later. See J
IRA 4.4 Upgrade Notes for detalils.

® TCP port values in your existing JIRA application installation's ser ver . xm file. Other configurations
or customizations in this file are not migrated.

® Custom values in your existing JIRA application installation's j i r a- appl i cati on. properties and
setenv. sh/setenv. bat files.
ﬂ In the set env. sh / set env. bat file, only the following values are migrated:

¢ JVM SUPPORT_RECOMVENDED ARGS

JVM_M NI MUM_MEMORY

JVM_MAXI MUM_MEMORY

¢ JI RA_MAX_PERM SI ZE

During the upgrade process, the installer detects and notifies you of any files (other than j i ra- applicati o
n. properties and setenv. sh/setenv. bat)inthe atl assi an-j i ra subdirectory of your existing JIR
A application installation directory, which had been deleted, added or modified from a 'default' JIRA
application installation. If you have made customizations to your ser aph- confi g. xm file or any other file
customizations in your JIRA application installation directory which are not handled by the upgrade wizard,
you must migrate these to the upgraded JIRA application installation manually.

The upgrade feature also re-uses your existing JIRA application home directory so that any key data stored
in this directory from your previous JIRA application installation will be retained after the JIRA application

upgrade.
@ Please Note:

® The upgrade process requests that you conduct a backup of your database using your database's
backup utilities. If your database does not support online backups, you can stop the upgrade process,
shut down JIRA applications, perform your database backup and then restart the upgrade process to
continue on.

® The installer automatically backs up the installation and home directories of the existing JIRA
application installation. If your attachments and index files are located outside your JIRA application
home directory, you must manually back up these files. These pages describe how to find out where
these directories are located in your environment:

® Your attachments directory — Refer to the Configuring file attachments page for your JIRA

application version.
® Your index directory — Refer to the Search indexing page for your JIRA application version.

2. Backing up your external database

After you launch the upgrade wizard, but before it begins the upgrade, it asks you to back up your external
database. You can back up the database using your database's native backup tools, however, note the

following:

® |f your database's native backup tools support online backups (i.e. backups that would typically create
a "snapshot" of your JIRA application database while the database is still in use), you can leave the
upgrade wizard running while you perform the database backup and then continue on with the wizard
after verifying that the database backup was created correctly.
® |f your database's native backup tools do not allow you to perform an online backup of your JIRA
application database, you should:
1. Quit the upgrade wizard when it prompts you to back up the database.
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2. Prevent users from updating your existing JIRA application data (to ensure structural
consistency of your database backup) by temporarily restricting access to JIRA applications.
Refer to the Preventing users from accessing JIRA applications during backups page for more
information.

3. Use your database's native backup tools to perform an "offline backup” of your JIRA
application database and verify that this backup was created correctly.

4. Re-start the Linux / Windows Installer to start the upgrade wizard again and continue from
where you left off.

® The JIRA application 'internal' database is H2, which should be used for evaluating JIRA

applications only. If you happen to accidentally use the H2 database for a production system, quit the
upgrade wizard when it prompts you about the backup and use the Migrating JIRA applications to
another server procedure to upgrade your JIRA applications.

' Inconsistent database backups may not restore correctly! If you are unfamiliar with your database's
native backup/restore facilities, then before proceeding, test your database backup's integrity by:

® restoring the database backup to a different (test) system, and
® connecting a test instance of your current JIRA application version to this restored database.

3. Performing the upgrade

Refer to the appropriate upgrade instructions below for your operating system:

®* Windows
® Linux

Upgrading JIRA applications on Windows

1.

2.
3.

Download the 'JIRA Windows Installer' (.exe) file (for the new JIRA application version) from the JIRA
applications download page.

Shut down your JIRA applications.

Run the ".exe’ file to start the upgrade wizard.

ﬂ If a Windows 7 (or Vista) 'User Account Control' dialog box asks you to allow the upgrade wizard to
make changes to your computer, specify Yes. If you do not, the installation wizard will have restricted
access to your operating system and any subsequent installation options will be limited.

At the 'Upgrading JIRA?' step, choose the Upgrade an existing JIRA installation option.

In the Existing JIRA installation directory field, specify the JIRA installation directory of your JIRA
installation to be upgraded.

ﬂ' The upgrade wizard will attempt to find an existing JIRA installation and use its location to
pre-populate this field. However, always verify this location, particularly if you have multiple JIRA
installations running on the same machine.

During subsequent steps of the upgrade wizard, you will be prompted to specify or do the following
options:

a. Atthe 'Back up JIRA directories' step, ensure the Back up these directories option is
selected. This creates 'zip' archive file backups of your existing JIRA installation and JIRA
home directories in their respective parent directory locations.

ﬂ' Please Note:

® Choosing this option is strongly recommended!

® At this point, the upgrade wizard notes any customizations in your existing JIRA
installation directory which it cannot automatically migrate to your upgraded JIRA
installation. If you are informed of any files containing such customizations, please make
a note of these files as you will need to manually migrate their customizations (which are
not mentioned in the overview above) to your upgraded JIRA installation. One relatively
common customization that the upgrade wizard cannot automatically migrate is an SSL
configuration defined in the conf / server. xn file of the JIRA installation directory.

b. At the 'Upgrade Check List' step, back up your external database and check that any
non-bundled plugins will be compatible with your upgraded JIRA version. You may have
already backed up your database (in step 2: Backing up you external database).

c. After the 'Upgrade Check List' step, the existing JIRA installation will be shut down if it is still
running. The upgrade wizard will then:

i. Back up your existing JIRA installation.
ii. Delete the contents of the existing JIRA Installation Directory.
iii. Install the new version of JIRA to the existing JIRA Installation Directory.
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iv. Start your new (upgraded) JIRA installation.
I If you noted any files that contain customizations which must be migrated manually to
your upgraded JIRA installation (above), then:
1. Stop the upgraded JIRA installation.
2. Migrate the customizations from these files into the upgraded JIRA installation
directory.
3. Restart the upgraded JIRA installation.
7. Atthe last step of the upgrade wizard, select the option to launch the upgraded JIRA installation in a
browser so you can check the upgrade.

Congratulations, you have completed upgrading your JIRA installation on Windows!
Upgrading JIRA on Linux

1. Download the appropriate 'JIRA 'Linux 64-bit / 32-bit Installer' (.bin) file that suits your operating
system (for the new version of JIRA) from the JIRA Download page.

2. Shut down JIRA.

3. Open a Linux console and change directory (cd) to the ".bin' file's directory.

I If the ".bin' file is not executable after downloading it, make it executable, for example:

chnod a+x atlassian-jira-X Y.bin
(where X.Y represents your version of JIRA)

4. Execute the ".bin' file to start the upgrade wizard.

5. When prompted to choose between creating a new JIRA installation or upgrading an existing
installation, choose the Upgrade an existing JIRA installation option.

6. Specify the JIRA installation directory of your JIRA installation to be upgraded.
@ The upgrade wizard will attempt to find an existing JIRA installation and will provide its location as
a choice. However, always verify this location, particularly if you have multiple JIRA installations
running on the same machine.

7. During subsequent steps of the upgrade wizard, you will be prompted to specify or do the following
options:

a. Choose the option to back up JIRA's directories. This creates 'zip' archive file backups of your
existing JIRA installation and JIRA home directories in their respective parent directory
locations.

@ Please Note:

® Choosing this option is strongly recommended!

® At this point, the upgrade wizard notes any customizations in your existing JIRA
installation directory which it cannot automatically migrate to your upgraded JIRA
installation. If you are informed of any files containing such customizations, please make
a note of these files as you will need to manually migrate their customizations (which are
not mentioned in the overview above) to your upgraded JIRA installation. One relatively
common customization that the upgrade wizard cannot automatically migrate is an SSL
configuration defined in the conf / server. xm file of the JIRA installation directory.

b. Atthe 'Upgrade Check List' step, back up your external database. You may have already
backed up your database (in step 2 Backing up your external database).

c. After the 'Upgrade Check List' step, the existing JIRA installation will be shut down if it is still
running. The upgrade wizard will then:

i. Back up your existing JIRA installation.
ii. Delete the contents of the existing JIRA installation directory.
iii. Install the new version of JIRA to the existing JIRA installation directory.
iv. Starts your new (upgraded) JIRA installation.
I If you noted any files that contain customizations which must be migrated manually to
your upgraded JIRA installation (above), then:
1. Stop the upgraded JIRA installation.
2. Migrate the customizations from these files into the upgraded JIRA installation
directory.
3. Restart the upgraded JIRA installation.
8. The last step of the upgrade wizard provides you with a link to launch the upgraded JIRA installation in
a browser, so you can check the upgrade.

Congratulations, you have completed upgrading your JIRA installation on Linux!

4. Post upgrade checks and tasks
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Once you have confirmed the availability of compatible versions, you should upgrade your plugins after
successfully upgrading JIRA. This can be done via the Plugin Repository in your Administration Console.

Congratulations! You have completed your JIRA upgrade.

Skipping major versions when upgrading JIRA applications

If you're upgrading from a version of JIRA earlier than 7.0, you should consult the Migration hub. The
release of JIRA 7.0 contained functionality that affects your user management, application access and
log in permissions, and your JIRA installations setup, and it's very important that you understand the
requirements and the implications before you upgrade. The Migration hub has all this information in one
handy space.

To upgrade from early versions of JIRA to newer versions, you must upgrade to JIRA 4.4.5 before upgrading to
a later version.

Follow these steps to skip major versions as you upgrade JIRA:

1. Prepare: Read the upgrade guides for all the major versions between your current version and the
version to which you are upgrading. You can read about important changes between versions in the Impo
rtant Version-Specific Upgrade Notes.

2. Upgrade to an interim version: Upgrade to JIRA 4.4.5 following these Upgrading JIRA with a Fallback
Method instructions.

3. Upgrade to the new version: Upgrade to the new version of JIRA following these appropriate
instructions. Use the table on Upgrading JIRA page to determine which method is appropriate for your
environment.

Disabling auto-export

When upgrading JIRA, the new JIRA installation points at the old JIRA database. JIRA will automatically make
any structural database modifications required to support new JIRA features.

To be safe, JIRA first tries to create an XML backup of your data at the point just before the upgrade. This would
allow you to 'roll back' to the old JIRA version, should anything go wrong.

Sometimes the automatic XML backup procedure fails, often resulting from characters in the database which
cannot be represented in XML — such as non-displayable control characters that have been 'cut-and-pasted’
into a JIRA field.

In these circumstances, you can force the upgrade to proceed by editing your j i r a- confi g. properti es file
(in the JIRA home directory) and setting the property j i r a. aut oexport =f al se
@) See Making changes to the j i ra- confi g. properti es file for more information.

After having successfully upgraded JIRA, it is best to remove this property (or disable it with a '#') as it should no
longer be required.

If you have any upgrade problems not covered here or in the upgrade documentation, please contact us —
we're happy to help.

Rolling back a JIRA application upgrade

The 'roll back' procedures on this page describe how to restore your previous JIRA application version in the
unlikely event that you encounter an issue with your application upgrade. Please follow the procedure below that
relates to the upgrade procedure you used. Note that any data changed since the last backup will not be present
after rolling back.

ﬂ If you upgraded JIRA applications using the Migrating JIRA applications to another server procedure, your
previous JIRA application installation should still be ‘'intact’ (assuming you haven't deleted it) and there should
not be a need to perform any 'roll back'.

Rolling back a JIRA application upgrade conducted using the upgrade wizard

Use this procedure to roll back a JIRA application upgrade conducted using the upgrade wizard.

ﬂ Prior to rolling back your JIRA application upgrade, ensure that you have the following backups from
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your previous application version:

® The JIRA application database (generated by your database's own backup tools).
® The JIRA application Home Directory.
® The JIRA application Installation Directory.

To roll back your JIRA application upgrade conducted using the upgrade wizard:

Stop the JIRA application upgrade or the upgraded JIRA server application if it is running.

Use your database server's tools to restore the JIRA application database backup you had created.
Delete the contents of the JIRA application Installation Directory.

Restore the backed-up JIRA application Installation Directory to the same location in the previous step.
Delete the contents of the JIRA application Home Directory.

Restore the backed-up JIRA application Home Directory to the same location in the previous step.

Start your JIRA application (by runningthe start-jira.shorstart-jira. bat file inthe bi n subdire
ctory of your restored JIRA application installation directory).

ﬂ On Windows based systems if your JIRA application was installed as a service, restart the At | assi a
n Jl RA service from the Control Panel. The JIRA application service entry will be retained even if there is
an error during upgrade in order to facilitate the rollback.

NogkrowdE

Rolling back a JIRA application upgrade conducted manually

Use this procedure to roll back a JIRA application upgrade conducted using the manual JIRA upgrade procedure
(involving an 'in-place’ database upgrade). The intended result of this procedure is to restore your previous JIRA
installation to its original state (consisting of the restored database as well as the JIRA application Installation
and Home directories in their original locations).

ﬂ' Prior to rolling back your JIRA application upgrade, ensure that you have the following backups from
your previous application version:

®* The JIRA application database (generated by your database's own backup tools).
® The JIRA application Home Directory.
® The JIRA application Installation Directory.

To roll back your JIRA application upgrade conducted manually with an 'in-place’ database upgrade:

1. Stop the JIRA application upgrade or the upgraded JIRA server application if it is running.

2. Use your database server's tools to restore the JIRA application database backup you had created.

3. If you had deleted the JIRA application Installation Directory of your previous JIRA application version,
restore the backed-up JIRA application Installation Directory to its original location.

4. Delete the contents of the JIRA application Home Directory.

5. Restore the backed-up JIRA application Home Directory to the same location in the previous step.

6. Start your JIRA application (by running the start-jira.shorstart-jira. bat fileinthe bi n subdire
ctory of your restored JIRA application installation directory).

Migrating JIRA applications to another server

This document describes how to migrate/upgrade to
JIRA applications on different server hardware, or in
a different server environment that entails one or
more of the following:

® a new operating system that will run JIRA
applications,

® new locations for storing your index and/or
attachments, or

® anew database or database system that will
store JIRA application data.

If you are upgrading to a newer version of JIRA
applications during the migration, please see Upgrad
ing JIRA applications for information on the
pre-requisite tasks you need to complete before
upgrading.
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If you're changing your operating system
from Windows to Linux, or vice versa,
remember that you will need to reverse the
'slashes' when required in your file paths ('/
to'\' or'\"to '/").

On this page:
® 1. Before you start
® 2. Backing up
® 2.1 Stop users from
updating JIRA data
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® 2.2 Back up your database
® 2.3 Back up your JIRA
home directory
® 2.4 Back up your
attachments and index
directories if located outside
your JIRA home directory
® 2.5 Back up your JIRA
installation directory
® 3. Setting up your new JIRA
application installation
¢ 3.1 Install the new version
of your JIRA applications
® 3.2 Point your new JIRA
application to (a copy of)
your existing JIRA
application home directory
® 3.3 Connect the new
version of your JIRA
application to a new, empty
database
® 3.4 Migrate your existing
JIRA application
configurations over to your
new installation
¢ 3.5 Start your new JIRA
application version
® 3.6 Import your old data into
your new JIRA applications
® 4. Post migration checks and tasks

1. Before you start

® Check your license - Verify that your license support period is still valid.
® Check for known issues - Use the JIRA Knowledge Base to search for any issues in the new version
that will affect you.
® Check for compatibility:
® Confirm that your operating system, database, other applicable platforms and hardware still
comply with the requirements for JIRA applications.
® [f you have installed JIRA application add-ons (i.e. not included with JIRA applications), verify
that they will be compatible. You can find a add-on's compatibility information from the the
add-on's home page on the Atlassian Marketplace. You can also follow the procedure outlined
here: Checking add-on compatibility with application updates to have the Universal Add-on
Manager help you with this.

We strongly recommend performing your migration in a test environment first. Do not migrate your
production JIRA server application until you are satisfied that your test environment upgrade has
been successful.

® If you have any problems with your test environment which you cannot resolve, create an
issue at our support site so that we can assist you.
® If you have any problems during the migration of your production JIRA server application, do
not allow your users to start using this server. Instead:
® Continue to use your old JIRA server application — this will help ensure that you do not
lose production data.
® Also create an issue at our support site so that we can help you resolve the problems

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/JIRAKB
https://marketplace.atlassian.com/plugins/app/jira
https://confluence.atlassian.com/display/UPM/Checking+add-on+compatibility+with+application+updates
https://support.atlassian.com
https://support.atlassian.com

Documentation for JIRA Administrators 7.1 130

with your migration.

Some anti-virus or other Internet security tools may interfere with the migration and prevent the process from
completing successfully. If you experience or anticipate experiencing such an issue with your
anti-virus/Internet security tool, disable this tool first before proceeding with the JIRA application migration.

2. Backing up

2.1 Stop users from updating JIRA data

During the upgrade process, you'll export JIRA's database from your existing JIRA installation (via an XML
backup) and then restore this backup into a new JIRA installation. To ensure that the data in the XML backup
is consistent with the latest data in the system, you must temporarily restrict access to JIRA so users can't
update the data. Refer to the Preventing users from accessing JIRA applications during backups page for
more information.

I Be aware! Inconsistent XML backups cannot be restored!
2.2 Back up your database

Perform an XML backup of your existing JIRA installation's external database. For large JIRA installations,
this process may require several hours to complete.

The 'embedded database' is the H2 database supplied with JIRA for evaluation purposes only. If you
accidentally use the H2 database in a production system, perform an XML backup of this database
and continue on with this procedure.

2.3 Back up your JIRA home directory

1. Shut down JIRA.

2. Locate the JIRA home directory. You can find information about the location of the directory by
navigating to the <j i ra- appl i cati on-di r >/ VEB- | NF/ cl asses/jira-application. proper
ti es file in your JIRA application installation directory. Alternatively, you can open the JIRA
configuration tool to see the directory that is set as your JIRA Home.

3. Navigate to the directory specified in the configuration file and create a backup of it in another
directory.

4. B Delete the file <jira-home>/dbconfig.xml from the original folder as soon as the backup is complete.

2.4 Back up your attachments and index directories if located outside your JIRA home directory

If the attachments and index directories are located outside of your JIRA home directory, you must back
them up separately. These pages describe how to find out where these directories are located in your
implementation:

® Your attachments directory — Refer to Configuring file attachments page in the documentation for
your version of JIRA.
® Your index directory — Refer to Search indexing page in the documentation for your version of JIRA.

Also refer to Backing up data for more information about backing up attachments in JIRA.
2.5 Back up your JIRA installation directory

The 'JIRA Installation Directory' is the directory into which the JIRA application files and libraries were
extracted when JIRA was installed.

3. Setting up your new JIRA application installation

If you are running a 'mission-critical' JIRA server application, we highly recommend performing the
remaining steps of this guide in a test environment (e.g. using a separate test JIRA application
database and a copy of your JIRA application home directory) before performing the upgrade for
production use.

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/

Documentation for JIRA Administrators 7.1 131

3.1 Install the new version of your JIRA applications

First, you must start with a fresh installation of your JIRA applications, either the current version or a newer
one. If you are upgrading JIRA applications during this process, please see Upgrading JIRA applications for
information on the pre-requisite tasks you need to complete before upgrading.

Download and extract the JIRA application distribution you require, to a new directory. Do not overwrite
your existing JIRA application installation. Ensure this has been shut down and install the new JIRA
application version to a new location.

3.2 Point your new JIRA application to (a copy of) your existing JIRA application home directory

If your new JIRA 7.1 installation is on a new server, copy the backup of your existing JIRA Home
Directory from the old server to the new server before proceeding.

To set up a distribution:

1. Open the JIRA configuration tool.
2. Click the JIRA Home tab.
3. Update the JIRA Home Directory field:
* |f your JIRA 7.1 installation is on a new server, update the JIRA Home Directory field to the
path of your copied JIRA Home directory.
® If your JIRA 7.1 installation is on the same server, update the JIRA Home Directory field to the
path of your existing JIRA Home directory.
'ﬂ' For more information about this directory, see JIRA home directory.

o You can also set your JIRA Home Directory's location by defining an operating system environment
variable J1 RA_HOME. This value of this variable takes precedence over the value of the j i r a. hore property
inthe jira-application. properties filein your JIRA installation directory. See Setting your JIRA
home directory for detalils.

3.3 Connect the new version of your JIRA application to a new, empty database
Create a new, empty database that your new JIRA installation will use to store its data.

Follow the appropriate 'Connecting JIRA to..." instructions for your database from stage 2, although from
stage 4 of that procedure, be aware of the yellow note below:

® Connecting JIRA to PostgreSQL

® Connecting JIRA to MySQL

® Connecting JIRA to Oracle

® Connecting JIRA to SQL Server 2008

If you are using a database (called jiradb, for example) with your existing JIRA installation and the
database for your new JIRA installation is running on the same machine or database server, create
your new database with a different name (e.g. something intuitive like jiradb_440 for JIRA 4.4.0).
However, ensure the new database has identical access permissions to the old JIRA database.
Consult your database administrator if you need assistance with this.

ﬂ' You do not need to create a new database if you are using the embedded H2 database.
3.4 Migrate your existing JIRA application configurations over to your new installation

If you have modified properties in configuration files of your existing JIRA installation, make the same
modifications in your new JIRA installation. However, because the properties in the configuration files may
have changed between versions, you cannot simply copy the configuration files from your existing installation
and replace the equivalent files in the new installation.

For each file you have modified in your existing JIRA installation, you need to manually edit each
equivalent file in your new JIRA installation and re-apply your modifications. If a file is not present in
your new JIRA installation (for example, osuser . xrm in recent JIRA versions), then simply copy that file
over to your new JIRA installation.

The table below lists the most commonly modified files and their locations within your JIRA Installation
Directory:
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File

jira-application.properties

setenv.bat (Windows) or
setenv.sh (Linux)

osuser.xml
(not required if upgrading
from JIRA 4.3.0 or later)

seraph-config.xml

server.xml

Location in 'recommended’ (formerly
‘Standalone') JIRA distributions

atl assi an-jiral VEEB-1 NF/ cl asses

bi n

atl assi an-jiral/ VEEB- | NF/ cl asses

atl assi an-jiral/ VEEB- | NF/ cl asses

conf

Description

Location of the JIRA Home
Directory and Advanced JIRA
Configuration in JIRA 4.3.x and
earlier.

Any custom property values defined
inthejira-application.prope
rties file of your existing JIRA
4.3.x (or earlier) installation must be
migrated across to the j i r a- appl

i cation. properti es file of your
new JIRA 7.1 installation before you
start your new JIRA installation.

Upon starting your new JIRA
installation, any custom property
valuesinthejira-application.
properti es file will automatically
be migrated across to either the JIR
A database or jira-config.properties f
ile.j i ra. home is the only property
ofthejira-application. prope
rties file subsequently used by
JIRA.

Increasing JIRA Memory

Modified if you have integrated
LDAP with JIRA, integrated Crowd
with JIRA, or if you are using a
custom form of external user
management or user authentication.

Modified if you have integrated
Crowd with JIRA.

Modified in the following situations:

® |f you had previously configured
JIRA's TCP ports differently from
their defaults.

® If you had implemented SSL.

® When connecting JIRA to a
database in JIRA 4.3.x and
earlier.

0 The version-specific upgrade notes contain details on properties which may have changed in these

commonly modified files.

In addition to the files above, you should also consider and/or perform the following configurations as part of

the upgrade process:

® Using JIRA with Atlassian's Crowd? — If you are using Crowd with JIRA, configure your new JIRA
to talk to Crowd as described in Integrating Crowd with JIRA.
® Remember to configure Crowd to grant JIRA's new hostname/IP access.
® Allocating additional memory to JIRA — If you had previously allocated additional memory to JIRA,
do the same for your new JIRA instance. For more information refer to Increasing JIRA memory.
® Plugins — For any plugins that you had installed in your old JIRA, download the plugin version for
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your new version of JIRA from the http://plugins.atlassian.com site.

Character encoding — Ensure that character encoding (i.e. locale) is the same on the new and old
locations. Your new version of JIRA may not function correctly if attachments are moved between two
system with incompatible encoding.

Customisations — If you had made any customisations (code, templates or configuration files), copy
over compatible versions of these changes to the new JIRA. (The developers within your organisation
who made the customisations to your old version will need to build and test equivalent changes for the
new version, and provide you with the files to copy to your upgraded JIRA installation.)

(Optional) Running JIRA on a different port — If your new JIRA is installed on the same machine
as your old JIRA, you may wish to make sure it runs on a different port (in case you ever need to
restart your old JIRA). See Changing JIRA's TCP ports for details.

3.5 Start your new JIRA application version

1.
2.

Verify that your old JIRA installation is shut down — if this JIRA server is still operating, shut it down.
Start up your new version of JIRA by follow the Starting JIRA instructions.

Do not restart your old JIRA installation...

If your new JIRA 7.1 installation is on the same server as your old one, it may still be configured to
use the same JIRA Home directory as your new JIRA installation. Running two separate JIRA
installations which share a common JIRA Home directory can lead to serious data corruption.

Nevertheless, we recommend that you do not delete any aspect (or backed up component) of your
old JIRA installation, until you are satisfied that your upgraded JIRA installation is functioning as
expected.

3.6 Import your old data into your new JIRA applications

After you have started your new JIRA installation you should be logged in to your JIRA application, and ready
to import the data from your old instance into the new instance. You will need the backup file of data from
your old JIRA that you created earlier in these instructions (above).

To import your old JIRA data into your new JIRA:

1.
2.

3.

Log in as a user with the 'JIRA System Administrators' global permission.

Select Administration > System > Import & Export > Restore System (tab) to open the 'Restore
JIRA data from Backup' page.

In the File name field, specify the XML backup file you created previously during the export process (a
bove). That zipped file should contain two xml files: act i veobj ects. xm and entities. xnl . Both
of these files must be included in the zipped file for the import process to work.

Restore the attachments directory that you backed up previously, into the attachments directory of
your new JIRA. (See Restoring data.)

o Avoid passing through a proxy when performing an XML restore, especially if your JIRA instance is
very large. Using a proxy may cause timeout errors.

Access JIRA via your web browser again and log in using a username from your previous JIRA
installation.

Take a quick look around your JIRA site to confirm that your projects and issues are present and
everything looks normal. You should see the new JIRA version number in the page footer.

4. Post migration checks and tasks

It is strongly recommended that you perform the following checks and tasks after you have started your new
JIRA application instance:

1.

Check your server logs for error messages, even if JIRA applications appear to be running correctly. If
there are any errors there that you cannot resolve, create a support case, attach your log file, and we
will advise you on the errors.

If you were previously using External User Management, enable it in the new JIRA application
instance.

If you changed machines when upgrading, change the paths to the indexes, attachments and backup
directories, from within your application's JIRA Administration section.

Enable email, if you disabled it during testing.

If you migrated any customizations from your old to new JIRA applications, ensure that they are tested
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thoroughly.
a. If you had downloaded plugins for the new JIRA application versions, install the downloaded
JAR file(s) in your new version and carry out any other required installation for the plugin.
b. If the plugin has a properties file, apply the same changes to it as you had in the old properties
file (don't just copy over the old properties file).

Congratulations! You have completed your JIRA application migration/upgrade.
See Also

Disabling auto-export
Restoring data

Upgrading JIRA applications
Switching databases

Migrating from JIRA Cloud to Server applications

This page is for people who are currently using a JIRA Cloud application site On this page:
and wish to move to a JIRA application instance that is hosted on their own ® Summary
servers. If you want to move a project, not your entire site, then see Restorin ® Before you
g a project from backup (note, the instructions on that page take into begin
account the version mismatch between JIRA Server and Cloud ® [nstruction
applications). S
® Version

matrix for

imports
Summary

You will need to download and install the latest production release of JIRA server applications. Please check
the JIRA application download page for the latest version. Once you have installed the latest production
version, you then move your data from your hosted JIRA cloud application site into your new JIRA server
application instance.

For all of the following procedures, you must be logged in as a user with the JIRA Administrators global
permission.

Before you begin

JIRA cloud applications are regularly updated with the absolute latest features and improvements — they are
essentially running on a later version than the latest downloadable version of JIRA applications. If you want
to migrate from JIRA cloud applications to JIRA server applications, please be aware of the following
information before you begin:

Known issues
Read the following known issues before you start your migration:

® Tempo data loss: If you have made changes to the Tempo scheduler in JIRA cloud applications after
March 24 (JIRA 6.3-OD-01 upgrade), these changes will be lost when you migrate to JIRA server
applications. This is due to changes that we have made to the scheduler data in JIRA cloud
applications that are not available in JIRA 6.2.x. To address this issue, choose one of the following
options:

® Do not make changes to the Tempo scheduler in JIRA cloud applications after March 24. Wait
until you have migrated to JIRA server applications before making changes.

® Keep a record of any changes that you make to the Tempo scheduler in JIRA cloud
applications after March 24 and make those same changes in Tempo after you migrate to JIRA
server applications.

® (Not for production sites) Migrate to a JIRA 6.3 EAP instance.

Feature loss

If you migrate from JIRA cloud to server applications, you will likely find a few features missing. This is
because we have introduced features from the upcoming JIRA server application version into JIRA cloud
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applications. For example, the latest JIRA server application release is JIRA 6.2.x. JIRA 6.3 is currently
under development. Some of the JIRA 6.3 features have been made available in JIRA cloud applications, but
will not become available for JIRA server applications until the final JIRA 6.3 version is released.

JIRA application licenses

Your Atlassian Cloud license cannot be used in an instance installed from JIRA server applications. You will
need to generate a new JIRA server application license from https://my.atlassian.com.

You can reuse your licenses for plugins in your instance installed from JIRA server applications. The licenses
for Atlassian plugins and Gliffy for JIRA applications can be viewed on https://my.atlassian.com. You will
need to contact your vendor for the licenses for all other third-party plugins.

Migrating other Cloud applications

The instructions on this page only apply to JIRA applications. If you are migrating other Cloud applications
(e.g. Confluence Cloud to an instance installed from Confluence Server), please see this page: Backing up
and exporting data.

Note, if you are migrating JIRA cloud applications and other applications (e.g. Confluence Cloud) to an instan
ce hosted on your own servers, you will also lose a number of integration features that are native to Cloud.
These can be re-enabled by configuring application links between your applications. See Using AppLinks to
link to other applications for instructions. Contact support if you need assistance.

Instructions

. Generate a backup of your JIRA cloud application data

. Install JIRA server applications

. Import your JIRA cloud application data into your JIRA server application
. Copy across attachments

. Change the system administrator password

. Check which plugins are installed on your JIRA cloud application site

. Install plugins (add-ons)

~NOoO O~ WNPRE

1. Generate a backup of your JIRA cloud application data

1. Log in to your JIRA cloud application site as an administrator.

2. Generate an XML export from your JIRA cloud application data by following the instructions in Exporti
ng issues. This includes instructions on how to back up your attachments. Note, the export process
will strip your Cloud license and plugin licenses out of the XML, they will not be available when
importing into the installed instance, but they will remain available in JIRA cloud applications.

3. Download the backup file from your Cloud WebDAYV directory (also described in Exporting issues).

2. Install JIRA server applications
You must use the latest version of JIRA server applications.

1. Download the latest version.
2. Follow the instructions in Installing JIRA applications until you are instructed to run the setup wizard,
then see step 3 below.

3. Import your JIRA cloud application data into your JIRA server application

Follow the instructions in on the setup wizard until you have configured a database (described in step 1 of
Running the setup wizard). If you already have some data in your JIRA application installation, this step will
overwrite it.

In step 2 of the setup wizard (Application Properties), you will be asked whether you have existing data.
Click import your existing data and follow the instructions to import the JIRA Cloud application backup that
you generated earlier. Note, you may see the following message. This is a warning only, your import will still
work.
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@ You are atlempting to import data from JIRA 6.1-OD-02 which is a more recent
version than this version. Some features that you may have used before will not

bbe available in this version of JIRA. Click here to acknowledge this error and
proceed anyway.

Import Existing Data

1f o dnn't hovs an avicting 1IDA |

See Restoring data for more information.

Log th biam Wizord

For instances with large backups (2Gigabyte and up), we recommend importing the attachments
separate from the Issue and user data. To do this:

1. Unzip the backup file.
2. Compressthe acti veobj ects. xm andtheentities.xm filesonly.
3. Import that compressed file.

4. Copy across attachments
If you included your attachments in the export:

1. Extract the backup file that was downloaded.
2. Copy across the contents of the attachments folder to the $J1 RA_HOVE/ dat a/ at t achnent s directo
ry for JIRA Server.

5. Change the system administrator password

1. Log in to your new JIRA application, using the following credentials:
® Username: sysadnin
® Password: sysadm n

2. Change the password immediately after logging in.

6. Check which plugins are installed on your JIRA cloud application site

Any plugins that you are currently using with JIRA cloud application will need to be installed in your JIRA
application installation. For example, Gliffy, Tempo, etc.

Choose

> Add-ons. The 'Find add-ons' screen shows add-ons available via the Atlassian Marketplace. Choose Man
age add-ons to view the plugins currently installed on your JIRA applications. Choose Manage add-ons and
note the plugins listed under the User-installed Plugins section. You will need to note the plugin names and
versions.

7. Install plugins (add-ons)

For each plugin that you noted in the previous step, install it in your JIRA applications. You must install a
version of the plugin that is equal to or later than the plugin version that was installed in the cloud. Atlassian
does not provide support for data that is downgraded as a result of installing an older version of a plugin.

See Managing add-ons for instructions on how to install a plugin. You will need to manually add the plugin
license keys.

The Support Tools Plugin that comes bundled with JIRA will get disabled after completion of the
migration. Look it up under "All add-ons" in the Manage add-ons section to re-enable it.

Version matrix for imports
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The following table tells you which version of the JIRA server platform to use when migrating from JIRA cloud
applications. The version number is dependent on when you exported your data from JIRA

cloud applications.

ﬂ' We recommend that you use the latest JIRA version unless otherwise specified below. Only use the
versions listed below if you cannot use the latest JIRA platform version.

Date when export was made Version of JIRA server platform to use

Prior to 3 Dec 2012
3 Dec 2012 — 16 Dec 2012
17 Dec 2012 — 20 Jan 2013

21 Jan 2013 — 6 Feb 2013

Contact support for assistance
5.2.1
5.2.2

525

7 Feb 2013 — current Use the latest version available

Establishing staging server environments for JIRA applications
On this page:

® 1. Architecture strategy

® 2. Governance strategy

® 3. How to refresh a staging server

® 3.1 Create a complete

production backup
3.2 Copy your complete
production backup to a
staging environment
3.3 Modify your staging
environment for the unique
configurations
® 3.4 Restart your staging
server
3.5 Post-startup
modifications

This document describes best practices for an
enterprise environment setup for JIRA applications:

® Best-practice recommendations for
procedural governance around rolling out
changes o

® Recommendations for development / staging /
production architecture

® Technical steps for how to deploy o
non-production servers

Assumptions:

® For this document we are assuming that as
an administrator, you would rather script .
changes. Therefore we have omitted
Ul-based changes or separate tools such as
the database configuration tool in favor of
specifying file system locations.

' Please note:

® The procedures described in this document will work with JIRA platform version 4.0 and later.
® Please read the entire document before bringing a staging server live. There are risks associated with
connecting to production instances that require attention, which are called out in the document.

1. Architecture strategy

Often, systems administration teams will have an established architecture for enterprise applications,
including staging environments and failover setups. We offer these recommendations in this section not to
supplant or change those company-wide strategies, but rather to help illustrate what some of the
considerations will be with Atlassian applications in staging environments.

Definitions

For the purpose of this document, we'll assume the following definitions:

® Production: your live instance, expecting minimal downtime and well tested changes.

® Staging: a pre-production environment, where the systems administration team can establish exact
procedures prior to rollout.

® Development: a free-for-all environment where users can play with cutting-edge or risky changes.

Recommendation
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If Atlassian applications are critical systems, we recommend this 3-tier strategy for development, staging, and
production.

® The staging environment is primarily for system administrators to test changes and upgrades before
going into production.

® The development environment is for different business units to test changes on their own, before
requesting a production rollout.

2. Governance strategy

In addition to an architecture, we also recommend establishing a governance strategy for changes. This
could include:

® Create a strategy for deploying and testing plugin installation requests. Note that some plugins that
are extremely useful in some environments are not appropriate for high-volume critical systems.

® Publish a timeline for refreshing the development environment, so users know when to remove their
changes.

® Set up a source control repository to house any file system changes, so you can track when changes
were made and by whom, historically. If you don't have one already established, Bitbucket is an
option. In addition to file system customizations, record your procedures for upgrades, staging refresh
(see below) and any other scripted changesets in your source control.
o Tip: JIRA applications have a tool to manage any changes in your installation. Check the System
Information page in the Ul for "modified files.” This will tell you which files have been customized in
your installation directory.

® For changes such as creating new workflows (that require administrative access), you have two
options:

1. Create an administrative user which has temporary access to administrative functions, on a
per-request basis. Add this user to the appropriate groups so they can perform the necessary
administrative functions. When the user has completed their administrative functions, remove
the user from these groups.

2. Keep your development server devoid of production data and give more administrative privilege
on this server. Require end-users to document specific workflow or scheme setups, then repeat
these steps in production.

3. How to refresh a staging server

We're assuming that you have an existing staging installation. If not, you can use these instructions to set up
your staging environment now.

Take care to make sure your staging server setup does not interfere with your production
environment. Read the tips below before launching your staging (or development) server.

3.1 Create a complete production backup

1. Back up your home directory. See Setting your JIRA Home Directory for the location of your
production home directory.

I Back up your production attachments and index directories if located outside your JIRA
applications home directory. If you're unsure where these are stored, refer to Configuring File
Attachments and Search Indexing to determine these locations.

ﬂ Refer to Backing Up Data for more information about backing up attachments in JIRA applications.
2. Back up your installation directory. The 'JIRA Installation Directory' is the directory into which the
JIRA application files and libraries were extracted when the JIRA applications were installed.
3. Back up your production database. Use your native backup tools to take a snapshot of your
production database.

3.2 Copy your complete production backup to a staging environment

1. Shut down your staging server.
2. Restore your installation and home directories on the staging server.
3. Point the newly restored installation directory to the newly restored JIRA application home
directory.
a. Editthejira-application. properti es file located within the <j i r a- appl i cati on- di
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r >/ WEB- | NF/ cl asses subdirectory of your new Installation Directory.
b. Update the j i ra. home property in this file to the path of the new JIRA application home
directory to the path of your copied JIRA applications home directory.
c. Save your updated j i ra-application. properti es file.
o You can also set your JIRA application home Directory's location by defining an operating system
environment variable JI RA_HOVE. This value of this variable takes precedence over the value of the j
i ra. home property inthe jira-application. properti es file in your JIRA installation directory.
See Setting your JIRA Home Directory for details.
Restore your database to a staging database.

I If you are using a database (called jiradb for example) with your existing JIRA application
installation and the database for your new JIRA application installation is running on the same
machine or database server, create your new database with a different name (e.g. something intuitive
like jiradb_440 for JIRA 4.4.0). Oracle does not support schema names with periods or underscores.
Ensure the new database has identical access permissions to the old JIRA application database.

3.3 Modify your staging environment for the unique configurations

1. Configure your database connection to point to your staging database. Edit the dbconfig.xml file at the

2.

root of your JIRA home directory, or the datasource in <jira-install>/conf/server.xml for older versions.
I This is extremely important! Make sure your staging environment is not pointing to your production

database.

There are two options to handling email:

a. Disable mail on your staging server. If you need to perform some initial tests on your new
JIRA application installation, you can disable its email access to prevent unintended emails
being sent. You can leave emails on, if you're wanting to test email functionality. If you choose
to do keep emails enabled, watch particularly for:

i. Create or comment handlers, which can pull mail from your production mail servers. You
can disable these from Administration > Advanced > Services, or delete them from
'serviceconfig' table in the database.

ii. Filter subscriptions, as your users will receive notifications for filters they're subscribed
to. Delete filter subscriptions from the ‘filtersubscription' table in the database.

iii. Notifications on tickets that are updated. For these, dissociate any notification schemes
to projects you wish to test without email notifications.

b. Keep email enabled and configure your staging instance to test email:

i. See the guide here: How to Prepare a Development Server's Mail Configuration

3.4 Restart your staging server

You are now ready to restart your server. Once you've restarted, perform the following checks to verify
you've done the above steps safely:

1.

2.

Ensure the database is not pointing to production. To check this, see Viewing your System
Information. Check the 'Database URL' to ensure it's pointing to the right place.

Ensure emails are disabled or configured for dev server. Also when viewing your system
information, check the 'JVM Input Arguments' for the line 'atlassian.mail.senddisabled'. If you
configured the email for a dev server as described above, this line will not be there.

3.5 Post-startup modifications

1.

2.

Modify the instance colors. See Configuring the look and feel of your JIRA applications. This is a
good practice for users to identify that they're on the staging server.
Modify the instance base URL. See Configuring JIRA options and change the Instance URL to the
staging URL.
Consider the URL whitelist. You may wish to change some of the approved URLs. See Configuring
the whitelist.
Apply a development license. See our licensing FAQ to generate a license for the staging server.
Refer to Licensing your JIRA applications to apply it.
Reconfigure applinks. If you are connecting to other servers via applinks, you'll need to change the
server ID for those instances.
I If you leave applinks in place, it's possible to have your production instance point back to the

staging server, if a link is generated.

a. Confluence: How to change the server ID of Confluence

b. JIRA applications: Changing Server ID for Test Installations
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Installing additional applications and version updates

After you have installed your first JIRA application and have it running, you On this page:
can install additional applications and update existing applications through
the Versions & licenses page. ¢ Before you
begin
The image below shows you a typical installation of JIRA Software. Note ® Discoverin
that only JIRA Software is licensed. All updates for installed applications, in g and
this instance JIRA Core and JIRA Software, are displayed. JIRA Service installing
Desk is not installed, and you can see it's available to try on the right hand additional
side. application
S
¥JIRA Dashboards - Projects - Boards ~ Search a @ #- @- ® Updating
Administration & searon JRAadmin O installed
application
s o the
:Z:‘;.:;: al::::es Versions & licenses 2 Upload an application I atest
JIRA SOFTWARE JIRA Software 7.1.2 25 users (18 used) ()) Manage all of your licenses. aVailabIe
JIRA Software [2bs JIRA Software 7.2.0 is now available. Update e e update
- s s © e * Updating
installed
::,:::; configuration Organisation name Example Company Need licensing help? Mention your app lication
e ninsia Gontact the supportteam s to
e peLcATONS different
JrAcere 00 © IR G IRA Service Desk version
e Em— 7 il ¢ Updating
o oo Sraesme JIRA Core
e ¢ Options
when you
have no
internet
connection

Before you begin

®* You need to have the JIRA Administrator global permission to install additional applications or
updates.

® To get a trial license for an application, you need your Atlassian account login details.

® |f your JIRA instance is not connected to the internet, you can download the additional application or
required updates manually from the Atlassian website. You can then get a trial license for your
additional application at my.atlassian.com. You may be asked to provide your Server ID.

Discovering and installing additional applications

If your JIRA instance is connected to the internet, JIRA will list additional applications available on the Versio
ns & licenses page. You can download, install and license these applications directly on this page.

1. Choose

> Applications. The list of additional application will display on the right-hand side of your Versions &
licensing page.

2. Select the application you'd like to install, click on Try it for free and follow the prompts.

3. Your application is installed with a trial license and you're ready to go! For an overview of what
additional functionality and features you'll be using, you can review the applications and project types
overview page.

Updating installed applications to the latest available update

1. Choose
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> Applications. Any applications that have updates available will display a message informing you of
the latest available update.

2. Click the Download button in the message. A progress bar for your download will display, and confirm
when it's completed.

3. Your application is up to date!

JIRA Software and JIRA Service Desk can be updated in this way, while your server is running. JIRA
Core updates work differently and are described below.

Updating installed applications to different version

Sometimes you may need to update an application to a version that is not the latest available. This could be
due to compatibility requirements with your JIRA Core version, or due to your license restricting you to
updates prior to maintenance expiring.

When you want to update an installed application to a version that is not the latest available, you first need to
download the version update file. You can browse available versions, along with their compatibility, on the
Atlassian website:

® JIRA Software available versions
® JIRA Service Desk available versions

Make sure the version you download is compatible with your JIRA Core version. Once you've downloaded
the update file, you can manually install it:

1. Choose

> Applications.

Select the Upload an application link.

Browse to the update file you downloaded.

4. Click the Upload button. A progress bar for your upload will display, and confirm when it's been
uploaded and installed.

5. Your application is now updated to the version you selected.

wnN

Updating JIRA Core

The Versions & licenses page will notify you when an updated version of JIRA Core is available. However,
unlike version updates for JIRA Software and JIRA Service Desk, updates for JIRA Core cannot be applied
while your server is running. Instead, Versions & licenses page will prompt you to download the installer for
the new version.

If you want to download something other than the latest installer for JIRA Core, you can download it from the
Atlassian website:

® JIRA Core available versions

To update your JIRA Core installation, you should follow our upgrade documentation, as this is an important
step that requires planning and preparation.

Options when you have no internet connection

If your JIRA server is not connected directly to the Internet, or your firewall blocks connections to the Atlassia
n Marketplace website, the Versions & licenses page will not be able to check for or apply version updates.

There are several scenarios that you may need to cover:

® To update your JIRA Core installation, you should follow our upgrade documentation, as this is an
important step that requires planning and preparation.

® To update any other existing JIRA applications, you can follow the steps set out in Updating installed
applications to a different version, making sure that the version you download is compatible with your
JIRA Core version.

® To install new applications, download the application file as described in Updating installed
applications to a different version. For this option, you'll also need to obtain a trial license for your
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additional application at my.atlassian.com so that you can update the license key manually after
you've installed the application.

Restricted functions in JIRA Cloud applications

Generally speaking, all functions performed by the JIRA System administrator in JIRA server applications are
restricted in JIRA Cloud applications. The following table lists all of the functions that are restricted in JIRA Cloud
applications, even to users with administrator permissions. The table below also lists whether the function can
be configured by Atlassian Technical Support on request. If not, then it is unavailable for your configuration in
JIRA Cloud applications.

Restricted Configurable Notes
function on request?
General No A limited number of specific General Configuration and Advanced Settings
Configuration options are available in JIRA Cloud applications. External user
management is not available.
® External
user
management
® JIRAasa
user server
System No The JIRA 'System Administrator' global permission is not available in JIRA
Administrator Cloud applications. The 'JIRA administrators' permission is still available.
Permissions You can see a list of differences between the two administration types her
e.
Configuring an No Atlassian Cloud comes with an internal SMTP server configured to send
outgoing notifications.
(SMTP) Mall The prefix is not configurable.
server
Incoming Mail No POP/IMAP Mail Servers are configurable in JIRA Cloud applications but
Servers File system messages are not. Note that you can create issues via email

. using those POP/IMAP servers.
® Configuring

File system
messages
Changing No
project key
pattern
Configuring No Please see
listeners JRA-31598 - Allow the use of Listeners in a future version of Cloud Applications
for the status of this functionality request.
Configuring No
services
Customizing NO
source files
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Customizing
email content

Changing the
index path

Running the
integrity checker

Configuring
logging and
profiling

information

Accessing the
scheduler

Importing data

Importing XML
workflows into
JIRA

Importing JIRA
projects

Add-ons

Disabling
attachments, or
setting the
attachment path

Running Jelly
scripts

Configuring
LDAP
integration

Configuring
trusted
applications

NO

No

No

No

No
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No

No
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No
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No
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The procedure for customizing email content sent in notification messages
requires editing Velocity files within the JIRA web app. This makes it a
special case of "customizing source files". See

CLOUD-1791 - Customize notification email template

CLOSED and

JRA-7266 - Create an Email Template Editor in the Ul to Replace Editing Velocity
Templates | OPEN

for suggestions to allow customization of email contents through the web
ul.

In Labs we have an Audit feature available. The feature can be enabled at
the following location:

https://<instance>/auditing/settings

Please read Import and export data for information on supported imports
for JIRA Cloud. Imports from certain non-Atlassian products (e.g. Bugzilla
FogBugz for Your Server) or single project imports can be performed
using a local evaluation copy of JIRA to create a compatible backup that
can be imported into JIRA Cloud.

It is possible to Import Workflow from Marketplace only.

Restoring a project from backup does not apply to JIRA Cloud.

Please see

JRA-31806 - Provide support for "Single Project" imports into JIRA Cloud
OPEN for the

related feature request status, and Project Import From JIRA Server to
JIRA Cloud for workaround.

Please see Add-ons and plugins for the list of supported add-ons.

Attachments enabled by default

CLOUD-1439 - Enable Jelly scripting

Please see

request status.

for the related feature
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Configuring
application links

Connecting local
Bamboo
installations

Accessing
license details

Modifying
SysAdmin users
& attributes

Deactivating
users

Renaming users

Remote API
(REST)

Installing
intermediate
SSL certificates

HTML and
JavaScript in
issue fields

Text Gadget

Uploading
custom icons for
issue type and
priority

Default session
timeout

External
gadgets

Change number
of workflow
transition
buttons

Yes

Yes

No

No

No

Yes

Yes

No

No

No

No

No

No

Yes
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It is not possible to 'deactivate’ a user in JIRA Cloud applications. See Ma
nage application access for information on how restrict a user's access to
one or more applications in Atlassian Cloud.

It is possible to rename a JIRA application and/or Confluence user in
Cloud User Management.
It is not possible to rename Bamboo users.

For more information, see JIRA REST APIs.

It is not possible to install intermediate certificates in JIRA Cloud
applications. The potential impact might be that you will run into problems
when adding secure POP/IMAP mail servers that have certificates signed
by non-root CAs.

The workaround is to obtain a certificate signed by a trusted root
Certification Authority (CA). The full list is here.

This feature creates an XSS vulnerability that could allow malicious users
to gain system administrator permissions and use the Cloud infrastructure
for nefarious purposes. Wiki markup is still available.

This gadget creates an XSS vulnerability as it can contain arbitrary HTML.

JRA-29848 - JIRA Cloud text gadget

Please see

This is tracked at
JRA-21246 - Allow upload of custom issue type icons to JIRA Cloud

RESOLVED

This is tracked at

JRA-34258 - Ability to configure the session timeout for OnDemand
OPEN

Create a support request with the number of transition buttons you want,
and a 15-minute maintenance window (with 24 hours of notice) and
Atlassian Support will configure it for you. (We'll be working from Advance
d workflow configuration).
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Configuring No You need the 'JIRA System Administrators' global permission to do
OAuth that.

authentication . _ , o .
3 Legged OAuth is automatically configured for Application Links.

2 Legged OAuth with impersonation is not available.

2 Legged OAuth without impersonation is available and required for the
Development Panel. Use this type to connect to Bitbucket Server and
Bamboo Server.

Configuring No
Secure

Administrator
Sessions

Layout and design

The layout and design of your JIRA applications can be customised to an extent, so that they more closely
reflect your organization's look and feel, and requirements in relation to user preferences (such as the default
language, user preferences and announcement banner).

Search the topics in 'Layout and design':

The following pages provide you with more information on setting up your JIRA applications so you can get
the most out of them!
® Configuring the look and feel of your JIRA applications
Configuring an announcement banner
Configuring the default dashboard
Choosing a default language
Configuring the default issue navigator
Creating links in the application navigator
Configuring the user default settings

You may also wish to extend JIRA's functionality by installing and/or enabling new plugins. Read the
Managing add-ons page for further information.

Configuring the look and feel of your JIRA applications

This page tells you how to customize your JIRA installation to match your company's environment. One of the
easiest things you can do to get started is to update your JIRA color scheme to match your company's logo
(shown below).

Dashboards - Projects - Issues ~ Tast Sessions ~ Q Quick Searct

o % -

User Interface

General Configuration Logo

TROUBLESHOOTING AND

Reset to Default
SUPPORT

b » constrained to a ma 3 s touse s with a 57
System Info he height of the logo image wil be constrained to a maximum of 30 px. Also, it is recommended to use an image with a 57 px width

Instrumentation Upload from File Browse... |
Integrity Checker or

Logging & Profiling Upload from URL

Scheduler Details
Upload Logo
SECURITY

User Sessions

Remember My Login Site Title
Whitelist

¥08GPes OAID

[ Show Site Title
|SSUE FEATURES When enabled, the instance name will appear next to the logo in the header.

Time Tracking Update

Issue Linking
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® Upload from File — click Browse to search for and upload a new image for the logo.
® Upload fromURL —use one of the following conventions:

® A URL beginning with *htt p: // ' or 'ht t ps: / / "is treated by JIRA as an absolute URL/path.
® A URL beginning with a forward slash '/ ' is treated as a path relative to the <j i r a- appl i cati on-di r>
subdirectory of your JIRA application installation directory.

I Note: For all of the following procedures, you must be logged in as a user with the JIRA Administrators glo
bal permission.

If the JIRA logo does not appear after changing it to a custom one, ensure that the URL specified uses the
correct case as this may be case-sensitive.

If you don't like the change, simply click Undo.
On this page:

® ook and feel configuration
® Logo and Favicon

® Colors

® Gadget colors

¢ Date/Time Formats

Related pages:

® Configuring the default issue
navigator

® Configuring the default
dashboard

Look and feel configuration

You can easily customize JIRA's look and feel to suit your needs:

1. Choose

> System.

Select User Interface > Look and Feel.

3. The Look and Feel configuration page will be displayed as follows:
Screenshot: Look and Feel Configuration

N
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Logo
The height of the logo image will be constrained to a maximum of 30 px. Also, it is recommended to use an image with a 57 px width
IRA
Upload from File | Browse.. |
or
Upload from URL
Upload Logo
Site Title
) Show Site Title
‘When enabled, the instance name will appear next to the logo in the header.
Update
Favicon
e®e
\/
Upload from File | Browse... |
or
Upload from URL
Upload Favicon

Logo, Site Title and Favicon

Colours

To apply a color scheme that matches your logo, click here.
Header Background Colour #205081 .
Header Highlight Background Colour #296CA3 .
Header Separator Colour #2E3D54 .
Header Text Colour T D
Header Text Highlight Colour #IOfOf0 I:‘
Menu Item Highlight Background Colour #326cab .
Menu Item Highlight Text Colour B iiiig I:‘
Button Background Colour #3bTfcd .
Button Text Colour FHFT I:‘
Link Active Colour #326026 ]
Heading Colour #292929 [ |
Link Colour #326cab .

Gadget Colours
Colour 1 (Default) #369 ]
Colour 2 #900925 [ ]
Colour 3 #d94625 ]
Colour 4 #346006 ]

Colours and Gadget Colours
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Date/Time Formats

Documentation on date/time formats can be found online.

Time Format h:mm a
E.g. 1:55 PM
Day Format EEEE h:mm a

E.g. Wednesday 1:55 PM

Complete Date/Time Format dd/MMM/yy h:mm a
E.g. 23/May/07 1:55 PM

Day/Month/Year Format dd/MMM/yy
E.g. 23/May/07
Use ISOBE01 standard in Date Picker No

Turning it on will cause Monday to be the first day of week in the Date Picker, as specified by
the ISO8601 standard

Day/Time Formats

To edit the logo, see the next section on Logo and Favicon.

5. To edit the colors, click on the individual colors and edit them directly. For more information, see the
section below on Editing colors.

»

Logo and Favicon

The logo appears in the top left corner of every JIRA page while the favicon appears typically to the left of your
browser's URL field and on browser tabs displaying a page on your JIRA site. You can easily replace the default
JIRA logo and/or favicon with an image of your choice.

Element Sizing information

Logo The logo's height must be constrained to a maximum of 30px. It is also recommended to use a
57px width image.

Favicon  The favicon must have PNG file format, it should be 32x32 pixels, 71x71 DPI and have 8 bit color
depth for best results.

Colors

The following options control the appearance of the entire JIRA user interface.

Editing colors

To edit the colors, click on the individual colors and follow this procedure.

1. Click on the color box for an element.
2. This opens up the color display where you can create customized colors or enter specific color values:
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Colours
To apply a color scheme that matches your logo, click here.
Header Background Colour #205081
Header Highlight Background Colour #296CA3 ?
:
Header Separator Colour #2E3D54 [ | Update = Cancel g

Header Text Colour

Header Text Highlight Colour

Menu Item Highlight Background Colour

Menu Item Highlight Text Colour Fiig

3. To save your changes, click Updatg.
4. If you are unhappy with a color change, click the Revert button that displays in the row where you've
made the change:

Header Highlight Background Color #286cal3 . Revert

Usage Notes

® The colors you specify for each of the following options can be anything that is valid for both a font tag,
and a stylesheet's 'color:' attribute.
* When specifying a color, you can use the pop-up color chooser, or specify your own (eg. '#FFFFFF', 'red")

® To return to the original color scheme, just clear any values that you have set.

Gadget colors

These seven colors are the seven options from which users can select when changing the color of a gadget's
frame on their JIRA dashboard. color 1 is the default frame color for newly-added gadgets.

@ Please note:

® The colors you specify for each of the eight options can be anything that is valid for both a font tag, and a
stylesheet's ‘color:' attribute.

® When specifying a color, you can use the pop-up color chooser, or specify your own (eg. '‘#FFFFFF',
red").

® To return to the original color scheme, just clear any values that you have set.

Date/Time Formats

The Look and Feel page allows you to customize the way times and dates are presented to users throughout
the JIRA user interface.

When specifying dates and times, they should be based on the Java SimpleDateFormat.

When you are not in edit mode on the 'Look and Feel' page, the examples in the rightmost column of the Date/Ti
me Formats section show you how the various formats will appear in JIRA.

Relative time is used in date/time formats

Issue date/time fields show a relative instead of absolute date/time format (for example: "Yesterday" instead of
"20 May 2013 12:00 PM"). You can still see the absolute date/time by hovering over the field.

ﬂ The date/time format reverts to absolute after a week.If you want to switch off this format, setthe jira.lf.d
ate.rel ati vi ze application property to 'false’. See Advanced JIRA application configuration and Disable
relative dates in JIRA applications for more information.
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Configuring date picker formats

JIRA system administratorscan configure the format of date pickers used throughout the JIRA user interface via

options on the Advanced Settings page.

ﬂ Be aware that these options are different from the Date/Time Formats configuration options on the Look
and Feel page, which only customize JIRA's presentation of times and dates to users.

I The date or date/time formats for date pickers are defined by a pair of properties (one for Java and the other
for JavaScript). The two properties in this Java/JavaScript pair must match in order for the date (or date/time)

picker they define to function correctly.

®* For Java formats, specify date/time formats based on the Java SimpleDateFormat.
® For JavaScript formats, specify date/time formats based on the Unix date format.

Here are some example US-based date configurations:

Preferred Value of thejira. date. pi cker. Value of the j i ra. dat e. pi cker. j avasc Comme

Date j ava. f or mat property ript.format property

2010-10-01 yyyy-MM-dd %Y-%m-%d ISO 860:
format

Oct/1/10 MW d/ yy %/ Yel Yy

10/01/10 MM dd/ yy % %d/ %y

Oct 1, MW d, yyyy % %, %W

2010

10/01/2010 MM dd/yyyy %n Ye/ %Y

Here are some examples of date/time configurations:

Preferred Value ofthejira.date.time. picker.
Date/Time j ava. f or mat property

2010-10-15 yyyy-MM-dd HH:mm

08:50

15/0ct/10  dd/ MW yy h: nm a

8:50 AM

10/15/10 MM dd/yy hh: mm a

08:50 AM

Configuring an announcement banner

Value of the jira. date.tine.picker.javasi
ript.format property
%Y-%m-%d %H:%M

o/ Yl %y % : 9 %

% %/ %y 9% : YM %p

Administrators can configure an announcement banner to display pertinent On this page:
information on all JIRA pages. The banner can be used to relate important ® Configurin
information (e.g. scheduled server maintenance, approaching project gan
deadlines, etc.) to all users. Further, the banner visibility level can be announce
configured to display to all users or just logged-in users. ment

If you are using JIRA Server, the banner can be configured to contain HTML - gznngeerr
text. If you are using JIRA Cloud, you can only use wiki markup in the visibility
banner. mode

' Note: For all of the following procedures, you must be logged in as a

user with the JIRA Administrators global permission.
Configuring an announcement banner

1. Choose
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> System.

Select User Interface > Announcement banner in the System panel below.
Enter the required text in the Announcement field.

Select the required Visibility Level for the banner.

5. Click the Set Banner button.

Eal SN

Depending on the visibility level selected, the banner will become visible throughout JIRA.

Banner visibility mode

The announcement banner visibility level can be configured to specify to whom the banner will be displayed.
There are two modes:

® Public — the banner is visible to everyone
® Private — the banner is visible to logged-in users only

Configuring the default dashboard

The default dashboard is the screen that all JIRA users see the first time they log in. Any users who have not
added any dashboard pages as favorites also see the default dashboard.

JIRA allows Administrators to configure the default dashboard. The gadgets on the default dashboard can be
re-ordered, switched between the left and right columns, additional gadgets can be added, and some
gadgets can be configured. The layout of the dashboard (e.g. number of columns) can also be configured.

All changes made to the default dashboard will also change the dashboards of all users currently using the
default. However, gadgets that users do not have permissions to see will not be displayed to them. For
example, the 'Administration’ gadget, although it may exist in the default dashboard configuration, will not be
visible to non-admin users.Gadgets are the information boxes on the dashboard. JIRA comes pre-configured
with a set of standard dashboard gadgets. It is also possible to develop custom gadgets and plug them into
JIRA using its flexible plugin system.

I Note: For all of the following procedures, you must be logged in as a user with the JIRA Administrators
global permission.

Adding and configuring gadgets on the default dashboard

JIRA's default dashboard is limited to only one dashboard page. However, users can add multiple pages to
their own dashboards if they wish.

1. Choose

> System.
2. Select User Interface > System dashboard to open the Configure System Dashboard page.
3. On the 'Configure System Dashboard' page, you can do the following:
®* Move a gadget by drag-and-drop.
® Re-configure existing gadgets.
® Choose a different layout.

ﬂ By default, there is a limit of 20 gadgets per dashboard page. If you wish to raise this limit, edit the jira-co
nfig.properties file, setj i r a. dashboar d. max. gadget s to your preferred value and then restart JIRA.
See also

® Using dashboard gadgets
® Adding a gadget to the directory
® Subscribing to another application's gadgets

Using dashboard gadgets

On this page:
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About gadgets
Pre-installed gadgets
Extension gadgets
Creating new gadgets

About gadgets

JIRA provides the ability to display summary information about project/issue data on the dashboard, through the
use of 'gadgets'. Each gadget can be configured to display project and issue details relevant to particular users.
Gadgets can be added to the dashboard — providing a central location for quick access to this information.

Adding Atlassian gadgets to external websites
You can also add Atlassian gadgets to compatible external websites, like iGoogle. For instructions on
how to do this, please refer to Adding an Atlassian Gadget to iGoogle and Other Web Sites.

Pre-installed gadgets

JIRA provides a set of standard gadgets out-of-the-box:

Gadget Description

Activity The Activity Stream gadget displays a summary of your recent activity.
Stream

Gadget

Administration

The Administration (Guide for JIRA Administrators) gadget displays checklist of common

Gadget administration tasks and links to administrative functions and documentation.
Assigned To The Assigned To Me gadget displays all open issues in all projects assigned to the current
Me Gadget user viewing the dashboard.

Average Age

The Average Age gadget displays a bar chart showing the average number of days that

Gadget issues have been unresolved.

Bamboo The Bamboo Charts gadget displays various charts and plan statistics from a particular
Charts Bamboo server.

Gadget *

Bamboo Plan The Bamboo Plan Summary gadget displays a graphical summary of a build plan.
Summary

Chart

Gadget *

Bamboo The Bamboo Plans gadget displays a list of all plans on a Bamboo server, and each plan's
Plans current status.

Gadget *

Bugzilla ID The Bugzilla ID Search gadget allows the user to search all JIRA issues for references to
Search Bugzilla IDs.

Gadget

Calendar The Issue Calendar gadget shows issues and versions in a calendar format based on their
Gadget * due date. Calendars can be based on an issue filter or on a project.

Clover The Clover Coverage gadget displays the Clover coverage of plans from a particular
Coverage Bamboo server.

Gadget *

Created vs The Created vs Resolved gadget displays a difference chart showing the issues created vs
Resolved resolved over a given period.

Gadget
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Crucible
Charts
Gadget *

Favorite

Filters Gadget

Filter Results
Gadget

FishEye
Charts
Gadget *

FishEye
Recent
Changesets
Gadget *

In Progress
Gadget

Introduction
Gadget

Issue
Statistics
Gadget

Pie Chart
Gadget

Projects
Gadget

Quick Links
Gadget

Recently
Created
Issues
Gadget

Resolution
Time Gadget

Road Map
Gadget

Text Gadget *

Time Since
Issues
Gadget

Two
Dimensional
Filter
Statistics
Gadget
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The Crucible Charts gadget displays various charts showing statistical summaries of code
reviews.

The Favorite Filters gadget displays a list of all the issue filters that have currently been
added by you as a favorite filter.
The Filter Results gadget displays the results of a specified issue filter.

The FishEye Charts gadget displays two charts showing showing statistics about a given
sourcecode repository.

The FishEye Recent Changesets gadget displays a number of recent changesets from a
FishEye repository.

The In Progress gadget displays all issues that are currently in progress and assigned to the
current user viewing the dashboard.

The Introduction gadget displays a configurable introduction message on the dashboard.

The Issue Statistics gadget displays the collection of issues returned from a specified filter,
broken down by a specified field.

The Pie Chart gadget displays issues from a project or issue filter, grouped by a statistic
type, in pie-chart format. The issues can be grouped by any statistic type (e.g. Status,
Priority, Assignee, etc).

The Projects gadget provides information and various filters related to a specified project(s).
The Quick Links gadget displays a number of useful links to issues associated with the
current user.

The Recently Created Issues gadget displays a bar chart showing the rate at which issues
are being created, as well as how many of those created issues are resolved.

The Resolution Time gadget displays a bar chart showing the average resolution time (in
days) of resolved issues.

The Road Map gadget shows versions which are due for release within a specified period of
time, and a summary of progress made towards completing the issues in those versions.

The Text gadget displays a configurable HTML text on the dashboard.

The Time Since Issues gadget displays a bar chart showing the number of issues that
something has happened to within a given time period. The 'something has happened' is
based on a date field that you choose, such as 'Created’, 'Updated’, 'Due’, 'Resolved' or a
custom field.

The Two Dimensional Filter Statistics gadget displays statistical data based on a specified
filter in a configurable table format.
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Voted Gadget The Voted Issues gadget shows issues for which you have voted.

Watched The Watched Issues gadget shows issues which you are watching.

Gadget

@ See the big list of all Atlassian gadgets for more ideas.

*This gadget will only be available if you have installed/configured the relevant plugin.

Extension gadgets

Other gadgets are available as plugins on the Atlassian Marketplace. If you wish to you use these plugins, you

need to first install them (using the instructions provided with each plugin) then enable them.

Creating new gadgets

New gadgets can be created by writing an XML descriptor file, packaged as an Atlassian plugin. See Developing

Gadgets for more information.

Related topics

The big list of Atlassian gadgets

Adding a gadget to the directory
The JIRA gadget directory displays all the gadgets that are available for
JIRA users to add to their dashboard.

You need to have administrator privileges to add a gadget to the directory. If
you have permission to add gadgets to and remove gadgets from the
directory itself, you will see the 'Add Gadget to Directory' and 'Remove’
buttons on the 'Add Gadget' screen, as shown below.

Security implications

On this page:

®* Adding a
Gadget
that is Not
a Plugin

®* Adding a
Gadget
that must
be
Installed
as a Plugin

Add only gadgets from sources that you trust. Gadgets can allow unwanted or malicious code onto
your web page and into your application. A gadget specification is just a URL. The functionality it

provides can change at any time.

There are two types of gadgets: those that must be installed as plugins, and those that can be added as

simple gadget URLSs.

Adding a Gadget that is Not a Plugin

If the gadget is hosted on another server and can be added to the directory as a simple URL, then you can

simply add it via your dashboard's 'Add Gadget' option.

To add a gadget to your directory,
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1.

5.

6.

First you need to find the URL for the gadget's XML specification file. Gadget authors and
publishers make their gadget URLs available in different ways. Below are the instructions
for an Atlassian gadget and a Google gadget.

* Follow the steps below if you need to find the URL for a gadget that is published by
an Atlassian application, such as JIRA or Confluence: A gadget's URL points to the
gadget's XML specification file. Gadget URLs are shown on the 'Gadget Directory'
screen that is displayed when you click 'Add Gadget'. In general, a gadget's URL
looks something like this:

http://exanpl e. com nmy- gadget -1 ocati on/ ny- gadget . xmi

If the gadget is supplied by a plugin, the URL will have this format:
http://ny-app. ny-server.comport/rest/gadgets/1.0/g/ny-plugin.
key: ny- gadget / ny- pat h/ ny- gadget . xni

For example:

http://nyconpany. com jiral/rest/gadgets/ 1.0/ g/ comatl assian. str
eans. streans-jira-plugin:activitystream gadget/gadgets/activit
ystream gadget . xm

To find a gadget's URL in JIRA:
® Go to your dashboard by clicking the 'Dashboards’ link at the top left of the
screen.
® Click 'Add Gadget' to see the list of gadgets in the directory.
* Find the gadget you want, using one or more of the following tools:
® Use the scroll bar on the right to move up and down the list of gadgets.
® Select a category in the left-hand panel to display only gadgets in that
category.
® Start typing a key word for your gadget in the 'Search' textbox. The list
of gadgets will change as you type, showing only gadgets that match
your search term.
® Right-click the '‘Gadget URL' link for that gadget and copy the gadget's URL
into your clipboard.

To find a gadget's URL in Confluence:

® Open the '‘Browse' menu and click 'Confluence Gadgets' to see the list of
available Confluence gadgets.

® Find the gadget you want.

® Right-click the '‘Gadget URL' link for that gadget and copy the gadget's URL
into your clipboard.

® Follow the steps below if you need to find the URL for a Google gadget:

a. Go to the Google gadget directory. (You can also get there by clicking 'Add
Stuff' from your iGoogle home page.)

b. Search for the gadget you want.

c. Click the link on the gadget to open its home page.

d. Find the 'View source' link near the bottom right of the page. Right-click the
link and copy its location to your clipboard. This is the gadget's URL.

. Now you can add the gadget to your directory. Go to the dashboard by clicking the 'Dashb

oard' link or the 'Home' link at the top left of the screen.

The dashboard will appear. Click 'Add Gadget'.

The 'Add Gadget' screen appears, showing the list of gadgets in your directory. Click ‘Add
Gadget to Directory".

ﬂ You will only see this button if you have administrator permissions for your dashboard.
The 'Add Gadget to Directory' screen appears. Type or paste the gadget URL into the
text box.

Click 'Add Gadget'.

The gadget appears in your gadget directory. (It will be highlighted for a short time, so that
you can see it easily.)
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Adding a Gadget that must be Installed as a Plugin

If the gadget must be installed as a plugin, you cannot add it via the gadget directory user interface.
Instead, you will need to follow the instructions for adding a plugin, as described in Managing add-ons.

Once you have installed your plugin, the gadget will automatically appear in the directory.

Related topics

The big list of Atlassian gadgets

Subscribing to another application's gadgets

Security Implications

Add only gadgets from sources that you trust. Gadgets can allow unwanted or malicious code onto your
web page and into your application. A gadget specification is just a URL. The functionality it provides
can change at any time.

If you have administrator privileges, you can configure your application to subscribe to gadgets from other
Atlassian applications. This feature allows administrators to make all the gadgets from one application available
in another application, without having to enable each gadget individually via the gadget URL.

To make use of this feature, you will need two or more applications that support the feature.

The gadgets included are those provided by the other application or via plugins installed into that application.
They do not include external gadgets that the other application has added to its directory.

To subscribe to gadgets from another application,

1. Go to the dashboard by clicking the '‘Dashboard' link or the ‘Home' link at the top left of the
screen.

2. The dashboard appears. Click 'Add Gadget'.

3. The 'Add Gadget' screen appears, showing the list of gadgets in your directory. See the gadg
et directory screenshot below. Click '‘Gadget Subscriptions'.
ﬂ' You will only see this button if you have administrator permissions for your dashboard, and
if your application supports gadget subscriptions.

4. The 'Gadget Subscriptions' screen appears, showing the applications to which your
application already subscribes. Click ‘Add Subscription'.

5. The 'Add Subscription' screen appears. See the screenshot below. Enter the base URL of
the application you want to subscribe to. For example, htt p: / / exanpl e.confjiraorhttp
./ [ exanpl e. com conf | uence.

6. Click 'Finished' to add the subscription.

Screenshot: Gadget directory with 'Gadget Subscriptions' button

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/GADGETS/All+Atlassian+Gadgets
http://example.com/jira
http://example.com/confluence
http://example.com/confluence

Documentation for JIRA Administrators 7.1

157

Gadget Directory
All (67) [+ 8
Bamboo (8) H =
Charts (16)
Add it Now
Clover (2)
JIRA (53) 2=
Other (4)
Wallboard (23)
Add it Now
Add it Now
Add Gadget to Directory Gadget Subscriptions

[Eearch

Activity Stream
By Atlassian

Lists recent activity in a single project, or in all projects.

https://sgriffin.jira-dev.com/rest/gadgets/1.0/g/com.atlassian.streams.streams-jira-...

Assigned to Me
By Atlassian

Displays all unresolved issues assigned to me

https://sgriffin.jira-dev.com/rest/gadgets/1.0/g/com.atlassian.jira.gadgets:assigned-...

Average Age Chart
By Atlassian

Displays the average number of days issues have been unresolved.

https://sgriffin.jira-dev.com/rest/gadgets/1.0/g/com.atlassian.jira.gadgets:average-...

Average Number of Times in Status

P Atlacaio-

Close

Screenshot: Adding a gadget subscription

Add Subscription

https://confluence.atlassian.com/

whitelist please see the documentation.

Type or paste the base URL of the Atlassian application to subscribe to:

Please note that subscribing to this URL will add it to your instance's whitelist. For more information on how to edit this

Add Subscription

When you subscribe to gadgets from another application, people will be able to use all those gadgets on their dashboards or
pages in your application. The gadgets are those provided by the other application or via plugins installed into that application.
They do not include external gadgets that the other application has added to its directory.

Only subscribe to applications that you trust! Gadgets can allow unwanted or malicious code onto your web page.
You can subscribe to any Atlassian application that publishes its gadgets for other applications to find.

An application's base URL looks something like this: http://example.com/jira

Back | Close

Related topics

The big list of Atlassian gadgets
Choosing a default language

Overview
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Most user-visible pages in JIRA are now internationalized. Chinese, Czech,
Danish, English, French, German, Italian, Norwegian, Polish, Portuguese
(Brazilian), Russian, Japanese, Slovak, and Spanish translations are
available (at time of writing), with more in development.

I Note: For all of the following procedures, you must be logged in as a
user with the JIRA Administrators global permission.

When JIRA is first installed, the default language may be chosen by
selecting it from a list.

Changing the default language

1. Choose

> System.
Select General Configuration to open the Administration page.

n

3. Click the 'Edit Settings' button, then select the appropriate language in the drop-down box next to

'Default language'.

On this page:

® Qverview

® Changing
the default
language

® Per-user
language
selection

® Overriding
the default
translation
s of issue
types,
resolutions
, Statuses,
and
priorities

® Related
topics

Any additional languages you have installed will appear in the list. See Translating JIRA.

Per-user language selection

Individual users can manage their user profile, which will override the default language (see above).

Overriding the default translations of issue types, resolutions, statuses, and priorities

Should you wish, you can easily specify your own translations for the values of the following JIRA issue

fields:

Issue type
Priority
Status
Resolution

Your specified translations will override the values specified in the JIRA translation.

Related topics

® Translating JIRA

Translating JIRA

This page contains information about translating JIRA into languages other than English.

On this page:

® Atlassian Translations — a collaborative environment for creating translations of JIRA

® What translations of JIRA are currently available?
® What about translations of the documentation?
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Atlassian Translations — a collaborative environment for creating translations of JIRA

The Atlassian Translations site provides a collaborative environment for customers to translate JIRA. (Refer to
the instructions for more information). At present there are thousands of accepted translations across a number
of languages. We need your help to make this even better! If you are looking at updating or creating a language
pack please use Atlassian Translations and tell us about your experience. You can log in with your My Atlassian
account. To provide feedback or submit an existing language pack for import please contact The
Internationalization Team.

There is also a plugin currently in Beta release that allows you to translate most JIRA items on the fly: InProduct
Translations.

What translations of JIRA are currently available?

Currently, JIRA ships with a number of translations in the most commonly-requested languages. You can easily
update these via the Universal Plugin Manager — please see Managing add-ons.

As a JIRA administrator, you can choose the default language from the list of installed languages: see Choosing
a default language for the latest list.

Individual users can also choose their preferred language from the same list in their user profile.

What about translations of the documentation?

We do not currently offer translations of the JIRA documentation into other languages.
Configuring the default issue navigator
JIRA applications let you change the columns of the table of search results for any search results displayed

using the List view. Click Columns at top right of the issue table to open the column configuration dialog, shown
below.

Columns -

Columns

My Defaults System

Restore Defaults

Assignee
Created

Due Date

(/]

(/]

(/]

@ lIssue Type
@ Key

@ Priority

(/]

Reporter

Done Cancel
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Column Configuration Dialog

This displays the list of the columns used in the current table of results. Choose the columns you want with
checkboxes and click Done to finish. Notice that the Filter option is greyed out, this is because the the issue
table results are not coming from a filter. See Changing the column configuration for your own filters for an
example of using this dialog to set the displayed columns for your own filters.

Sorting and rearranging columns

® To sort issues, just click on a column header.
®* To rearrange the column layout, press and hold the mouse button to enter "column drag mode."

My defaults, filter, and system

If the currently selected button is My Defaults, this indicates that the columns you are seeing are from your user

account preferences. Filter is an available option whenever the issue search results come from a saved filter. If
you are a JIRA Admin, you will also see the System tab, where you can change the columns for all users who
have not set their own defaults.

JIRA administrators can configure the columns that appear in the Issue Navigator for all users that do not have
personal column filters defined. When administrators are configuring default columns, their permissions are
ignored, so that they can add a project-specific custom field from a project that they do not have permissions to
browse. The field would never be actually shown to users that do not have permissions to see it.JIRA

administrators can also select which views are available in the JIRA system, as views are configurable via plugin

S.

On this page:

* My defaults, filter, and
system

® Changing the column
configuration for your
own filters

® Troubleshooting

Changing the column configuration for your own filters

If you are searching using a saved filter and if the filter is owned by you, use the Filter button to customize the
columns displayed when users see results from that filter. When sharing a filter with other users, it's sometimes
helpful to choose the relevant columns for those results. For example, if your filter searches for issues that are
open bugs, you may decide to remove the columns for status and issue type for that filter since they will all be
the same. Filters don't always have columns configured, but when they do, those columns will be shown unless
the user chooses to use their defaults using the My Defaults button.

For any JIRA filters that you own, you can change the displayed columns as follows.

1.
2.

3.
4,

Click on the name of a JIRA filter you own.

Click the Columns button at top right of the currently displayed columns. This opens the column
configuration dialog.

Select or deselect checked items in the list.

Click Done when you are finished.

Troubleshooting

If you cannot find a column, please make sure that you haven't run in to any of the following restrictions:

® You can only see columns for issue fields that have not been hidden and that you have permissions to

see.

® Itis possible to add any of the existing custom fields to the column list, as long as the fields are visible

and you have the right permissions.

® Some custom fields, even if selected, do not appear in the Issue Navigator for all issues. For example,

project-specific custom fields will be shown only if the filter has been restricted to that project only. Issue
type custom fields will only appear if the filter has been restricted to that issue type.
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Creating links in the application navigator

You can add custom links in the application navigator, to make it easier for users to navigate to frequently used
information.

What is the application navigator?

The application navigator is the

control in the top left of the JIRA header that displays a menu of links to other applications. It is only displayed to
users if there is more than one link. You can customize the links that appear in the application navigator, as well
as making certain links only visible for specific users.

Screenshot: Application navigator

— ﬁ"ﬂﬁ Dashboards - Projects ~ Issues ~ Create issue

e Your Company JIRA

Example.com Oard

®®e \Welcome to Your Company JIRA
\J/
Mot sure where to stant? Check out the JIRA 101 guide and Atlassian tr

[

You can customize this text in the Administration section.

Adding links to the application navigator

If applications are linked to your JIRA instance via application links, those applications will automatically appear
in the application navigator. If you don't have any applications linked, the application navigator icon (

) will appear only for administrators. After links have been set up, the application navigator icon will automatically
be visible to all users.

1. Choose

> Applications.
2. Select Application Navigator.
3. Create links by entering a name and the URL on the page.

After you've created a link, it will appear in the application navigator for all your applications after a few minutes
(up to 10). Or, if you want links to appear immediately, you can navigate to the application navigator
administration page in each application and refresh the page.

If you want to make a link appear in the application navigator for only specific users, use the Groups box to
specify which groups can see the link. To hide the link from all users, select the Hide checkbox (for example, if
you want to temporarily hide the link without deleting it entirely).

o When you make a link visible for a specific group, the link visibility is only set up in the application where you
are configuring the link. For example, if you change the visibility in the JIRA administration screen and you also
want it to be visible to the same users in Confluence, you must make the same changes in the Confluence
administration settings.

To modify links that were created and are managed in other applications (for example, in a different JIRA
application), edit the link in that application. You cannot delete links to linked applications, you must delete the
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application link instead.
Configuring the user default settings

Administrators can change the default user settings which are applied to user accounts on creation. These
settings can be changed by the user on an individual basis through their profile.

Note: An administrator can force the user to use a specific Email format by clicking the Apply link. The user will
then be unable to edit this setting.

Changing the user default settings

1. Log in as a user with the JIRA Administrators global permission.
2. Select

> System > Default user preferences to open the User Default Settings page.
3. Click the Edit default values button. The User Default Settings window displays.
4. Make the changes you wish to apply. A summary of the available changes is listed below.

Setting Option

Email format Outgoing email naotifications from JIRA can be sent as HTML or text format.

Issues per This will set the number of issues displayed on each Issue Navigator page. Enter a

page value between 1 and 1000.

Default Choose the default access setting for when you create new filters and dashboards,

access which can be either shared with all other users (Public) or restricted to your viewing

only (Private).

Notify users of Choose between making JIRA send you email notifications about issue updates made

their own by either both you and other people (Notify me) or other people only (i.e. Do not
changes notify me).

Autowatch Choose between allowing JIRA to automatically make you a watcher of any issues
own issues that you create or comment on.

5. Click the Update button. Your changes have been applied.

Note: The first time you access the User Default Settings window, the Email format is set to text. This will be
applied if you click Update. Ensure you have selected the correct Email format you wish to apply.

User management

You can use JIRA to manage it's own users, or you can connect JIRA to an external user management system.
You can also use JIRA as a user management system for other Atlassian products, so that your users have the
same login details for all their Atlassian products.
Managing users
This section covers all aspects of using JIRA for user management.
Learn everything from how to create and view a user, to deactivation and
monitoring user activity.
Managing groups
Learn which groups exist by default when you install a JIRA application as
well as how to create, edit, and delete groups, add users to groups,. This
section also covers assigning permissions to JIRA functions.
Advanced user management

Learn about the advanced user management features in JIRA, such as
allowing other Atlassian products to connect to JIRA for user
management, enabling public signup, and user management limitations
and recommendations.

User directories
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Learn more about your JIRA user directory and how to connect to external
directories for external user management.

Managing users

As an administrator, you can manage users directly in JIRA or enable public
signup so users can create their own accounts. You can refer to these
pages for information on managing users across multiple projects and

applications.

Documentation

Create, edit, or
remove a user

Assign users to
groups, project roles,
and applications

Monitor a user's
activity

Prevent automatic
login

Manage password
policy

What you can do

Learn about different ways to create users in JIRA, edit user information and
properties, and deactivate or delete users who no longer need to use the system.

Give users access to different functions in JIRA like project roles and applications.

Users are created without any access so this is a critical step to allow your team
to get started.

Keep an eye on user activity to keep your system running well. This information
can help Administrators analyze JIRA performance and also know which users
have been inactive for a while.

Administrators can control which user login information is stored or turn off this
feature completely. Read more to learn about the details and benefits.

Make sure your JIRA system is secure by implementing a password policy and
CAPTCHA.

Create, edit, or remove a user

Users in JIRA applications can be managed manually or via External User Management. This page helps you
manage these users manually, and references external user management systems where required.In order for a
user to log in and access a JIRA application, they must have application access. Application access is obtained
by being a member of a group assigned to an application. Membership to these groups can be changed at any
time on a per user basis.

Before you begin
You must have the JIRA Administrator or JIRA System Administrator global permission to be able to
manage users in JIRA applications.

Create users

There are several ways to create a user in JIRA. Read on to learn which method is right for your team.

If you're adding users to a JIRA Service Desk project, check out Setting up service desk users.

Create a user in JIRA

Create a user directly in JIRA if you have a small team.Consider external user management (LDAP or Active
Directory) if you have a lot of hands on deck. Maintaining permissions for individual user ID's can be messy if
you have too many users, so there are other options for your large staff.

« To create a user:

1. Select

> User Management.
2. In the User browser, click Create User.
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3. Enter the Username, Password, Full Name and Email address.

4. Optionally, select the Send Notification Email checkbox to send the user an email containing:
® their login name.
® alink from which to set their password (this link is valid for 24 hours).

5. If you have more than one JIRA application installed, you will need to select the JIRA application you

would like to give the user access to.
6. Click the Create button.

After the user is created, you'll brought to a screen where you can view the user information and perform
additional functions such as edit details, edit groups or properties, and delete the user.

Invite users to JIRA

You can invite users to JIRA through email. When the users accept the invite and they are created in JIRA, they

will be given access to the applications set as default.

Note, JIRA's SMTP mail server must be configured to send notifications before you can invite users via email.

~ To invite a user
1. Open the User browser and click the Invite Users.

2. Enter the email addresses of the users that you want to invite. Add multiple users by separating the

email addresses with a comma.
Note: You cannot invite users by sending an invitation to a distribution list.
3. Click the Send button to send the invitations.

® Each invitation can only be used to create a user under the email address that it was sent to,

and can only be used once.
Each invitation will expire seven days after the day it was sent.

® Your user license count will not be affected until users accept the invitation and the users are

created.

Use a mail handler, connect to an internal directory, or enable public signup

There are a few other ways to create a user in JIRA. These methods are more specialized and can fill a specific

need of your team.
~ Others

Automatically create a user

You can use a mail handler to allow JIRA applications to create issues or comments via emails received. The
handler can also be configured to create new users based on the sender's email address. This method can
be used from time to time if you want JIRA to create new user accounts from any received email messages
whose From: field contains an address that does not match one associated with an existing JIRA user
account. This allows the creator of the email message to be notified of subsequent updates to the issue. See
'‘Creating issues and comments from email’ for full documentation.

Connect to an internal directory with LDAP authentication

You can connect your JIRA application to an LDAP directory for delegated authentication. This means that
JIRA will have an internal directory that uses LDAP for authentication only. Choose this option if you want to
set up a user and group configuration within your application that suits your needs, while checking your
users' passwords against the corporate LDAP directory. This option also helps to avoid the performance
issues that may result from downloading large numbers of groups from LDAP. See 'Connecting to an internal
directory with LDAP authentication' for more information on configuration.

Allow users to sign up publicly

For some organizations using JIRA Service Desk, it's appropriate to allow users to create their own accounts
without needing an Administrator. This is a good way to empower users without using up all of your JIRA
Service Desk licenses, but can raise some security concerns. See 'Enabling public signup and CAPTCHA' for
more information about enabling public sign up and CAPTCHA.

Select default applications for new users

If you have more than one JIRA application, it's possible to select which applications new users will automatically

Created in 2016 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.

164


http://creativecommons.org/licenses/by/2.5/au/

Documentation for JIRA Administrators 7.1 165

be assigned to. If you manually create a user, the applications you select as defaults will be preselected.
However it's possible to change this while creating the user. If you allow users to sign up via email, via public
signup, or through a mail handler, they will be given access to the applications you select:
~ To set default applications
1. Choose

> Applications.
2. Select Set defaults for new users.
3. Select the application/s to set as default and click the Set defaults button.
You've now set the default applications to be used for new user creation. These users will be assigned to the
default groups of the applications you have selected.

Edit a user

Modifying user information, such as name, email, address, and password, is easy with the JIRA internal
directory. If you are using an external authentication method such as LDAP or Active Directory, you'll have to
make changes in that system rather than in JIRA.

Edit a username, full name, or email address

These three attributes can be modified together, in a few simple clicks, if you're using the JIRA internal
directory to manage users. When updating a username, it's important to note that:

® JIRA cannot update external usernames - for example, users that are coming from an LDAP server or
Crowd instance. However, JIRA can update JIRA users stored in an "Internal Directory with LDAP
Authentication."

® |f you are using your JIRA instance as a JIRA User Server for other applications, (e.g., Confluence), you
will not be able to use this feature. If you aren't sure about this, check under User Management > JIRA
User Server to confirm that no external applications have been configured to use JIRA as a Crowd
Server.

~ To update user information:

1. Select

> User Management.
2. Find the user in the user list using the filter form at the top of the page.
3. Click Edit in the Operations column.
4. Make the changes to username, full name, or email address and click Update to finish.

Change a password

Administrators can change user passwords directly in JIRA when using the internal directory. A password cannot
be changed if users are managed from an LDAP server or Crowd instance.
+ To update a password:
1. Select

> User Management.

Find the user in the user list using the filter form at the top of the page.
Click on the username.

Choose Actions > Set Password.

Enter and confirm the new password, and click the Update button to finish.

aprwd

Add a property to a user

A Property is an extra piece of information about a user that you can store in JIRA. A Property consists of
a Key of your choice, like 'Phone number' or ‘'Location’, plus a corresponding Value (eg. '987 654 3210', 'Level
Three"). User Properties do not have an effect in the project apart from adding additional information about the
user. Plugins, however, can frequently use this data.
~ To add a property:
1. Select

> User Management.
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Find the user in the user list using the filter form at the top of the page.

Click on the username.
Choose Actions > Edit Properties. The Edit User Properties screen will be displayed.

Enter the new Key and its Value, then click the Add button to finish.

aprwLN

Remove a user

Have a user that no longer needs access to JIRA? Read about the different ways to remove access. Rather than
deleting a user, we recommend that you deactivate their account. Deactivating a user's account will prevent the
account from being used, but it will preserve that user's history of activity.

Deactivate a user

JIRA administrators can deactivate a JIRA user, which disables that user's access to JIRA. This avoids the need
for a JIRA administrator to delete the user's account from the system.

This feature is useful when a JIRA user leaves the organization or changes departments because their history of
JIRA activity is preserved in the system. If a user with a deactivated JIRA account needs access again at some
point in the future, their JIRA user account can be easily reactivated.
» To deactivate a user:
1. Select

> User Management and find the user in the user list.
. Click Edit in the Operations column.
. Clear the Active checkbox.
. Select Update to confirm the change.
The user will now appear in the user list with a strikethrough their username and full name, and the

text '(inactive)'.
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Note

® To deactivate a project or componentlead, assign other users as the relevant project or
component leads first. These users cannot be deleted without first replacing their roles. An
error message will appear asking you to assign another user first.

® |f your JIRA instance is configured to use an external Atlassian Crowd user directory, the user
will be deactivated in JIRA if they are deactivated in Crowd.

® JIRA does not deactivate users who are configured and deactivated/disabled in an external
Microsoft Active Directory or LDAP-based user directory, with the exception of JIRA users
configured with 'delegated LDAP authentication'.

When you deactivate a user, that user:

® Will no longer be able to log in to JIRA.
® Will not count towards your JIRA user license limit.
® Can't be assigned issues or added as a watcher to issues whenever issues are created or edited.

However:
® A user who was assigned, was watching, or had reported any issues in JIRA before their account

is deactivated, will still appear as the respective assignee, watcher, or reporter of those issues.
This situation remains until another user is specified as the assignee or reporter, the deactivated
user is removed as a watcher from them, or the account is reactivated.

® A user who voted on any issues in JIRA before their account is deactivated will continue to appear

as a voter on these issues.
® Will continue to appear on the JIRA user interface with '(Inactive)' displayed after their name.

® Can still be used to filter issues in a JIRA search query.
® Will not receive any email notifications from JIRA, even if they continue to remain the assignee, reporter,

or watcher of issues.

Delete a user

We recommend you think carefully before deleting a JIRA user. Consider deactivating instead and see the
section above for more information.
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Before you delete, note that:
® You cannot delete a user from within JIRA if you are using External User Management (However,

you can deactivate the user. See instructions above).
® You cannot delete a user from JIRA if they have:
® reported or been assigned to any issues.
® commented on any issues.
® The filters and dashboards of a user will be deleted when the user is deleted, even if the filters or
dashboards are shared with other users.
® Allissues that have been reported by or assigned to the user you are attempting to delete, are
respectively hyperlinked to a list of the individual issues in the Issue Navigator.

~ To delete a user:
1. Select

> User Management and find the user in the user list.
2. Click the Delete link in the Operations column.
The confirmation screen that follows will summarize any involvement of that user in the system by
showing current issues assigned to and reported by that user, etc. These connections between the
user and other parts of the system may prevent the deletion of that user.
3. Take any actions required to disassociate the user with JIRA. The error message will give you exact
instructions but these may include:
® Reassigning any issues currently assigned to the user.
® Bulk-editing the issues created by the user and changing the 'Reporter' to someone else. You
will also need to allow editing of closed issues if some of the issues the user created are closed
and you do not wish to reopen them.
® Changing the owner of shared dashboards owned by the user. See Managing shared
dashboards.
® Changing the project lead for any projects where the user is a lead.
4. If there are no issues assigned to, or reported by the user, and the user has not commented on any
issues, the confirmation screen will display a Delete button. Click to delete the user.

Assign users to groups, project roles, and applications

When a user is created in JIRA, they'll be automatically added to the default user group for your

installation (jira-users, jira-software-users, jira-servicedesk-agents). As an administrator, you can choose to
create a more granular security model by creating multiple user groups that grant different levels of access
within the JIRA instance (see more about user groups in the managing groups section).

This section will give you instructions on how to assign permissions by adding users to groups and assigning a
user to a project role.

Before you begin
You must have the JIRA Administrator or JIRA System Administrator global permission to be able to

manage users in JIRA applications.

Add a user to a group

The best way to give a user access to specific JIRA functions is to add a user to a predefined user group.
v To add a user to a group:
1. Select

> User Management to view the user list.

Find the user in the user list using the filter form at the top of the page.

3. Click Groups in the Operations column.

4. Use the search box to find the group that you want to add the user to. You can add more than one
group at a time in that search field if you need to add the user to multiple groups.

5. Click Join selected groups and the user will be added.

n
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Assign a project role

One way to give users access to a project role is to grant access at the user level. If you have fewer than 50
JIRA users, you can manage user permissions by manually assigning users to a project role. If you have more
than 50 users, we recommend adding users to a group that can then be assigned to a project role, as explained
above.

~ To assign access to project role on the user level:

1. Select

> User Management to view the user list.

Find the user in the user list using the filter form at the top of the page.

3. Click Project Roles in the Operations column.

4. Select Edit project roles to add / remove a user from a project role. On this screen, you can also see
the Groups that provide access to each project role.

5. Check the box for the project role that you want to give access to (Administrators, Developers, or
Users) and click Save to finish.

n

Assign a user to an application

You may need to give an existing user access to an application, or remove access to an application. Application
access can be assigned and removed in the User browser. When you assign a user to an application in this
manner, they will be added to that applications default group. When you remove application access, the user is
removed from all the groups that could grant them access to that application.
~ To assign access to an application:
1. Open the User browser.
2. Select the user you wish to assign or remove access from. The user is displayed and the applications
they are assigned to are display as checked under Applications and groups.
3. Check the box for the application/s you want to assign to a user. Uncheck the box to remove access.
Note that the changes are made in real time, as you add or remove access, the group memberships
change.

Monitor a user's activity

As a JIRA administrator, you can view individual user activity or user sessions on a global level.

For all of the following procedures, you must be logged in as a user with the JIRA Administrators globa
| permission.

View individual user login activity

Administrators may want to check individual user login activity to:

® See if certain users are still active in JIRA.
* View the age of a disabled user to clean up any ID's that have passed a certain timeframe.
~ To see login activity:
1. Choose

> User Management.
2. Click on the username in the list.
3. You will be presented with a window including;
Login count
Last login
Previous login
Last failed login
Current failed login count

® Total failed login count

4. Use this information wisely.

View global user sessions
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JIRA provides a list of users who are currently accessing JIRA. Use this information to:

Know who to contact before planned downtime.

Regularly monitor the average number of active users to evaluating your licensing quota.
View user count if the system is under duress.

And more!

~ To view current user sessions for the JIRA instance:

1. Choose

>System.
2. In the left panel, select Security > User Sessions to open the Current User Sessions in JIRA page.

Note

It's possible to have session ID's for computers that are not logged in. For example, when someone
accesses JIRA without logging in, a unique session is created without a username. This is shown as
"Not Available" in the User column.

Prevent automatic login

Overview

When a user logs in to JIRA, they have the option of making JIRA remember their login information by selecting
the 'Remember my login' checkbox before they click the 'Log In' button. When they do that, a 'Remember my
login' token is stored by the JIRA server and a cookie containing this token is set in the user's browser.

A user who revisits JIRA from the same computer and browser, will automatically be logged in if JIRA detects
that one of the user's 'Remember my login' tokens has a matching token contained in one of the browser's
cookies. If the user logs out of JIRA, the 'Remember my login' token is cleared from the JIRA server.

To maximize and maintain the security of your JIRA instance, JIRA provides features for:

¢ Disabling 'remember my login' functionality for the JIRA instance.
® Clearing 'Remember my login' tokens for individual user accounts.
® Clearing all 'Remember my login' tokens stored by your JIRA instance.

Manage automatic logins:

®* To maximize security by requiring a user to enter all of their credentials each login.
® |f users have been accessing your JIRA application in a public environment.
® [f users aren't in the habit of formally logging out of JIRA.

Before you begin
You must be logged in as a user with the JIRA Administrators global permission to complete any of the
following procedures.

Clear a 'remember my login' token for a specific user

JIRA administrators can clear all 'Remember my login' tokens associated with a user's account through the JIRA
administration console.
~ To clear a login token for a user:
1. Choose

> User Management.
2. Find the user in the list and click the Username or Email Address of the user whose 'Remember my
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login' tokens you wish to remove. Details about that user and their login information is displayed.
3. Click the 'Remember My Login' link to display that user's Remember My Login page.

4. Click the 'Clear All' button to remove all 'Remember my login' tokens associated with this user
account from the JIRA server.

Clear all 'remember my login' tokens for the entire JIRA instance

JIRA administrators can also clear all 'Remember my login' tokens from their JIRA instance with a few simple

clicks.
~ To clear a login token for the instance:

1. Choose

> System.
2. Inthe left panel, select Security > Remember My Login to open the Remember My Login for All

Users page.
3. Click the 'Clear All' button to remove all 'Remember my login' tokens from the JIRA server.

Disable ‘'remember my login on this computer' option for your JIRA instance

If you never want JIRA to remember login tokens, you can choose to disable ‘remember my login' tokens for the

entire JIRA instance.
~ To disable this feature:

Option 1 (recommended)

The checkbox for this option can be disabled by setting the j i r a. opti on. al | owcooki es property to f al
se in your jira-config.properties file. You will need to restart JIRA in order for this change to take effect.

Option 2
Editthe ./ atl assi an-jira/includes/| ogi nformjsp file.

Manage password security

Create a more secure JIRA environment by enabling a password policy, setting custom password settings, or
enabling password similarity checks.

Enabling a password policy
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The JIRA password policy is disabled by default. This policy is only useful when JIRA users are able to change
their own passwords. If JIRA is connected to an eternal user management system (LDAP, Active Directory,
Crowd), this policy should not be used since passwords are maintained externally from JIRA.
~ To enable a password policy:
1. Select

> Security.
2. Click Password Policy in the left panel. Select one of the following options:
a. Disabled — The equivalent of having no password policy (this is the default).
b. Basic — Requires passwords to be at least 8 characters long and use at least 2 character
types. Rejects passwords that are very similar to the previous password or the user's public

information.
c. Secure — Requires passwords to be at least 10 characters long and use at least 3 character

types including at least 1 special character. Rejects passwords that are even slightly similar to

the previous password or the user's public information.
d. Custom — Lets you use your own settings (see below for more information).

3. Click the Update button to finish.

Setting custom password policies

There are many optional fields that can be set when you choose a custom password policy.
+ Custom settings

Set 'Custom' password settings
Update the necessary fields to meet your company's password standards:

1. Password Length — Set a minimum and maximum length for your passwords. The defaults are 8 and

255.
2. Character Variety — Use these fields to set requirements around types of characters — uppercase

letters, lowercase letters, special characters, and so on.
3. Similarity Checks — See the section below for details on this feature.

Similarity checks for 'Custom' password settings

This is a system check to make sure that your users aren't creating a new password that is too similar to the
current password, the user's name, or email address. It can be set to Ignored, Lenient, or Strict.

What's the difference between Lenient and Strict?

® Lenient checks for obvious similarities, like reversing the user nanme or moving the front letter to the

end.
® Strict checks for more subtle variations, like mixing up the letters or adding just one new character. It

also performs a character frequency analysis.

Enabling CAPTCHA

If your JIRA application server is accessible from outside your organization's firewall, and you have enabled
signup, then you may want to also enable CAPTCHA. CAPTCHA helps ensure that only real humans (and not
automated spam systems) can sign themselves up to JIRA. When CAPTCHA is enabled, visitors will need to
recognize a distorted picture of a word (see example below), and must type the word into a text field. This is
easy for humans to do, but very difficult for computers. See 'Enabling public signup and CAPTCHA' for more
information about enabling this option.

Password FAQ
v FAQ
Question: What is Character Variety and why should | use it?
Answer: Character variety refers to the different types of characters you can create on a keyboard:

lowercase letters, uppercase letters, numbers, and special characters. Requiring different character types
makes passwords harder to guess, but it might also make them harder to remember. Use your best judgment
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when setting these fields, keeping in mind your company's requirements as well as your user base.

Question: Does this policy affect existing passwords?

Answer: The policy is only enforced as passwords are changed; there is no way to detect whether or not
existing passwords satisfy the policy or to force the users to update their passwords if the policy has been
changed. As a workaround, you can use this Crowd REST resource to forcibly change the users' passwords
to something they won't know, thereby requiring them to reset it to get back in, and the password reset
enforces the policy rules.

Managing groups

JIRA groups

A JIRA group is a convenient way to manage a collection of users. You can
use groups throughout JIRA to:

Allow application access.

Grant global permissions or project specific access.
Receive email notifications.

Access issue filters and dashboards.

Reference workflow conditions.

Integrate with project roles.

JIRA default groups

Two groups are automatically created when you install JIRA for the first time: the jira-administrators group
and one user group associated with the application.
Description Use

Group Application

jira-administrators All

Contains people who are JIRA ® Membership should be

system administrators. By default,
this group:

® is a member of the Administr
ators project role.

® has the JIRA Administrators
and the JIRA System
Administrators global
permissions.

limited to a few JIRA
Administrators or super
users.

Provides unlimited
access.
Recommended to never
delete or alter
permissions for this
group because it would
limit accessibility to the
JIRA instance.

jira-core-users JIRA Core

jira-software-users JIRA By default, these groups have the ~ ° OPtional user groups.
Software Browse Users, Create Shared * May t?e useful if your

. icedesk IRA Filter, Bulk Change and Manage ]:]IRA mstanhce has very

Jira-servicedesk-agents . Group Filter Subscriptions glob ew users that require
Service al permissions. generic, standard
Desk access.

Note

Can be deleted if your
JIRA instance requires
granular, specific
access for individual
groups of users.

If you're using External User Management, you won't be able to create, delete, or edit groups or
group membership from within JIRA, and automatic group membership will not apply. However, you'l
still be able to assign groups to project roles.
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View, create, or delete a group

Before you begin
You must be logged in as a user with the JIRA Administratorsor JIRA System Administrators global

permission to perform the following procedures.

View the group browser
The Group Browser in JIRA allows you to view, create, and edit groups, while also allowing you to modify
members, and view group permissions and settings.
~ To view the group browser:
1. Choose

>User Management.
2. Select Groups to open the Group Browser.
3. Click the group name to see the permissions, email notification schemes, security levels, and saved

filters.

Create a group

Create new groups in JIRA to customize security permissions based on roles. Users may be added to many
groups depending on the level of access that they need to do their job.
~ To create a group:

1. From the group browser, type the new group name in the Add Group form.

2. Click Add Group and you're done.

Note
New groups are created without access to JIRA functions so you'll have to assign permissions to 